
Why you need a stronger game plan  
for making your company secure

As anyone who’s ever been on the 
wrong side of a data breach can attest, 
security is not a game. First of all, the 

stakes are real. But also unlike a game, there are no set 
rules or boundaries. Even if there were, attackers aren’t 
exactly known for their fair play. 

That said, we do tend to discuss security using gaming 
terms. There is an offense with attackers and there 
is defense. The goal of the defenders is to stop the 
attackers, to prevent them from accessing or causing 
damage to our assets. This is done through defensive 
tactics just like the attackers apply offensive tactics.

The biggest problem is we don’t always know the 
parameters of the “game” we’re playing with attackers 
until it’s too late. We don’t know who our opponents are. 
We don’t know their capabilities or their goals. Is it a 
stealthy, silent robbery or a quick smash and grab for 
data that attackers can quickly encrypt and ransom? 
Are we their target of hate or are we simply a moment 
of opportunity for them? 

As a result, we’re pressured to develop tactics that can 
somehow be equally effective against a diverse and 
rapidly growing variety of potential attacks. Worse, our 
defenses also have to take into account the operational 
needs of the business. Not only do we need to stop 
attacks, we also need to ensure our security measures 
don’t also slow or stop any services. 

An attacker has no such limitations. As such, the first 
thing any game plan for our security efforts has to take 
into account is that attackers and defenders aren’t 
playing by the same rules. The playing field is anything 
but level. 

An attacker only has to be effective against one specific 
aspect of our defense — by any means possible — in 
order to be successful. As a defender, meanwhile, we 
have to be effective against all manner of potential 
attacks. And we have to operate under limitations, 
restrictions, and regulations. 

With the game so stacked against us, what does a 
winning strategy for defenders look like?
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 � Limit access to assets of any particular 
department strictly to that department or group.

 � Whitelist all systems accesses through a switch 
and a firewall. 

 � Maintain separate logins for each remote 
(vendor or cloud) account.

 � For passwords, use unique secret sentences.

 � Use personal certificates and private keys for 
administrative (root) access to external services.

 � Don’t allow desktops to connect to other 
desktops and close shares. 

 � Ensure all desktops connect to a fileserver to 
store documents.

 � Make all administrative access ports like SSH on 
servers or administrative web access on intranet 
servers only reachable by the administrator’s 
system or, even better, manually on that server’s 
keyboard if it’s a local server.

 � Avoid all-in-one networked systems. Ex: network 
access storage (NAS) + printer, or router + wi-fi. 

 � If your router has wi-fi built in, disable it and use 
a wi-fi router which cannot connect to internal 
systems instead.

 � On desktops and servers, establish what can 
execute and what can read/write. Ex: You might 
allow temp files to be created but deny them 
from executing to protect against malware.

 � On desktops, whitelist which applications may 
execute and deny the rest.

 � If you can’t whitelist, use blacklists to deny entire 
categories of devices, programs, or service 
types that aren’t needed. 

 � Keep work and personal mobile devices 
separate. Don’t allow personal apps on work 
devices or work apps on personal devices. 

 � Use different web browsers — one for banking, 
vendor administration, and other critically 
confidential connections; and a different 
one (with an ad-blocker and privacy plug-ins 
installed) for standard browsing, social media, 
etc. 

 � Use a VPN for remote access to your 
office, cloud services, banking, or vendor 
administration. 

 � Shutdown systems, routers, and wi-fi access 
points which you don’t need to keep running 
at the end of the day, on weekends, and on 
holidays.

Establishing separation is at the heart of any effective defensive strategy, and the first 
step toward assuring security. The idea is that by separating systems and assets from 
each other, you can ensure that a threat either cannot physically reach an asset or that 
it encounters an increased defense when it does.

To achieve it, build your game plan around the following:
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Step 2: Apply Rehabilitation Tactics

 � You have backups that are centralized, secured, and ideally encrypted. If your backups are 
encrypted, both off-site (cloud) and internally stored back-ups are acceptable.

 � Regularly test and time restoring. 

 � If you can’t afford to build a test your own backup system, invest in a backup service.

 � Have tools handy to fully copy a drive for forensics investigations and recovery.

 � Keep shared data in central locations like a NAS.

 � Back up everything — even your centralized data. Set up all data services and file servers to 
be backed up and redundant with fall-back servers. 

 � Have emergency contact numbers for vendor support. 

 � Invest in a distributed denial of service (DDoS) protection service. 

 � Invest in endpoint security tools that help you prevent malware from running (antivirus), 
prevent it from doing damage if it does run (ex: Barkly), and detect and clean up infections 
(ex: Malwarebytes).

How rigorously has your security been tested? How many scenarios have you’ve 
prepared for? How quickly can you recover from setbacks and attacks?

Successful security is equal parts preparation and resiliency. To achieve that, you need 
to adjust your game plan so it includes regularly revisiting steps for what to do when 
something goes wrong.

Here are some things you should be sure to address:
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Step 3: Use Your Home Field Advantage

 � Monitor your network for activity and have a clear 
picture of what’s running at any time of day. SIEM 
and IDS products can help, but even tools like 
tcpdump and Wireshark will give you more than 
enough information to understand what’s running 
on your network and where it’s going.

 � Consider investing in behavioral analysis network 
tools to help automate sniffing out anomalies, 
especially as your network grows.

 � Know what should be on each default install of 
each hard drive, whether it’s a desktop or a server.

 � Use file integrity software to get alerted to 
changes in various files and directories that can 
indicate malware or compromise.

 � Change default install and directory names, 
default logins and passwords on systems and 
devices, and default configurations such as the 
service ports of network devices and servers.

 � Change how your servers respond to queries so 
that there are only positives and false positives. 
That will flood common attack tools with noise so 
they can’t tell if the tool’s replies are true.

 � Maintain a rigorous patching schedule for systems 
that are connected directly to the Internet.

 � For non-Internet-facing systems, you will want 
to make patching and other updates part of a 
regular maintenance schedule.

 � Understand what normal looks like for your 
employees, your vendors, your routines, your 
operating hours, and your policies.

 � Make sure all employees are aware of security 
policies and procedures. 

 � Make it routine for employees to escalate and 
document changes in processes (that can help 
create a forensic trail should you need it).

 � Proactively talk to employees regularly to surface 
and investigate any complaints such as a noisy 
hard drive, a slow system, or strange messages. 

The Internet is a hostile environment. That’s the reason we go to so much trouble to 
make sure our networks are able to interact but still remain separated from it. However, 
more than just creating a safe environments for our users we need to take things one 
step further and also make them hostile environments for attackers. 

In cybersecurity, there are three primary “home field advantages” you should be striving 
to leverage: visibility, protocol, and process. You’re game plan should incorporate tasks 
designed to make the most of all three.
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Barkly makes more than awesome content. We 
make endpoint protection software that prevents 
damage when users click on bad stuff. Our 
protection works by monitoring system activity 
and blocking malicious processes from executing. 
It stops ransomware, zero-day attacks, and other 
malware that get past antivirus.

Learn how Barkly works at barkly.com.

The Institute for Security and Open Methodologies 
(ISECOM) is a non-profit, open research organization 
focused on all things related to security and 
hacking. ISECOM created and maintains the Open 
Source Security Testing Methodology Manual 
(OSSTMM) and Hacker Highschool designed to 
teach cybersecurity to teens.

Learn more at www.isecom.org.

Who are we?

Even if it were possible for us to know every potential 
vulnerability or every threat we’re exposed to at any 
given moment, the fact is they change too frequently 
for us to know anything certain for long.

That’s because the environment we work in is changing 
all the time. New technologies, new business models, 
new services, and new communication channels make 
it extremely difficult to secure it all. Furthermore, this 
competition against attackers will last indefinitely. 
That means your overall security game plan has to be 
focused on incremental learning and improvement. It’s 
not something you establish once, implement, then 
call it day. 

You need to evaluate how your systems, environment, 
and employees work together — where the interactions 
are, what resources are being used and from where, 
as well as who has authorized access to what. And 
you need to do that constantly, because every second, 
the playing field shifts a little bit. Or else before you 
know it, it’s changed a lot and you’re not ready for what 
happens next.

https://www.barkly.com/how-barklys-endpoint-protection-works?utm_campaign=eBook-HowItWorks
http://www.isecom.org/

