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Necessity Invents 
the Internet
Contrary to popular belief – and adoption – the 
Internet was not initially intended for widespread use. 
Conceptualized during the height of the Cold War1, 
the Internet was meant to serve as a way for trusted 
professionals to communicate with one another without 
having to rely solely on telephones and other devices 
that could be compromised by simply cutting a cord.

Sensing that the exchange of information via 
computer-to-computer communication would be the 
wave of the future, researchers continued to refine 
ways in which they could make the process more 
efficient. In the early 1980’s, the domain name system 
(DNS) emerged as a way to manage the growing number 
of Internet devices by allowing an easily remembered 
name to be converted into a device’s Internet protocol 
(IP) address so that computers could locate it.

But as the old adage goes, “no good deed goes 
unpunished.” Although DNS did succeed in making the 
Internet more efficient, its protocol design was slightly 
flawed in that it failed to take into account the issue of 
security in a world outside of the collegial atmosphere 
of the original community. And the issue of DNS 
security is one we continue to grapple with today.

Just a cursory look at today’s headlines 
can tell you about the seriousness and 
growing threats to cybersecurity and 
Internet safety. Infrastructure breaches, 
distributed denial of service (DDoS) 
attacks and DNS spoofing campaigns take 
place with such frequency that it seems 
cyber intrusions are merely becoming the 
cost of doing business.

With approximately 3.5 billion people 
across the globe accessing the Internet2, 
we’ve become too dependent to turn 
back now. From the time you wake up in 
the morning and check your email to the 
time you’re unwinding in bed by streaming 
your favorite show, we have all absorbed 
the Internet into our daily routine, 
regardless of how unsafe it might be.

Unfortunately we can’t go back in time to 
shore up the Internet’s inherent flaws, but 
we can develop solutions that compensate 
for the lack of foresight, and in many ways 
mitigate the effects of the weaknesses. In 
the DNS world, Neustar has created the 
DNS Shield™ Network as one of the few 
ways to fortify DNS and make the Internet 
faster, safer, and more reliable.

Security Solutions

1http://www.history.com/topics/inventions/invention-of-the-internet
2http://www.internetlivestats.com/internet-users/#trend
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How DNS Fuels 
the Internet
Here’s a very technical description of how DNS allows 
the Internet to function:

If a customer is trying to access your website and 
types in your address – for this example, we’ll say 
it’s www.example.biz - the browser and operating 
system quickly perform an internal audit to see if 
that computer has recently visited your website (IP 
address), and therefore has that website address in 
its cache (memory). If the customer has visited your 
website, then the answer is yes, and the system quickly 
recalls and displays your website without going through 
any additional steps.

However, if it’s the customer’s first visit to your 
website, when the browser asks the operating system 
if it knows how to access www.example.biz, then the 
answer will be no, and the customer’s computer will 
then ask a preconfigured recursive DNS server to track 
down and provide the current IP address for your 
website.  Following the same logic, the recursive server 
- usually managed by the customer’s Internet service 
provider (ISP) - will then look in its cache to see if it 
has your website information still stored (DNS entries 
expire after a certain time in order to make sure that 
information is always current). If the answer is yes, 
then the recursive server will provide that answer to 
your operating system and browser, and your customer 
will now connect to your site.

Security Solutions

If the website isn’t in the recursive DNS 
server’s cache, it then follows the DNS 
protocol by going to the Internet’s DNS 
root name server then the top level 
domain (TLD) name server, which organizes 
websites by what’s to the right of the 
period (.nyc, .us, .biz, etc…), or to the DNS 
servers that you have designated to be the 
authority for your website and domain.

Which of these steps the recursive server 
takes depends on which of the various DNS 
servers in the process has information in 
the recursive server that is still current. In 
this case, let’s assume that the recursive 
DNS server knows the current information 
for the TLD server (.biz), so it connects 
to that TLD server and asks for the IP 
address of your website, www.example.
biz. The TLD server will not know that, but 
it will know the authoritative and official 
nameservers that you have configured for 
your domain, example.biz, and it will then 
refer the customer’s recursive server to 
your nameserver.
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The recursive server will then ask your DNS server 
what the IP address is for www.example.biz, and 
your DNS server will now provide the location and 
IP address for www.example.biz to the customer’s 
operating system and browser. The browser puts your 
website in front of the person who was looking for it 
and the process is done.

Perhaps because of its technical nature 
and ability to “just work,” DNS is often 
misunderstood and overlooked when 
companies think about critical components 
to their digital livelihood. But ignoring 
the significance and security needed to 
maintain a healthy DNS presence means 
putting the organizations’ website – and 
entire infrastructure – in a constant 
position of peril.

Without DNS, there is no website. No 
application. No digital presence. DNS is 
the backbone application of the Internet, 
but it’s vulnerable. Extremely vulnerable.

Security Solutions

ROOT
SERVER

TLD
SERVER

AUTHORITATIVE 
NAME SERVER

RESOLVING
(RECURSIVE)

SERVER

I want to go to http://www.example.biz

HOW THE DOMAIN NAME SYSTEM (DNS) WORKS
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DNS Security
Despite serving as an indispensable component of the Internet, the structure and management 
of DNS remains archaic and cumbersome.

The most common software application used to manage DNS is BIND, or Berkeley Internet Name 
Domain. Developed at the University of California at Berkeley in 1983, BIND still accounts for 
the vast majority of global name server implementations. Over the years, BIND has undergone 
a number of changes, with major revisions taking the code base from BIND version 4 to BIND 
version 8, and currently BIND version 9. But in terms of security, BIND is nothing more than 
attempting to apply a piece of gauze to a substantial wound. In fact, BIND is one of the all-time 
most common programs to be identified in the global notification system of vulnerabilities, 
known as CVE or Common Vulnerabilities and Exposures.

And since it’s the first step in the process of device-to-device communication, DNS often serves 
as an easy point of attack. Here are two of the most common assaults launched against DNS:

Security Solutions

Cache Poisoning/ 
DNS Spoofing
Cache poisoning, also known as DNS 
spoofing, occurs when an attacker 
gains control of a DNS server and 
changes the IP address of a website 
so the DNS points to the IP address 
run by the attacker. When users try 
to access what they thought was 
the organization’s website, they are 
redirected to the attacker’s site, 
and thanks to recursive DNS, their 
system will cache the IP address to 
the malicious site. Cache poisoning 
can wreak havoc on a brand’s 
reputation and trust if would-
be users are continually pointed 
towards corrupt sites that steal 
their sensitive information.

1 Distributed Denial of  
Service (DDoS) Attacks
During a DDoS attack, a number of devices are compromised 
and organized to form “botnets” that are synchronized 
to attack a resource with such an overwhelming flood of 
illegitimate traffic that the bandwidth available to the victim 
server[s] is overwhelmed and a lot of legitimate traffic fails 
to “get through.” In a DNS DDoS attack, it can be difficult to 
filter out the illegitimate traffic because it is often composed 
of valid queries from bogus sources that are indistinguishable 
from valid DNS queries from real sources. DDoS attacks on the 
DNS can have a devastating effect on companies that rely on a 
continuous digital presence, such as streaming services, online 
businesses, and banks. In a relatively recent development, 
DDoS attacks have been used as a “smokescreen,” or 
diversionary tactic to keep the IT team busy while the attacker 
plants malware or exfiltrates sensitive information. Since DDoS 
attacks can be launched for as little as the price of lunch, 
they’re becoming increasingly popular – and devastating.

2

07DNS Shield™ Network: Reengineering the Internet

https://cve.mitre.org/


White Paper

Digging Deeper: Examining 
DDoS Attacks Aimed at DNS
DDoS attacks have been in existence since the 
1990’s, but with the rapid proliferation of connected 
devices and the world’s dependency on the Internet, 
DDoS attacks are quickly gaining space in the public 
consciousness. It used to be that the primary driver 
behind DDoS attacks was direct or indirect public 
recognition, but recently the motives have ranged 
from seeking a financial gain, to a sinister desire to 
influence the world.

Initially, DDoS attacks were aimed at exploiting 
applications in general. But when attackers realized 
that they could cripple an organization by attacking 
their DNS with large packet floods, it soon became 
open season on all websites – and their infrastructures 
– regardless of how much the organization invested in 
network defenses. 

Shortly thereafter, companies began to use anti-
DDoS services that provided additional bandwidth and 
resources should they come under a DDoS attack for 
their Internet-facing assets. And although this method 
seemed to work for awhile, the public’s desire to live 
in an increasingly Internet-connected world took hold 
and gave rise to another inadvertent insecure weapon 
- the Internet of Things (IoT).

Security Solutions

We’ve recently witnessed the next 
evolution of DDoS attacks, and its power 
should give everybody cause for concern. 
Due to the rapid explosion of insecure 
IoT devices, attackers have been able 
to quickly assemble botnets that are 
producing seismic DDoS attacks that are 
no longer just being aimed at organizations, 
they’re also targeting larger-scale DNS 
providers that once served as the last line 
of defense to prevent Internet outages and 
website downtime.

And if these assaults against DNS providers 
continue to prove to be successful, then 
the attackers will have fundamentally 
changed the way we interact not only 
with the Internet, but also with every IoT 
device in use. And make no mistake; DNS 
outages would have a chilling ripple effect 
throughout the world.
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Impact of  
DNS Outage
The mere thought of a sustained, widespread Internet 
outage is one that would immediately send the global 
economy into a tailspin and grind productivity to a halt. 
And yet, we’ve come close on multiple occasions.

On July 8, 2015, the New York Stock Exchange was forced 
to shut down for approximately four hours due to an 
outage that was caused by a “configuration problem.3” 
Although U.S. stocks finished down by roughly 1.5%, the 
scare jilted foreign markets, causing a steep decline in 
the Chinese markets, and raising concerns in European 
markets. And while this outage was not the result of a 
cyberattack, this example illuminates the fate of the 
global economy should a DNS outage occur.

The Internet community dodged a bullet on July 8, but 
that luck would soon run out.

On October 21, 2016, the world suffered one of the 
largest DDoS attacks ever assembled4. The assault, which 
struck a managed DNS provider in phases, manipulated 
and enlisted insecure IoT devices as part of a major 
botnet. Harnessing the power of the IoT botnet, initial 
reports indicate that the size of the attack was more than 
1 terabit per second and collectively caused intermittent 
outages throughout the day5.

Security Solutions

The service disruption experienced by 
the DNS provider formed a ripple effect 
for the businesses they serve, causing 
website delays and outages that triggered 
a tsunami of angst and upset customers6.

But the damage inflicted by a DNS outage 
reaches well beyond the brand’s façade of 
their website.

DNS outages inflict an immense amount of 
strain on the I.T. team and cause a ripple 
effect within the entire organization. Every 
department, from marketing to customer 
service, bears the brunt of trying to control 
the damage while assuring the general 
public that all is well and the website will 
be up shortly.

Depending on network configuration, DNS 
outages could also affect the availability 
of internal resources such as a company’s 
intranet and their email capabilities. 
Suffering through a prolonged outage or 
disruption could be extremely costly when 
considering the loss of production and 
shift of resources necessary to try and get 
the infrastructure back online. Think about 
it; a global organization losing the ability to 
communicate while external rumors, myths 
and half-truths run rampant. Bottom line: 
Nobody can afford a DNS outage.

3http://www.wsj.com/articles/stocks-trade-on-nyse-at-open-1436450975
4http://gizmodo.com/this-is-probably-why-half-the-internet-shut-down-today-1788062835
5https://www.theguardian.com/technology/2016/oct/26/ddos-attack-dyn-mirai-botnet
6http://www.cnbc.com/2016/10/21/major-websites-across-east-coast-knocked-out-in-apparent-ddos-attack.html
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How the DNS Shield Network 
Learned from the Traditional 
Telephone System
When Alexander Graham Bell made his first telephone 
call, he had no awareness of its impact on the world. 
And he certainly wasn’t thinking about security when 
he yelled those immortal words; “Mr. Watson, come 
here.  I need you.” But as the telephone systems 
evolved over the years, the issue of security did raise 
its head. And in 1975, the providers came to realize 
that the key pieces of completing a phone call — things 
like authentication which would be necessary for 
billing — would have to be done on a separate network 
to the actual circuits that carried the call.

They called this system the Signal System 
Seven network, an Out-Of-Band signaling 
system where the key signaling between 
carriers is handled on a different band 
or network than the voice content itself. 
Unfortunately, the Internet operates in 
a completely different way. Everything 
is carried on the same network, or In-
Band. And that’s where the problem lies. 
Along with Internet routing directions, 
DNS is one of the key signaling protocols. 
The “bad guys” have realized this, and 
so they target the DNS more than any 
other protocol in order to achieve their 
malicious goals.

Security Solutions
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DNS Shield 
Network

DNS Shield is a worldwide network of private DNS 
connections between Neustar and its partners 
that is independent of public Internet connections. 
Supplementing Neustar’s global, authoritative platform 
of 30 nodes across six continents, the DNS Shield 
Network provides partners with a means to connect 
their recursive servers either locally or via cross-
connects with dedicated Neustar authoritative servers. 

By reducing the dependency on public Internet 
connections, the DNS Shield Network removes the 
vulnerable points of compromise primarily employed in 
DDoS attacks and spoofing attempts. 

The DNS Shield Network is already in use today, 
eliminating latency and security threats for 20% of all 
UltraDNS traffic. Together with the UltraDNS global IP 
Anycast Network and the in-house DDoS mitigation 
solution that protects its DNS network, the DNS Shield 
Network represents the next major step in limiting the 
effects of DDoS attacks against the DNS.

Security Solutions

With the DNS Shield Network, Neustar is working 
to make DNS-based outages a thing of the past.
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The DNS Shield Network readily offers three primary benefits:

Security Solutions

Not all slowdowns and website outages 
are caused by DDoS attacks. Holiday 
traffic and large numbers of visitors to a 
website can cause webpage delays and 
frustration for all parties involved. By 
permitting DNS traffic to avoid general 
Internet networking connectivity, 
the DNS Shield Network provides a 
web browsing experience that is both 
fast and efficient. In some cases, the 
Neustar DNS Shield Network nodes 
are physically located within 100 feet 
of partner recursive servers, resulting 
in sub-5ms network responses, the 
fastest in the world.

Lower 
Latency

The recent IoT-enhanced 
DDoS attacks that made the 
Internet inaccessible will soon 
become a thing of the past. By 
creating a private network for 
DNS resolution within provider 
networks, the DNS Shield 
Network minimizes exterior 
threats like DDoS attacks and 
cache poisoning attempts.

In the event of a DDoS attack  
or significant network outage, 
DNS queries will continue 
to resolve within the private 
networks where the DNS Shield 
Network is deployed. This 
resiliency ensures a superior 
Internet experience for the 
DNS Shield Network partners 
and customers.

Enhanced 
Security

Better 
Reliability

DNS SHIELD
NETWORK

PROTECTED CARRIER/ISP

NON-DNS SHIELD
NETWORK

PROTECTED CARRIER/ISP

ULTRA DNS

RESOLVER

ROUTER
PRIVATE PEERING

PUBLIC
    INTERNET
        CIRCUIT

NON-SUSCEPTIBLE TO DDOS ATTACKS

SUSCEPTIBLE TO DDOS ATTACKS
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As the underlying – and relatively anonymous – 
lynchpin of the Internet, DNS remains a critical and 
fragile element of our daily-connected lives. And 
yet, DNS remains constantly threatened and saddled 
by DDoS attacks, cache poisoning assaults, spoofing 
attempts, and high volumes of users who frequently 
cause website congestion and connectivity problems.

There’s almost an ominous sense that we’ve come 
full circle when thinking about today’s need for the 
DNS Shield Network. In the beginning, the Internet 
was born out of calamitous times when safety and 
the necessity for constant communication were 
essential to preserving our way of life. And now, as 
our dependence on the Internet faces unprecedented 
assaults from hackers who are using manipulated IoT 
devices to augment their dangerous attacks, the DNS 
Shield Network offers something of an Internet 2.0, 
capable of providing lower latency, enhanced security, 
and better reliability.

Security Solutions
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About  
Neustar.

Every day, the world generates roughly 2.5 quadrillion bits of data. Neustar 
(NYSE: NSR) isolates certain elements and analyzes, simplifies and edits them 
to make precise and valuable decisions that drive results. As one of the few 
companies capable of knowing with certainty who is on the other end of 
every interaction, we’re trusted by the world’s great brands to make critical 
decisions some 20 billion times a day. We help marketers send timely and 
relevant messages to the right people. Because we can authoritatively tell 
a client exactly who is calling or connecting with them, we make critical 
real-time responses possible. And the same comprehensive information 
that enables our clients to direct and manage orders also stops attackers. 
We know when someone isn’t who they claim to be, which helps stop 
fraud and denial of service before they’re a problem.  Because we’re also 
an experienced manager of some of the world’s most complex databases, 
we help clients control their online identity, registering and protecting 
their domain name, and routing traffic to the correct network address.  By 
linking the most essential information with the people who depend on it, we 
provide more than 12,000 clients worldwide with decisions—not just data.

More information is available at

www.neustar.biz
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