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How to Overcome the Challenges  
of Building a Threat Hunting Practice

Today, advanced cyberthreats evade existing secu-
rity solutions and can move across the network for 
weeks or months before being detected—unless orga-
nizations actively look for them. And yet, only 39% 
of respondents in a recent quick poll conducted by 
IDG Research say their organizations have a threat 
hunting practice. The rest are either in the throes of 
building one or are thinking about it. 

Threat hunting is the process of proactively 
and iteratively searching through data to detect 
unknown cyberthreats that follow no previously 
determined pattern. It often begins with a hypoth-
esis and is carried out by building a model to prove 
or disprove that hypothesis. 

Threat hunting is complex. Analysts are charged 
with finding the proverbial needle in the haystack 
while the haystack (data) continues to grow at an 
exponential rate. A threat hunting practice requires 
(among other things) a strategy, and advanced 
analytics and data integration capabilities. Research 
shows that organizations find many of these aspects 
to be challenging. This paper provides guidelines on 
how to overcome these challenges to build a success-
ful threat hunting practice. 

Challenges get in the way of the hunt
Threat hunting is still very new, so it is natural that 
organizations face hurdles as they build a threat hunt-
ing practice. Unfortunately, many companies don’t 
get very far before challenges present themselves. 

Research shows that small enterprises simply 
don’t know where to start; more than 60% of them 
rate building a threat hunting strategy or roadmap 
extremely or very challenging. These enterprises 
would benefit from working with a professional 
services team that has experience building threat 
hunting roadmaps and getting organizations on  
the right path. 

 Another significant challenge organizations 
cite when building a threat hunting practice is a 
lack of resources. Finding the human capital and 
time is rated extremely or very challenging by 61% 
of respondents and 78% of smaller enterprises. In 
order to make the most of the available resources, 
it is important to make sure that they never have 
to hunt for the same thing twice. Whenever a good 
hypothesis is executed, automate it; bring the logic 
to a real-time system to free the threat hunting team 
to focus on more strategic tasks. 

Organizations also lack the technical skills they 
think are necessary for a threat hunting practice. 
This is evidenced by the fact that 55% of respon-
dents to the IDG poll find it extremely or very 
challenging to meet the need for advanced analytics 
skills. Fortunately, technology providers have made 
great strides in building analytic solutions that do 
the complex analytical work on behalf of users. The 
tools are also getting easier to use, making analytics 
accessible to a wider spectrum of users.  

Data integration is a key piece of a threat hunting 
practice. Threat hunting teams must be able to look 
at security event data from across their environ-
ment. However, data integration is rated extremely 
or very challenging by 49% of survey respondents, 
and only 20% report that they have built a data lake 
that includes most or all of their data. The chal-
lenge with data integration is rooted in the fact that 
the number of disparate data sources and formats 

Organizations can no longer depend on signature-based security solutions to stop cyberthreats;  
a hunting practice is necessary.
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continues to increase. Threat hunting benefits 
from a single data lake where the data must be 
transformed and normalized. Yet companies that 
don’t have all the data in one place can still do 
threat hunting. A messaging bus architecture can 
simplify ingesting and brokering data to all the 
places needed, and in the formats required.   

Attributes of successful hunt teams 
Successful threat hunting teams share two common 
attributes: They use advanced analytics, and they 
have a data lake.  

Data is a key component of a successful threat 
hunting practice, but you must be able to use it. 
Those surveyed who have an existing threat hunting 
practice are more likely to also have a cybersecurity 
data lake. However, the state of the data lake is var-
ied. Early adopters of threat hunting teams and big 
data spent a lot of time and money dumping unstruc-
tured data into a data lake. Since then, technology 
providers have figured out how to make data usable, 
and the technology is available to support a success-
ful threat hunting team. 

Those with an established threat hunting prac-
tice are also more likely to report the use of advanced 
analytics. Threat hunters are searching for the un-
known, so they don’t know what they’re looking for 
until they find it. It’s important, therefore, to be able 
to explore data in an unlimited manner. 

Because you’re bringing in data from a variety 
of systems (firewalls, VPNs, identity and access 
management, etc.), the data must first be normalized 

into a common structure. This enables threat hunters 
to ask the same question across all the datasets. An ad-
vanced analytics tool enables threat hunters to do just 
that. They can visualize data and identify anomalies, 
leverage machine learning, and perform statistical 
analysis or basic math functions like averages, stan-
dard deviation, etc. 

Conclusion
The HPE ArcSight Data Platform (ADP) is designed 
to address the challenges organizations face as they 
implement an effective threat hunting practice. The 
platform gives analysts expanded data visibility while 
reducing the cost and complexity of extracting data 
from multiple locations.  

ADP scales with the enterprise and adds security 
context to raw data, providing analysts with organized, 
actionable information that enables faster threat 
detection and response. ArcSight Enterprise Secu-
rity Manager has a centralized management console 
that provides an end-to-end picture of the security 
environment and improves efficiencies by allowing 
analysts to perform actions on hundreds of nodes at 
one time. Finally, ArcSight Investigate equips security 
operations analysts with the ability to accelerate both 
detection and remediation through analytics-driven, 
guided investigation tools.

To learn more about building a threat hunting  
practice with the HPE ArcSight Data Platform, visit  
www.hpe.com/security/arcsight. 
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Fig. 2: Challenging Aspects of Threat Hunting
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