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Chapter 1

THE POWER OF INFORMATION
DATA IS YOUR BEST ASSET
It holds the key to your success, regardless of the type of business you are in
or the size of your organization. When put to work, it can help you make better
decisions, address customer requirements, identify efficiencies, capitalize on
market opportunities, and rethink business models to achieve better outcomes.
Nearly 90% of respondents to a survey by Freshfields Bruckhaus Deringer
indicated that “access to data is critical to being competitive in their industry1.”
The majority of companies (58%) in a Capgemini study “expect to face increased
competition from start-ups enabled by data2.” 61% said that “big data is now a
driver of revenues in its own right and is becoming as valuable to their businesses
as their existing products and services3.”

UNLOCKING YOUR DATA’S VALUE
Where does your data’s value originate?
Simply put, it lies in your ability to find the piece of information you need, when
you need it. You can have all the data in the world, but if you can’t access what you
are looking for, at the critical moment you want it, it’s doesn’t do you any good. To
unlock the value of your data, it has to be quickly and easily accessible.
You need to be able to find that email from months ago that captured the
customer requirements for the job that is breaking ground today. You need to

http://www.freshfields.com/en/global/dealing_with_data/the_value_of_data/
Big & Fast Data: The Rise of a Data Driven Business Capgemini, 2015, https://www.capgemini.com thought-leadership/big-fast-data-therise-of-insight-driven-business
3
Big & Fast Data: The Rise of a Data Driven Business Capgemini, 2015, https://www.capgemini.com thought-leadership/big-fast-data-therise-of-insight-driven-business
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check the difference between the X-ray taken just now and the one done three
years ago. You need to collect the documents from the past year the auditor
needs to prove compliance. You need to get the analysis you did on that
start-up a while back to help sales respond to a new bake-off in the field.
You get the point.
Unfortunately, as you probably know all too well, when you need to find
something, it’s never as easy as it should be.
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BIGGER ≠ BETTER
At the crux of our problem is the explosion of data.
Data is growing at 39% annually, doubling in size almost every two years.
IDC estimates that by 2020, the digital universe will reach 44ZB, or 44 trillion
gigabytes, a tenfold increase over 20134. This data is being generated by us,
as we use our laptops and smartphones to remain ever-connected to our work
and lives, as well as our “things”, which are increasingly communicating with the
world around them. (Gartner estimates there will be close to 21 billion connected
devices by 20205.)
On the off chance we may need a given piece of data at some point in the future,
we are storing all of it. Storage capacity is growing 9% faster than we are
creating individual files6! A TB contains between four to five million documents
(Word, XLS, PPT, PDF, TXT, MSG, EML)7 – and most organizations are storing 10s
to hundreds of TBs. On average, healthcare organizations upload 6.8 TB of data
per month8. On the extreme end, Facebook is storing more than 500 TBs of data,
while Google is storing around 10 exabytes of data (there are a million TBs in
an exabyte)9.
The problem is that most of this data holds no value. On average, 33% of the data
being stored by an organization is redundant, obsolete and trivial (ROT), worse
still, 52% is Dark Data, whose value has not yet been identified10. This means
organizations are throwing away resources (according to Gartner, a terabyte (TB)
of storage costs $2520 per year11) on information that provides no return. This
could equate to $3.3 trillion of avoidable storage and management costs
by 202012.
All this information not only costs us in terms of storage, but also productivity.
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MORE DATA EQUALS LESS INDIVIDUAL PRODUCTIVITY
Every minute wasted searching for the data you need, is time not spent being productive
or creating value.
According to an online survey, information workers spend 6.3 hours a day checking
emails (both work and personal)13. If you assume the average person gets around 50
emails a day, that equates to 18,200 emails in a year! As we move up the ladder, the
problem only seems to gets worse. Executives, on average, receive 30,000 external
communications per year and spend about a day each week managing their
electronic communications14.
Having all this information at our disposal doesn’t make it easier to find what we need on average, we waste two hours a day searching for information15. Assuming an 8 hour
workday, that’s a quarter of our day! That’s a lot of time lost, which is a big deal for us,
but an even bigger deal when looking at the cumulative hit to an
organization’s productivity.
On an annual basis, time wasted costs organizations tens of thousands of dollars
per employee16.

http://www.emc.com/leadership/digital-universe/2014iview/executive-summary.htm
http://www.gartner.com/newsroom/id/3165317
6
Data Genomics Index, 2016, Veritas, http://datagenomicsproject.org/data-genomics-report-2016.html
7
http://catalystsecure.com/blog/2015/08/how-many-documents-in-a-gigabyte-revisiting-an-e-discovery-mystery/ - 4000 - 5000 documents
in a gigabyte, 1000 gigabytes in a TB
8
http://www.darkreading.com/skyhigh-cloud-report-average-healthcare-organization-uploads-68-tb-of-data-per-month-/d/d-id/1321062
9
http://cloudtweaks.com/2015/03/surprising-facts-and-stats-about-the-big-data-industry/
10
The Databerg Report: See What Others Don’t, https://www.veritas.com/product/information-governance/global-databerg
11
In 2014, http://www.hubstor.net/3-estimates-on-in-house-storage-costs/
12
The Databerg Report: See What Others Don’t, https://www.veritas.com/product/information-governance/global-databerg
13
http://www.huffingtonpost.com/entry/check-work-email-hours-survey_us_55ddd168e4b0a40aa3ace672
14
http://www.bain.com/about/press/press-releases/Busy-ceos-spend-nearly-one-day-each-week-managing-communications.aspx
15
http://www.quandora.com/people-spend-two-hours-day-looking-information-shifting-to-knowledge-sharing/
16
http://www.business2community.com/infographics/much-lost-productivity-costing-business-infographic-01538774#m0SdXH
Vo0Y8u228H.97
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THE ORGANIZATION MULTIPLIER
The issues only multiply when looking at them from an organizational
standpoint.
In a 2000 employee organization, where everyone gets a conservative 50
emails a day, IT ends up having to manage more than 36,400,000 emails a
year. And that’s just one app! Don’t forget all the information created and used
by employees when they access all the other apps they use to collaborate and
get work done (Word, Excel, PowerPoint, Salesforce, Egnyte/Box/Dropbox,
LinkedIn, and all the other cloud and social apps).
Most of this data is unstructured, which means it doesn’t have a pre-defined
data model, so it’s not easily organized or searched. As a result, when you need
to locate something, for example, to support an audit or litigation activity, it
can take hours, days, even weeks. This is disruptive to the regular course of
business, as IT is expected to drop everything to answer the request. It is also
costly - the Rand Law, Business, and Regulation Institute found the median
cost of e-discovery expenditures was $1.8 million17.
So what can be done to curb the skyrocketing waste and costs associated
with data discovery?

http://www.rand.org/content/dam/rand/pubs/monographs/2012/RAND_MG1208.pdf - range from $17,000 (in an intellectual property case)
to $27 million (in a product-liability case)
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TOP FOUR CAPABILITIES
REQUIRED TO REDUCE DATA
DISCOVERY COSTS
INFORMATION GOVERNANCE IS THE ANSWER
Information governance (IG) is an organization-wide framework for managing
information throughout its lifecycle to support the organization’s strategy,
operations, regulatory, legal, risk, and environmental requirements.
When effective, IG can streamline data discovery and reduce the overall costs
of information management. It can drive the productivity of individual users,
making it easier to find information, at the moment its needed. It can also
increase the overall productivity of IT/audit/legal teams, reducing the time
and effort required to adhere to and prove compliance with mandates (such as
the European Union’s new General Data Protection Regulation18, HIPPA, SOX,
Federal Rules of Civil Procedure (FRCP), PCI, etc.) and respond to information
requests in support of litigation.
IG consists of a combination of people, policies, processes and technologies,
all of which need to work together to deliver optimal benefits. To specifically
tackle the challenges associated with locating the right information at the
right time, it’s important to look for technologies that offer integrated data
discovery workflows.
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The four key capabilities to look for in your IG technologies to help you
dramatically reduce the time and costs associated with locating the data
you need include:
1. Data Classification
Applying classification tags allow you to determine the data’s value, improve
search precision, and accelerate data collection. The key is to leverage
technology that performs full content inspection and identifies patterns that
indicate the nature of the data and its relation to the organization. Additionally,
metadata can be analyzed for additional context, which improves your ability
to quickly and easily discover data. The most effective classification tools
bring content and context together to inform the classification decision.
Data classification eliminates any uncertainty around the value of your
organization’s data, enabling you to make good decisions around what you
need to keep to meet business and regulatory requirements and what you
can delete. As a result, you don’t waste money storing data that has no value
to your organization and can ensure this excess data doesn’t obscure the
information you really need.
Organizations can incorporate classification tags into policies to automate IG
processes. For example, you could create an archiving policy that looks for and
automatically assigns a retention period (to meet regulatory requirements) for
docs with sales figures in them or data with personally identifiable information
(PII), such as medical records, social security, credit card or phone
numbers, etc.
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Data classification should be flexible enough to support the re-classification
of data, so when policies or regulations change, as they often do, you can
easily evolve to meet new business and/or regulatory information retention
requirements. Re-classification should be able to analyze content in the
existing archive and apply policies to clean out what you have now, reset
retentions, establish the expiration of data, etc. to reduce the size of the
archive, improve efficiency, and ensure compliance. By being proactive, rather
than reactive, you decrease the chances of creating “dark data” that can cost
you big and add risks to your organization.
2. User Behavior Analytics
When discovering data, investigators are often stymied by both the sheer
volume of data and the number of repositories where that data can reside.
Without a systematic approach for building a data map and tracking data
access, investigators could spend a lifetime trying to discover
relevant information.
User behavior analytics provides a next-generation solution for identifying
which employees have created, accessed, and modified data, to help eliminate
non-relevant targets from discovery efforts. This helps you quickly investigate
requests for information around a particular individual or piece of information
and demonstrate chain of custody to support forensics and
audit requirements.
For example, in Europe, Data Protection rights19 enable individuals to ask
organizations to provide and potentially delete all the information they have
about them; in the U.S., the Freedom of Information Act allows anyone to
submit a request for data regarding government agency investigations. User
behavior analytics enables you to search for and demonstrate the scope of

10

19

https://www.dataprotection.ie/docs/A-guide-to-your-rights-Plain-English-Version/r/858.htm
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activity around an individual user or piece of data, ensuring you can quickly
identify and provide the information. It also allows you to offer assurances that
regulated data has stayed in region, to show compliance with local regulations
that mandate continuous data sovereignty. All of which save you significant time
and money that has typically been associated with addressing these requests.
3. Integrated Policy Framework
With the unrelenting pace of data growth continuously putting a dent in
IT budgets, its clear organizations need a better approach for automating
the retention and expiration of content. By deploying an integrated policy
framework that drives consistent policy definition and enforcement,
organizations can finally achieve the ideal “single source of
information truth.”
Technically, this is achieved through the archiving process whereby all
enterprise data is processed into a single repository for all your data discovery
needs. Once data is processed, retention policies are applied, and data can be
easily searched via the index. Overall, this makes it much easier to find what
you are looking for – no longer do you need to go to each individual storage
system (which can be hundreds thanks to typical data sprawl and creep).
Additionally, you could also set up a policy to archive and index user mailboxes
for a reasonable amount of time. This allows you to supervise electronic
communications within your organization. For example, you could monitor
and review employee-customer communications, support/service center
interactions (via email and texts), exchanges between brokers and dealers, etc.
4. Contextual Search

11

When it comes to finding a needle in a haystack, investigators have traditionally
been forced to use brute force manual techniques to review thousands of
potentially relevant documents. This time-consuming and expensive process
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can be alleviated with the application of contextual search, which delivers
advanced insights for data discovery.
Machine-learning algorithms can be deployed to uncover what email
conversations matter most and what secret code names are being
used to cover up illicit activities. Once key case criteria are uncovered,
organizations can enable auto-filtering to automatically cull irrelevant
content and speed up discovery efforts.
This information supports forensics investigations, as well as facilitates
data cleanup, giving you the details you are looking for to inform early
case assessment and drive investigation decisions. Ultimately, the
ability to quickly do discussion threading and conduct advanced keyword
searches, allow you to laser in on the smoking gun documents and
experience productivity improvements and cost savings. It can also be
used to identify anomalous activity that can be used to better protect
sensitive and regulated data.
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VERITAS DELIVERS INTEGRATED
DATA DISCOVERY
Veritas integrates these discovery workflow capabilities to simplify discovery
processes, reduce costs, and optimize resources.
With Veritas, you can quickly determine the value of your data and whether it
should be retained or deleted. Furthermore, Veritas enables organizations to
aggregate all mission critical data into a single repository and provides users
with the most advanced tools to perform laser-focused discovery.
The portfolio is comprised of the following solutions:
•
•
•
•
•

Information Map
Data Insight
Enterprise Vault
Enterprise Vault.cloud
eDiscovery Platform

For more information, please visit to: www.veritas.com/infogov
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