
THE VOICE OF BUSINESS TECHNOLOGY    computerworld.com

TESLA WILL SOON RULE THE CAR WORLD 6 | NEVER UNDERESTIMATE AN ANNOYED USER 30

January / February 2017

COMPUTERWORLD®
FROM IDG

If hidden biases are 
creeping into your most-
trusted algorithms, you 
could be making all the 

wrong business decisions.  
Are you getting the 

whole picture, or just 
the tip of the iceberg?

DOES your  

Data 
 DISCRIMINATE?

http://www.computerworld.com
http://www.computerworld.com
http://www.computerworld.com


2JANUARY /  FEBRUARY 2017 |  COM PUTERWORLD

VOL. 3, NO. 6   Visit computerworld.com for breaking news, expert analysis and an archive of our digital magazines.

To unsubscribe from this Digital 
Magazine, CLICK HERE.

Senior Associate Editor  
Rebecca Linke

Office Manager  
Linda Gorgone

Contributing Editors  
Jamie Eckle, Preston Gralla, JR Raphael

» CONTACTS

Phone numbers, email addresses and 
reporters’ beats are available online at 
Computerworld.com (see the Contacts 
link at the bottom of the home page).

News tips  
newstips@computerworld.com

Reprints  
Contact YGS at  
(800) 290-5460, ext. 129 or 
computerworld@theygsgroup.com.

Tech newsletters  
Sign up now for breaking news and 
more at: www.computerworld.com/
newsletters/signup.html.

» EDITORIAL

Editor in Chief  
Scot Finnie

Editor  
Ellen Fanning

Executive Editors  
Sharon Machlis (online / data analytics) 
Ken Mingis (news / strategy)

Managing Editors  
Valerie Potter (features) 
Bob Rawson (copy / production)

Senior News Editors  
Johanna Ambrosio (technologies) 
Marian Prokop

Art Director  
April Montgomery

Senior Reviews Editor 
Barbara Krasnoff

Senior Features Editor 
Tracy Mayor

Reporters  
Sharon Gaudin, Matt Hamblen,  
Gregg Keizer, Lucas Mearian,  
Patrick Thibodeau

Editorial Project Manager  
Mari Keefe

P.O. Box 9208, 492 Old Connecticut Path, Framingham, MA 01701 | (508) 879-0700

Copyright © 2017 Computerworld Inc. All rights reserved. Reproduction in whole or in part in any form or medium without express written permission  
of Computerworld Inc. is prohibited. Computerworld and Computerworld.com and the respective logos are trademarks of International Data Group Inc. 

COMPUTERWORLD

T H I N K S T O C K

Table of Contents

MORE ONLINE: CW@50
A yearlong celebration of our first 50 years begins with a look back at our roots.

NEWS ANALYSIS 3 Microsoft gets mild praise for cutting the 
amount of data gathered by Windows 10. | OPINIONS 6 Tesla will 
rule the car world. | 32 Your boss’s bewildering decisions might 
actually make sense. | DEPARTMENTS 28 Security Manager’s 
Journal: Avoid third-party security tests. | 30 Shark Tank

Cracking the Code 
on Workforce 
Analytics
22 HR and IT are 
working together to 
deploy data-driven 
systems that employ-
ers use to make staff-
ing decisions.

Helming IT 
Through Ups 
(and Downs)
16 Here are 10 tips 
for IT leaders who 
play leading roles in 
helping companies 
navigate economic 
twists and turns. 

Does Your Data 
Discriminate?
8 Implicit biases 
hidden under the 
surface of your data 
sets could be skew-
ing your algorithms 
and leading to bad 
decisions.

http://www.computerworld.com
http://www.computerworld.com/tag/computerworlddigitalmagazine/
http://www.computerworld.com/newsletters/log-in.html
http://www.computerworld.com/newsletters/log-in.html
http://www.computerworld.com/about/contactus.html
mailto:newstips@computerworld.com
mailto:computerworld@theygsgroup.com
www.computerworld.com/newsletters/signup.html
www.computerworld.com/newsletters/signup.html
http://www.computerworld.com
http://www.computerworld.com/article/3159129/it-industry/at-the-start-pat-mcgovern-and-the-birth-of-computerworld.html
http://www.computerworld.com


3JANUARY /  FEBRUARY 2017 |  COM PUTERWORLD

M ICROSOFT’S recent 
decision to cut back 
on the amount 
of user data col-

lected from Windows 10 was 
a first step in addressing what 
has become a troubling privacy 
issue for the software giant.

“The changes were very wel-
come from our perspective,” 
said Amul Kalia, legal intake 
coordinator at the Electronic 
Frontier Foundation (EFF). 
“They were definitely needed.”

Users objected to the loss 
of privacy from Microsoft’s 
gathering of what’s known as 
telemetry data, which includes 
information on how Windows 
is used on a device, what pro-
grams are run, and details on 
crashes, such as how and when 
they occur. Microsoft says it 
analyzes that data to protect 
customers’ machines and to 
improve Windows 10.

The company said it would 
cut the amount of data collect-
ed from Windows 10 devices 
under certain settings. It also 
plans to launch an online dash-
board where customers can 
lock in their privacy settings. 

The news was viewed as a 
positive step by the EFF, which 
five months earlier had rebuked 

The EFF welcomes Microsoft’s changes to the way the operating 
system tracks ‘telemetry’ data but says the company must be more 
open about what’s collected and why. BY MARIAN PROKOP

Mild Praise for Cuts to  
Windows 10 Data Gathering

T H I N K S T O C K

NEWS ANALYSIS   PRIVACY
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Microsoft for its practice of 
gathering that data. The EFF 
has talked with Microsoft about 
its concerns in recent months, 
although Kalia would not say 
what was discussed. 

He did say that “these are 
solid and welcome steps,” citing 
the new privacy dashboard  

that Microsoft launched as  
one example. 

“But we do still want the com-
pany to be more forthcoming. 
More transparency is what we 
want from the company,” Kalia 
added. “I’m glad they took some 
of our suggestions to heart, and 
we’re happy that they did that, 

but we’d prefer them to be more 
transparent with users about 
what is collected and why.”

In an August post on the 
EFF’s DeepLinks blog, Kalia 
criticized Microsoft for refusing 
to say how long collected data 
would be kept. He also argued 
that the company was unrea-
sonable in seeking a certain 
amount of data in order for us-
ers to receive security updates. 

User Complaints
In an email to Computerworld, 
Microsoft said it decided to 
change Windows 10’s diagnos-
tic data collection practices in 
response to “user feedback.” 

According to the company, 
users had complained about the 
amount and kind of data that 
was being gathered, and they 
objected when they learned 
they couldn’t completely dis-
able the function. They also 
complained that the data gath-
ering was more aggressive than 

that done by previous operating 
systems, including Windows 7 
and Windows 8.1.

Microsoft said the specific 
steps it would take included 
scaling back data collection 
from Windows 10 devices when 
users select the “Basic” setting.

“We’ve further reduced 
the data collected at the Basic 
level,” said Terry Myerson, ex-
ecutive vice president of Mi-
crosoft’s Windows and Devices 
Group, in a post to a company 
blog. Myerson didn’t specify 
what was to be eliminated from 
Basic, the lowest level of diag-
nostic data collection offered 
to those running Windows 
10 Home or Windows 10 Pro. 
However, Microsoft later con-
firmed that it would cut ap-
plication usage data collection 
from the setting.

Windows 10 has four levels 
of diagnostic data collecting, 
but only three are available to 
all users: Basic, Enhanced and 

I’m glad they took some of our 
suggestions to heart . . . but 
we’d prefer them to be more 
transparent with users about 
what is collected and why.  
AMUL K ALIA ,  LEGAL INTAKE COORDINATOR,  
ELECTRONIC FRONTIER FOUNDATION

NEWS ANALYSIS   PRIVACY
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Full. The fourth, called “Secu-
rity,” is available only to com-
mercial customers running 
Windows 10 Enterprise or Win-
dows 10 Education. The “Secu-
rity” level sends the least infor-
mation back to Microsoft, and 
the data it collects is primarily 
related to various security sys-
tems, such as the Windows De-
fender anti-malware program.

According to Microsoft, Ba-
sic collects “data that is vital 
to the operation of Windows,” 
and that data is required before 
a device can be sent updates 
via Windows Update. “[Basic] 

helps keep Windows and apps 
secure, up to date, and running 
properly by letting Microsoft 
know the capabilities of your 
device, what is installed and 
whether Windows is operating 
correctly,” the company said.

App Use and Crash Data
Addition data is gathered at the 
other levels. At the “Enhanced” 
setting, for instance, the system 
tracks activity such as how long 
specific features or apps are 
used. And at the “Full” level, 
even more data is collected, 
“including the memory state of 
your device when a system or 
app crash occurs (which may 
unintentionally include parts 
of a document you were using 
when a problem occurred),”  
according to Microsoft.

Under the new plan, the  
“Enhanced” data collection will 
be eliminated, and users who 
had previously selected En-
hanced must choose between 

“Basic” and “Full.”
Windows Insiders, the group 

of users who receive under-con-
struction builds, will be the first 
to see the changes to the collec-
tion practice.

The company plans to make 
the changes widely available 

in its next major Windows 10 
upgrade. No release date has 
been set, though reports have 
hinted that the launch will be  
in March. u

From reports by GREGG KEIZER  
and PRESTON GRALLA.

BETWEEN THE LINES | JOHN KLOSSNER

 [Basic data 
collection] is 
vital to the 

operation of 
Windows. 

MICROSOFT COMPANY 
STATEMENT

http://www.jklossner.com/
http://www.computerworld.com
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Tesla Will Rule the Car World
TESLA IS THE FUTURE of the car. 
It has pioneered the 21st-cen-
tury electric vehicle (EV), and 
it’s leading the way to the self-
driving car. Still, a lot of people 
simply don’t understand vision-
ary founder Elon Musk’s dream. 
They keep trying to judge Tesla 
by old manufacturing stan-
dards. They’re missing the 
point. Musk doesn’t want Tesla 
to be the next GM. He wants to 
transform the car industry. 

Musk did a fine job of ex-
plaining it in 2006, and the Se-
cret Tesla Motors Master Plan 

is still on track: “The strategy of 
Tesla is to enter at the high end 
of the market, where customers 
are prepared to pay a premium, 
and then drive down market as 
fast as possible to higher unit 
volume and lower prices with 
each successive model.” 

Where is Tesla now in rela-
tion to that plan? It’s on course 
for the first $35,000 Tesla Mod-
el 3s to arrive on buyers’ drive-
ways by late 2017. 

At the same time, Musk is 
transforming the car industry. 
Chevrolet, a GM brand, deliv-

ered its first three Bolt models in 
December. These $37,000 cars 
don’t have Tesla’s pizazz, but 
they do have a Tesla-like battery 
range of 238 miles per charge.

No Worries
Is Musk worried? Nope. He 
thinks Chevy isn’t making 
enough Bolts. GM will only 
be manufacturing 20,000 to 
30,000 of them. For a car like 
the Bolt to “really make a differ-
ence,” the company should be 
building 300,000 to 500,000 of 
the per year, Musk says. 

STEVEN J. VAUGHAN-NICHOLS has been writing about technology and 
the business of technology since CP/M-80 was the cutting-edge PC 

operating system, 300bps was a fast Internet connection, WordStar 
was the state-of-the-art word processor, and we liked it!

https://www.tesla.com/blog/secret-tesla-motors-master-plan-just-between-you-and-me
https://www.tesla.com/blog/secret-tesla-motors-master-plan-just-between-you-and-me
http://www.computerworld.com/article/3053553/car-tech/teslas-model-3-now-has-325k-pre-orders-and-145b-in-potential-sales.html
http://www.computerworld.com/article/3053553/car-tech/teslas-model-3-now-has-325k-pre-orders-and-145b-in-potential-sales.html
http://www.barrons.com/articles/teslas-first-real-competition-just-hit-the-road-1481729922
http://www.computerworld.com
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Again, it’s not about beating 
GM, Toyota or Volkswagen. It’s 
about changing things. 

Take superchargers. Today, 
given the scarcity of super-
charger stations and the need 
to know ahead of time where 
to find them, Tesla drivers have 
to be a dedicated fans of the 
brand to think about taking a 
long-distance trip. But those are 
exactly the sorts of people who 
buy Teslas. Tomorrow, as Teslas 
become more affordable, there 
will be more supercharger sta-
tions. Tesla won’t be building 
all of them, though. Other EV 
companies will build them us-
ing Tesla’s open patents.

Following HP’s Blueprint
As more people start buying 
electric cars, the demand for 
a charging infrastructure will 
increase. Companies that see  
an opportunity to fill that de-
mand will use Tesla’s charging 

designs because they’re free. 
We’ve seen this before. Re-

member the old parallel-printer 
interface, IEEE-488? HP in-
vented it, and then it opened it 
to everyone for a nominal fee. 
Decades later, HP still makes 
most of its money from printers.

This is also yet another ex-
ample of how open source can 
change the world. By opening 
up patents, the old proprietary 
world is left behind. Tesla is 
betting that by giving the world 
default standards, it will end up 
profiting. That’s a wise bet. 

But charging stations are 
just the beginning. The more 
charging stations, the easier 
it will be for people to justify 
buying electric cars. That will 
help all EV makers, but Tesla, 
the only major carmaker with 
plans to deliver hundreds of 
thousands of EVs, will be the 
long-term winner.

Tesla has also set itself up to 

take advantage of a world where 
we charge up our cars instead 
of filling them up. In early Janu-
ary, Tesla started shipping the 
first batteries out of its Gigafac-
tory. Tesla plans to sell 500,000 
Model 3s by 2018. The Gigafac-
tory is a major step forward in 
meeting that goal. 

Dreaming Big
True, Tesla didn’t quite make its 
goal of 80,000 cars in 2016. But 
if you focus on that, you miss 
that the company’s total pro-
duction of cars rose 64% year 
over year in 2016. 

Here’s what I see: Tesla is, 
as it ever was, defying tradi-
tional business truisms. By 
dreaming big, using open-
source principles and getting 
customer buy-in for Musk’s 
vision, Tesla will become the 
21st-century car company. All 
the others will just be follow-
ing Tesla’s tire tracks. u

Tesla is 
betting that 
by giving the 
world default 

standards, 
it will end 

up profiting. 
That’s a  

wise bet.

http://www.computerworld.com/article/2490458/emerging-technology/elon-musk-to-open-up-supercharging-patent-designs.html
https://www.bloomberg.com/news/articles/2017-01-04/tesla-flips-the-switch-on-the-gigafactory
https://www.bloomberg.com/news/articles/2017-01-04/tesla-flips-the-switch-on-the-gigafactory
http://www.barrons.com/articles/tesla-misses-the-mark-again-1483549132
http://www.barrons.com/articles/tesla-misses-the-mark-again-1483549132
http://www.zdnet.com/article/tesla-reports-64-percent-surge-in-vehicle-production-in-2016/
http://www.computerworld.com
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DOES your  

Data 
 DISCRIMINATE?

Analytics is a top priority for savvy CIOs. But if 
implicit biases are hiding under the surface of 
your most trusted data sets, your algorithms 
could be leading you to make bad decisions.  
BY CINDY WAXER

http://www.computerworld.com
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Just ask city officials in Bos-
ton. As part of an effort to shore 
up the municipality’s aging 
infrastructure, city hall released 
a smartphone app that collects 
GPS data to help detect 
potholes. However, be-
cause people in lower 
income groups are less 
likely to own smart-
phones, the program 
didn’t include data 
from large segments of 
city neighborhoods.

Even Pokemon Go isn’t im-
mune to big data bias. Recently, 
the Urban Institute called out 

the wildly popular game for fea-
turing fewer Pokemon stops in 
primarily black neighborhoods 
than in it did in white commu-
nities. The Washington-based 

think tank speculates 
that location-based 
data for Pokemon Go 
originally came from 
an earlier game, In-
gress, which was pop-
ular among “younger, 
English-speaking 

men,” many of whom contrib-
uted relevant portal locations to 
the game’s database. 

But potholes and Pokemon 

are the least of what makes 
data bias dangerous. These 
days, businesses rely on sophis-
ticated computer algorithms 
to hire new employees, deter-
mine product inventory, shape 
marketing campaigns and 
predict consumer behavior. If 
algorithms can’t be trusted to 
provide honest and impartial 
insights, businesses could make 
misguided and discriminatory 
decisions.

It’s a danger that’s well un-
derstood by Solon Barocas. 
Barocas is a postdoctoral re-
searcher in the Microsoft Re-
search Lab in New York City 
who focuses on the ethics of 
machine learning. “In many 
cases, the problems that result 
from [data] discrimination 
could harm your bottom line in 
the sense that you’re overlook-
ing potentially qualified job 
applicants or you’re incorrectly 
targeting ads,” he warns. “In a 
way, discrimination is a form of 

4 TIPS for Avoiding 
Unwanted Data Bias

1 Make sure your data 
analytics system is 
robust enough to  

crunch vast volumes of data.

2 Ask questions of  
your data in multiple 
ways to reach a  

variety of answers.

3 Subject your data 
findings to spot checks 
— human reviews of 

randomly selected results.

4 Create a center of  
excellence — an  
IT-business partnership 

that sets data analytics goals.

H
UMAN BEINGS ARE INHERENTLY BIASED. So when 
companies began using computer algorithms to 
guide their critical business processes, many people 
believed the days of discriminatory hiring practic-
es, emotion-fuelled performance reviews and parti-
san product development were coming to an end.  

“That was an optimistic, naive hope,” says Matt 
Bencke, CEO of Spare5, a startup that helps companies train algorithms 
for artificial intelligence systems. “Of course, we would all like to re-
move bias from certain parts of our lives, but that’s incredibly difficult.”

BY CINDY WAXER

DOES your 
Data 

Discriminate

http://www.computerworld.com
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inaccurate decision-making.”
As reliance on data analyt-

ics grows, critical questions 
arise: What’s to blame for data 
bias — programmer subjectiv-
ity, poorly chosen data sources, 
misguided sampling or the chal-
lenges of machine learning? 
And perhaps more importantly, 
who is to blame? An unwitting 
programmer, a busy CIO or the 
C-level executive who signed 
off on a data-driven initiative?

Dangers Lurking Within 
To answer questions like those, 
it helps to understand one of 
the most common causes of 
bias in computer algorithms: 
data selection. 

“Data bias always starts from 
the point of view of the person 
selecting the data because he’s 
the one who believes the data is 
valuable,” says Mark Lack, man-
ager of strategy for analytics and 
business intelligence at Mueller 
Inc. And the more data there is 

to choose from, the greater the 
potential for skewed results.

That’s a problem that Muel-
ler is trying to address. The 
manufacturer of metal build-
ing and metal roofing prod-
ucts crunches everything from 
transactional and machine data 

to general ledger and revenue 
figures. “We have no shortage of 
data in either volume, velocity 
or variety,” says Lack.

Yet all of those bits and bytes 
increase the likelihood of bias 
creeping into algorithms, be-
cause data sets are typically first 
selected subjectively by people. 

To illustrate the problem, 
Barocas points to the example 

of a company relying on a data 
set that includes a smaller num-
ber of female workers than 
what actually exists in the la-
bor market. Because this data 
set “doesn’t proportionately 
represent the different parts of 
the population,” Barocas says, 

the model is more likely to 
dismiss certain job applicants 
because the algorithm either 
doesn’t believe the population 
exists or has limited informa-
tion about the segment. “The 
result,” he says, “is that you can 
have computers unintention-
ally discriminate against people 
who just happen to be not well 
represented in the data.”

In many cases, the problems that result from [data] discrimination could 
harm your bottom line in the sense that you’re overlooking potentially 
qualified job applicants or you’re incorrectly targeting ads. In a way, 
discrimination is a form of inaccurate decision-making.
SOLON BAROC AS,  POSTDOCTORAL RESEARCHER,  
MICROSOFT RESEARCH LAB –  NEW YORK CITY

http://www.computerworld.com
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Lack says Mueller is trying 
to minimize the risk of poor 
data selection with the help of a 
robust analytics system. Instead 
of having data science teams 
choose data sets for analysis, 
Mueller uses IBM Watson Ana-
lytics technology, which is ca-
pable of analyzing vast volumes 
of information, with no need 
for human intervention. 

“Bias happens when you 
start to chop off data that you 
think may not be relevant,” says 
Lack. “What Watson Analytics 
does is include it all, allowing 
us to remove our own biases.” 
Today, Mueller uses Watson 
Analytics tools to correlate sales 
and location data, forecast rev-
enue and enhance supply chain 
operations. 

The Fallout of Familiarity
Another threat to impartiality 
is training. In the case of artifi-
cial intelligence, programmers 
build data sets that are used 

to train computer algorithms. 
“This is where the bias comes 
in,” says Bencke. “Algorithms 
have no sense of subjectivity 
until you train them. Training 
is just a fancy term for letting a 
computer know what we think. 
But if you don’t think about how 
to build unbiased training data, 

it doesn’t matter how powerful 
your infrastructure is, or how 
clever your models are. You’ve 
presented a biased and flawed 
set of results.”

For instance, Bencke says 
a programmer’s selection of 
training data may reflect what’s 
most familiar to him or her, like 
a particular demographics’ pref-

erences for images or tweets 
written in British English rath-
er than American slang. 

While those may be innocu-
ous examples, “when you get 
into more sophisticated and 
subjective domains, it can be 
really dangerous,” Bencke says. 
“It’s rarely, if ever, about bad 

intentions. Rather, it’s about 
naiveté and a failure to really 
think things through carefully.”

Pleasing Business Leaders 
Programmers aren’t the only 
ones at risk of inserting bias 
into computer algorithms. Of-
tentimes, IT professionals are 
asked by business leaders to 

crunch certain sets of data with 
a clear directive: Make sure the 
results support my hypothesis. 

Fortunately, there are ways 
to avoid conducting analytics by 
personal agenda. Allan Frank, 
chief strategist and co-founder 
of consultancy The Hackett 
Group, has developed a tech-
nique for avoiding confirma-
tion bias — the propensity to 
interpret information in a way 
that confirms one’s pre-existing 
beliefs or hypotheses. “We intro-
duce questions asking the same 
thing multiple ways so that ef-
fectively you’re minimizing the 
impact of bias,” says Frank. 

For example, Frank cites a 
recent experience with a retail 
client. Struggling to improve its 
supply chain, the company as-
sumed its problems stemmed 
from poorly planned inventory. 
So the retailer came to Frank 
seeking a predictive model to 
answer questions about its fu-
ture inventory needs. However, 

Bias happens when you start to  
chop off data that you think may not 
be relevant.
MARK LACK,  MANAGER OF STRATEGY FOR ANALYTICS  
AND BUSINESS INTELLIGENCE,  MUELLER

http://www.computerworld.com
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Frank persuaded the company to 
examine its customers’ demands 
instead of asking questions 
about its inventory and supply 
chain. With the change in focus, 
“everybody’s eyes lit up,” Frank 
says. “Asking the right questions 
is as important as anything.” 

Breaking Bad Habits
Regardless of the cause or type 
of an underlying bias, it’s hard 
to break the cycle of bad data 
skewing results. That’s because, 
over time, human biases be-
come encoded in data sets and 
IT practitioners have a hard 
time detecting them. 

Consider, for example, 
Bloomberg, the financial data 
and media company. 

The right data can help you keep tabs on who’s 
getting promoted, what training programs are 
producing the strongest leaders and how certain 
policies are luring foreign workers. But learning how 
to make the most of that data takes skill. Here are 
some shortcuts that can help you make better use of 
data to improve workforce diversity.

1. DON’T OVERDO IT. It’s easy to pull reams 
of data from bloated HR systems. But data is 
useless if it’s not carefully poked and prodded 
for meaningful insights. “The real bang is once 
you’ve extracted data, what are you doing with it?” 
says Charlie Judy, chief human resources officer 
at Chicago-based consultancy Baker Tilly Virchow 
Krause. “How are you interpreting that data, and 
how will it inform your actions?” What’s more, he 
adds, there’s a risk of collecting so much data that 
you simply don’t know where to start.

2. TAKE ACTION. Don’t get caught in the trap 
of rolling out a data analytics program simply 
for the sake of gathering data. According 
to Stacia Garr, vice president of talent and HR 
research at Bersin by Deloitte, only 10% of 
organizations actually change, adjust or refresh 
their diversity strategies based on the data they 
collect and analyze. “Even those organizations that 
are tracking data, they’re not necessarily doing 
anything with it,” says Garr.

3. STAY FOCUSED. Benchmarks and key 
performance indicators are valuable metrics 
for gauging diversity. But getting too caught up 
in the numbers can make you lose sight of your 
objectives. “The thing you have to be careful with 
is that [data analytics] doesn’t turn into affirmative 
action — where you’re just trying to achieve 
numbers and quotas,” says John Reed, senior 
executive director of IT staffing firm Robert Half 
Technology. “What it should be about is identifying 
the best candidates for the job.”

— CINDY WAXER

How to Make the Most  
of DATA ANALYTICS

http://www.computerworld.com
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Bloomberg provides busi-
ness news, in-depth analysis 
and data to financial companies 
and other organizations around 
the world. Its goal is “to give our 
clients the most accurate, truth-
ful representation of the world 
as possible,” says Gideon Mann, 
head of data science at Bloom-
berg. Nonetheless, “even in 
many of our data analyses, there 
are a lot of times when people’s 
bias legitimately creeps into 
their estimates and their own 
views of things to come,” he says.

As a result, “over time, you 
have all of these assessments 
by a particular individual of the 
return for a particular company 
or a particular estimate,” Mann 
says. “And as you might imag-
ine, sometimes those estimates 
are accurate — and sometimes 
they’re not.”

To avoid perpetuating pat-
terns of data discrimination, 
Mann says Bloomberg is taking 
steps to “de-bias” its analysts’ 

assessments by examining 
whether they are “consistently 
being over-optimistic or over-
pessimistic with a particular 
company.” Other approaches 
include conducting deep evalua-
tions of analyst assessments, tak-
ing an average score when work-
ing with multiple estimates and 
performing random spot checks 
on decisions by subjecting them 
to rigorous human review. 

IT on the Hot Seat
Organizations should also hold 
IT professionals’ feet to the fire. 

According to Bencke of 
Spare5, education and aware-
ness can help eliminate data 
bias. “People creating artificial 
intelligence engines need to be 
aware of the danger of bias,” he 
says. For this reason, he calls for 
“training on how to avoid bias 
in artificial intelligence mod-
els” and says employers should 
“encourage people to say that 
they’ve been certified through 

some sort of course work.”
Frank of The Hackett Group, 

on the other hand, recom-
mends that companies “build 
heterogeneous and multidis-
ciplinary” teams to discuss 
data bias “so that you actually 
get different perspectives.” For 
example, a company could set 
up a center of excellence that 

encourages IT professionals 
and business leaders to work 
together to examine how poorly 
selected data sets and loaded 
hypotheses can contribute to 
misleading insights. 

“CIOs need to recognize that 
they’re on a journey together 
with the business to build an 

In many of our data analyses, there are 
a lot of times when people’s bias 
legitimately creeps into their estimates 
and their own views of things to come.
GIDEON MANN, HEAD OF DATA SCIENCE ,  BLOOMBERG
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insight-driven organization,” 
Frank says.  

Lack agrees. “We need to un-
derstand our value proposition as 
IT professionals, data scientists 
and analytics users,” he says. “Our 
value is in providing information 
to users so they can make the 
right decisions at the right time.” 

IT should serve as a business 
enabler by providing insights 
based on unbiased data sets for 
the best possible business out-
comes, he says.

But while certification cours-
es and multidisciplinary teams 
are good first steps toward fixing 
bad algorithms, some argue that 
IT professionals need to rethink 
how they measure the value of 
their models. Most practitioners 
have been trained to put models 
through rigorous verification 
and validation testing, “but they 
tend not to think of issues as 
questions of nondiscrimination 
or bias,” says Barocas. “Rather, 
they think of it as being ques-

tions of validity — how do we 
make sure this model is actually 
going to do a good job?”

That’s a mistake, according to 
Barocas, who suggests that if IT 
leaders put as much work into 
creating impartial algorithms as 
they put into building high-per-
formance models, they’d “get 

a handle on potential bias and 
discrimination.”

No Easy Solution
Blind faith in robust analytics 
systems can also challenge an 
organization’s ability to make 
smart decisions. Tools capable of 

crunching vast volumes of data 
can minimize the need for data 
preparation and selection — ac-
tivities that require IT involve-
ment. But there’s no such thing 
as a silver bullet when it comes 
to eliminating human biases. 

“I’m skeptical that sheer 
volume of calculations and data 

crunching can protect you from 
introducing bias,” says Barocas. 
“Anytime an artificial intelli-
gence engine touches humans, 
it needs to have been trained 
by humans at some point. So 
there’s no notion of abstract 
cognition by computers with-

out some human component.”
And then there’s the inescap-

able reality that some data just 
isn’t reliable. A prime example 
is the failure of pollsters to pre-
dict that Donald Trump would 
win the 2016 U.S. presidential 
election. From individual opin-
ion surveys to aggregated polls, 
the numbers showed Hillary 
Clinton with a lock on victory. 
Since then, political pundits 
and statisticians have blamed 
factors such as “social desir-
ability bias” (such as respon-
dents’ reluctance to admit they 
were voting for Trump) and 
“nonresponse bias” (where the 
answers of people who agree 
to take part in polls differ from 
the potential responses of those 
who didn’t participate).  

“The reliance on some of 
their polling data led [experts] 
away from a deep analysis of 
what those numbers meant and 
what was underlying them,” 
says Mann of Bloomberg. And 

Anytime an artificial intelligence 
engine touches humans, it needs to 
have been trained by humans at some 
point. So there’s no notion of abstract 
cognition by computers without some 
human component.
SOLON BAROC AS,  POSTDOCTORAL RESEARCHER,  
MICROSOFT RESEARCH LAB –  NEW YORK CITY
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that example should serve as 
a warning to IT leaders to not 
“blindly accept numbers,” he 
adds. “You want to use them as 
a guide and then interrogate.”

Frank agrees. “We just got 
out of the political season of our 
lives and look what happened — 
the polls were wrong,” he says.

Who’s to Blame?
So if professional pollsters are 
pointing fingers at the voting 
public instead of their own 
analytics, should data scientists, 
CIOs or CEOs be held account-
able for companies’ bias-ridden 
algorithms?

Lack illustrates how difficult 
it can be to pinpoint culpability: 
“If marketing asks for data to 
answer a question, and the data 
scientists curate that data based 
on what they think marketing 
needs, and then marketing goes 
off and uses it, and then comes 
back and says it was incomplete 
data, we have all of this finger-

pointing,” he says. “The chal-
lenge is to isolate the bias, and 
that becomes very difficult.”

Frank agrees. “Who has the 
responsibility for data and ana-
lytics in a company?” he asks. 
“It’s not the responsibility of the 
CIO — bottom line.” Instead, he 
says it’s up to leaders of business  
units to ensure the quality and 
accuracy of data. “At best,” he 
argues, “the CIO is an enabler.”

Mann takes a slightly more 
democratic stance. Just as data 
scientists must increase their 
“understanding of ethics and 
bias” and be aware of “hidden 
assumptions” creeping into 
algorithms, he says, business 
leaders and policymakers must 
increase their “understanding 
of what is an algorithm, what is 
data, how do we use it and what 
are its limitations.”

Yet many IT leaders face 
enormous pressure to support 
the analytics ambitions of their 
colleagues. Data findings that 

fly in the face of HR’s anti-dis-
crimination claims, results that 
fail to bear out a CFO’s financial 
forecasts, number-crunching 
that justifies decreases in mar-
keting budgets — they’re all 
unwelcome insights that could 
potentially threaten a data sci-
entist’s tenure, no matter how 
bias-free the algorithms. 

Open, Honest Dialogue
For this reason, it’s critical that 
companies foster an environ-
ment in which IT leaders are 
encouraged to speak openly 
about the shortcomings of their 
models and the dangers of data 
bias — without personal or pro-
fessional consequences. Ac-
cording to Barocas, it’s all about 
creating “a culture where data 
scientists feel comfortable and 
prepared to explain the limita-
tions of what they’ve done.”

After all, in an attempt to 
please business leaders, many 
IT professionals overstate the 

power of their algorithms to 
unlock worthwhile business 
insights. But if companies are 
truly interested in minimizing 
data bias, Barocas says they’ll 
take the necessary steps “to 
create a space where data scien-
tists can express concerns and 
suspicions in a way that doesn’t 
put their job in jeopardy.” After 
all, he adds, “We don’t give data 
scientists enough credit for the 
care they take in their work.” u

WAXER is a Toronto-based free-
lance journalist and a contributing 
writer for Computerworld. She has 
written articles for various publi-
cations and news sites, including 
The Economist, MIT Technology 
Review and CNNMoney.com.
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M OST organizations 
experience growth 
in fits and starts, 
with alternating 

periods of expansion and con-
traction. IT used to have to 
react to those twists and turns 
on the fly. But now, with a role 
more tightly aligned with busi-
ness, IT is instead helping lead 
through such changes. 

“In the past, IT was routinely 
too late to react to change,” says 
Chas Hartwig, strategic account 
executive at TayganPoint Con-
sulting Group. That was mostly 
because IT wasn’t in the loop 
— not knowing why the com-
pany made a certain acquisition 
or pulled back on spending, 
he says. But now that IT has a 
direct influence on the success 
of budget cutbacks or mergers 
and acquisitions, CIOs have to 
know “when to put the brakes 
on, accelerate or drive around 
in circles” when it comes to 
tech investments, Hartwig says.

Helming IT 
THROUGH UPS 
 (AND DOWNS)

Impending mergers, ultrafast 
growth and sharp dips  

all put pressure on IT leaders  
to make quick decisions  

about tech plans and priorities. 
Here are 10 tips for making IT 
shine during times of change.  

BY SANDRA GITTLEN
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Here are some tips from IT 
experts about how to be well 
positioned for ups and downs:

1 Be at the table,  
not just in the room.
Having stature and hav-

ing a direct say in decision-mak-
ing are two different things, ac-
cording to Michael Restuccia, 
senior vice president and CIO 
at Philadelphia’s Penn Medi-
cine, a $6 billion healthcare 
organization made up of the 
Perelman School of Medicine at 
the University of Pennsylvania 
and the University of Pennsyl-
vania Health System.

Although Penn Medicine’s  
C-suite offices are located a mile 
away from Restuccia’s office, he 
makes sure to meet regularly 
with top executives, including 
the CFO, the CMO, the chief 
scientific officer and the se-
nior vice president of business 
development. His approach to 
governance involves pairing 

executives and IT for strategic 
initiatives, and operational lead-
ers and IT for tactical issues. 

“The collaboration of these 
roles lets us go lockstep at the 
pace and direction of our lead-
ership and to properly identify, 
prioritize and sequence activi-
ties,” he says. For example, be-
fore a chief scientific officer re-
cruits someone for a new chair 
position, Restuccia is consulted 
about the tech investment re-
quired (which could include, 
say, a mini data-center room 
and increased bandwidth) and 
the risks involved (a new em-
ployee may want to use a per-
sonal server, for example).

2 Understand the 
rationale for 
business changes so 

you can make appropriate 
technology changes.
Following bankruptcy filings in 
2007, Accuride, a large supplier 
of wheels, wheel components 
and other vehicle products, 
brought in new leadership that 
instituted a “fix and grow” policy. 

“We started getting rid of 
stuff when it wasn’t the right 
stuff for us to be focusing on,” 
says Paul Wright, CIO and vice 
president of IT. The company 
put in play new products, pro-
cesses and systems, fixing ev-
erything from leaking roofs in 

manufacturing plants to aging 
computer environments.

With capital to spend, Wright 
consolidated seven stand-alone 
ERP systems into a single cloud-
based platform from Plex, feel-
ing the cloud aligned best with 
the company’s business strategy 
of mergers and acquisitions. 
“We took away all the basic nuts 
and bolts configurations and 
instead created a template we 
can use to spin up an instance 
as necessary,” he says.

This approach proved correct 
when Accuride acquired a small 
company with an outdated ERP 
platform. “We were able to put 
our template in there quickly 
and move them to our models,” 
he says. The cloud-based ERP 
also was helpful in expediting a 
partial buyout where the seller 
wanted the unit it was selling 
taken off its SAP system im-
mediately. Accuride was able to 
oblige without interfering with 
the supply chain, Wright says.

We took away all the basic nuts and 
bolts configurations and instead 
created a template we can use to spin 
up an [ERP] instance as necessary.
PAUL WRIGHT,  CIO AND VICE PRESIDENT OF IT,  ACCURIDE
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3 A slowdown doesn’t 
mean a shutdown.
David Giambruno, CIO 

at Shutterstock, a provider 
of stock photography, stock 
footage, stock music and edit-
ing tools, says slowdowns and 
cutbacks are times when IT 
can shine. “I used to be a drill 
sergeant and believe that idle 
hands cause problems,” he says. 
Although he has been at Shut-
terstock only a few months, 
Giambruno had been a trans-
formational CIO for large com-
panies such as Tribune Media 
and Revlon for many years and 
he says he combats budget dol-
drums by putting his team to 
work, even if projects have been 
halted. “There is always docu-
mentation to do or processes 
that can be cleaned up,” he says. 
Also, he encourages his staff to 
use downtime to help business 
units by identifying functions 
that can be automated. “You 
might cancel contractors, but 

you still have internal resources 
to put to good use,” he says.

4 Develop a multi
year road map.
“One of the strongest 

correlations to performance 
that we have found in our sur-
veys is the presence of a multi-
year road map,” says Chris 
Curran, CTO at PwC. “Organi-
zations should have more than 
an annual budget cycle perspec-
tive on revenue performance so 
that they can think longer term 
about investments and other 
decisions and not be whip-
sawed by quarterly changes.”

Penn Medicine’s Restuccia 
takes it a step further, saying IT 
must be willing to do benefits 
realization cases for all larger-
scale projects. For example, 
a realization analysis showed 
that after implementing a new 
billing system, Penn Medicine 
was able to collect substantially 
more revenue because it had 

documentation. The patient 
portal, also a complex under-
taking, showed improved pa-
tient satisfaction, a key metric 
in healthcare reimbursements. 
“Doing benefits realizations has 
really elevated the stock of the 
IS team,” Restuccia says.

5 Be transparent about 
your project pipeline 
and priorities.

At CBS Interactive, an online 
content network for informa-
tion and entertainment, and a 
division of CBS Corp., IT’s proj-
ect plans are aligned with busi-
ness goals and are clearly com-

Organizations should have more than 
an annual budget cycle perspective on 
revenue performance so that they can 
think longer term about investments and 
other decisions and not be whipsawed  
by quarterly changes.
CHRIS CURRAN, CTO,  PWC
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municated to users, so there is 
no confusion when priorities 
have to shift, according to CIO 
Steve Comstock.

“The struggle I’ve seen is  
we only have so many resourc-
es, so you’re going into a queue, 

and we’ll get to you,” he says. 
“Sometimes there are difficult 
conversations where an orga-
nization or group might want 
to do a release or do something 
that’s important, but when you 
look at it as a whole, it’s not  

the most important for the  
organization.”

Restuccia says he tries not to 
say no too often, even at busy 
times. “Instead, we offer clear 
transparency on our project  
list and explain prioritization 

based on feedback from gover-
nance groups,” he says. “People 
appreciate that here. They 
might not get their request 
fulfilled today, but it’s never an 
absolute “no” as long as they are 
following our core principle of 

You have to look at what’s changing your users’ world. Figure out what you would do  
differently. You have to be willing to sacrifice sweat equity, wipe it out and start  
with something new. And, if you’re going to fail, fail fast.
DAVID GIAMBRUNO, CIO,  SHUTTERSTOCK
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common systems that are cen-
trally managed and collabora-
tively installed.”

6 Don’t be an obstacle 
to progress.
If a business unit has 

the money and time to bring 
on a new tool that will improve 
workflow, IT should be willing 
to play an advisory role.

“The IT budget cannot be the 
bastion of every single solution 
in the world,” Giambruno says. 
“If a business unit has budget 
and I don’t, I can act as a service 
organization to them, helping 
them make decisions and work 
with vendors.” 

Comstock says business lead-
ers often know what tools best 
meet their needs, so he encour-
ages them to identify the ap-
plications they would prefer 
to use. IT then verifies that the 
systems are secure and handles 
the integration process. 

“A lot of CIOs try to hold stuff 

close to the vest, but we’re mov-
ing to a world where everyone’s a 
technologist. Sometimes the best 
thing I can do is to get the heck 
out of the way,” Comstock says. 

7 Redirect resources 
to innovate out of  
a crisis. 

“If you’re in an upheaval, it 
doesn’t mean you take an axe 
and cut everything,” Hartwig 
says. “You should be receptive 
to opportunities to grow your 
way out of the problem.”

At Accuride, Wright did just 
that. While IT belt-tightened 
in some areas, Wright’s team 

focused on making the sales 
department more efficient. For 
example, IT deployed a cloud-
based CRM system to enable 
salespeople to do more with less.

Using the CRM’s mobile 
app, sales representatives can 
see all the customers and leads 
within a certain region. With 
this insight, they can use their 
time more efficiently, visit more 
customers per trip, and save 
the company money on travel 
expenses. Wright’s team also 
added tools that enabled sales 
teams to collaborate with pric-
ing analysts and people in fi-
nance to create promotions and 

bundles on the fly from their 
mobile devices.

“Any time the market is go-
ing up or going down, your abil-
ity to make a decision quicker 
than your competitor is a signif-
icant advantage,” Wright says.

PwC’s Curran says com-
panies should invest in small 
pilots that would provide data 
about the performance, cost 
and user experience of new ap-
plications or platforms. “Busi-
ness cases are not one-size-fits-
all,” he says, “and the reason 
they often don’t get funded is 
there isn’t data about real per-
formance.”

8 Architect your 
environment to 
support divestitures 

and budget cuts. 
“You have to be prepared to cut 
things off,” Wright says. “That 
becomes a selling feature when 
you’re going to divest some-
thing.” He says using the cloud 

A lot of CIOs try to hold stuff close to the 
vest, but we’re moving to a world where 
everyone’s a technologist. Sometimes the 
best thing I can do is to get the heck 
out of the way.
STEVE COMSTOCK,  CIO,  CBS INTERACTIVE
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helps him do that because, if 
necessary, he can cut off whole 
business units with the flip of 
a switch. “You’re not forced to 
hunt and peck through millions 
of servers to see what data is 
where,” he says. “You can grow 
easily and shrink quickly.”

9 Look for ‘gold 
nuggets’ during 
M&A due diligence.

When you’re doing due dili-
gence about a merger partner 
or acquisition target, keep an 
eye out for what they can do 

for you. At Penn Medicine, the 
patient safety and quality team 
approached Restuccia about 
obtaining a certain applica-
tion. He found out through due 
diligence that a company Penn 
Medicine was considering ac-
quiring had that tool, so, if the 
merger went through, they’d be 
able to adopt it. 

A similar scenario happened 
to Hartwig when he was a CIO. 
His company had acquired 
another company for its book of 
business, sales team, and execu-
tion and delivery capabilities, 

but as he was exploring its as-
sets, he found a core system way 
more advanced than what his 
organization had. His company 
was able to migrate onto that 
platform post-acquisition and 
get even more value from the 
purchase.

10 Don’t wait for a 
crisis to make 
improvements.

Every IT organization has low-
hanging fruit to tend to, such 
as orphaned servers that can be 
turned off or cycled down. “If 
you already know where these 
areas of improvement are, step 
up now to make them happen,” 
Curran says. 

Hartwig says if you know 
you’re headed into crisis, start 
to work with your service pro-
viders to “share the pain” and 
reduce hosting costs. Even if 
you’re formally bound by the 
terms of a current contract, 
they may play along to earn 

your loyalty in the long run, he 
says.

Also, if your company is 
about to readjust earnings to 
take a write-off and loss, he 
says, IT can use the opportu-
nity to write down or write off 
systems to get out from under 
depreciation in the future. Like-
wise, in the cloud, you can look 
for research and development 
environments that can be tem-
porarily turned off or applica-
tions that can run on a less cost-
ly platform or at a lower service 
level, he says.

“You have to look at what’s 
changing your users’ world. 
Figure out what you would do 
differently,” says Giambruno. 
“You have to be willing to 
sacrifice sweat equity, wipe it 
out and start with something 
new. And, if you’re going to fail, 
fail fast.” u

GITTLEN is a freelance writer and 
editor in the greater Boston area.

[End users] might not get their 
request fulfilled today, but 
it’s never an absolute “no” as 
long as they are following our 
core principle of common systems 
that are centrally managed and 
collaboratively installed.
MICHAEL RESTUCCIA ,  SENIOR VICE PRESIDENT AND CIO,  PENN MEDICINE
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H UMAN RESOURCES 
is, by definition, 
all about managing 
people — historically 

considered the softer side of 
business. But companies 
are increasingly tying staff-
ing decisions directly to 
specific business problems, 
strategies and goals, an ap-
proach popularized in part 
by tech companies such as 
Google. And to do that, they 

need data — lots of data.
Enter workforce analytics 

systems. These applications mix 
HR data with information from 
sales, finance and other busi-
ness operations to create re-
ports and forecasts that C-suite 
executives can use to, for ex-
ample, determine the best way 
to allocate funds for compensa-
tion, nip increases in turnover 
or figure out why sales reps in 
one office close deals twice as 

often as others.
But for workforce analyt-

ics to do what it’s supposed 
to, HR professionals have 

to collaborate with colleagues 
from other parts of the busi-
ness, including IT. It’s unusual 
for organizations to start an 
analytics program without IT’s 
help, because the many HR 
systems involved can make it a 
complicated undertaking. 

Some HR groups team up 
with representatives from IT on 
workforce analytics projects; 

Cracking the Code 
 ON Workforce Analytics

As more companies depend  
on information about their 
employees to make crucial 
decisions, HR and IT are 
working closer together than 
ever before to deliver the 
data. BY MICHELLE V. RAFTER
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others have internal IT staff. “In 
either case, you need IT people 
to help you. I don’t think that’ll 
ever go away,” says Josh Bersin, 
an HR technology expert, and 
principal and founder of Bersin 
by Deloitte, a division of Deloitte.

But things can get tricky. HR 
hasn’t completely overcome the 
stereotype that its people aren’t 
good with numbers. That’s a 
misperception that can lead 
IT and other departments to 
discredit data that originates in 
HR and, as a result, downplay 
efforts to launch workforce ana-
lytics initiatives. 

A few organizations have 
cracked the code by employing 
data scientists to run workforce 
analytics projects or by creat-
ing interdisciplinary teams 
with members from HR, IT and 
other departments. Some find 
ways around IT departments 
that might be too understaffed 
or overcommitted to focus on 
HR projects — perhaps by buy-

ing cloud-based workforce 
analytics tools that require less 
in-house technical support.

Late to the Big Data Party
HR has lagged behind other 
departments, such as marketing 
and sales, in realizing the value 
of data analytics. And HR prac-
titioners who use such tools are 
still in the minority. But that’s 
changing. 

An expanding user base and 
the availability of inexpensive 
technology for building cloud-
based HR platforms has re-

sulted in steady growth in sales 
of workforce analytics systems, 
either as stand-alone offerings 
or as integrated components of 
HR platforms. In a 2016 Bersin 
by Deloitte survey of 7,096 busi-
ness and HR leaders at organi-
zations in 130 countries, 48% of 
the respondents said they used 
staff analytics for workforce 
planning, up from 38% the pre-
vious year. Moreover, 39% said 
their organizations correlated 
data about their employees to 
business performance, up from 
24%, and 36% said they used 
personnel data to predict future 
business performance, up from 
28%.

Sierra-Cedar, an HR systems 
integration and consulting 
firm, reports that just 11% of the 
1,528 organizations participat-
ing in its 2016-17 HR Systems 
Survey said they used dedicated 
HR analytics and business in-
telligence systems, which in-
clude predictive analytics tools, 

[If you’re in 
HR], you need 

IT people to 
help you. I don’t 
think that’ll ever 

go away. 
JOSH BERSIN,  

PRINCIPAL AND FOUNDER, 
BERSIN BY DELOITTE

Today, just 11% of  
organizations use  

dedicated HR  
analytics and business 
intelligence systems. 

But the number of  
users is poised to grow 

52%  

over the next year.

— SIERRA-CEDAR’S  
2016-17  HR SYSTEMS SURVEY
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among other applications. 
However, the firm expects the 
number of users to grow by 52% 
over the next year. 

Startups like Visier and 
established vendors such as 
Oracle, IBM and SAP sell work-
force and predictive analytics 
modules that can be bolted onto 
other cloud-based HR systems 
to create reports and forecasts. 

Other longtime HR technol-
ogy vendors, such as ADP, Cor-
nerstone OnDemand, Kronos 
and SAP’s SuccessFactors 
division, have added analyt-
ics to their payroll, hiring 
and people management 
platforms at little or no extra 
charge to stay competitive or 
gain market share.

Teamwork at TIAA
Industries such as insurance 
and retail are further along in 
incorporating data analytics into 
personnel management because 
they’ve long relied on statistics 

in other parts of their business 
and know the value of data-
based decisions, says Bersin.

TIAA is one such employer. 
The Fortune 100 insurance 
and financial services company 
spent two years launching a 
workforce planning and analyt-
ics initiative, with HR and IT 
personnel working together 
from the start. 

Before then, the HR team 
had a poor track record of cor-

rectly predicting how the 
company should adjust its 
approximately 13,000-per-
son workforce to keep pace 

with changing business 
needs, according to Jocelyn 
Caldwell, TIAA’s senior director 
of workforce planning and ana-
lytics. “We’d see a lot of varia-
tion from quarter to quarter in 
what we were forecasting and 
what was happening,” Caldwell 
told attendees at Deloitte’s HR 
Technology Conference and 
Expo in Chicago recently.

To improve, TIAA needed to 
do a better job of pulling ac-
curate data from finance and 
elsewhere into HR systems for 
forecasting purposes. Caldwell 

says she put together a team 
that included an HR program 
manager, an analytics and 
workforce planning expert, and 
a project manager from an IT 
group assigned to HR, among 
others. 

The team collaborated on ev-
erything, including scoping out 
requirements for a workforce 
planning and analytics tool, 
picking a vendor, implementing 
the Visier system they eventu-
ally chose, and training other 
people how to use it, she says.

Including an analytics 
specialist on the team made 
it easier to work with their 
counterparts in other business 
functions. The HR analytics 
specialist spoke their language 
“and could translate HR-speak 
into business language,” says 
Caldwell. “Once that connec-
tion is made, then you start to 
take the journey together.”

“Early engagement and be-
ing an integral part of the team 

Being able to 
have data at 

your fingertips 
is going to be 
increasingly 
important. 

JOCELYN C ALDWELL ,  
SENIOR DIRECTOR OF 

WORKFORCE PLANNING AND 
ANALYTICS,  T IAA
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every step of the way helped the 
technical team have full context 
and bring the best ideas for-
ward,” says Karuna Annavajjala, 
executive application develop-
ment manager for TIAA corpo-
rate solutions technology. “We 
had a shared vision of success 
and a clear sense of account-
abilities among all the areas 
involved. ”

So far, the HR analytics 
team’s biggest breakthrough has 
been creating data sets that 
other TIAA business func-
tions trust enough to use, 
Caldwell says. The company 
refers to the data as “the 
one source of truth,” she says. 
“It’s such a simple thing, but 
that’s not always the case. Once 
that happens, you build more 
momentum and you can work 
more cross-functionally.” 

Having trustworthy data is 
crucial, especially as the pace 
of change increases and compa-
nies need to make quick deci-

sions about workforce needs. 
“Being able to have data at your 
fingertips is going to be increas-
ingly important,” she says.

Using Cloud to Bypass IT
HR and IT work well together 
at TIAA, but at many big com-
panies the opposite is true, says 
Mark Berry, vice president of 
HR at CGB Enterprises and a 
longtime HR executive who has 
helped implement workforce 

analytics at several companies.
“I don’t know of anyone 

at a large organization who 
doesn’t have issues because 

of the tension in the relation-
ship between HR and IT with 
respect to analytics,” he says.

Tensions exist because proj-
ects for revenue-generating 
departments like sales are often 
IT’s first priority, pushing HR to 
the back of the line, Berry says.

At one former employer, 
a multinational agricultural 
products conglomerate, Berry 

says he worked with IT to build 
a web-based reporting tool with 
dashboards for business lead-
ers on key HR metrics such as 
employee head count, transfers 
and promotions. 

The tool was so successful 
that after another 18 months 
Berry says he couldn’t keep up 
with demand. Enamored busi-
ness leaders wanted even more 
dashboards, but IT was back-
logged and couldn’t deliver. 
And, of course “business lead-
ers didn’t want to wait,” he says. 

Instead, Berry signed up 
with a cloud-based analytics 
vendor. Coincidentally, devel-
opers at the vendor had created 
the SAP-based technology the 
company’s in-house analytics 
platform had been built on, so 
transferring from one system to 
another wasn’t difficult, he says.

In addition to cleaning up 
and uploading existing data to 
their platforms, cloud-based 
workforce analytics vendors 

I don’t know of 
anyone at a large 
organization who 

doesn’t have 
issues because 

of the tension in 
the relationship 
between HR and 
IT with respect 

to analytics. 
MARK BERRY,  

VICE PRESIDENT OF HR,  
CGB ENTERPRISES
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can help clients build interfaces 
so their programs can “talk” to 
clients’ other HR platforms. In 
some cases, the only services 
IT might need to provide are 
evaluating a platform’s security 
protocols and ensuring that file 
transfer processes work the way 
they’re supposed to. Depending 
on how the cost is accounted 
for, IT might also have to sign 
off on the expense, Berry says.

Berry didn’t have the same IT 
problems after joining CGB En-
terprises about two years ago. A 
privately held grain purchasing 
and shipping business in Cov-
ington, La., CGB has seen its 
workforce grow by nearly 50% 
in five years, to about 2,500 
employees worldwide. As the 
company grew, personnel costs 
started eating into profits and 
management needed help fig-
uring out which people-related 
expenses were to blame. On top 
of that, the company had high 
turnover in key positions. 

Berry’s mission: Create ana-
lytics system that could pull, 
aggregate and analyze data from 
payroll, recruiting, relocation 
and other systems to find ways 
to minimize turnover and keep 
labor-related costs under con-
trol without adversely affecting 
employees. “You don’t want to 
do something to help control 
costs at the expense of losing 
people or having them less 
committed to working there,” 
he says.

Berry decided to use 
cloud-based analytics sys-
tems from Visier and ADP. 
He says it was important 
for HR to own the process so it 
wouldn’t be seen as a partisan 
initiative. It was also important 
to help executives get their 
heads around the fact that HR 
could build a business model 
just like other people would do 
with supply chain or account-
ing systems. “We didn’t want 
to be dependent on [IT] to do it 

because we knew there would 
be times we wouldn’t be the 
priority,” Berry says. 

Clear Benefits
When Berry presented his HR 
analytics strategy, it was easy 
to see the benefits to be gained 
from the rapid deployment 
cloud-based systems could pro-
vide, according to Gus Gelpi, 
CGB’s senior director of infor-
mation technology. HR and IT 

jointly vetted the analytics 
vendors so IT was comfort-
able with the security, sta-
bility and recovery options 

each offered. Early in the 
project, an IT database adminis-
trator taught the HR team how 
to get spreadsheet data from 
other departments into the ana-
lytics system. An IT senior man-
ager sat on the project’s steering 
committee to share insights on 
the resulting analytics product. 

“Mark led his HR analytics 
implementation in full col-

[Mark Berry] led 
his HR analytics 
implementation 

in full 
collaboration 

with IT. 
GUS GELPI,  

SENIOR DIRECTOR OF 
INFORMATION TECHNOLOGY, 

CGB ENTERPRISES
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■   Most security breaches happen due to human error

■ 4 out of every 5 data breaches caused by human  

 error are unintentional

■  4 out of every 5 security events caused by insiders 

have a negative impact on their enterprise organi-

zation (including loss of confidential information, 

critical system disruptions, reputational harm,  

lost customers and more)

laboration with IT while 
consuming very few IT 
resources,” Gelpi says. “It 
is not a model that would 
work in every scenario, 
however, it functioned 
very well in this in-
stance.”

To gain insight into 
CGB’s turnover problem, exit survey results were tossed 
into the analytics platform along with turnover rates for 
the company and industry, as well as company ratings from 
Glassdoor and Google. Once the data was analyzed, Berry 
determined that higher-than average turnover was isolated 
to specific jobs and locations, and the company has taken 
steps to address problem areas. 

It will take longer for analytics to help Berry’s HR team 
figure out the best way for CGB to allocate more than $200 
million in variable personnel-related expenses to curb costs 
without alienating employees. 

Meanwhile, the quality of HR reports is improving. Before, 
producing an employee head count report involved asking 
three people — none of whom had the same answer. Now, 
Berry says, “if managers want to know something like how 
many interns were hired last summer, it takes 30 seconds.” u

RAFTER is a Portland, Ore., business writer covering the future 
of work, technology and transportation.
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WHEN IT COMES TO SECURITY, 
more is always better, right?

That sounds good in the 
abstract, but in practice it can 
cause problems. For example, I 
have always resisted 
allowing any of our 
20,000-plus cus-
tomers to conduct 
third-party assessments of our 
security measures. I re-evaluate 
that policy from time to time, 
but for now I’m sticking to it. 
I’ll explain why.

The people on my team 
spend more than 20% of their 
time filling out security ques-
tionnaires, doing security- re-
lated contract reviews, respond-

ing to requests for 
information and 
participating is 
sales engagement 

meetings to address security 
and privacy issues. Repeatedly,  
we find that prospective cus-
tomers want to conduct secu-
rity assessments of our applica-

tions and infrastructure, using 
either their own resources or 
a third party. They say it would 
just be a matter of them run-
ning a tool such as Nessus, 
Qualys or Nmap. 

My answer is no. The pros-
pect then says something such 
as “What are you trying to 
hide?” or “How can we trust 
you?” or “You should welcome 
a free assessment” or “We can’t 
move forward without our own 
assessment.” 

Regular Assessments
I have my reasons, of course, 
but first I explain that, as part of 
our risk management program, 
we conduct regular internal 
and third-party assessments of 
both our applications and our 
infrastructure. The third par-
ties we work with are reputable 
firms constrained by strict 
statements of work and non-
disclosure agreements (NDA). 
We schedule the activity for off 

hours and announce the activ-
ity to the relevant departments 
because assessment activities 
can result in performance prob-
lems or other anomalies. 

I then provide the prospects 
with an executive summary 
discussing the engagement, 
including high-level findings 
and the bottom line of whether 
our defenses were penetrated. I 
also show them SSAE 16 SOC 1, 
SOC 2, PCI and other third-par-
ty compliance reports. That usu-
ally addresses their concerns. 

Security Manager’s  Journal
If you let one customer perform security 

assessments against your applications and 
network, you open yourself up for a lot of headaches.

Avoid Third-Party Tests

Trouble 
Ticket

At issue: 
Prospective 

customers often want to 
do independent security 
assessments.

Action plan: Hold 
firm against the 

practice, and explain why 
it isn’t a good idea.

FIND FULL COVERAGE of IT 
security at computerworld.com/

category/security
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But Why?
But I often have to explain the 
philosophy behind my objec-
tions to outside evaluations. My 
experience has been that allow-
ing a third-party assessment 
just once can open the door to 
unannounced assessments that 
result in unnecessary incident 
response. When we expect a 
third-party assessment, we sup-
press our response. 

Knowing that an assessment 
is in progress, attempts at unau-
thorized access are attributed to 
penetration testing, so we don’t 
share intelligence with the se-
curity community, block the IP 
address range of the offending 
IP, report the incident to law 
enforcement or contact the 
internet service provider associ-
ated with the IP address range 
to report abuse. 

If we didn’t know an assess-
ment was taking place and initi-
ated any of those responses, it 
could be embarrassing for our 

customer or the firm conduct-
ing the assessment.

Also, when you have thou-
sands of customers, you could 
find yourself suppressing inci-
dent response practically all of 
the time, which is hardly con-
ducive to better security.

Another issue is that because 
many of our customers are 
small businesses with limited 
resources, they’re inclined to 
hire the least expensive firms to 
conduct security assessments, 
and those firms are likely to 
be inexperienced. I don’t have 
the time to vet a lot of vendors, 
especially if they are offshore, as 
is often the case when cost is a 
priority. 

Many years ago, before I 
learned to just say no, I let a 
customer conduct an assess-
ment through a third party, 
only to find out later that the 
third party had outsourced the 
work to a fourth party. The re-
sult was an outage caused by an 

unannounced denial-of-service 
attack that required us to pay 
customers for failing to fulfill 
the terms of our service-level 
agreements. Another time, a 
customer that had identified 
some sensitive security issues 
disclosed them in a public fo-
rum, which hurt our brand.

I also say to our customers, 
“Look, our application will pro-
cess a lot of your sensitive data, 
including financial, healthcare 
and personally identifiable in-
formation. I know you want to 
be diligent about ensuring that 
the information is secure, but 

if we allow you to do your own 
testing, we’d have to allow all 
our customers to do the same. 
Do you really want us to have an 
open scan policy?” 

Beware
Maybe your situation is differ-
ent enough for you to allow 
customers to conduct their own 
assessments of your security. If 
you do so, though, I hope you 
have a strict program to vet 
your customers or their ven-
dors, conduct reference checks, 
address legal issues, prepare 
statements of work and NDAs, 
schedule and track assessment 
activity, and monitor that activ-
ity. If not, I think you’re asking 
for trouble. u

This week’s journal is written by 
a real security manager, “MATHIAS 

THURMAN,” whose name and em-
ployer have been disguised for 
obvious reasons. Contact him at  
mathias_thurman@yahoo.com.

Allowing just 
one outside 
assessment 

can open 
the door to 

unannounced 
tests.
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CHECK OUT SHARKY’S BLOG, browse the Sharkives and sign up for home delivery.

An employee on the fac-
tory floor was irritated by 
this change and devised a 
system so that his computer 
would never lock. He turned 
his optical mouse upside 
down so that the sensor 
was facing up. Then he 
hung a rag over the mouse 
and positioned a fan to blow 
at the rag. That way, there 

was always mouse activity 
on the computer — and he 
never had to key in his pass-
word to  gain access to it.”

Soft Skills
Software developer sends 
email to this support pilot 
fish saying he can no lon-
ger get remote access to 
his resources. “We require 

Never Underestimate  
an Annoyed User 
THIS COMPANY ADOPTS A NEW SECURITY POLICY:  
All computer screens will lock automatically when not in use. 
“We implemented a domain group policy to lock the screens 
after 15 minutes of no activity,” says an IT pilot fish working 
there. “We chose the users’ lock screens, and we don’t allow 
them to make any changes to their screen lock parameters. 
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The core software originated in the 1960s, when programs were 
given short names to save space. Those old, short names are still 
used [and] the auditor is told it’s for security purposes.

two-factor authentication, 
so I send him instructions 
on how to reset his PIN for 
his RSA security token,” 
says fish. “Next day I get 
an email from him telling 
me he is getting ‘Access De-
nied’ for his ‘RSA Soft To-
ken.’ Wait, what? So I email 
him back, telling him I as-
sume he means his hard-
ware token and explain that 
it is still waiting for him to 
assign a new PIN. And I re-
send instructions on how to 
set his PIN. His reply? ‘No, I 
am now using an RSA soft-
ware token app. What info 
do you need to have that 
linked to my resources?’ I 

reply that our environment 
does not currently support 
soft tokens — it never has 
— and that he needs to use 
the hardware token he was 
previously issued, following 
the instructions I already 
sent. The next email I get 
is from his manager ask-
ing me to send him a new 
hardware token because he 
has lost the one he had.”

Name Game
An auditor is vetting this 
company’s IT systems, and 
a few pieces of software 
are raising questions. “The 
auditor wants to know why 
the core accounting pro-

grams have names like DF7 
and AC6, while the more 
recent software is named 
currency_risk_report or 
balance_overdue,” reports 
a pilot fish on the scene. 
“The truth is that the core 
software originated in the 
1960s, when programs 
were given short names 
to save space. Those old, 
short names are still used, 
even after numerous mi-
grations and upgrades. Ev-
eryone knows what the ap-
plications do, and nobody 
wants to go to the trouble 
of changing the names. 
So the auditor is told that 
it’s for security purposes: 

If someone hacks into the 
system, it won’t be obvi-
ous what the programs 
do, making the core less 
vulnerable. The auditor’s 
report comes back — and 
says we have a vulner-
ability because 98% of our 
software has understand-
able names. Now they all 
need to be changed to 
cryptic codes before the 
next audit.” u

SHARKY UNDERSTANDS YOU! 
Send me your true tale  
of IT life at sharky@ 
computerworld.com.  
You’ll get a stylish Shark 
shirt if I use it. 
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Did Your Boss Make a Stupid Decision, 
or Do You Lack Data?
IF YOU’VE been in the IT work-
force for more than a few 
weeks, you’ve probably had one 
of those facepalm moments 
when you simply can’t believe 
the stupidity of some manage-
ment decision. It must be a 
common experience, since  
Dilbert is still around after de-
cades on the comic pages. 

Depending on your tem-
perament and experience, you 
may feel bewilderment, anger, 
hopelessness or apathy when 
confronted with a decision you 

can’t comprehend. 
In those moments, it’s easy 

to dismiss your boss (or maybe 
even someone five steps higher 
up the ladder) as an idiot, to 
simply write that person off and 
forever assume that he doesn’t 
know what he’s doing. But that 
would be a mistake.

Of course, sometimes your 
instinct is right and it really is a 
bad decision, one that ignores 
inconvenient facts or expert 
advice in favor of the decision-
maker’s internal beliefs. Some 

leaders believe themselves in-
fallible, and some people won’t 
accept that they can’t get what 
they want until every possible 
approach — including the ridic-
ulous — has failed.

Take a Step Back
But a lot of decisions that might 
seem downright crazy to you 
make more sense than you sus-
pect. Most of the time, when 
you don’t understand why a de-
cision was made, it means that 
you don’t really understand the 

decision-maker’s goals or over-
all mandate. If you take a step 
back, you might be able to make 
sense of the situation.

The first time I remember do-
ing this was when a major sev-
en-figure project I had worked 
on for several years was abruptly 
canceled. The client was a big 
retail chain with tens of thou-
sands of locations around the 
world. My team had been hired 
to develop a new generation of 
point-of-sale registers for the 
client. For years, the company 

PAUL GLEN is the co-author of The Geek Leader’s Handbook and a principal  
of Leading Geeks, an education and consulting firm devoted to clarifying  

the murky world of human emotion for people who gravitate toward  
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had been buying expensive, 
out-of-date, proprietary systems 
from two different suppliers. If 
it developed its own system, it 
could both lower its equipment 
costs and improve operational 
efficiency with more accessible 
sales data. So it hired us to build 
a new system.

From our point of view, the 
project had gone quite well. 
The software and hardware 
development had been smooth. 
We had installed test systems 
in numerous stores in several 
countries with good results. 
The new system met the client’s 
requirements — it was open 
and reliable, it cost less and was 
more efficient than the systems 
it would be replacing. 

The Verge of Success
It was an exciting time. After 
several years of hard work, we 
were on the verge of success. 
We were gearing up to start 

full-scale production, distribu-
tion and support of the new 
hardware. Our managers were 
feeling great. And our clients 
seemed happy too.

But then one day, the client’s 
board of directors met with the 
heads of the two companies 
that had been supplying the 
chain’s existing POS systems. 
The following day, our entire 
project was canceled.

I couldn’t believe it. The 
company had spent years of 
work and tens of millions of 
dollars developing the new 
system. It made no sense to me, 
and I wondered what kind of 
idiots would do such a thing. 
I could see that my managers 
were upset too. But strangely, 
the project leaders from the 
client side didn’t seem nearly as 
distressed. 

It slowly dawned on me 
that my assumptions about the 
client’s purpose for our project 

were all wrong and that the board 
knew exactly what it was doing. 

Just a Bargaining Chip
I assumed that the retailer 
wanted the technology we de-
veloped and the business ben-
efits that it would confer. But 
really, it had spent tens of mil-
lions of dollars on our project 
as a bargaining chip in a high-
stakes deal worth hundreds of 
millions of dollars. It needed a 
credible alternative with which 
to pressure its existing vendors 
to lower their prices and open 
and update their systems. 

In the end, the retailer got 

exactly what it wanted. For us, it 
felt as if all our work had been for 
nothing. But for the client, it was 
money well spent — the project 
would have been a win no mat-
ter how the negotiations turned 
out. It would get the benefits it 
wanted from the existing ven-
dors or from the new technology 
we were developing. But from 
the start, it probably preferred to 
stick with the outside vendors.

So when you experience your 
next facepalm moment, don’t 
write off the decision-makers as 
idiots until you take a step back 
and think carefully about what 
they really want. u

Most of the time, when you don’t 
understand why a decision was 
made, it means that you don’t 
really understand the decision-
maker’s goals or overall mandate.
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