
According to the Pew Research Center, 97% of Americans who 
own a smartphone use them to send or receive text messages, 
demonstrating that mobile messaging is one of the most widely 
used features. 

Ways Text Messaging Exposes 
Government Organizations  
to Massive Risk

Texting is simple, concise and compatible with virtually every 
mobile device, operating system and wireless carrier—making 
it extremely accessible when a government official or employee 
wants to communicate with staff or community members in a 
time-crunched world. But even though text is easy, reliable and 
intuitive—if it’s used for official business communications, it can 
create tremendous risk.

http://www.pewinternet.org/2015/04/01/us-smartphone-use-in-2015/


When you think of open records laws that apply to local, state and federal government,  
you might think email and official documents exchanged by officials are the only items  
that need to be archived.

•  Citizens’ expectations have changed in relation to government records. Community members, 
the media, and watchdog groups want to be able to readily access information from government 
organizations, to hold public officials accountable for their decisions. Text-related public records requests 
are now way more common, with people asking for text messages from agencies alongside emails and 
social media content.

Why Text Messages are Problematic

The alarming thing is, organizations aren’t giving text messages the same level of archiving attention as 
other forms of digital records. Many don’t have a solution in place for the retention and oversight of text 
messages, which causes problems and significant risk when facing an open records request, an investigation, 
e-discovery event, or litigation.

Government entities are concerned about how their open records practices are keeping up, and are 
scrambling to accurately identify risk within their organizations. Texting and other types of electronic 
communication can be a valuable tool for local governments, but they also present challenges that cannot 
be ignored any longer.

However, text messages are considered a public record, too—because in many instances 
they’re business conversations related to government work. Sending text messages 
between phones is now one of the main ways government employees connect with each 
other and community members to discuss public business, and by law the records need 
to be preserved.

Consider the following situations that have public sector organizations anxious about 
text message recordkeeping challenges: 
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When you think of open records laws that apply to local, state and federal government,  
you might think email and official documents exchanged by officials are the only items  
that need to be archived.

Today, community members make more and increasingly complex requests for 
records, which take a significant amount of government resources to process. 
Considerable staff time is required to locate, review, redact and prepare public 
records for release. As a result, many organizations still only retain email records, 
claiming that retention of other types of electronic communication would be too 
costly and technically difficult to administer. 

However, the reality is that state open records laws require that all electronic 
communications used for business purposes are archived and supervised— 
including text messages.

Difficulty with Public Records Requests 
and State Records Retention Laws

•  Maintaining text records means that an organization must be able to secure, search, and retrieve  
these records. Employees must also be trained to manage these records. 

•  Government offices have increasingly faced lawsuits over text messages. Courts have affirmed that 
the public has a right to a transparent government, and that includes access to all records that public 
employees prepare, own, use, or retain in the course of their jobs.

•  Local and state government organizations may operate a tremendous number of phones through 
contracts with one or more carriers, and erroneously assume text records are kept by carriers.  
However, carriers don’t keep text messages for very long, and they aren’t obliged to provide them, 
either. The responsibility for retaining and producing requested text messages lies with the government 
organization that creates the records. 

•  Text messages must be kept in a searchable format that cannot be tampered with, destroyed, or 
otherwise disposed of by a government employee or official. Text messages must also be produced 
quickly when anyone makes a records request under a state Public Records Act. 

•  Government organizations can no longer say ‘we didn’t know’ as an excuse to avoid archiving and 
oversight of text messages. Several well-publicized cases involving text messages that have been lost, 
altered, or mishandled by government employees have alerted us all to the fact that these types of 
messages are public record. Organizations also shouldn’t attempt to evade public records requests by 
texting instead of emailing. In addition, those organizations that aren’t yet retaining text messages will 
find they have plenty of technology options to help them comply with public records law. 

Let’s take a closer look at text message risks and the potential impact these risks can have 
on government organizations: 

Also, the responsibility to retain text records and comply with public records requests lies with the 
government organization that creates the records—not their phone carrier. Unless an organization takes 
action to preserve text records, the texts on government-issued phones will likely disappear, often violating 
state laws for records retention. Texts related to official business on an employee’s personal phone are also 
often subject to open records laws.



Reputation Risk
Transparency and accountability are essential elements of a smart government. 
Government organizations now strive to give the public broad access to 
information in an effort to create transparency and accountability. 

Legal Risk
Text messages can also be requested as part of an e-discovery or litigation event, 
because they are often considered relevant electronically stored information 
(ESI) within an organization. Many courts are compelling the production of texts 
in civil litigation if a mobile device is believed to possess pertinent text messages. 

While other forms of electronic communication, including email, are fairly 
straightforward to collect, archive, and later extract, text is different. Government 
organizations must figure out how to collect and preserve data from numerous 
devices, operating systems, and device ownership scenarios. It doesn’t matter if 
an employee uses a government-issued device, a personally owned device, or a 
combination of the two for business-related texts. All are fair game for discovery 
in litigation if they contain relevant official government communications.

If a government organization’s legal team cannot find, preserve, and produce 
text data in real time, and respond quickly and completely when asked to 
search and present specific text messages for discovery events and litigation, 
the organization may face legal expenses, fees, and penalties related to data 
spoliation, missing records, or failure to produce requested data.

The use of text messaging by government employees without the right safeguards in place can also leave an 
organization vulnerable to the loss of public trust. Local, state, and federal government organizations know 
the importance of reputation, since those with a strong track record tend to maintain better standing—and 
funding with taxpayers, the media, watchdog groups, and other influencers.

The oversight of electronic communications is critical for organizations that want to find and mitigate 
potential risks related to reputation and public trust, even if they aren’t directly connected to open records 
laws or legal issues. Emails and government websites are often monitored, but text messages must be 
brought into this supervised public records category to further reduce risk. Community members want 
to know they can trust their government to do the right thing when it comes to text messages and 
transparency. If an organization doesn’t retain and monitor text messages, it’s doing a disservice to its 
citizens by not protecting their right to access records.

When a government organization manages its reputation by overseeing text messages and 
other electronic communications on a regular basis, steps can be taken to quickly assess 
potential threats and mitigate actual problems when they occur. 



Legal Risk Don’t Be Left Behind

Government organizations that don’t preserve text messages now have many options available  
to comply with open records laws. (The alternative is to forbid employees from using texts for 
work purposes, but this is not realistic). 

Archiving, supervising, and producing text 
message data needs to become a core part of 
electronic communications records management 
within government today.  

First, organizations need to have policies and 
procedures in place that cover what type 
of business conduct is appropriate for text 
messaging, and lay out the rules for capture and 
retention of text messages.

Second, organizations must train their employees 
to ensure they know that business-related text 
messages and other digital communications 
may be considered public records. Employees 
must be aware that even if a text message seems 
insignificant, it’s the content and the function 
of the message, not the format or device that 
determines its status as a business record. 

Finally, government entities need to implement a 
text archiving and supervision solution—before 
it’s too late.

Business texts received and sent by government 
employees and officials must be archived, no 
matter what device or carrier is used, or whether 
the employee or the organization owns the mobile 
devices used for communication. 

Text data should also be archived alongside other 
electronic communications content, including 
email, social media, websites, instant messaging, 
and other collaboration platforms— to give open 
records managers, legal staff, and government 
leaders the ability to monitor, review, and 
produce all of these records in one place. When 
an organization has access to all of these content 
types, conversations can be monitored from 
a broader perspective. For instance, dialogue 
threads can be followed easily when a discussion 
starts on social media, moves to email, and then 
concludes via text messages.

Government organizations that recognize the 
benefits of comprehensive archiving, including 
text message archiving, will reap the benefits 
when they implement policies and solutions. 
Those that lag behind will play the odds, at a 
time when government transparency, litigation 
preparedness, and keeping the public’s trust is 
central to an organization’s continued success.

To learn more about Smarsh, text message 
archiving, and The Archiving Platform™, visit  
www.smarsh.com and follow the company  
at @smarshinc. 
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