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The weakest link
“You’ve trained them. You’ve deployed simulated 
phishing tests. You’ve reminded your employ-
ees countless times with posters and games and 
emails about avoiding phishing scams. Still, 
they keep falling for the same ploys they’ve been 
warned about for years. It’s enough to drive 
security teams to madness.”

This is how Stacy Collett opens her article 
Five scams employees still fall for.

It is a familiar refrain, supported by shock-
ing statistics. According to Verizon’s 2016 
Data Breach Investigation Report, 30 percent 
of phishing messages were opened by their 
intended target — up from 23 percent the year 
before.

Before you assume that awareness training 
is ineffective, however, consider that in the past 
year, social engineering attacks have become 
increasingly targeted and increasingly sophis-
ticated — and there have been more of them. In 
other words, users have continued to have their 
human failings even as attackers have become 
more adept at wielding their social engineering 
tricks. What’s a security leader to do?

In this guide from the editors of CSO, you’ll 
learn:

 � How social engineering is evolving as 
attackers are upping their game

 � How to help employees shed the bad habits 
that make them susceptible to scams

 � What forward-thinking companies are 
doing to close the gaps.
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People are (still) the 
biggest security risks
Social engineering and ‘download this attachment’ 
scams are back — as if they ever left — and 
working better than ever, unfortunately.

BY JEN A .  MILLER

“We’re battling thousands of 
years of evolution,” says Kevin 
Epstein, vice president of the 
Threat Operations Center at 

Proofpoint. “It’s natural to be curious about 
things. Unfortunately, with email scams, it’s 
better to think before you click.”

One more reason we — the collective “we,” 
that is — continue clicking on malicious links 
or downloading bogus attachments, despite 
being told not to: hackers have gotten much 
better at pretending to be someone they’re not, 
using social engineering to slip past our guard 
by masquerading as someone else.

It’s worked, too. Last year, an employee at 
Seagate was the victim of an email phishing 
scam that led to the release of W-2s of past and 
current employees, forms that include Social 
Security numbers and salaries among other 
personal information. An employee at Snap-
chat was also phished into sending out payroll 
information into the wrong hands.

“Criminals are getting a little bit more sophis-
ticated,” says Seth Hamman, assistant profes-
sor of computer science at Cedarville University. 

“The ones making the headlines now are prob-
ably not emails with bad grammar or infantile 
attempts to trick people.”

Why it works
You’d think that by now we’d be smart enough 

not to download anything from anyone we don’t 
know and not to click on links from unknown 
sources. And generally we are. But hackers are 
using social engineering to mask their true 
intentions — and even where those emails are 
coming from.

In its report The Human Factor 2016, Proof-
point found that last year, hackers were much 
more likely to use email scams to get at us, and 
that 99.7 percent of documents used in attach-
ment-based campaigns relied on social engi-
neering and macros to work. They also found 
that 98 percent of URLs in scam messages link 
to hosted malware. In both cases, criminals 
relied on users to put the hack onto computers 
themselves.

“Attackers are leveraging what’s been hard 
wired into our DNA,” says Epstein. “Curiosity 
killed the cat. Curiosity also gets you malware.”

Hackers also know when to go in for the kill. 
Proofpoint found that emails come in from 
9 to 10 a.m. and that Tuesdays are the heavi-
est delivery days. These windows are chosen 
because that’s a time when receivers of those 
emails may have their guard down: not on Mon-
day when you’re right back to work but Tuesday 
after you’ve caught up from the weekend, but at 
a time when you may not have had your coffee 

http://krebsonsecurity.com/2016/03/seagate-phish-exposes-all-employee-w-2s/
http://krebsonsecurity.com/2016/03/seagate-phish-exposes-all-employee-w-2s/
http://www.csoonline.com/article/3039001/security/hey-snapchat-don-t-be-embarrassed-just-take-care-of-your-staff-and-learn-from-this.html
http://www.csoonline.com/article/3039001/security/hey-snapchat-don-t-be-embarrassed-just-take-care-of-your-staff-and-learn-from-this.html
https://www.proofpoint.com/us/human-factor-2016
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yet and are rushing to your first meeting.
Plus, the attachments tend to be what they 

say they are. “The attachment will claim to be 
a video file or a Word document and you open 
it and it will play a video or you will see a Word 
document. But it’s also doing other things in the 
background,” says Epstein.

Social engineering expertise
The survey also found that social engineering 

is being used in highly targeted attacks on key 
business players to masquerade as higher-ups. 
Most often, the end result is money being trans-
ferred to fraudulent bank accounts.

That may sound unbelievable. Who would 
send money to a stranger? But the hacker 
doesn’t look like a stranger. One kind of scam, 
which Epstein calls “low level sophistication,” 
will involve 10-15 emails between the potential 
victim and the attacker.

“It’s not an attacker opening with ‘hey this is 
your CEO please transfer money.’ They opened 
with ‘John this is Sally. I had some questions 
about a recent invoice,’ and then John responded 
to ‘Sally’ and then some other things, and in the 
course of conversation it got down to a transfer 
situation.”

A more sophisticated version of this kind of 
attack is that John would receive an attachment-
based email, and the attachment would modify 
John’s email settings so that the next time John 
gets a message from CEO Sally, it wouldn’t go 
back to Sally but to the attacker who would then 
forward it to Sally.

“At some point, the attacker would then insert 
into one of the CEO’s emails an extra paragraph 
or two,” he says. “These are not blunt, easily 
detectable things. These are emails that are 
written in the native language adopting the tone 
of the executive’s email addresses that appear to 
be exactly the same, modifying very slightly or 
using hidden settings that you don’t see.”

It’s a higher tech version of an old scam, 
Epstein adds. “2014 was the year of figuring out 
how to bypass the alarm system and sneak in,” 

he says. “2015 was the year of showing up with 
a package under your front arm and knocking 
on the front door.”

Your information is out there
Social engineering is what is making these 

kinds of scams possible and, says Hamman, not 
surprising given how much of our information 
there is to engineer. “So much of our personal 
identifying information is out there,” he says. 
And he’s not just talking about what you post 
on Twitter. In the last three years, Hamman has 
been alerted that he’s been a victim of a data 
breach four times.

“My information — who knows where it is and 
if my information ends up in the wrong hands, 
they know my birthday, Social Security number, 
may or may not know my credit card numbers,” 
he says. When someone is targeted by a criminal 
who knows this information, the target is more 
likely to think that the person is who they say 
they are. “These are sophisticated attacks that 
people are falling for because the attacker has 
done their homework,” he says.

In 2015, Frank Abagnale, who was the real 
life con-man behind Catch Me If You Can (and 
has worked for the FBI for more than 40 years), 
said,“What I did 50 years ago as a teenage boy is 
4,000 times easier to do today because of tech-
nology,” adding that “technology breeds crime. 
It always has, and always will.”

He hasn’t been proven wrong yet.
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The enterprise is in an arms 
race with cybercriminals
The deep web, dwell time, and the balance 
of power in cybersecurity.

BY DAVID GEER

It is always easier to destroy than it is to 
build, easier to harm than to heal. It will 
always be easier for attackers to burrow 
themselves into the criminal underground 

and from there carefully and precisely worm 
their way past enterprise defenses, ultimately 
taking root next to data stores and syphoning 
off valuable information until they grow fat with 
the financial benefits of their labors.

The enterprise is in an arms race with cyber 
criminals. Organizations must constantly build 
up defenses in an attempt to maintain the status 
quo if not shift the balance of power in their 
favor.

CSO explores the deep web, dwell time, and 
their roles in the balance of power in cyber-
security, pointing up defensive moves such as 
employing hackers and improving the effec-
tiveness of employee education about social 
engineering / phishing in order to better arm 
personnel.

The realm and purpose of the 
darker side of the deep web

Owners of sites in the deep web do not index 
their web properties in directories and search 
engines for any of a number of reasons, includ-
ing security or privacy. Criminal hackers with 
forums on the deep web avoid web crawling 
bots and spiders in order to minimize aware-
ness of their nefarious operations. (People often 
ambiguously refer to this portion of the deep 

web as the dark web. This can create confusion 
as the dark web typically refers to darknets.)

Criminal hackers use the deep web to enable 
hidden conversations and to conduct trade in 
defensible malware. “Attackers use the deep 
web for anonymized communications that they 
encrypt over web protocols and for trade in 
rootkits that they use for nuisance attacks to 
serve as smoke screens that cover real attacks,” 
says Professor James Hendler, Director of the 
Institute for Data Exploration and Applications, 
Rensselaer Polytechnic Institute (RPI).

Cyber hoodlums orchestrate the real attacks 
using threats such as the latest exploits, 
advanced persistent threat (APT) approaches 
and zero-days, which they keep close to their 
chest while enterprises still have no defense 
against them. “The current state-of-the-art 
happens off the deep web because attackers 
are not willing to share that information. Ran-
somware, for example, is extremely sophisti-
cated and these criminals go to great lengths to 
obscure its source,” says Hendler.

The deep web is also a place for attackers to 
shop for compromised information about peo-
ple, including their routines and credentials. 
“Criminal hackers conduct trade in data about 
who uses what bank, for example, and how their 
emails typically appear so they can spoof that 
person not only at that bank but wherever they 
use the same username and password,” explains 
Hendler.
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In addition to the deep web, criminal hackers 
are using any encrypted mechanism to commu-
nicate, such as encrypted phone calls, instant 
messaging/OTR (off the record) and secret 
codes. “Secret codes may be in plain text but 
they don’t refer directly to who was hacked or 
when. The target/victims and the type of pay-
load used in the attack will have code names. 
Criminal hackers will communicate using these 
cryptic codes,” says Charles Tendell, CEO, Azo-
rian Cyber Security.

Attackers also communicate with each other 
by flooding communications channels with an 
exorbitant amount of information, far too much 
for any one person to weed through. “Unless you 
know what you’re looking for, you’re not going 
to find the legitimate conversation in all of it,” 
says Tendell.

How attackers achieve dwell 
time

The cybercrime underground has already 
made so much compromised information avail-
able that any cyber thug can easily avail himself 
of a variety of personally identifiable informa-
tion (PII) and login credentials, gain access to 
more systems, steal many additional credentials 
and retrieve saleable data from some new enter-
prise victim.

“Criminal hackers can go to a large data 
dump site, enter a name and find out whether 
that person was in a compromised database or 
was part of some breach. Since people reuse the 
same password many times, if that victim hasn’t 
changed their password, attackers can use those 
credentials to gain more access at other sites 
and get more information,” explains Tendell.

In addition to vulnerable information, attack-
ers can easily find vulnerabilities in the internet 
of things (IoT) that they can use to eventually 
gain access to the enterprise. Criminal hack-
ers use search engines such as Shodan, which 
people use to find internet connected devices, to 
search geographical locations and IP addresses 

in order to see what may already be vulnerable, 
says Tendell.

With vulnerabilities galore in hand, attack-
ers apply zero-days, rootkits, malware, cryptic 
communications and compromised creden-
tials using one of two models to maintain dwell 
time and exfiltrate the most data possible 
before someone stops them. “Criminal hackers 
either move a little data out at a time so as to 
go unnoticed or they cache the data somewhere 
inside the enterprise over an extended period 
and broadcast it out all at once with stealth 
and low visibility,” says Hendler. Either of these 
approaches is fruitful for an attacker.

Shifting the balance of power 
in cybersecurity

The balance of power between criminal hack-
ers and security pros is decidedly slanted in 
favor of the attackers. New vulnerabilities crop 
up every time new software or software updates 
are added. “While an attacker has only to find 
one flaw to gain entry, the security pros must 
know, close and protect every vulnerability,” 
says Hendler.

Most attacks start as successful phishing 
exploits or other social engineering, suggest-
ing that enterprises need to find ways to make 
employee education more precise, clear and 
effective, producing far-reaching results. “Some 
companies set up systems for IT departments to 
launch faux phishing attacks from inside, report 
successful attacks back to employees and bosses, 
and educate people that if they are not 100-per-
cent sure that an email is legit, it could end up in 
their performance review,” says Hendler. Enter-
prises that use approaches like this to reinforce 
what the signals are that flag phishing and why 
it is so important to avoid falling for it will go 
a long way toward enlisting employees in the 
fight against cybercrime and keeping attackers 
out.

Organizations need to incentivize employees 
to immediately alert IT when they do click on a 
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phishing email so that IT/security can contain 
the attack as early as possible. This is a positive 
alternative to simply punishing employees for 
clicking the wrong link.

On the offensive, the enterprise needs to 
apply experienced, capable and informed hacker 
minds to cybersecurity challenges. According 
to Tendell, these professionals can focus on 
sources of attack data such as conversations in 
the criminal hacker community and real-time 
monitoring of outbound traffic based on knowl-
edge of ports criminal hackers frequently use, 
such as port 31337, and the ploys they use with 
them.

These white hat hackers can then help orga-
nizations to close the loop on vulnerabilities, 
respond to and contain attacks, and remain pro-
active in the ongoing war against cybercrime.

It won’t be easy
It isn’t easy to close the gaps that make social 

engineering possible or to entrust good guy 
hackers with cybersecurity. But it is the job that 
cyber thugs have thrust upon us.
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Near-flawless attack 
spoiled by single flaw
Awareness training, combined with full executive support 
to question any suspect request, prevented what could 
have been a massive financial hit to the organization.

BY STEVE RAGAN

A reader recently shared an email that 
was sent to the company’s comptrol-
ler, which by all accounts was a near-
perfect social engineering attempt. 

However, awareness training, combined with 
full executive support to question any suspect 
request, prevented what could’ve been a mas-
sive financial hit to the organization.

The email, which was addressed to the comp-
troller from an account that (at first glance) 
belongs to the CEO, is itself similar to prior 
communications she had gotten from him.

The spoofed email mirrors the organization’s 
Outlook template and uses the CEO’s image as 
well as a forged FROM field that uses his email 
address. The return-path was different, but the 
comptroller didn’t check the message headers.

From her standpoint, even the clip and tone 
of the message itself looked normal. There 
are spelling errors and formatting issues, but 
again these are expected in quick communica-
tions and rather common during day-to-day 
operations.

The message sent to the comptroller, com-
plete with errors, is as follows:

In regards to an Acquisition that we are currently 
working on, Attorney Richard Spink will be getting 
in contact with you. If you can please devote your 
full attention and comply with any requests that 
he makes. We will need to proceed with several 

payments in regards to this operation. He will 
further explain to you how to execute the wire 
instructions following the regulatons in place.

Over the last few months, we have been 
working on it under the supervision of the SEC. It 
is crucial for the company that this operation is 
executed swiftly and efficiently.

You have my full approval to proceed with any 
payments that he may request on my behalf. You 
need to keep this matter extremely confidential 
as you are the only one currently aware of the 
situation.

You will need to maintain absol ute discretion 
and work exclusively wit h Richard.

Any question you may have must be addressed 
directly to him.

We will be going public with the acquisition 
next week and the rest of the company will be 
made aware. I will personally meet with you and 
Richard a couple of days prior and expect to be 
fully updated on your progress.

Thank you for treating this with your utmost 
attention.

It almost worked. The comptroller was set to 
comply with instructions, but there was some-
thing off about the email. A little thing, really 

— but it stood out.
It was signed using the CEO’s full name. The 

CEO never uses his real name, always the short-
ened version of it — e.g., Dick instead of Richard.



9

The CSO Social Engineering Survival Guide

Awareness training is a constant within the 
reader’s organization. No matter what, employ-
ees are encouraged to report anything and 
everything if they have even the slightest bit of 
doubt.

As such, anyone within the organization is 
allowed to ignore an executive’s request and 
report it to the security team for verification. In 
this case, because the organization has ties to 
a number of critical markets and industries, a 
scam such as this could be disastrous.

Because the name was different, the comp-
troller felt the request should be verified and 
flagged. It was the right call.

For the record, this wasn’t a training email. 
It was a real attack, and it was nearly successful. 
The only thing that prevented it was awareness 
and encouragement.
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What I learned playing prey 
to Windows scammers
Three months of phone calls prove Windows scammers 
are more skilled at social engineering than you think.

BY FAHMIDA Y.  RASHID

“I am calling you from Windows.”
So goes the opening line of the well-

known phone scam, where a person 
calls purporting to be a help desk tech-

nician reaching out to resolve your computer 
problems. These Windows scammers feed off 
people’s concerns about data breaches and iden-
tity theft to trick them into installing malware 
onto their machines. The scam has been netting 
victims for years, despite the fact that none of 
what the callers say makes sense.

I recently received such a call and decided 
to play along, to see how the scam evolves and 
who the players might be. Over a period of three 
months, I received calls on average of four times 
a week, from various people, all intent on prov-
ing that my computer had been hacked and that 
they were calling to save the day. I had multiple 
opportunities to try a variety of conversational 
gambits and to ask questions of my own. Here 
is what I found out about the Windows scam-
mer underworld via conversations with “Jake,” 
“Mary,” “Nancy,” “Greg,” “William,” and others.

The scam’s success hinges on 
being helpful

The callers are polite and they sound very 
earnest, explaining in great detail how hackers 
can loot your bank accounts, steal your identity, 
and compromise passwords. They are intent on 
convincing you the threat is not only real but 
hackers are already in your system performing 

all manner of nefarious activities. Your com-
puter has been slow, they say. Or they explain 
that they have detected suspicious activity ema-
nating from your PC.

“Whenever there is any negative activity going 
on with your computer, right? We get notified 
from the license ID of your computer,” said 
“Nancy.”

The scammers don’t expect you to take it at 
their word; they are willing to show proof that 
your computer has been hacked. They instruct 
you to press the Windows key and R to bring up 
the Run box on your system, and to enter com-
mands to open Windows Event Viewer. The 
caller notes how many errors are listed (most 
of which are harmless) and uses the list as proof 
the computer is compromised. “Jake” walked 
me through finding my unique computer ID 
using the command line.

“Rachel” sounded genuinely horrified when 
I told her how many errors were in Windows 
Event Viewer: “This is the worst I’ve ever seen!” 
I burst out laughing. Needless to say, she hung 
up immediately.

Once the victim has been convinced there is 
a problem, the hard part is done. Depending on 
the scam, the caller tries to talk you into install-
ing remote software, such as TeamViewer or 
AMMYY, onto your computer, or they direct you 
to a website to download software that would 
supposedly fix the problems. The remote con-
trol software can be used by the attacker to steal 
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data, download malware and further compro-
mise the system.

To avail myself of their help, I would have to 
hand over my credit card number and pay any-
where from $49 to $500. I never got past this 
step, though.

It doesn’t matter who the 
victim is

Scammers get phone numbers from myriad 
places: marketing lists sold between telemar-
keters, the phone book, personal records of 
criminal forums from data breaches. Some 
scammers used my married name, which isn’t 
listed anywhere. Because our phone is listed 
in my husband’s name, scammers working off 
public phone records probably switched to Mrs. 
when I answered the phone instead.

Most of the time, scammers don’t bother with 
names. They start off with a polite, “Good after-
noon, ma’am.” I infuriated “Greg” by claiming 
he must be talking about someone else’s com-
puter as it couldn’t be my computer that was 
infected. When “Greg” retorted that he knew 
everything about me and rattled off my name 
and the city I lived in, it made me think he was 
working off a list obtained from a data breach 
dump. That scared me a bit, knowing that these 
callers could possibly know where I lived, so I 
ended that call in a hurry.

It doesn’t matter in the end because the scam-
mers will talk to anyone. My child answered 
the phone once, and instead of asking to speak 
with an adult in the house like any proper (and 
scrupulous) telemarketer would, the caller went 
through the explanation of how the computer 
was infected and needed to be dealt with imme-
diately. My child, wanting to be helpful, scram-
bled to follow the instructions. Luckily, my child 
stopped to ask me which computer to turn on, 
at which point I took away the phone.

Considering kids don’t often have a credit 
card for the final payoff, it’s perplexing what 
scammers hope to gain by proceeding with calls 

involving minors. When asked, “Jake” huffed a 
bit, then ignored the question.

That was an eye-opening moment, and we 
immediately had a family meeting to explain 
these calls and emphasize that no one should 
be calling and asking us to do anything on the 
computer. We had the same conversation with 
the grandparents.

On another call, I tried convincing “William” 
that I didn’t have a credit card, at which point 
he suggested I borrow a card from someone else. 
The implication was that if I really wanted to stop 
the hackers, borrowing a card wasn’t a big deal.

They will stick to the script, no 
matter what

Callers stick to a script, rarely veering off 
what they are supposed to say, even to the point 
of repeating the same keywords over and over. 
Take the exchange I had with “Nancy.”

“What I am trying to say is when you bought 
your computer, a technician installed the oper-
ating system, you know that? The Windows 
operating system,” said “Nancy.” I noted there 
was no such thing as the Windows company 
because it was an operating system. “That’s 
what I am saying. I am calling from the Win-
dows Service Center. Windows is the operating 
system you are using, right? And this is a service 
center for Windows. There are 700 service cen-
ters for Windows, you know that?”

“Nancy” claimed later in the call that my 
Windows license would be canceled if I didn’t 
fix the issues on my computer. “You have been 
provided with the license for the operating sys-
tem of your computer. Right? If we find that 
someone is misusing the computer for any rea-
son or there is something going wrong, what 
we do first is that we cancel the license of the 
computer, which means that you won’t be able 
to use this computer, all right?”

I argued back, “Why not?”
“You are using the Windows operating system,” 

she repeated patiently. I hoped I was annoying 
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her at this point. “If we cancel the license of the 
Windows operating system from our end, then 
your operating system gets locked.”

Way to spook victims with the idea of ran-
somware, “Nancy.”

“Being a Windows user, I believe you know 
that all Windows computers are connected to 
the same Windows Global Router in Virginia,” 
“Nancy” said.

Even conspiracy theorists can’t make up this 
stuff. All Windows users connecting to a mas-
sive network that monitors all their activity? 
The sad thing is I can see how people wouldn’t 
know how preposterous the idea sounds.

When “Rachel” told me she was calling 
because the technician had detected malicious 
activity from hackers on my computer at 5 a.m., 
I told her she was mistaken as my computer was 
always off at night. She ignored me and pro-
ceeded to the next part of her spiel where she 
asked me to open up Windows Event Viewer.

After a while, even the most curious recipient 
will give up asking questions, since the answers 
don’t make sense. I told “Nancy” so. “At this point 
you are saying a lot of things that make no sense, 
because they are not logical, but OK, go on.”

I was startled that she continued regardless. 
“If you do not remove the hacking file from this 
computer, then unfortunately, we will have 
to cancel the license of your computer so that 
there is no misuse of your personal information.”

“Nancy” really wanted that payout. Why not? 
I was making her work for it.

Each team operates 
differently

The Windows scam doesn’t appear to be the 
work of a single group. Toward the end of the 
observation period, callers were exclusively 
women, some with strong Eastern European 
accents and others with strong Indian accents. 
Earlier calls, in contrast, had been exclusively 
from males with Indian accents, except for 
“Steve,” who sounded American. Possibly Penn-

sylvania or Maryland. Not the Northeast, the 
South, or the Midwest. Definitely not Texas.

I am almost certain that I spoke with “Jake” at 
least seven times, but he was “Mike” and “Wil-
liam” at least once during those calls. It would 
have been smart for “Jake” and his team to take 
notes when victims didn’t pay, so they could 
spare themselves the effort of repeatedly call-
ing to try to hook me. It’s pretty clear these folks 
aren’t using CRM software to track interactions 
with their “customers.” This wasn’t a highly pro-
fessional criminal organization.

Despite these hints of amateurism, they were 
still getting the handful of victims necessary 
each day to make the operation worthwhile.

A few times throughout my experience with 
my various Windows scammers the thought 
crossed my mind that the callers themselves 
may be unwitting dupes for the actual criminals. 
Perhaps, like call center workers in the movie 
“Outsourced,” these folks know nothing about 
the “company” they work for and are simply 
doing their jobs following the script. Perhaps 
they themselves are convinced they are actually 
being helpful.

I told “Frank” I had a really poor connection 
and I kept hanging up the phone. But he called 
back each time and remained very polite and 
eager to help. The dropped calls had to be tre-
mendously annoying for him, but he never broke 
character. Maybe it wasn’t an act for him, and 
he genuinely believed in his purpose, unaware 
that the script was a scam. I finally disconnected 
the phone for the day to get him to go away.

When I asked “Jake” why he scammed people, 
he got angry and denied it, but “Mary” tried to 
convince me I was mistaken. She didn’t break 
character and assured me she’d helped many 
people in the time she’d been working there. She 
made me hesitate, and I am still not sure if she 
was simply skillful, or if she was the victim in this 
situation, manipulated by a criminal syndicate.

“Mary” was also the only one who remained 
polite when I accused her of taking part in the 
scam. All the others issued threats before hang-
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ing up, although “Nancy” did say, “Thank you,” 
before disconnecting.

Ask a lot of questions
The devil is in the details, and the more you 

ask questions instead of swallowing whatever 
the callers say, the more likely you will uncover 
inconsistencies or problems. The moment you 
suspect a scam, hang up.

Many of the callers don’t take into consid-
eration that you may have multiple comput-
ers. When I asked “Mike” which computer he 
wanted me to turn on, at first he didn’t under-
stand what I was asking. “I am talking about 
your Windows computer,” he said.

I explained I didn’t know which of my seven 
computers had problems. I half-expected him 
to tell me any would do, but he went through the 
pretense of looking at his logs and telling me to 
turn on the one that had been on at noon the day 
before. I wonder if he would have tried again 
later with my other computers, but I didn’t let 
him stick around long enough to find out.

My questions must have rattled “Nancy” from 
“Windows Technical Services” a bit, since she 
switched the company name a few times during 
the course of the call. From “Windows Technical 
Services,” she switched to “Windows Security 
Services,” “the Windows Company,” and “Win-
dows Service Center.”

Later on in that call, “Nancy” made another 
goof. “All I am trying to say, to do, is to explain 
that your computer is getting hacked by foreign 
IP addresses, from Texas and from California.”

Yes, Texas was once an independent republic, 
but come on “Nancy.” You can do better.

Do not engage the scammer
Never, ever share any personal information. 

Don’t provide your name. Don’t talk about any-
thing specific to you — the caller wants to gain 
your trust and will engage in small talk while 
waiting for the computer to execute the com-
mands you typed. Don’t go to any website the 
scammer tells you to visit, don’t accept emails, 

and most of all, don’t download any software 
during the call.

A recent variation of the scam depends on vic-
tims making the initial phone call. While brows-
ing online, the victim comes across a browser 
pop-up stating the computer is infected and 
to call technical support at the listed number 
for instructions on how to fix it. The message is 
frequently served up via a malicious advertise-
ment. Don’t call the number. Instead, close the 
browser and move on. It’s easier to never, ever 
engage the scammer.

If there really is a problem, you won’t find 
out over the phone. Microsoft doesn’t have the 
phone numbers of every user who owns a Win-
dows computer, and the company definitely 
doesn’t call individuals if something goes wrong. 
If a problem exists — say, the ISP thinks your 
computer is infected and spreading malware 
to other computers — the notification will not 
come via a phone call. More important, there 
is no such thing as a Windows Global Router 
monitoring your computer activity.

If you suspect a problem with your computer, 
go to Best Buy (for Windows) and Genius Bar 
(for MacOS), or hire a reputable IT pro to take 
a look.

As I learned from “Greg,” some of the call-
ers know where you live, which increases your 
chances of getting doxxed or targeted in another 
attack in retaliation. The scammer can set a 
password on the computer or change the exist-
ing password to lock you out of the computer 
the next time you start it up. If they know where 
you live, they can hit you in the real world.

Once you realize it’s a scam, hang up. There 
is no benefit in stringing them along, and these 
callers get very angry. I usually was shaking 
after each of these encounters and frequently 
had to go outside for a walk to calm down.

One of the many calls from “Jake” ended with 
him screaming, “You think this is a scam? I will 
show you! I will show you hackers have control, 
because I am going to be the one taking over in 
48 hours. Watch out!” I was rattled enough to 
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keep all computers (even the Linux and Mac 
systems) in the house off for three days after, 
just in case.

“Nancy” threatened legal action. “Listen, I am 
telling you one last time, whatever information 
you have in your computer save it, because in 
the next 24 hours, we are going to cancel the 
license of your computer. And we will send you 
a legalized document, all right? At your door-
step. At that time, you can have a talk with the 
lawyers.”

It’s been a few weeks. No lawyers yet, whew.

What if you fell for the scam?
If you installed software, uninstall the soft-

ware and run a security scan to remove it. If 
you gave remote access, reboot the computer to 
force-end the session. Uninstall the software. 
If the scammer got a chance to look through 
your files as part of the remote access session or 
through the downloaded software, then assume 
they have copied your files and may have access 
to your passwords. Change your passwords after 
running the security scan and verifying no key-
logger was left behind.

At this point, it may be better to disconnect 
your computer from the internet, back up the 
specific files you need (if they weren’t already 
backed up over fears of ransomware), and wipe 
the machine to start over. There is no point in 
risking that the malware has enough hooks into 
the system that the security software is unable 
to eradicate it completely.

If you paid the scammer, call the credit card 
company right away to report the incident and 
cancel the transaction. Cancel the card, too. If 
the attacker has the information, they can use it 
again later or sell the number to someone else.

U.S. victims should report the scam to the 
Federal Trade Commission and provide the 
name of the scammer, as well as the originating 
phone number of the call. I don’t have Caller 
ID, so I couldn’t track the number, and in sev-
eral cases when I tried to dial back to track the 
last incoming call, I got the message that the 

number was blocked. The sheer number of calls 
I fielded made me question the wisdom of main-
taining a landline — at least if the calls had been 
going to my cellphone, I could potentially block 
calls. Alternately, I could whitelist calls I recog-
nized and ignore the rest.

They know which buttons to 
push

In the past, I’d dismissed these scammers 
as bumbling criminals preying on clueless and 
naïve computer users, but after 60 or so con-
versations, I’ve revised my assessment: They’re 
skillful social engineers. At one point, when I’d 
managed to irritate “Nancy” enough, she asked, 
“Do you know who you are talking to? Do you 
know I have the authorization to cancel the 
license key for your computer?”

I stopped for a half-second to remind myself 
that she couldn’t do that. It helped that at the 
time of the call I was working on a Mac, but I 
sympathize with the victims who don’t want to 
take the risk. These scams are effective because 
they’re utterly convincing to nontechnical users. 
Even someone who has been reading about the 
latest news and staying well-informed can be 
tricked because the callers are good at hinting 
at all the things that can happen. The people 
making these calls are polite and charming — 
unless, like me, you’ve been annoying them for 
15 minutes with questions. They are confident 
and sound like they know what they are doing, 
which is why they are successful.

“We are calling you to find out why your com-
puter is downloading all this hacking software 
and who are the persons who are trying to 
get into your computer to steal your personal 
information. That is illegal. That is against [sic] 
cybercrime.”

That’s the only point I agreed with from those 
calls. What they are doing is illegal. If you get 
the call, hang up. Don’t engage, and we will 
eventually starve the scamming beast into ceas-
ing operations.
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Five scams employees 
still fall for
Human nature may be to blame for many security 
breaches, but there are ways to help employees 
shed their bad habits and avoid these scams.

BY STAC Y COLLET T

You’ve trained them. You’ve deployed 
simulated phishing tests. You’ve 
reminded your employees countless 
times with posters and games and 

emails about avoiding phishing scams. Still, 
they keep falling for the same ploys they’ve been 
warned about for years. It’s enough to drive 
security teams to madness.

According to Verizon’s 2016 Data Breach 
Investigation Report, 30 percent of phishing 
messages were opened by their intended tar-
get, and about 12 percent of recipients went 
on to click the malicious attachment or link 
that enabled the attack to succeed. A year ear-
lier, only 23 percent of users opened the email, 
which suggests that employees are getting 
worse at identifying phishing emails — or the 
bad guys are finding more creative ways to out-
smart users.

The consequences of a security breach caused 
by human error are bigger than ever. For start-
ers, the No. 1 inflection point for ransomware is 
through phishing attacks, says Stu Sjouwerman, 
founder and CEO of KnowBe4. What’s more, a 
handful of competing cyber mafias “are casting 
their nets wider and wider,” with more scams to 
more users to attract more hits, he says.

A single ransomware cyber mafia was able to 
collect $121 million in ransomware payments 
during the first half of 2016, netting $94 mil-
lion after expenses, according to McAfee Labs’ 

September 2016 Threats Report. Total ransom-
ware increased by 128 percent during the first 
half of 2016 compared to the same period a year 
earlier. There were 1.3 million new ransomware 
samples recorded, the highest number since 
McAfee began tracking it.

One look at the top five social engineering 
scams that employees still fall for, and it’s not 
hard to see their appeal. Sjouwerman calls 
them the seven deadly social engineering vices 
that most employees share: Curiosity, courtesy, 
gullibility, greed, thoughtlessness, shyness and 
apathy.

Human nature may be to blame for many 
security breaches, but there are ways to help 
employees shed their bad habits and avoid these 
scams.
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1. ‘Well it looked official’
Official-looking emails that appear to be work 

related — with subject lines such as “Invoice 
Attached,” “Here’s the file you needed,” or “Look 
at this resume” — still have employees stumped, 
experts say.

A survey by Wombat Technologies found that 
employees were more cautious when receiving 

“consumer” emails regarding topics like gift card 
notifications or social networking accounts than 
they were with seemingly work-related emails. 
A subject line that read “urgent email password 
change request” had a 28 percent average click 
rate, according to the report.

“Most people are not going to look really 
closely to know where that email came from, 
and they click on it and their machine may be 
taken over by somebody, or infected,” says Ron-
ald Nutter, online security expert and author of 
The Hackers Are Coming, How to Safely Surf the 
Internet.

“Especially when you’re exchanging files with 
subcontractors or partners on a project, you 
really should be using a secure file transfer sys-
tem so you know where the file came from and 
that it’s been vetted.” He also cautions recipients 
to be wary of any file that asks the user to enable 
macros, which can lead to a system takeover.

In the absence of a secure file transfer sys-
tem, users should hover their cursor over email 
addresses and links before they click to see if the 
sender and type of file are legitimate, he adds.

2. ‘You missed a voicemail!’
Scammers have been trying to install mali-

cious software through emails designed to look 
like internal voicemail service messages since 
2014. Businesses often have systems set up to 
forward audio files and messages to employees, 
which is convenient but hard for users to dis-
cern as a phishing hoax.

Today, “The voicemail is a spoofed Microsoft 
or Cisco kind of voicemail,” Sjouwerman says. 

“They go to their inbox and there is a voicemail, 
but they missed it and then open the attach-

ment. [Spoofers] can catch practically anyone 
with that,” and not just the accounting depart-
ment where invoice scams are sent, he adds.

3. Free stuff
Most employees can’t resist free stuff — from 

pizza to event tickets to software downloads — 
and they’ll click on just about any link to get it, 
phishing experts say.

“Nothing is truly ever free,” Nutter says. 
“We’re starting to see again where you’ll get a 
link saying, ‘Here’s free software.’ It could be 
something that’s actually out there already for 
free, but they’re sending you through their web-
site, which means you may be getting infected 
or compromised software.”

Adding to the danger, “A lot of these down-
load sites are bundling [software], and you also 
have to download something else that you don’t 
even want,” Nutter adds. “If it compromises 
your security setup, now you’ve just opened 
Pandora’s box.”

He recommends first checking to see if your 
organization has already licensed the software, 
or if it’s truly free software, then go directly to 
the software vendor’s website to download.

4. Fake LinkedIn invitations 
and Inmail

One of the commonly repeated scams 
that Proofpoint is seeing involves fraudulent 
employee accounts on LinkedIn that are being 
used for information gathering, says Devin Red-
mond, vice president and general manager of 
digital security and compliance.

For instance, someone creates a fake Linke-
dIn account posing as a known member of a 
project team or even a company executive. “It 
looks very legitimate and that person does 
work for the organization. [The imposter] 
connects with you, you accept and they start 
communicating with you,” Redmond says. “As 
the employee, if it’s an executive account that 
you’re linked to, you’re happy and excited that 
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this executive is communicating with you, and 
you start to, unknowingly, give information 
that’s sensitive or private to the organization.” 
Meanwhile, the information is being used as a 
broader campaign to gather sensitive informa-
tion on the company.

Redmond suggests that if a colleague asks 
to connect on any social network, then email 
their legitimate work address and ask if they’ve 
requested to connect with you. “It’s an easy way 
to keep yourself out of hot water,” he adds.

5. Social media surfing at 
work

Employees who surf Facebook, Twitter and a 
host of other social media sites can potentially 
open the door for cyber thieves because the 
scams require less work for them, and it’s also 
a relatively new area of awareness training for 
employees.

“Think about that ROI from the bad actors’ 
perspective,” Redmond says. “Instead of having 
to send 1,000 emails (to get one hit), I can get 
them to my page with one post.”

Social media’s cyber risk is still a topic that 
employees understand the least — with an aver-
age of 31 percent of questions missed regarding 
security awareness on the topic, according to 
Wombat. However, 76 percent of organizations 
surveyed enable employees to use social media 
on their work devices. This puts organizations 
at significant risk considering the lack of under-
standing in the area.

“I speculate the reasons why organizations 
are doing so poorly is it’s still relatively new,” 
says CTO Trevor Hawthorn. “We’re also seeing 
a younger workforce. There is a belief in the 
industry that those employees will just click on 
anything. I think there is something to that.”
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