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editor’s  NOTE

“ The only thing 
worse than  

six-figure college 
loan debt is that 

debt with  
no degree.”

I always feel a strong connection to our cover stories, but this 
month the topic especially hits home. Improving graduation 
rates is an issue all colleges and universities grapple with. 
From a business perspective, mediocre graduation rates cost 
schools money, but as CIO.com senior writer Clint Boulton 
reports in our cover story, “Big Data on Campus,” analytics are 
helping universities and colleges identify and, when neces-
sary, offer support to students who are at risk of falling behind 
— or even worse, leaving school without a degree. 

As a parent with one daughter who recently graduated 
and another in her junior year, college is on my mind, as are 
the student loans and the job prospects that follow. Getting 
accepted to and thriving in the right college is a challenge 
every student and parent must contend with. The cost of a 
four-year degree continues to rise, and the stakes are high for 
students to “make it.” The only thing worse than six-figure col-
lege loan debt is that debt with no degree.

Colleges are taking note and turning to analytics to improve 
the odds, for their balance sheets and for their students. 
Boulton talked to CIOs and educational technology leaders 
at Purdue, Marist College and North Carolina State who are 
collecting, organizing and, more importantly, analyzing data 
to improve a national six-year graduation rate that hovers 
between 50 and 60, percent. 

The cases we report on range from common sense to a bit 
creepy. For example, at Marist, CIO Bill Thirsk developed an 
analytics application that aggregates student GPAs and SAT 
scores, as well as demographic data, and correlates it all with 
information on how often students submit assignments and 
engage with instructors online. The application analyzes stu-
dents’ browsing histories as they navigate the college’s systems. 

The software tracks how fast students click on assignments, 
how fast they complete them and whether they chat with peers 
as they work on team projects. “We can very early on see which 
students are lagging,” Thirsk tells Boulton, saying the algorithms 
can anticipate whether students will earn a C or lower in the first 
two weeks of a class with an 85 percent rate of certainty.

If you see privacy concerns here, you’re not alone. With proper 
transparency and safeguards, however, a little creeping is some-
thing educators, parents and, yes, even students should be able 
to live with. Businesses need the workers, and students need to 
graduate — and college loans are onerous, even with a degree (I 
speak from experience). 

Schools competing for students need to quantify their value. 
As Thirsk says, “If you don’t know what’s going on course by 
course then how can you say you have a great degree program?” 

  
– Dan Muse, editor in chief, CIO.com

Graduation rates, student loans and big data

http://www.cio.com
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publisher’s  NOTE

State of the CIO 2017
For those of you familiar with our flagship State of the CIO 
report, this is the time of year when we field the survey that we 
use to collect the data from which we glean the insights for our 
annual look at the status of IT leaders in the business world. 

We do a lot of research here at CIO, but perhaps 
none of our projects is as widely anticipated as State 
of the CIO. The results of this survey give us, our 
readers and the vendor community a gauge of what 
has changed over the past 12 months and where 
CIOs are headed in the next one to three years. And 
it’s the basis of a presentation that I deliver at many 
events throughout the year.

In the annual survey, we gather information 
ranging from salary and budget figures to busi-
ness leaders’ perceptions of IT and IT-security 
alignment. Three of the main indicators we track 
are these: Who CIOs report to, how long they 
have held their current positions and how they’re spending  
the majority of their time. Over the years, these KPIs have 
shifted in response to economic factors and new challenges 
facing IT leaders. 

The survey also looks at top business and IT initiatives that 
will lead to IT investments in the coming year. We compare the 
responses of IT leaders with those of executives from non-IT 

business units to identify gaps and inconsistencies. 
The State of the CIO research has long been an invaluable 

resource for both us, and for those who rely on CIO for guid-
ance, but I think there’s room to make it even better, with more 

insights for us, our readers and vendors.
That’s where you come in. 
Our survey typically gets 550 to 650 

responses from people who identify as “heads 
of IT.” This is a solid foundation, but we can 
do better. With your help, I’d like to double the  
response rate this year. A larger base of respon-
dents means more and better data and a better 
understanding of the challenges facing CIOs.

If you’re an IT executive in any part of the world, 
at a company of any size, within any vertical indus-
try, I invite you to take the survey. You can find it 
by clicking here.   

The study should take no more than 15 or 20 minutes to 
complete, and if you participate, you’ll be eligible to receive a 
report containing survey highlights. 

Your participation is greatly appreciated. Please let me know 
if you have any questions prior to taking the survey. 

– Adam Dennison, SVP and publisher, CIO.com 
(adennison@idgenterprise.com)

“We gather infor-
mation ranging 
from salary and 

budget figures to 
business leaders’ 
perceptions of IT 
and IT-security 

alignment.”

http://www.cio.com
http://survey.researchresults.com/survey/selfserve/53b/g002/s0064170?list=32#?
mailto:adennison@idgenterprise.com
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emerging  TECH

In many cases, business leaders 
are bypassing IT when they under-
take robotic process automation 
(RPA) initiatives, says Mark Davi-
son, a director in the RPA practice 
of outsourcing and IT consultancy 
Alsbridge. One of the reasons 
may be that IT isn’t seen as a criti-
cal stakeholder, since the service 

automation efforts tend to focus on 
process discipline and subject mat-
ter expertise. In addition, business 
decision-makers may see IT as a 
potential roadblock. 

CIO.com talked to Davison 
and Mary Lacity, a professor of 
information systems and an inter-
national business fellow at the 

University of Missouri-St. Louis, 
about the case for increased CIO 
involvement in RPA initiatives.

How important will robotic process 
automation be to companies in the 
near future? Why?
Lacity: RPA is still in the early 
adoption phase. Our survey 

research reveals low RPA adoption 
levels in 2015, but a quick uptake 
in 2016. The business value of RPA 
is so compelling that growth will 
accelerate.

Our case research on 14 early 
adopters of RPA revealed that all 
14 companies achieved triple wins 
with RPA: Wins for shareholders 

The CIO’s role in 
wrangling robots 
Robotic process automation initiatives can yield 
huge returns. But bypassing IT can create even 
bigger risks, which is why CIOs need to get more 
involved in efforts to program robotic systems.   
BY STEPHANIE OVERBY
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in the form of positive one-year 
returns on investment, wins for 
customers in the form of better 
and faster services, and wins for 
employees, who were freed from 
dreary, repetitive tasks to focus 
on tasks that required problem-
solving skills, creativity and social 
interactions.

Why do RPA initiatives often bypass 
the CIO?
Lacity: RPA’s magic is that the tools 
are designed to be used by sub-
ject matter experts (SME) rather 
than by IT programmers. In fact, 
it’s more accurate to say that RPA 
users configure the software robots 
rather than program the robots. 

RPA recognizes that it’s cheaper, 
better and faster to train SMEs 
do their own automations rather 
than have SMEs explain their 
deep domain understanding to an 
IT software developer who then 
explains it to a team of IT coders. 

Because RPA tools are designed 
for SMEs, RPA adoptions are pri-

marily initiated and led by busi-
ness operations. 

Are there risks if IT is not involved?
Davison: If IT is brought in as an 
afterthought, technical issues 
that the business didn’t anticipate 
can arise and the project can be 
delayed. And that delay can be a 
significant issue for the business 
sponsors of the initiative, who 
likely built a business case that 
promised to deliver RPA benefits 
by a specific date. 

On the operational side, if the 
CIO isn’t involved in vetting the 
RPA vendor and solution, there’s 
a risk that the solution won’t con-
form to performance standards or 
technical environment and con-
figuration requirements. 

Lacity: Business operations can 
inadvertently configure bad soft-
ware robots that compromise data 
and system security. 

In one organization, the RPA 
champion gave all the robots his 

own ID and password, which 
triggered alerts in the IT security 
and fraud-detection system. The 
security team quickly detained the 
RPA champion, and he was nearly 
fired for violating security rules.

What steps can CIOs take to sup-
port business RPA programs?
Lacity: The first step CIOs must 
take is educating the IT folks about 
RPA. In general, IT professionals 

are about 18 months behind busi-
ness operations in understanding 
what RPA is, how it differs from 
IT-led service automation tools 
like software development toolkits 
and business process management 
solutions, and how RPA can be 
used for business advantage.  

Are there lessons for RPA from 
how CIOs handled other forms of 
shadow IT?
Lacity: We’re already seeing how a 
lack of centralized oversight is cre-
ating RPA islands in some global 
firms. At one financial services 
firm, different business units had 
negotiated radically different prices 
with the same RPA provider. If IT 
or another centralized group had 
aggregated demand, the company 
would have gotten a better deal. We 
also see business units selecting 
different tools with essentially the 
same functionality. ♦

Stephanie Overby is a regular  
contributor to CIO.com.

Business opera-
tions can inad-
vertently 
configure 
bad software 
robots that 
compromise 
data and sys-
tem security.
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Organizations thrive when their IT lead-
ers build strategic vendor partnerships, 
forging relationships that are more than 
just business deals with companies that 
do more than provide goods and services 

— companies that become consistently transparent, 
responsive and trusted collaborators. 

Unfortunately, the CIO Executive Council & IDC 
2016 Strategic Partner Index (SPI) Survey reveals that 
only 10 percent of IT leaders are highly satisfied with 

Two tales of 
strategic vendor 
partnerships
One company reinvents how partnerships happen, 
another finds a vendor with ‘skin in the game.’
BY BR ENDAN McGOWAN

transformation  NATION

http://gocouncil.cio.com/dna-strategic-vendor-partnerships
http://gocouncil.cio.com/dna-strategic-vendor-partnerships
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even their most strategic vendors. 
That statistic shouldn’t be inter-

preted as an indictment of either 
IT leaders or the vendors who 
court them. There are many rea-
sons for disconnects, and they 
vary considerably from company 
to company. Ultimately, however, 
this gap does indicate that true 
strategic partnerships are hard 
to establish, in part because they 
take time, involve a lot of hard 
work and require both customers 
and vendors to take a leap of faith 
and accept some tangible, long-
term risks.

The CIOs of two organizations 
— HMSHost and FocalPoint LLC 
— worked to tackle vendor man-
agement challenges head on in an 
effort to forge strategic alliances. 
Their stories reveal strategies for 
overcoming gaps, identifying the 

right partner and making ven-
dor partnerships more authentic, 
dynamic and profitable. 

HMSHost: IT reinvents how 
partnerships happen
At some companies, discontent 
with certain vendors is exacer-
bated because the IT department 
didn’t necessarily hire those ven-
dors in the first place.

Sarah Naqvi, CIO at HMSHost, 
a Maryland-based food and bev-
erage company for travel venues, 
faced this very scenario. Histori-
cally, the IT shop’s role had been 
that of a service provider, “primar-
ily offering support and keeping 
the lights on,” she says.

Because HMSHost’s IT depart-
ment had such a tactical focus, 
vendors often bypassed it and went 
directly to revenue-generating 

departments. Naqvi says the mar-
keting, sales and new stores units 
“were all being approached by ven-
dors pitching technology solutions 
designed to enable business growth 
and drive sales.”  

The IT department’s influence 
began to wane, prompting Naqvi 
to set a new course. She says IT 
had three goals: To take back con-
trol and reposition IT as driving 
business transformation, to re-
engage with vendors, and to create 
a platform for vendors to showcase 
their products and services. 

What did Naqvi and her team do to 
accomplish those goals? “We opened 
up an innovation center,” she says. 

The innovation center is a stag-
ing area for potential partners to 
demonstrate what they have to 
offer. It was good for IT, which 
received a reputation boost, and 

it was good for vendors selling at 
the periphery. “We would really 
showcase their products and make 
sure that the executive commit-
tee had visibility to the products,” 
Naqvi says, adding that the center 
also helped to improve relations 
between departments within 
HMSHost by fostering improved 
communication and execution.

A strategic partnership is a long 
journey, one that Naqvi believes 
begins with IT’s direct collabora-
tion. HMSHost’s innovation center 
has enabled more streamlined 
moves toward the type of rap-
port and partnerships that benefit 
everyone.  

“We still have vendors that engage 
with our business units directly,” 
she says, “but the collaboration 
between IT and the business has 
improved to such an extent that, 
should our business colleagues find 
a vendor of interest, they’re abso-
lutely directing them to our innova-
tion center and to our team before 
making any commitments.”

It was good for IT, which received a reputation boost, 
and it was good for the vendors selling at the periphery. 
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Focal Point finds a partner 
with ‘skin in the game’
Julius Tomei wears several hats 
at Focal Point, a Chicago-based 
architectural lighting manufac-
turer. He serves as CIO and chief 
customer officer, and as head of 
supply chain. 

When it was time to launch a 
major ERP project, Tomei found a 

strategic partner with an uncom-
mon focus on the big (shared) pic-
ture. As Tomei explains, when this 
vendor encountered situations for 
which it “didn’t have the resources 
or the right level of expertise, or 
where it knew I had another busi-
ness problem unrelated to the ERP 
implementation, they reached 
into their own network, found the 
appropriate people, brought them 

to me, engaged, made the connec-
tion and allowed me to build a 
relationship with them.”

For example, when Tomei empha-
sized the organizational change 
management element of the ERP 
implementation, the strategic part-
ner put him in touch with a com-
pany that could help him. 

The strategic partner hadn’t 

even been Focal Point’s first choice. 
In 2012, Tomei had embarked 
on a journey of current- and 
future-state planning and vendor 
selection. After the first imple-
mentation phase concluded, he 
says he recognized that the larger 
implementation would encompass 
“distribution, manufacturing and 
a whole host of other functions” 
— like product life cycle manage-

ment. At that point, he says, he rec-
ognized that the vendor that had 
been his first choice “didn’t have 
the depth or structure that was 
needed to be successful.” 

His second choice was the ven-
dor that ended up becoming Focal 
Point’s strategic partner. What set 
the second company apart? Tomei 
says it exhibited authenticity and 

flexibility, as well as an air of hav-
ing “skin in the game” that the first 
one simply did not possess. 

Tomei advises IT leaders to 
strive for a level of comfort with 
vendors, so that alignment gives 
way to convergence. 

“Our partner was in the steering 
board meetings with us and was 
actively involved, either with chal-
lenging the executives or sharing 

with the executives and trying to 
help them get through this pro-
cess,” he says. 

In Tomei’s view, a real strategic 
partner, like the one that proved to 
be so valuable during FocalPoint’s 
ERP implementation, will bring 
several interrelated elements to the 
table. “What is key with a strate-
gic partner,” he says, “is that they 

have the communication side, they 
bring their network to it — their 
external network as well as their 
internal network — and they’re 
looking long-range, long-term at 
where the business is going and 
how they can help you get there.” ♦

Brendan McGowan is global media 
bureau and client research manager  
at the CIO Executive Council.

“ What is key with a strategic partner is that they have the communication side, 
they bring their network to it . . . and they’re looking long-range.”

—JULIUS TOMEI, CIO, FOCAL POINT 
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Colleges and 

universities 

are sifting 
through 
reams of data 

in search 
of ways 
to bolster 
graduation 

rates.
BY CLINT BOULTON

cover story    |   ANALYTICS

http://www.cio.com
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acing federal and state pressure to 
raise retention and graduation rates, 
dozens of colleges and universities 
are developing analytics tools to help 
students make better decisions about 

everything from courses to social activities. 

Purdue University has 
notified its 7,300 incom-
ing freshman about a new 
web application that could 
help them better acclimate 
to life on campus. Admin-
istrators at the West Lafay-
ette, Ind., school view the 
software as a critical tool 
for an institution whose 
graduation rate hovers at 
around 50 percent. 

Called Forecast, the soft-
ware is designed to antici-
pate the danger of students 
performing poorly by ana-
lyzing the time they spend 
in class and on campus, 
as well as how often they 
access coursework. “We’re 

looking at how student 
engagement is impacting 
the overall prediction of 
success on campus,” says 
Brent Drake, Purdue’s 
chief data officer, who’s 
leading the initiative.

ANALYTICS AS A SALVE
Purdue is one of dozens 
of institutions of higher-
learning, from private 
colleges to large public uni-
versities, that are turning to 
data to improve their stu-
dent retention and gradu-
ation rates. The national 
average six-year graduation 
rate for students attending 
four-year schools is about 

54 percent, according to 
the National Student Clear-
inghouse Research Center. 
Poorly performing schools 
post percentages in the 
low 30s, and the average of 
higher-performing institu-
tions is around 70 percent. 
At 51.5 percent, Purdue is in 
the middle of the pack.

“There’s a real issue in 
retention and graduation 
rates,” says Glenda Mor-
gan, a Gartner analyst who 
tracks the use of analytics 
and other technologies in 
education. “Data is seen as 
one of the solutions to that, 
and that’s one of the big 
drivers for adopting learn-
ing analytics.”

Purdue sees a potential 
salve in Forecast, which 
prompts students to take 
corrective action before 
they fall behind. Parsing 
aggregate and anonymized 
data generated by the 

BY KRISTEN L AMOREAUX

i recently sat in on a panel interviewing 
candidates for the CIO job at an institution of higher 
education. At one point the interim head of IT asked, 
“What do you do when your entire team has been 
put through the wringer and morale is decimated?” 

The candidate leaned forward in his chair, paused and 
said, “Well, let me start with, ‘I’m sorry you had to go 
through that.’” Drop the mic. We’re done. He’s hired.

It’s no longer enough to know specific tools, you need 
the emotional quotient (EQ) to understand the pace of 
transformation in higher education, where CIOs and 
their teams are evolving.

“Most of our challenges are similar to challenges faced 
by CIOs at public companies,” says Tom Murphy, vice 
president of IT and CIO at the University of Pennsylvania. 
“We have to recruit and retain the best people and 
respond to rapidly changing business models and 
customer expectations while dealing with aging systems 
and decades of technology debt.” And just like their 
counterparts in the business world, he adds, CIOs in 
higher ed are “evolving from order takers to innovation 

http://www.cio.com
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behavior of former Pur-
due students, the software 
can, among other things, 
generate bar charts that 
illustrate the dangers of 
waiting too long to regis-
ter for classes and the ben-
efits of getting involved in 
activities early. 

For example, Purdue 
found that students who 

register for a class before it 
starts post an average GPA 
of 2.95, with significant 
drop-offs to 2.65 for those 
who register one to seven 
days after class starts and 
an average of 2.52 for those 
who wait three weeks to 
join a class. “Past the two-
week mark, GPA falls off a 

cliff,” Drake says. “You’re 
behind on everything.” 

Of course, common sense 
could lead to the same 
conclusions: Students 
who join classes late have 
to scramble to make up 
assignments, end up join-
ing study groups late and 
just generally don’t have 
enough time to acclimate 

to their environments. 
But Forecast also uncov-

ers less-obvious insights, 
including the finding that 
those who take classes 
with friends or make 
friends in their classes 
tend to earn higher grades. 

“What we are trying to 
do with the tool is to show 

students data and how it 
relates to their success on 
campus so they can make 
better-informed deci-
sions,” Drake says.

Over the course of a 
semester, the software will 
parse the copious amounts 
of data students generate 
by registering for courses 
in the school’s financial 

system and accessing 
coursework and complet-
ing assignments in the 
learning management sys-
tem. It also keeps a record 
of how often students log 
on to the campus Wi-Fi 
network or swipe their 
ID badges to enter dining 
halls. It will make infer-

leaders,” they’re facing “an expectation for no-fail, 24/7 
availability with limited budgets,” and they have to 
keep their enterprises secure — a task that is “sucking 
up budgets across the board.”

Murphy says there are some notable differences 
between higher education and traditional corporate 
environments. “Our mission is one of open access and 
freedom of expression. Our default is to be open, not 
tightly secured and locked down; this makes everything 
more complicated,” he says. “Also, our students arrive 
every year from around the world with the latest and 
greatest devices — which we must accommodate.” And 
finally, he adds, “we have compensation limitations 
when trying to hire people” — though that challenge is 
“offset by an incredible work environment.”

Colleges and universities have typically hired only 
people from within their own industry, but that’s 
changing. “Corporate experience increases IT staff 
ability to provide competitive service,” says Karl 
Horvath, CIO of LaSalle University in Philadelphia. But 
someone with no prior experience in higher education 
may face challenges, he adds, because they won’t be 
familiar with “the seasonal nature of higher ed” or the 
“sensibility of higher ed employees and customers.”

Murphy concurs. “There are great qualities that come 
from both experiences,” he says. “There is an advantage 
for those who came up through academia because they 
inherently understand how things work. Higher ed is 

“ We will push data back in graphic form to show stu-
dents the general relationship [between their behaviors 
and their results].” –BRENT DRAKE, CHIEF DATA OFFICER, PURDUE UNIVERSITY

http://www.cio.com
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ences about success by 
analyzing whether stu-
dents are spending time 
with their peers and fac-
ulty members. 

Forecast will use that 
data to generate new 
modules and graphs for 
students. “We will push 
data back in graphic form 
to show students the gen-
eral relationship” between 
their behaviors and their 
results, Drake says. When 
viewed in aggregate, the 
various pieces of data 
paint a picture of student 
engagement, which can 
be a harbinger of success, 
Drake says.

A SELF-INFLICTED 
WOUND
The country’s medio-
cre graduation rate is a 
self-inflicted wound. For 
decades, schools mea-
sured success by their 

enrollment numbers and 
rarely focused on making 
sure students graduated, 
says Morgan. Rather, the 
emphasis was on attrition 
and academic success 
was a matter of survival 
of the fittest. Schools were 

bent on weeding out the 
weak. Many university 
presidents would wel-
come new students with 
some variation of, “Look 
to your left, look to your 
right. One of you won’t be 
here next year.” 

That attitude is a non-
starter in today’s higher 

education market. Drop-
outs count as lost revenue 
for schools, and the  
ex-students find them-
selves degreeless and in 
debt. High dropout rates 
are especially painful for 
institutions whose state 

funding is based partially 
on performance, which 
takes retention and gradu-
ation rates into account, 
according to Morgan. 

Indiana is one of the 
30 or so states that have 
performance-based fund-
ing models, according 
to the National Confer-

High dropout rates are  
especially painful for institutions 
whose state funding is based 
partially on performance, which 
takes retention and graduation 
rates into account.

so different when compared to a public company that 
those coming from corporate face a steep learning curve 
— and lots of questions that start with, ‘WE WHAT?!’” 

But talent is talent regardless of industry. Higher ed 
is looking beyond tools and acronyms to candidates’ 
innate talents. “First and foremost are personality and a 
can-do attitude,” says Horvath. “I can train them on job 
skills, it’s more difficult to train them on life skills.” 

“It’s essential to train and develop the talent you 
have, particularly given the IT job market, rapidly 
evolving skill sets and the compensation limitations 
higher ed has versus our friends in public companies,” 
says Murphy, who says he targets high-energy, smart, 
humble, authentic, honest people who have high EQs 
and are natural project managers.

Horvath echoes the compensation challenges and 
says he looks for people with a natural curiosity and 
a thirst for learning, often promoting training as an 
additional benefit of employment at a university.  n

Kristen Lamoreaux is president and CEO of Lamoreaux Search.

Tom Murphy’s lesson for CIOs: 
“Look for a triathlete — someone with 
high technical acumen, high EQ and high 
adaptability. That’s the person you need now 
and in the future.”

http://www.cio.com
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ence of State Legislatures. 
Therefore, the state fund-
ing Purdue receives is 
determined in part by its 
overall graduation rate, 
its on-time (four-year) 
graduation rate, the num-
ber of degrees it awards, 
the number of degrees it 
awards in high-demand 
majors and its transfer 
metrics. In the last two-
year budget cycle, 6.5 
percent of Purdue’s base 
allocation was based on 
performance, Drake says. 

The upshot of all this 
is that if Forecast is suc-
cessful at getting students 
more engaged in their 
schoolwork, it could bol-
ster the school’s funding 
prospects.

SUCCESS ALGORITHM
Learning analytics has 
also become a priority 
for smaller schools, such 

as Marist College. A pri-
vate liberal arts school in 
Poughkeepsie, N.Y., with 
6,500 students, 4,800 
of them undergraduates, 
Marist also feels pressure 
from the government to do 
a better job at keeping stu-
dents on track for gradua-
tion, says CIO Bill Thirsk. 

In 2013, Thirsk began 
piloting the Open Aca-
demic Analytics Initiative, 
an analytics application 
that aggregates student 
GPAs, SAT scores and 
demographic data, and 
correlates it with informa-
tion about how often stu-
dents submit assignments 
and engage with instruc-
tors online. Like Purdue’s 
Forecast, Marist’s applica-
tion is designed to analyze 
the click impressions stu-
dents create as they navi-
gate the school’s various 
software systems. 

The software takes 
stock of such details as 
how fast students click 
on assignments to review 
them, how fast they com-
plete their homework and 
whether they chat with 
peers to complete team 
assignments. “We can see 
very early on which stu-
dents are lagging,” Thirsk 
says. However, the data is 
anonymized until a fac-
ulty member decides that 
a problem warrants some 
attention. At that time, 
school officials have the 
option of staging an inter-
vention for the student. 

Thirsk says his algo-
rithms can anticipate 
whether students are 
going to earn a minimum 
of a C or lower in the first 
two weeks of a class with 
an 85 percent certainty. 

Marist’s program has 
been adopted by North 

Carolina State University, 
which has about 40,000 
students. Lou Harrison, 
NC State’s director of 
educational technology 
services, said Marist’s 
model proved 80 percent 
accurate despite some 
false positives. “We didn’t 
tweak their model too 
much at all, and it turns 
out it was pretty predic-
tive,” Harrison says.

There are plenty of 
examples of other schools 
that are finding success 
with academic analytics. 

n In 2011, Austin Peay 
State University in Clarks-
ville, Tenn., built an auto-
mated engine to inform 
students of their likely 
success in a given class 
based on their past perfor-
mances, and on the perfor-
mances of those who took 
the class in the past. 

n Georgia State Uni-

The national  
average  
graduation rate for 
students attending 
four-year schools 
is about  
50 percent.

http://www.cio.com
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versity used predictive 
models to boost its six-year 
graduation rate from 48 
percent to 51 percent from 
2012 through 2014. 

n Baltimore’s Johns 
Hopkins University and 
several schools in the Uni-
versity System of Mary-
land are using similar 
programs. 

Morgan, the Gartner 
analyst, says that 30 per-
cent of higher education 
institutions worldwide 
will have adopted analyt-
ics strategies by 2018. 

PRIVACY CONCERNS
Collecting reams of data 
is something that public- 
and private-sector enter-
prises do on a daily basis 
to glean insights that, 
for example, help hospi-
tals improve healthcare, 
enable municipalities to 
build smart cities and  

help companies develop 
highly targeted marketing 
campaigns.

But as useful as those 
initiatives may be, the 
efforts to collect the data 
that make them possible 
raise privacy concerns, 
and analytics programs 
in higher education are 
giving rise to similar con-
cerns, according to Lee 
Tien, a senior staff attor-
ney at the Electronic Fron-
tier Foundation. Merely 
possessing data creates 
potential ethical chal-
lenges for an organization. 
One of the biggest issues is 
that, while the current use 
of the data may be legiti-
mate, in the future it could 
be used for purposes other 
than what was originally 
intended. 

“There is this inexorable 
drive to collect more data, 
and to view everything as 

a data collection opportu-
nity,” Tien says. “Big data 
begets big data, so will 
we see mission creep? Do 
we see that because there 
is this belief that the data 
helps retention that they 

see everything as opportu-
nity to get more data?”

Yet those who oversee 
the analytics initiatives at 
Purdue, Marist and NC 
State insist that they’re 
laser-focused on improv-

ing student outcomes. 
At Purdue, Forecast 

constitutes the second 
phase of the school’s learn-
ing analytics journey. 
CIO Gerry McCartney 
says an earlier version 

known as Signals, which 
was launched in 2009, 
depended heavily on the 
input of faculty members, 
who set up the scoring 
model and warned stu-
dents when they were at 

Georgia State University used predictive models to 
boost its six-year graduation rate from 48 percent  
to 51 percent from 2012 through 2014. 

http://www.cio.com
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risk. Signals provided a tem-
plate for Forecast, and for the 
initiatives at Marist and other 
schools. 

With analytics efforts 
growing more sophisticated, 
McCartney says, “we know a 
lot more about students, and 
we can produce a much richer 
set of guides.”  

CAUTIOUS APPROACH
Because it’s possible to learn 
so much about students, Pur-
due is exercising caution with 
Forecast. Participation is vol-
untary and students must log 
in to access the tool, says Drake. 

Over the course of the year, 
Purdue will email students 
a heads up when it launches 
new software modules. 

Depending on how the 
tool fares, Purdue may begin 
pushing alerts to students to 
warn them when they are in 
danger of falling off. It will 
also develop a mobile version 

of Forecast, which students 
will be able to download to 
their smartphones. 

However promising such 
tools seem to be, the science 
of learning analytics remains 
imperfect. Academic success 
hinges on several factors, from 
student aptitude and interest 
in a particular course to socio-
economic and cultural situa-
tions. Higher education is still 
figuring out the right formula. 

One thing Marist’s Thirsk 
says he’s sure of is that schools 
that don’t embrace some form 
of analytics will fall behind 
the curve. “Schools that aren’t 
doing this kind of work in 
some form are not providing 
great value,” Thirsk says. “If 
you don’t know what’s going 
on course by course, then how 
can you say you have a great 
degree program?”  ♦

Clint Boulton is a senior writer  
at CIO.com.
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Accelerating 
networking with 
SD-WAN 
Auto body repair chain Service King is phasing 
out its MPLS system for SD-WAN appliances.
BY CLINT BOULTON

Many businesses that need broadband con-
nectivity while undergoing rapid expansion 
are turning to software-defined wide-area 
network (SD-WAN) technology as an alterna-
tive to traditional wide-area network infra-
structure setups. 

For example, Service King Collision Repair 
Centers is using SD-WAN technology to sup-
port new auto repair centers, and the move has 
helped reduce its operational costs even as it 
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expands across 23 states.
Service King has expanded from 

100 auto body repair shops in 2012 
to more than 300 today, so rapid 
deployment of networking infra-
structure at new locations is key, 
says CIO Derek Kramer. Service 
King had relied on Multiprotocol 
Label Switching (MPLS) technol-
ogy for several years, but MPLS 
wasn’t able scale quickly enough 
to meet the company’s needs as it 
grew. “MPLS has done well, but 
can it grow as quickly as we’re 
growing?” Kramer says. “We found 
that that was a challenge more 
times than not.”

Service King chose to migrate 
to SD-WAN primarily because it 
needed networking technology that 
was faster, more secure and less 
expensive than alternatives. SD-
WAN, which uses software to pro-
gram the traffic routing typically 
conducted by routers and switches, 
enables users to rapidly set up and 
manage VPNs, WANs, VoIP sys-
tems and network-based firewalls.

Out with MPLS
Kramer says it took several weeks 
to get new Service King stores con-
nected on the old MPLS network, 
whose bandwidth capacity was 
restricted. That wouldn’t do, he 
says, because in recent years the 
company was sometimes opening 
20 or 30 new centers in a single 
week. MPLS did prove reliable in 
some instances. But in other cases 
Service King found itself opening 
new repair centers without net-
work connectivity. 

“We wouldn’t have the avail-
able network services in place the 
day of the grand opening, and we 
wanted to decouple that risk from 
the process,” Kramer says.

On the recommendation of stra-
tegic partner Dell, Kramer looked 
at Silver Peak, an SD-WAN pro-
vider that cut its teeth selling WAN 
optimization products and ser-
vices. Service King conducted tests 
with Silver Peak’s appliances in 
late 2015 and went into production 
by March 2016. 

With Silver Peak’s SD-WAN 
technology, “we saw a great 
uplift in our network bandwidth 
throughput, and we saw a much 
more relaxed network at all of the 
locations that we tried it out with,” 
Kramer says. Today more than 75 
percent of Service King branch 
offices are using SD-WAN.

Kramer estimates that SD-WAN 

“ We wouldn’t have the available network services 
in place the day of the grand opening, and we 
wanted to decouple that risk from the process.” 

—DEREK KRAMER, CIO, SERVICE KING
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has cut his networking costs by 
30 percent and helped get new 
branches up and running in days, 
rather than weeks or months. Sil-
ver Peak’s endpoint-to-endpoint 
encryption played a vital role in 
Service King’s decision to switch, 
he says, because the company must 
protect the customer data that its 
insurance carrier partners share 
regarding motor vehicle claims. 
And security becomes more 
important every time Service King 
opens a new branch.

Kramer says his staff configures 
Silver Peak appliances at the Ser-
vice King headquarters in Richard-
son, Texas, and ships them to each 
location, where they are racked, 
connected and turned on either by 
general managers or IT staffers.

SD-WAN is the 
choice for SaaS
MPLS was “perfect for the client-
server model,” in which organiza-
tions hosted applications in their 
own data centers, says Brad Case-

more, an IDC analyst who covers 
networking technology. However, 
MPLS architecture is not suited for 
cloud applications because it intro-
duces latency as companies access 
software over the internet, Case-
more says. But as a native broad-
band technology itself delivered 
over the internet, SD-WAN is well 
suited for cloud-based apps.

A few hundred Silver Peak cus-
tomers are using SD-WAN services 
to migrate to software-as-a-service 
(SaaS) applications, such as Sales-
force.com and Office 365, says Sil-
ver Peak CEO David Hughes. “As 
the cloud has become more impor-
tant, people need to rethink how 
they build their networks,” he says.

Today, Silver Peak competes 

with startups such as CloudGenix, 
VeloCloud and Viptela. However, 
traditional MPLS providers, such 
as AT&T, Verizon Business and 
Sprint, are watching SD-WAN 
closely. Verizon earlier this year 
began selling a hosted SD-WAN 
service powered by Viptela.

By the end of 2017, at least five 
global carriers will have adopted 
SD-WAN technology as a key com-
ponent of their managed network 
service offerings, according to Gart-
ner. The research firm also says that 
10 percent of enterprises will have 
replaced their WAN routing with 
SD-WANs by the end of 2018. 

Clint Boulton is a senior writer  
at CIO.com. 

“ As the cloud has become more important,  
people need to rethink how they build their  
networks.”  — DAVID HUGHES, CEO, SILVER PEAK
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Sourcing scarce 
security talent  
Tips for recruiting security pros who can deal with the  
ever-changing threat landscape. BY KRISTEN LAMOREAUX

We’re in attack/respond/defend mode in the world of security. Dave 
Ballai, CIO at content management services company Reed Tech, says the 
job of safeguarding IT systems at a time when new threats emerge just 
about every day is like a “persistent game of whac-a-mole.” An informal 
poll of IT leaders confirms that there’s no way a CIO can bear sole respon-

sibility for security, so everyone’s 
competing to hire talented security 
professionals. Here are some tips 
for finding the right person.

Understand the threats
You need to introduce “security 
policies, procedures and monitor-
ing that are aligned with the risks 

associated with your business,” 
says Bob Ehlinger, CIO at pharma-
ceutical manufacturer Lannett Co. 
If you don’t understand the threats 
you’re facing and you don’t com-
municate your risk tolerance to job 
applicants, you may end up hiring 
a conspiracy theorist to protect 
your mom-and-pop store. 

Randy McGarry, a CIO based in 
the Philadelphia area recommends 
looking for people who can “instill 
information security into the orga-
nization’s day-to-day culture.” The 
right candidate, he says, would be 
able to “educate the board, senior 
management and employees.”

Steve Heilenman, CIO of IT 

services company Computer Aid 
agrees that educating employees 
and making security part of the 
fabric of your company’s culture 
are key. “Although many CIOs 
are focused on outside security 
threats, the majority of issues still 
occur inside the walls of your orga-
nization,” he says.
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Communication
You and your security officer must 
recognize that transparency is crit-
ical in the event of a breach. 

Heilenman illustrates that need 
by comparing information secu-
rity to medicine: “When a virus 
attacks the IT infrastructure of 
a company, we respond just like 
the medical field would respond 
to infectious disease. Unlike the 
medical field, however, CIOs tend 
to be ashamed, rather than open, 
about an attack.” Instead of shar-
ing information about incidents, 
he says, IT leaders “try to hide 
the event,” and that’s a mistake 
because open communication can 
help prevent future attacks.

Industry experience vs. 
shared sensibilities
Finding a security officer who has 
experience in your industry may 
not be of paramount importance. 
Ehlinger says, “an experienced 
resource can provide added value 

out of the gate,” but other CIOs dis-
agree. However, there does seem 
to be consensus that CIOs should 
seek security experts whose tol-
erance for risk aligns with their 
own. “Security is a balance,” says 
Leo Pellerin, CIO of Connecticut 
United Way. “It’s not about indus-
try experience as much as it is 
about understanding.” 

Certifications
Don’t get lost in the alphabet soup 
of security certifications. Certifi-
cations may reflect a candidate’s 
knowledge in lower-level roles, but 
they aren’t that relevant when hir-
ing someone to lead a program as 
important as security.  

“Certifications help show a com-
mitment to the field, but do not 
necessarily indicate how effective 

they will be,” says Pellerin. “Certifi-
cations demonstrate subject knowl-
edge, not leadership.” 

Compensation
When it comes to hiring security 
talent, what keeps CIOs up at night? 
Compensation and retention.

Ballai says IT leaders must decide 
what’s mission-critical to their com-
panies and “what they’re willing to 
invest to protect it.” Only then can 
an organization decide what level of 
expertise it needs in a security offi-
cer — a decision based in part on 
the salary it’s willing to pay. 

“It’s very difficult to find experi-
enced information security officers 
who understand the business. 
And once you do find a good fit, it’s 
difficult to retain these employees, 
since the market is chasing the tal-

ent,” says McGarry.
Pellerin agrees. “Those that have 

tangible experience are priced too 
high, due to high demand,” he says.

Worth the price?
When I ask Larry Liss, CIO of law 
firm Blank Rome what keeps him 
up at night from a security stand-
point, with a wink and a smile he 
says, “Nothing, because we hired a 
top-notch individual.” 

And finding a “top-notch indi-
vidual” should be your priority, too 
— whatever the cost. As Liss says, 
“It’s critical that everyone in all 
industries pay attention to the need 
for more stringent preventative 
measures before it’s too late.” 

Kristen Lamoreaux is president and CEO 
of Lamoreaux Search. 

“Security is a balance. It’s not about industry experience  
as much as it is about understanding.”

– LEO PELLERIN, CIO, CONNECTICUT UNITED WAY.

http://www.cio.com
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How to manage  
‘technical debt’ 
Understanding this framework for managing critical, unfunded 
IT investments is key to business innovation and transformation. 
B Y  M I K E  R O S E N

Is your business enabled by IT? Of course it is. Every business today is enabled by IT. 
Ironically, three recent high-profile IT breakdowns offer proof of that. Southwest Airlines 

had what could only be described as an operational meltdown when router failures led to 
web failures that snowballed into backup system failures and ultimately disaster recovery 

failures. Estimates are that the out-
age will cost $54 million. Just two 
weeks later, Delta Airlines experi-
enced a massive computer outage 
that cancelled thousands of flights 
and stranded tens of thousands of 
travelers. In both cases, aging sys-
tems had become brittle through a 
combination of budget pressures 

and deferred investments.
Then there was the failure at 

Heathrow Airport. “We told you this 
would happen! British Airways staff 
warned bosses that system was ‘not 
fit for purpose,’” said the headline in 
the Daily Mail. Nobody wants that, 
but that’s what can happen if techni-
cal debt isn’t managed.

What is technical debt? Well, it’s 
a metaphor for explaining liabili-
ties and consequences in IT. But 
more than that, it’s a framework 
that enables CIOs and IT leaders to 
have a business discussion about 
IT by describing the current state 
of an enterprise’s systems in the 
language of business and finance. 

It puts limitations, constraints, 
operational inefficiencies and risks 
in the context of unfunded critical 
technical liabilities. 

Technical debt is a combination 
of the following:

n  Direct costs: The cost of 
implementing a complete system, 
either now or later (in keeping 
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with the finance metaphor, it’s also 
called the principal).

n  Indirect costs: The escalat-
ing cost of waiting to fix a problem, 
plus every minute that employees 
waste fashioning workarounds, 
resorting to manual processes, 
managing customer care and deal-
ing with bugs, a lack of interoper-
ability and inconsistencies, etc. 
(a.k.a. the interest). 

n  Risk: The probability of con-
sequences occurring multiplied by 
the impact of those consequences 

Note that not all debt is bad. Fre-
quently, we take on technical debt 
to achieve market-driven goals. 
The problem occurs when we let 
the debt accumulate. But IT leader-
ship has consistently failed at con-
veying this message. Why? 

Because the complexity of IT 
infrastructures is mind-boggling. 
For example, a large U.S. bank has 
20 data centers, 50,000 servers, 
350,000 desktops and laptops and 
around 20,000 applications, and it 
conducts 12 billion transactions per 

month. The complexity of keeping 
that running, much less well inte-
grated, is staggering. 

Nontechnical people don’t under-
stand how complex IT is, and they 
don’t need to. But they also don’t 
understand the consequences of 
neglecting IT in the budget. There-
fore, it’s difficult to get funding to 
address problems because many of 
them aren’t visible until it’s too late.

With the accelerating pace of 
technological advances, the push 
for innovation and the need for 
digital transformation, things are 
only getting worse. IT has to extend 
existing infrastructures to support 
entirely new business models. And 
it has to do it fast, without creating 
more complexity and compound-
ing the debt crisis. 

IDC’s Framework for Technical 
Debt uses SWOT risk analysis to 
identify strategies for dealing with 
debt, with an emphasis on cost/
benefit analysis. What is the risk 
and impact of taking on debt now? 
What are the costs and benefits of 

addressing it and the consequences 
of not addressing it? 

Technical debt management is 
about having that business conver-
sation with executive leadership in 
order to address technical liabili-
ties (debt), based on risk. Here are 
some best practices:

n  Make debt visible and keep 
track of it. Produce a quarterly 
debt report and distribute it to 
senior management.

n  Use technical debt, and spe-
cifically unfunded liability, as a way 
of communicating risks to execu-
tive leadership, and to influence the 
priorities of projects and funding.

n  Apply a risk-based, SWOT 
approach to cost/benefit analysis 
and prioritization. 

n  Integrate technical debt 
into enterprise strategic planning 
and project planning activities.

Technical debt is the sum of the 
unfunded IT liabilities that accu-
mulate over time. Unmanaged, it 
threatens not only your ability to 
innovate, but also your ability to 
maintain normal operations. 

Technical debt management pro-
vides a mechanism for identifying 
and quantifying that debt, and it’s a 
framework for meaningful discus-
sion with executives and business 
leaders about debt — a discussion 
conducted in the language of busi-
ness, finance and risk. 

Mike Rosen is vice president of research 
with IDC’s Executive Programs.

The complexity of IT  
infrastructures is mind boggling. 

http://www.cio.com

	Button 285: 
	Page 1: 

	Button 294: 
	Page 2: 
	Page 41: 



