
THREAT 
INTELLIGENCE: 
UNDERSTANDING WHAT IT IS AND  
WHY YOU NEED IT



2

THREAT INTELLIGENCE:
UNDERSTANDING WHAT IT IS AND WHY YOU NEED IT

Threat Intelligence:  
UNDERSTANDING WHAT IT IS AND WHY YOU NEED IT
The term “Threat Intelligence” is often thrown around too liberally and can mean many different things to different people. But 
in the world of cybersecurity when you boil it down to its core you are left with information collected, correlated, validated, 
categorized and prioritized to support an enterprise’s ability to take defensive actions and provide protection from potential 
threats. Unfortunately, not all threat intelligence is created equal. In fact, for many, it has become a meaningless buzzword that 
practically every vendor claims to provide. As a result, organizations seeking proven and valid threat intelligence solutions find 
themselves navigating myriad of vendors with all sorts of fanciful claims.

According to Gartner’s Market Guide for Security Threat Intelligence Services, “threat intelligence helps CISOs use their security 
spend more efficiently and combat their adversaries more effectively.” However, this is only true if the CISO has resources with 
aptitude to make complete and effective use of threat intelligence. Enterprises, whether big or small, must clearly understand 
what type of information and, then, intelligence they need for the unique situations they face. One size does not fit all, and 
solutions that don’t afford their users the ability to orient or customize their intelligence are simply just data feeds that provide 
no clear actionable guidance. 

To be valuable, threat intelligence must be able to provide unique in-depth contextual understanding about threats, threat actors, 
advancing threat vectors, attack motivations, and potential impact. This requires comprehensive investigative and network 
services that include targeted, client-focused attribution reports on bad actors, penetration testing, vulnerability assessment 
and threat actor attack tactics monitoring. Remember, threat intelligence needs to enable enterprises to align informed defenses 
for current threats, while preparing for threats in the near future. It is becoming more of a business risk management and 
operations issues and if you can’t make the connection between your data and a potential risk or verified threat, you may as 
well have no threat intelligence at all.

DELIVERING ON THE TRUE PROMISE OF THREAT INTELLIGENCE
Fear, uncertainty and doubt, also known as the “FUD Factor” is a highly successful motivational tool used by vendors hoping 
to increase sales and threat intelligence is no exception. As the hot new buzzword, the market has become saturated with 
companies claiming to provide threat intelligence solutions. The problem however, is that the solutions they are offering 
come nowhere close to fully addressing the fears they are instilling. The reason – recent acquisition activity and investments 
in platform technology have driven the market away from full-service threat intelligence. As cyber threats become more 
sophisticated, this is the exact opposite of what is needed. These acquisitions and misplaced investments perpetuate what is 
wrong with today’s ineffective threat intelligence. Namely limited access, lack of visibility, reuse of old or antiquated data and 
the inability to properly react to today’s dynamic threat environments from underground organizations and nation states, to 
highly sophisticated targeted campaigns and even insider threats. Threat intelligence must be more focused, aggressive and 
frequent. Being able to provide a deeper dive into the “who, what, where, and why” is critical to gain the upper hand and have 
greater visibility to mitigate risk. 

Despite the trend to offer every security solution under the sun, pure play threat intelligence solutions are out there, you just 
need to know how to sift through the hype. Identifying which vendors are actually delivering on the true promise of threat 
intelligence comes down to the ability of a vendor to effectively bridge the gap between verified data and emerging enterprise 
attacks. Making this connection is not easy and is a major reason why the majority of threat intelligence offerings fall far short 
of supplying the actionable and operative-sourced intelligence needed for enterprises to take a preemptive stand against a full 
spectrum of targeted attacks. 

For example, does your threat intelligence solution take into account the latest trends and new activities and tie them to 
specific threat actors for attribution, or other exploits that may pose a direct or peripheral risk to the organization. Another 
key element overlooked by the one-stop shops is access to security analysts for addressing specific needs and the ability 
to provide specialty investigative services.  Having access to a data feed is great, but what happens when anomalies occur 
which raise more questions than answers? According to an ESG Research Report titled, Threat Intelligence and its Role within 
Enterprise Cybersecurity Practices, “Threat intelligence programs are intended to accelerate incident detection/response and 
automate remediation processes, but many organizations are still figuring out how to weave threat intelligence into things like 
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communication, collaboration, risk scoring, and IT workflows. ”Having the ability to turn to trained security analysts, or receive 
targeted detailed investigative services, becomes a critical asset in assuring you get the most out of your threat intelligence.”

By 2018, Gartner expects that 60% of large enterprises globally will utilize commercial threat intelligence services to help inform 
their security strategies. The stage is set for pure play threat intelligence vendors to separate themselves from the competition. 
When looking for a threat intelligence solution, make sure the provider includes specific breakdowns of various types of data 
that can be customized to fit your unique needs, rather than simply a one-size fits all generic data feed. Key determiners include:

Advanced Intelligence 
Data that outlines the latest trends and offers bad actor attribution reporting and other pertinent 
information that can be customized for your organization. This allows users to obtain valuable information 
and actionable intelligence that can be used for educational purposes and security awareness around 
new activity, specific threat actors, or other exploits that may pose a direct or peripheral risk to your 
organization.

Risk Intelligence 
Distinctive industry-specific intelligence that may include compromised data such as point-of-sale 
networks and terminals, client accounts, credit cards, or money laundering/money mules.

Security Intelligence 
Intelligence to assist in identifying cyber threat activities based on underground malicious and suspicious 
host activity. Customized data to enable real-time alerts and identify activity from specific users and 
devices within your organization, which are engaging with malicious threats.

Vulnerability Intelligence 
Identifying threats from vulnerabilities from public-facing (external) hosts is extremely important, as 
network-based and application-level vulnerabilities can easily go undetected within an organization’s IT 
infrastructure. Making a connection between these vulnerabilities and networks activities is extremely 
valuable, as they can result in catastrophic damage and data exfiltration within the infected host, as well 
as compromise others that interact with them.  

eCrime Intelligence 
Depending on specific needs, inform users if underground communications are taking place that refer to 
company specific keywords or brands, and alert you to specific issues or impending threats.

Compromised Credentials 
Data breaches happen all the time and compromised credentials are not always immediately identified 
as compromised. Having a data feed that links malicious breaches with exposed credentials enables 
organizations to accelerate threat containment and risk mitigation. 

Access to Research Analysts and Investigative Services 
Understanding and being able to make sense of all the data provided can be overwhelming. Access to 
security analysts provides an added level of intelligence to make informed decisions. These research 
analyst and/or investigative services also enable the generation of client-focused reports and alerts that 
would not be possible by just connecting to a generic data feed.
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WHY YOU NEED THREAT INTELLIGENCE
Cybercriminals utilize all forms of intelligence to exploit the weakest link as an attack vector. As a result, almost every business 
is a target for malicious cyber attacks and the need for cyber security is an important part of protecting an organization’s 
reputation and financial vitality. Cyber attacks easily cost organizations billions of dollars a year and can severely damage their 
reputations. To put this into context, Symantec discovered more than 430 million new unique pieces of malware in 2015, up 36 
percent from the year before. Further adding to this challenge is the fact that Symantec also found that 2015 saw the number of 
zero-day vulnerabilities discovered more than doubled to 54, a 125 percent increase from 2014.

Making the decision to protect against cyber threats has become a critical part of the business process. The increasing value 
of corporate information, consumer data, and intellectual property, coupled with inadequate data security resources, increases 
the risk of malicious attack and data exfiltration. Today’s threat landscape has now made cyber security a standard boardroom 
issue. Stakeholders are increasingly concerned about the global threat landscape, and the C-suite is acutely aware of the risks 
that cyber threats present and the resulting business impacts. Combating malicious threats has become a sad reality of how 
organizations must conduct their business.

So understanding what’s available and making the right choice on your threat intelligence solution is essential. And this goes for 
small companies as well. Unlike large enterprises that can absorb and recover from short-term financial and reputational losses, 
smaller organizations can be completely devastated by a successful cyber attack. And according to Symantec, companies with 
less than 250 employees have become a growing target for cybercriminals. This is because many smaller organizations lack the 
proper skills and resources to combat these cyber attacks, making them highly vulnerable. 

By 2020, 30% of global enterprises will have been directly compromised by an independent group of hactivists or cybercriminals. 
Further, targeted attacks are more frequently supporting deliberate cyber-warfare and may result in national security concerns, 
impact political and socio-economic conditions, and influence public health and safety. As these threats become more 
sophisticated, frequent, and damaging, understanding these linkages, core attributes, motivations, and threat actors are critical 
to enable organizations to take the appropriate action in order to protect themselves and mitigate risk. 

Unfortunately, building perimeters to keep people out is no longer sufficient. We must move beyond the “firewall is my defense 
mentality.” The ability of firewalls to be bypassed or compromised is far too easy; especially with validated users or stolen 
credentials having unfettered access to critical data.  Incorporating comprehensive threat intelligence into your overall security 
arsenal is paramount. And in order to take that threat intelligence beyond just a useless data feed, it must be able to deliver a 
combination of verified data, suspicious threats, actor profiles and detailed information on the latest breaches in real-time. Truly 
beneficial threat intelligence comes down to its ability to safeguard your network and prevent data loss. If it does not increase 
your awareness of vulnerable assets, malicious activity, employee credentials, and pre-emptive threat actor communication, 
you cannot effectively enhance your security posture, mitigate risk or prevent attacks.Intelligence is More than a Feed or 
PlatformCyber threats are not going away; in fact they are growing and becoming more sophisticated and targeted. The need for 
threat intelligence to cut through the clutter and give organizations actionable intelligence that is pertinent to their unique threat 
landscape is crucial now more than ever. Unfortunately, that means lots of vendors are starting to surface claiming they offer 
the right solution, when in fact they offer only a small piece of the complete threat intelligence pie. That pie must include a focal 
point for both external and internal threats. A successful holistic approach to threat intelligence cannot be achieved if either 
one is not properly represented. So while the acquisition of threat intelligence companies by hardware vendors seems like a 
promising approach, this onslaught of mergers and acquisitions has caused a watering down effect, rather than a strengthening 
of offerings. When companies try to do everything they become a “Jack of all trades and a master of none.” 

Companies can’t afford to cross their fingers and hope that the threat intelligence they are being provided addresses their risks. 
Furthermore, they shouldn’t have to feel that once they get their threat intelligence they are on their own to make sense of it. 
Attacks are becoming more sophisticated everyday and the ability of in-house security personal to stay abreast of all the latest 
threats while still performing their regular duties, is a lot to ask. Effective solutions that truly deliver on the promise of threat 
intelligence don’t stop at just providing the intelligence, they offer access to analysts and/or specialized investigative services. 
There is no “Silver Bullet” security solution that will address every need. To be effective you must employ dedicated services for 
each of your security risks. So when it comes time to evaluate your threat intelligence provider, make sure they are offering you 
a comprehensive solution that can be customized to your unique business risks and includes services beyond just a simple 
aggregated data feed. 
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