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The curious case of 

security analytics
 
A recent survey of security professionals shows that many are confident in their ability to find unknown problems, 
but less sure about fixing known issues. Additionally, essential security analytics seem to be missing from the 
equation. This topsy-turvy result is baffling some experts, reports Jesse Staniforth.

We are only in the early days of 2016, but the 
subject of polls is already on everybody’s 
lips. The US presidential primaries are fast 

approaching, and on both sides of the political 
world, pundits, hobbyists, and regular citizens alike 
are staring at the numbers and trying to decipher 
the knowns and unknowns of politics.

Security isn’t anywhere near as divisive a topic as 
politics but its knowns and unknowns can be just 
as vexing. IT security professionals might disagree 
about the minutia, but the major points are almost 
all held to be generally true: Build a strong founda-
tion on the stable basics of software patching and 
security hygiene, implement security information 

and event management (SIEM) technologies, bolster 
defenses with big data analytics, and then set up a 
strong disaster recovery program. None of this is 
easy or inexpensive, but it is the ideal for how to cre-
ate a safe and secure environment.

It is rare for survey numbers to shake up the 
infosec world the way they do with politics, but this 
one on security analytics might well make some 
security pros do a double-take. These aren’t political 
numbers, but the results of a detailed survey of 268 
SC Magazine readers, conducted by market research 
firm C.A. Walker and sponsored by Hewlett Pack-
ard Enterprise (HPE). The results were somewhat 
— weird.
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Upside down logic
The first figure that jumped out of the survey was 
actually a pair of responses. Survey respondents 
were asked in back-to-back questions to rate their 
confidence level (high/medium/low) in handling 
both known attacks (such as known malware) and 
unknown attacks (such as zero-day exploits). In 
handling known attacks, those taking the survey 
expressed a surprising lack of confidence: scarcely 

more than a third (35 percent) of respondents rated 
their confidence as high, 9 percent rated their con-
fidence as low, and more than half (54 percent) said 
their confidence was at a medium level.

However, in the realm of handling unknown at-
tacks, respondents showed a puzzlingly constant lev-
el of confidence: almost half (49 percent) rated their 
confidence as medium — just 5 points below the 
confidence level of known attacks — although only 8 
percent rated their confidence as high. Together, this 
accounts for more than half of all respondents. An-
other 38 percent gave the answer of low, while 5 per-
cent simply did not know the answer. Back to back, 
the measures of confidence paint an odd picture.

Kerry Matre, senior product marketing manager 
for HPE Security Products, is taken aback by the 
pairing. She expected a far higher degree of con-
fidence in handling known attacks, and seeing a 
majority rating their confidence as only medium has 
left her stunned.

“We know these attacks are coming!” she says. 
“There are intrusion detection signatures we can put 
out there. There are things we can tweak in envi-
ronments to block against those things—we know 
how to address those threats. The fact that so many 
people were unconfident with that is scary to me.”

Matre, who speaks often with CISOs, says that 
a recurrent subject of discussion is the difficulty in 
covering the basics of hygiene and keeping up with 
patching systems, which in security terms, she says, 
“is very ground floor, like saying, ‘Lock your doors.’”

However, if people know they’re not patching, she 
continues, that might explain the lack of confidence. 
That’s what Jesse Emerson, director of Security 
Intelligence and Operations Consulting at HP Enter-
prise Security, makes of the results.

“We know about a whole variety of threats,” 
Emerson says, “from the fairly simple and easy to 
mitigate and recover from to ones we know about 
that can be disastrous. Perhaps the respondents were 
giving a perspective that acknowledges that the se-
verity of even attacks we know about can be so high 
that responding to and recovering from them is not 
an easy task. That’s the way I read into that answer: 
just because you know what’s coming doesn’t mean 
it’s not going to be very difficult to handle.”

What is your confidence level that you  
can handle known attacks?

MEDIUM                     

54%

HIGH                     

35%

LOW                     

9%
UNKNOWN 1%

What is your confidence level that you can 
handle unknown attacks?

HIGH                     
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MEDIUM                     

49%

LOW                     

9%

UNKNOWN 
5%

http://www.HPE.com


Marc Blackmer, found-
er of the cybersecurity 
educational community 
1nterrupt, began with an 
optimistic interpretation 
of the lack of confidence. 
Though the number is 
startling, Blackmer says 
it might finally mean that 
people have taken their 
heads out of the sand 
about how safe they actu-
ally are.

“So much of defense 
and security is — you 
really don’t know,” says 
Blackmer, “but just because you can’t see something 
doesn’t mean it’s not there. You know that cliché 
about the two kinds of companies, those that know 
they’ve been compromised and those that don’t yet 
know? In some ways I hope [this lack of confidence] 
reflects realism setting in. I get nervous when I see 
people very confidently saying, ‘We got this.’”

However, Blackmer’s optimism turns around 
when he considers the number of respondents saying 
they have a medium level of confidence in handling 
unknown attacks.

“When I saw the stat about medium confidence 
in unknown attacks,” he says. “I figured, ‘No, there 
isn’t [any optimism in it].’ I just can’t explain how 
you’d feel you could be fighting known attacks, but 
the unknowns, you’re doing alright with those ones. 
I don’t know how someone has that logic.”

To Matre, the medium confidence in handling 
unknown attacks is an unpleasant surprise, one that 
indicates a false sense of security. She points out that 
in the latest report on HPE’s maturity assessments of 
companies and organizations around the world, only 
15 percent of organizations are mature enough to 
meet minimum business security requirements.

“Those minimums are what you need to find 
those known attacks,” she says. “If only 15 percent 
of organizations are able to find known attacks 
regularly and consistently, then to see that 50 per-
cent thought that they could find unknown attacks, 
I can’t even explain it.”

Reaching for some kind 
of comfort, Emerson 
reasons that incident-
response processes for 
zero-day attacks are fun-
damentally the same as 
those for known attacks.

“Arguably, once you’re 
told about it or you dis-
cover it, then you know 
and you fall into that 
relatively established pro-
cedure. Even companies 
that don’t have formal 
incident-response plans 
and dedicated CERT 

(Computer Emergency Readiness Team) teams, they 
still have to deal with viruses and malware—every-
thing from nuisance to more significant things—on 
an almost daily basis. They have the understanding 
of how to deal with those kinds of events, and I’m 
guessing that’s coloured the response somewhat.”

No SIEM? No analytics?
The second set of numbers that dropped analysts’ 
jaws was the number of processes not in use.
Responding to the question, ‘What type of big data 
security analytics solutions are you using?’ a stun-
ning 42 percent of those surveyed answered ‘None.’

Blackmer was gobsmacked by the number. “It 
blew me away,” he says. “How scary is that, 42 
percent of people using nothing at all? I wonder how 
many people are just throwing their hands in the 
air, and hoping they can sit somewhere quietly and 
hope nobody finds them.”

He recently quizzed his friends and associates 
over Facebook about whether they’ve shopped at 
a breached company within a year of the attack, 
and an overwhelming majority said they had. The 
attacks, most people seem to say, are inevitable. 
But that’s just shoppers, risking only their personal 
financial information.

Compounding the shock, Blackmer says, was the 
fact that the number of organizations not using 
analytics was roughly standard across all sizes of 
company except the very largest. Among larger 
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companies the numbers were somewhat lower, 
at 27 percent for companies of more than 5,000 
employees; and lowest, at 22 percent, for companies 
worth more than $1 billion. Nonetheless, the fact 
that 22 percent of the biggest revenue earners are 
not using analytics remains a surprise.

“It’s one thing if you’re an individual to throw 
you hands up and say, ‘Screw it, we’re hosed,’” 
says Blackmer. “But it’s another thing if you’re 
an organization doing that. Are people so 
overwhelmed? We see it in the paper all the time 
that companies are constantly being compromised 
and I wonder how much of this is just exhaustion.”

For Matre, however, the more shocking answer 
to the same question was that only 34 percent of 
respondents were using SIEM.

“When I think of SIEM,” she says, “I think of the 
ability to turn the lights on and see what’s actually 
going on in your network. If you don’t have the 
ability to turn the lights on, how would you have 
any confidence at all? Or maybe that encourages the 
belief that everything’s fine—because you can’t see 
it? The fact that only one in three is using  SIEM is 
surprising.”

As with analytics, the number of SIEM users in-
creases slightly for companies over 5,000 people 
(46 percent) and those earning more than $1 billion 
(52 percent). Yet it’s small 
comfort to recognize that 
48 percent of the multi-
billion-dollar corporations 
surveyed are not relying on 
a technology that Matre 
sees as a security necessity. 
Additionally, 19 percent 
of respondents overall 
did not use threat intel-
ligence, though with again 
smaller numbers in more 
than-5,000-person compa-
nies (13 percent) and more 
than-$1 billion companies 
(9 percent). Meanwhile, 
22 percent overall had no 
current user-monitoring 
technologies in place.

Matre’s response to the 42 percent not using 
analytics was more measured: the number seemed 
realistic to her.

“Everybody wants to move to big data analytics,” 
she says. “That’s the new, shiny thing in the indus-
try. But we see so many people that are not ready 
for it that the number doesn’t surprise me. Tradi-
tional SIEM is more for finding known attacks. 
Big data analytics–related tools and hunt teams are 
more geared toward finding unknown attacks. If 
this many people are not using those technologies, 
I struggle to understand why they feel confident at 
all.”

Emerson, too, connects these numbers with the 
odd responses about confidence in handling attacks, 
saying that the absence of SIEM might encourage 
“an ignorance-is-bliss perspective.” He notes that 
studies such as The Cost of Cybercrime show that 
investments in SIEM technologies are one of the 
most effective ways to detect threats and identify 
attackers and actors.

“Companies that aren’t utilizing that type of 
technology may be literally operating without the 
knowledge that there are things in their environ-
ments that are threats,” Emerson says, “which 
would obviously give you overconfidence.”

However, Blackmer sees the same bad situation, 
only in reverse. 

“I’ve got SIEM in my 
blood, and when I saw that 
number first, I thought, 
‘Well, that stinks,’” he 
says. “But compared to 42 
percent not using analytics 
at all, criticising 66 percent 
for not having SIEM is like 
saying ‘You’re not running 
fast enough!’ to someone 
who doesn’t know how 
to walk yet. How can 
they not have the founda-
tional stuff in place? I’m 
a big proponent of SIEM 
and I just don’t see how 
anybody can live without 
the correlation. There’s so 
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much data. But when you 
see almost half the people 
polled aren’t even looking 
at that data, it’s astonish-
ing—horrifying.”

The people problem
The least surprising 
responses to the survey 
were those dealing with 
the widely-discussed hir-
ing crisis. Asked to rank 
security priorities in order 
of importance, more than 
60 percent of respon-
dents across all company 
sizes and revenues slotted 
“Build and Retain Security 
Talent” in first or second 
place (with the high-water 
mark of 76 percent in 
companies earning greater 
than $1 billion). In a question asking respondents to 
name the most pressing security challenges, “Peo-
ple” came first at 39 percent, ahead of “Process” (21 
percent), “Integration” (21 percent), and “Technol-
ogy” (19 percent). These numbers, at least, did not 
come as a shock to anyone.

Emerson says, “The people shortage for every-
body, whether you’re an analyst feeling overwhelmed 
because you don’t have enough people sitting around 
you to share the work with you, or you’re an execu-
tive that has open requisitions sitting there that you 
can’t fill with qualified people, I think they’re prob-
ably feeling the same pain in different ways.”

Everyone in the world of security, Emerson rea-
sons, is trying to run the same kind of business at 
the same time, and even being able to pay for talent 
doesn’t necessarily mean a company can retain 
people and train them properly for their specific 
environments.

However, notes Matre, every organization has at 
least some people.

“They just don’t have as many as they need,” she 
says. “It’s not that they don’t have anybody with 
smarts looking at their network: it’s more that 

they don’t have enough 
to handle the volume of 
events and the threats that 
are coming at them.”

An answer in automation 
As Matre sees it, the 
present-tense answer to the 
staffing shortage lies not 
in hoping to recruit more 
people who don’t yet exist, 
but doing the work more 
efficiently through the ap-
plication of automation.

“Security operations cen-
ters are set up to do two 
things,” she says, “finding 
the bad guys, and being 
able to afford it. The lack 
of skilled people speaks to 
not being able to afford it. 
But then you’re not going 

to be able to find the bad guys if you can’t deploy 
those resources and use those tools effectively.”

However, automating as much as you can offers 
some relief of the staffing vacuum. The more ex-
pensive resources can be driven toward inexpensive 
resources, the less time it will usually take to find 
and resolve an attack.

“You’re going to have a very hard time finding 
the bad guys if you don’t have the people in place to 
use the tools to find them,” she says. “But the more 
you put in orchestration and workflows, if things 
are streamlined, that may reduce the need—you 
may need three people instead of five people. That’s 
one way to combat the staffing shortage. But if you 
carry on as is, there’s no way to accomplish finding 
the bad guys if you don’t have the people to do it.”

She also notes that a lack of automation may lead 
into the greater than expected number of survey 
respondents who were uneasy about handling 
known attacks.

“You don’t have enough people, so you’re doing 
things ad-hoc,” she imagines. “Your confidence in 
finding the bad guy on Monday and the bad guy on 
Tuesday would not be high, because you don’t have 
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a repeatable way of finding things. If you were to 
employ automation tools, orchestration and work-
flow processes, then you’d have something repeat-
able, and I believe that would raise your confidence 
in being able to find those known attacks.”

This is a position shared by Emerson, who says 
that responding to an attack in most environments 
demands manpower, so limited human resources 
capacity might lead respondents to understand that  
even in the event of a known attack, their small 
staffs can’t be confident enough in responding.

For that reason, Emerson also sees automation as 
an answer to this specific problem.

“SIEM [is] one example,” he says, “where you 
can significantly shorten the amount of time and 
effort that it takes to detect and link and get a more 

comprehensive view of an attack or a threat. The 
next evolution of that is increasing the automa-
tion around it, to where you have more automated 
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investigation capabilities, automated containment or 
remediation activities as well, which the more mature 
organizations are implementing.” 

The nice thing about known threats, Emerson says, 
is that they’re usually easy enough to detect, and 
once you’ve plugged the logic to detect and identify 
a threat into automated systems like SIEM, you can 
script the response to the attack.

Spending smart
Matre notes mournfully that organizations have 
plenty of money to spend on security, and they spend 
lavishly on technology. However, once the price is 
raised by 5 percent, 10 percent, or 20 percent to ac-
count for human resources to operate the technology, 
that’s the budget that ends up getting cut.

“You see someone spend $1 million on technolo-
gy,” she says, “but not staff up or get the professional 
services to set it up so they can use it efficiently. Then 
it’s a sunken cost: they’re not figuring out how to 
use their tools. There is a huge reluctance to spend 
money on people; they want technology to solve their 
problems. I don’t think these are decisions made at a 
CISO level. I think it’s more business driven. Busi-
nesses often don’t understand why we need to buy 
people to run technology.”

In the end, all agree that there needs to be a re-
newed focus on the basics, beginning with the 
ground-floor of security hygiene and software patch-
ing. Matre and Blackmer both note the tendency of 
companies to invest in whatever is newest and most 
exciting—which inevitably demands more resources 
to manage, particularly in less mature environments.

“There’s a drive to invest in new and shiny,” Matre 
says, “while not invest in boring patching that needs 
to happen and boring people to run it. That’s just not 
as exciting.”

As a sector, she says, we’re constantly advancing, 
but that doesn’t mean we’re trimming down our list 
of obligations. Rather, she says, our to-do lists are 
increasing.

“We still have to do the basics, and deploy these 
new tools,” she says, “and that’s okay! If we look at 
our adversaries, they’re becoming more sophisticat-
ed. They’re both still using techniques they used ten 
or fifteen years ago—we still have to prevent against 
those—but then they’re coming up with new attacks, 
so we have to innovate to protect against those as 
well. We have to do it all— we can’t just lob off what 
we were doing ten years ago, it still applies, just like 
you still have to fill your car with gas no matter how 
new it is.” n
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