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Adjusting to Mobile as the New Normal 
We work at home. We take conference calls in the backseat of a taxi. We even tap 

out emails from 30,000 feet. Mobility is radically redefining the way we work, 

because it’s redefining where and when we can work. It’s why Keith Perske, 

executive managing director of workplace innovation for Collier’s, thinks it’s time 

to adopt a new description of the workplace: “Today’s workplace is an integrated 

set of locations, technology, programs and work practices that connect people 

and enable employees to contribute and be productive. That’s the new workplace 

definition.” 1 

 

And with the emergence of this modern workplace, users are expecting a mobile 

experience that’s simple, convenient, and a boon to their productivity. In order to 

deliver on these expectations, IT organizations are making business mobility a 

priority in their investment decisions. Which is why we’ve identified five potent 

mobility trends that warrant attention and also present opportunities to transform 

the enterprise:

•  Transition from mobile device management (MDM) to enterprise mobility 

management (EMM)

•  Elevated concerns for corporate security and end-user privacy

•  Rise in deployment of mission-critical applications to serve mobile users

•  Increasing use of analytics tools to enhance productivity and performance

•  Evolution of mobile cloud platforms to accelerate application development/

innovation

Shifting from Traditional MDM to EMM
With the initial surge in the popularity of personal mobile devices, IT organizations 

were confronted with the challenge of managing the bring-your-own-device 

(BYOD) phenomenon. Employees were eager to bring the convenience of their 

smartphones and tablets, for tasks such as email and browsing, with them to 

work. Understandably, IT reacted with a focus on security and adopted mobile 

device management (MDM) technology with the goal of keeping unapproved 

devices from accessing the corporate network. 

 

As mobile technology has progressed with an expanding portfolio of devices to 

become even more influential, BYOD has evolved to become a clear benefit for 

worker productivity. Consequently, IT is pursuing the opportunity to turn mobile 

devices into a vehicle for innovation and strategic value. Now, rather than focus 

on managing devices with traditional MDM—password-lock-wipe—IT is shifting to 

a mobility architecture that allows it to centrally manage the information on those 

devices, including applications and data. This approach—enterprise mobility 

management (EMM)—unifies the management of endpoints and fosters greater 

mobility. With EMM, IT can apply polices at the information level and integrate 

mobile devices—whether personal or corporate-owned—into a management 

framework that includes security, identity, application, and content management. 

 

Additionally, MDM is not sufficient for the growing complexity in enterprise IT 

environments. With the integration of entire workforces—for example, the 

convergence of sales, HR, and finance systems—IT needs the flexibility to respond. 

With EMM, IT can take advantage of capabilities such as mobile application 

management (MAM), data privacy features, and integration with existing back-

end systems.
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1 Phoenix Business Journal, “Mobility ain’t what it used to be: Tech changing the modern 
workplace,” October 23, 2015.

http://www.bizjournals.com/phoenix/blog/techflash/2015/10/mobility-aint-what-it-used-to-be-tech-changing-the.html
http://www.bizjournals.com/phoenix/blog/techflash/2015/10/mobility-aint-what-it-used-to-be-tech-changing-the.html
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WHAT IS AN 
ENTERPRISE 
APP STORE?  
Enterprise app stores are 
secure web portals or 
applications that house 
authorized business or 
productivity applications. 
Approved end users can 
use the app store to 
directly access and 
download apps. 

In addition to meeting 
basic data loss prevention 
(DLP) requirements, 
enterprise apps stores 
include benefits such as 
simplified deployment with 
customized experience for 
each user, the ability to 
better distribute licenses, 
track versions, and take 
advantage of volume 
purchase programs; and 
extending the enterprise 
beyond employees to 
contractors, suppliers, and 
customers. 

Increasing Concerns for 
Security and Privacy
The march of mobile technology means an ever-increasing 

expectation for flexible working options from employees who 

want access to information on any device, anywhere, at any 

time. And with the proliferation of more endpoints comes the 

corresponding risk that devices with corporate information 

will be lost or stolen, or that users can unwittingly install 

malicious applications on corporate-owned devices. At the 

same time, hackers are arming themselves with increasingly 

sophisticated technology to mount cyberattacks that can 

infiltrate your network. 

 

In this setting, corporate information is more vulnerable to 

threats, and IT organizations need a management solution 

that protects devices and mitigates business risk. With EMM, 

IT is enabled with tools to ensure corporate data is protected 

with end-to-end security that extends to users, devices, 

applications, content, data, email, and networks. At the user 

and device level, IT admins can enhance security with 

multi-factor authentication and single sign-on (SSO). At the 

application level, they can restrict native apps and configure 

app white lists and blacklists. You can further bolster security 

by taking measures such as containerizing corporate content, 

providing a secure, sandboxed email client with a native user 

experience, and strengthening enterprise networks with 

per-app VPN. To help IT keep on top of everything and solve 

problems before they arise, automated compliance engines 

are available to continuously monitor devices and perform 

escalating actions to prevent non-compliance. 

 

As organizations embrace EMM to manage their mobile 

environment, employee privacy takes on greater importance 

for IT decision makers. With more employees using personal 

devices for work, they are raising concerns over the 

capability of IT management policies to track their online 

activity. An EMM solution such as AirWatch® by VMware® 

includes privacy controls that separate personal information 

from corporate information, providing transparency, access, 

and choice to end users, and functional feature sets for IT 

administrators. The result is a balance between security and 

privacy that also reinforces trust among employees.

Deploying Mission-Critical 
Business Apps
With the growth of mobile devices, mobile apps are fast 

becoming the preferred method for employees to interact 

with critical business information, as well as for customers to 

engage with brands. Worldwide, downloads of mobile apps 

are expected to reach nearly 270 billion in 2017,2 and industry 

observers expect the use of apps to soon exceed the use of 

Internet domain names. Additionally, leading app stores are 

seeing a spike in demand for business apps. Apple’s App 

Store, for instance, reported a 210 percent increase in 

downloads of iOS apps for business between 2013 and 2014, 

and the iOS App Store released 128,000 new business apps 

in 2014.3 

 

The rising tide of mobile apps means IT organizations must 

transition from a perspective that mobility is supporting the 

business to one of mobility transforming the business. And 

that means moving fast to accommodate users with 

Windows, web, and SaaS applications for their mobile 

devices. 

 

First, it’s essential to identify the range of mobile use cases 

across the enterprise, making it possible for users to access 

the same data from any device, at any time, and from any 

place. Next, you want a means to make apps available to 

users in a secure and controlled manner. For that reason, IT 

administrators are implementing enterprise app stores to 

secure, distribute, and manage mobile apps. In fact, 50 

percent of companies surveyed are planning to develop apps 

that will be distributed through a private app store.4 An EMM 

solution such as AirWatch gives you the tools to manage 

internal, public, and purchased apps throughout the entire 

lifecycle across all devices. AirWatch allows you to develop 

apps using a broad ecosystem of independent software 

vendors (ISVs) and partners, to secure apps with device-level 

or application-level policies, to ensure the right apps get 

delivered to the right people with granular app distribution, 

and to manage apps easily with the ability to track app data 

and view trends.

2 Statista, “Number of mobile app downloads worldwide form 2009 to 2017 
(in millions),” 2015. 

3 CIO, “Leading Apps Stores See Dramatic Increase in Business Apps,” 
January, 2015.

http://www.statista.com/statistics/266488/forecast-of-mobile-app-downloads/
http://www.statista.com/statistics/266488/forecast-of-mobile-app-downloads/
http://www.cio.com/article/2868067/mobile-apps/leading-app-stores-see-dramatic-increase-in-business-apps.html
http://www.cio.com/article/2868067/mobile-apps/leading-app-stores-see-dramatic-increase-in-business-apps.html


Using Analytics Tools for 
Supporting the Workforce
Understanding the needs of a mobile workforce and 

improving user experiences starts with measuring how that 

workforce is accessing and using content. Consequently, 

business analytics that provide actionable insights have 

become instrumental to the success of enterprise 

applications.  

 

Mobile is the modern force that ties IT together, changing 

the way business collects data, but also how users consume 

data. In the mobile-cloud future, users expect an experience 

that traverses multiple devices and screens. As a result, when 

considering a big data solution, it’s vital to recognize the 

convergence of devices, network, and cloud.5 

 

With the right EMM solution, IT departments can view 

deployment and usage within the enterprise and capture the 

insights that make it possible to improve applications and 

drive workforce productivity. Furthermore, IDC asserts that 

leveraging big data and analytics to track business 

operations—as well as customer activities—“will provide 

competitive differentiation to companies across industries.”6

Moving to Mobile 
Cloud Innovation 
Business mobility is blurring the lines between mobile 

devices and desktops, triggering a need for IT platforms that 

support new processes and serve the increasingly mobile 

workforce and customer base. It’s the impetus behind the 

emergence of mobile cloud platforms such as infrastructure 

as a service (IaaS) and platform as a service (PaaS). And 

these platforms are generating game-changing benefits, 

such as drag-and-drop creation interfaces, multi-platform 

support, plug-ins to support major platforms, and 

accelerated development and deployment cycles. 

 

Mobile and operating systems are recognizing this shift in 

mobility strategy, enabling employees to work on any device 

at any location, and revealing APIs that allow for laptops to 

be managed like smartphones. This is reflected in the latest 

release of Windows 10, a mobile-first, cloud-managed 

operating system. An EMM solution with robust device 

management capabilities and strong vision for unified 

endpoint management (UEM) will prove to be very 

important. 

 

Consequently, this transition from client-server to cloud-

client architecture is driving innovation and forcing IT to 

adapt its management approach. In the face of the 

previously mentioned challenges for security and privacy as 

well as the rising demand for enterprise applications—which 

have become easier to create—EMM is gaining traction. A 

comprehensive EMM solution from AirWatch by VMware 

provides the broad reach needed to manage endpoints 

beyond smartphones and tablets. 
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10 REASONS TO 
CHOOSE AIRWATCH 
BY VMWARE

1. Unique vision for mobility 
management, including a 
future-proof mobility 
platform

2. Broad customer base and 
recognition by analysts as an 
industry leader

3. Global network of 
technology experts and 
customers in 150 countries

4. Unified endpoint 
management across 
all platforms

5. Support for a large 
ecosystem of business 
apps, including suite of 
productivity apps

6. A management framework 
for BYOD, including 
customizable privacy polices

7.  End-to-end security from 
the data center to devices 

8. Powerful automation tools 
to monitor devices and 
enforce compliance

9. A platform that scales to 
support new processes as a 
business grows

10. Integrated technology 
ecosystem and extensible 
API framework

Read More

4 InfoWorld, “Enterprise-specific mobile apps, enterprise app stores on the rise,” October 2013.

5 AirWatch Blog, “Building the mobile-cloud future: EMC and VMware execs speak at MWC,”    
February 2014.

6 IDC, “New IDC Forecast Sees Worldwide Big Data Technology and Services Market Growing           
to $48.6 Billion in 2019, Driven by Wide Adoption Across Industries;” November 9, 2015.

http://www.vmwaredemandcenter.com/sw/swchannel/CustomerCenter/documents/11780/29380/VMware_AirWatch_-_Tech_Tips__(English).pdf
http://www.infoworld.com/article/2612382/mobile-apps/enterprise-specific-mobile-apps--enterprise-app-stores-on-the-rise.html
http://blogs.air-watch.com/2014/02/building-mobile-cloud-future-emc-vmware-execs-speak-mwc/#.Vnidk5MrKb8
http://blogs.air-watch.com/2014/02/building-mobile-cloud-future-emc-vmware-execs-speak-mwc/#.Vnidk5MrKb8
http://www.idc.com/getdoc.jsp?containerId=prUS40560115
http://www.idc.com/getdoc.jsp?containerId=prUS40560115
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Leading Change in the 
Modern Workplace
Advances in business mobility are raising expectations in the 

workforce, and businesses are compelled to respond with the 

tools for the modern workplace, empowering their people to 

be more productive, anytime and anywhere. The modern 

workplace redefines workforce enablement policies—“with an 

eye toward managing devices, applications, data, and 

people—for the empowered era.”7 And AirWatch by VMware is 

helping to lead this change, providing a comprehensive EMM 

solution that helps address these trends and realize the full 

potential of business mobility. 

•  Comprehensive solution. Deliver any app to any device for 

every use case, including corporate-owned, LOB, and BYO. 

Get unified management of endpoints and seamless 

integration across enterprise systems and across 

geographies, all supported within a single console. 

•  Security and privacy. Enable secure access to corporate 

resources with connections secured through user 

authentication and backend app tunneling that are invisible 

to the end user. Reinforce trust by ensuring employee 

privacy through complete separation of work and personal 

data, and adopt various device ownership models and 

policies to support BYOD.

 
 
•  Real-time insights. Utilize data analytics to your advantage 

with unique customizable dashboards for auditing as well as 

viewing deployment and usage information. Over 80 

preconfigured reports are available for export on a defined 

schedule or on demand. 

•  Enabling the next generation of apps. Leverage broad app 

and partner ecosystem that you can integrate with 

AirWatch, or build your own custom mobile critical apps 

with enterprise application tools. 

With EMM solutions from AirWatch, you can manage all 
devices, regardless of type, platform, or ownership, from one 
central console. To learn more, explore the free 30-day trial, 
or visit the AirWatch Web site.
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Join Us Online

 

 
Blog: http://blogs.air-watch.
com/category/mobile-trends/#.
VlKtHN-rR0s

Twitter: @AirWatch

Facebook: https://www.
facebook.com/airwatch/ 

7 Forrester, “Redefine Your Workforce Enablement Policy to Empower Employees;” Kane, 
Christian; Christopher Voce and Michelle Mai; April, 2015. 

http://www.air-watch.com/lp/free-trial/
http://www.air-watch.com/solutions/
http://blogs.air-watch.com/category/mobile-trends/#.VlKtHN-rR0s
http://blogs.air-watch.com/category/mobile-trends/#.VlKtHN-rR0s
http://blogs.air-watch.com/category/mobile-trends/#.VlKtHN-rR0s
https://twitter.com/airwatch
https://www.facebook.com/airwatch/
https://www.facebook.com/airwatch/
http://blogs.air-watch.com/category/mobile-trends/#.VlKtHN-rR0s
https://www.facebook.com/airwatch/
https://twitter.com/airwatch
https://www.forrester.com/Redefine+Your+Workforce+Enablement+Policy+To+Empower+Employees/fulltext/-/E-res61612
https://www.forrester.com/Redefine+Your+Workforce+Enablement+Policy+To+Empower+Employees/fulltext/-/E-res61612

