
Whitelisting
An Essential Component 
in Endpoint Security 

For IT security professionals, malware threats are the stuff of nightmares. 
More than a quarter of respondents to a new survey from IDG Research 
report experiencing a “severe” impact from a virus and/or worm.

And the definition of severe is enough to keep anyone awake at night. 
Take the infamous “Carbana” attack, for example: according to a recent 

NY Times report, “since late 2013, an unknown group of hackers has 
reportedly stolen $300 million — possibly as much as triple that amount — 

from banks across the world, using a malware program called Carbana.”

With increasingly sophisticated hacks like this growing in 
number, the search for ever-stronger protection against 
endpoint security threats has taken on new significance. 
Proponents of application control (ie., whitelisting) say it 
offers the strongest approach to protection. 

There’s No One Answer to Securing the Enterprise 
In their effort to secure the enterprise, most companies deploy at least 2 layers of security… 

80%
of companies deploy 
2+ layers of security

62%
of companies deploy 
3+ layers of security

…and rely on multiple hardware & software security solutions running concurrently. 
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The Number and Types of Threats 
Continue to Expand — and the Impact is Very Real 
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Whitelisting vs. Blacklisting: How Does it Work?

To understand how whitelisting works, imagine protecting 
your home. Using a whitelist, you create a list of who’s 
allowed in, from friends, family, and neighbors to company 
representatives like your plumber or the cable guy. 

In the blacklisting model, you’d need to make a 
list of every trespasser or criminal you want to 
stop at the door. Remember—new criminals 
are “born” every day—and you have to keep 
track of who they are!

IT Security Leaders See the Advantage 
of Whitelisting — Even If a Good File Gets Blocked Occasionally

Respondents would consider a whitelist security solution: 
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Respondents would consider a whitelisting 
security solution even if it means an 
occasional “false positive”:
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Assessing the Effectiveness of Security Solutions
When it comes to selecting a security solution, one of the biggest questions is, “How do 
I know it works?” In order to assess effectiveness, respondents rely on a variety of tools.
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Among the most widely followed third-party testing reports, Virus Bulletin 
sits at the top, say survey respondents. 

Among 21 different solutions’ ability 
to detect millions of malicious files, 
Tech Sentry’s whitelisting technology 
scored a cumulative average of 
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In the Virus Bulletin’s most recent 
RAP (Reactive and Proactive) test 
score: Tech Sentry’s whitelisting 
approach scored highest. 

For more information visit 
www.techsentry.com 

or email info@techsentry.com

In a world where cyber attacks are growing in frequency and 
severity, the market is ripe for a whitelist solution that only 

allows trusted applications to run.


