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The Fragmentation Challenge: 
Improving Enterprise Application 
Performance in a SaaS World 
 
Executive Summary 

Cloud adoption is well underway and the need for agility is driving enterprises to leverage the public 
cloud for software-as-a-service (SaaS) deployments and move mission-critical applications to the cloud. 
However, many enterprises are finding their application performance is lagging in the cloud.  
 
The increasing adoption of SaaS is driving fragmentation of the enterprise software stack - from the 
applications and data to the physical locations and platforms from which applications are served. 
Modern applications are no longer a single executable running in one place, but a mix of on-premise, 
public cloud and hybrid applications and services that span in-house and cloud provider environments. 
 
In addition, device proliferation and the BYOD phenomenon are driving exponential fragmentation of 
the enterprise application delivery model. With the workforce no longer tethered to the PBX and 
enterprise LAN, users access cloud-based and on-premise enterprise applications from remote 
locations, over dozens of public and wireless networks, and from devices operating outside the 
enterprise IT perimeter. 
 
While enterprises are looking for the big agility gains the cloud can deliver, the complexity of 
interconnecting and ensuring the performance of such a highly fragmented application ecosystem can 
present significant challenges for IT organizations.  
 
While this is a new challenge for many global enterprises, it’s a problem that has already been solved in 
the global capital markets. The high-performance, low latency and ultra-secure frontier blazed by the 
capital markets now serves as a prototype for how networks and infrastructure are being architected to 
support today’s globally distributed enterprises.  
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The Disruption is Real:  
Enterprise Apps Are Moving to the Cloud 

Cloud computing is accelerating on a global scale, with enterprises leveraging the public cloud for 
SaaS deployments and moving mission critical applications to the cloud. Although running 
applications outside enterprise walls once raised serious concerns about security and 
compliance, Gartner reports these fears have largely proven unfounded and the unsuitability of 
the cloud for business critical services is "one of the Top 10 myths in the world of technology."1  

According to Gartner, enterprises have progressed beyond 
early SaaS use cases and experimentation with non-critical and 
low risk applications to projects that are mission-critical and 
production grade. “This is an affirmation that more businesses 
are comfortable with cloud deployments beyond the front 
office running sales force automation and email.”1   

The apps making the move to the cloud are even more 
indicative of how far companies have come, where they are 
now and where they’ll be in the future. Several years ago, 
companies refused to put many core applications in the cloud 
because of security, control and performance concerns. Today, 
many enterprises have a number of significant cloud-based 
apps including those running CRM, ERP, eProcurement and HR 
functions. 

Forrester surveys reveal that IT departments are increasing 
SaaS investments and expect to move even more applications 
to the cloud. SaaS leads enterprise cloud adoption and is being 
applied in all application categories including business process 
apps; collaboration solutions for messaging, email, and web 
conferencing; and for industry-specific process areas.2  

Organizations are adopting a cloud-first mentality, particularly 
when it comes to evaluating new software procurements. ACG 
Research reports that over the last decade, SaaS has become 
the “de-facto software delivery model for most sectors.” In 
some cases, SaaS applications are completely replacing 
traditional models of application deployment.3 

It’s clear that perceptions around cloud-based software 
deployments are changing and enterprise IT leaders cite agility 
as the reason - moving beyond viewing the cloud simply as a 
cost-saver and looking for the big agility gains the cloud can deliver - including resource 
utilization, responsiveness, collaboration and innovation.4  
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SaaS Dominates the Cloud 

SaaS is now widely recognized as a core component of the future IT landscape. According to the 
latest IDG Enterprise Cloud Computing Study, enterprises will spend 24% of their IT budgets on 
the cloud in 2015, with SaaS deployments accounting for nearly half of all cloud investments.5 
According to 451 Research, within two years 34% of enterprises will have 60% or more of their 
applications on a cloud platform.6 

SaaS enables IT teams to be more nimble and flexible. With cloud service providers responsible 
for ongoing development and support, IT teams can be more ‘hands off’ and focus on strategic 
initiatives. Rapid deployment and faster access to innovation are also important since SaaS 
vendors can roll out enhanced functionality more quickly. In general, SaaS models are viewed as 
offering faster delivery of services and data, increased application performance, and improved 
operational efficiencies.  

However, in addition to benefits, the rapid growth of SaaS can bring some significant challenges 
to IT organizations still encumbered with legacy systems, architecture and technologies. 
Mastering cloud interoperability and integration, while ensuring the performance of cloud-based 
and on-premise apps, is key to realizing the full potential of SaaS investments – and delivering on 
business agility. 

Performance Falling Short in the Cloud 

While the benefits of cloud-based enterprise apps are clear, many enterprises are finding their 
application performance is lagging in the cloud – particularly with SaaS solutions that rely heavily 
on public cloud infrastructure for service performance and the Internet as a primary access 
mechanism. 

And while IT may not be in control of the cloud app, ultimately, it is responsible for ensuring 
anytime, anywhere access for an increasingly mobile and remote workforce. Users are used to 
LAN-like speeds, but few cloud apps can deliver that without a foundational change by the 
enterprise.   

Over the years, IT organizations have developed expertise and performance standards for 
corporate networks, infrastructure and internal application delivery, but face a myriad of 
challenges when attempting to address performance issues presented by cloud apps – including 
connectivity and bandwidth challenges, inconsistent performance, and slow application response 
time.  

Many standard and traditional practices lack effectiveness in cloud scenarios. According to 
Gartner, enterprises moving to SaaS must adjust their network architecture to avoid degraded 
performance.7   
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With traditional enterprise architecture, accessing externally hosted applications often requires 
backhauling traffic to and from the public Internet over corporate networks and/or public cloud 
infrastructure. Backhauling traffic and relying on the best-effort nature of the public Internet, 
which is often plagued with latency, congestion, packet loss and jitter, can impact user experience 
and degrade SaaS performance. 

Similarly, legacy solutions that used to accelerate applications from enterprise data centers to 
branch offices rely on expensive MPLS and WAN optimization technologies designed for the pre-
cloud era, not to optimize access to transactional TCP- and HTTP-based interactive applications 
hosted outside of the enterprise. Furthermore, deploying private lines and WAN optimization 
appliances to every cloud datacenter and end user location is not feasible or affordable.   

Faced with the challenge of how to best adapt existing infrastructure to accommodate cloud-
based solutions and mobility, many enterprises are now investigating more strategic approaches 
and emerging technologies, such as SDN, network virtualization and next-generation cloud WANs, 
to get the most agility out of their cloud investments.   

It’s a Fragmented World 

It used to be that enterprise data center was a walled 
garden with an IBM main frame, Oracle database, SAP 
ERP system and a PBX. Enterprises would deploy 
applications within their IT environments as part of a 
software package, residing behind the enterprise 
firewall. Users were tethered to the enterprise network 
or data center, and all apps were controlled and 
delivered from within the enterprise.  

Now, IT departments are changing how they deploy software across the enterprise, no longer 
limited to enterprise-wide licenses for an integrated software suite from a single provider, 
deployed in-house and serving the majority of departments.   

SaaS services from Salesforce, SAP, Workday, Microsoft Office 365, NetSuite, Box and hundreds of 
others are replacing traditional on-premise solutions; and multiple SaaS vendors are providing 
business solutions for a single enterprise. As an example, Kaiser Permanente uses SalesForce for 
CRM, BMCRemedy for IT service management, and ScheduleAnywhere SaaS for employee 
scheduling.  

Vertical-specific SaaS applications are also taking hold with solutions from providers such as 
Veeva Systems for CRM in pharma and life sciences, Medidata for analytics and collaboration in 
healthcare clinical research, Textura for collaboration in the construction industry, Guidewire for 
insurance policy administration, and Fleetmatics for transportation service management. 



Improving Enterprise Application Performance  

	  
	  

5	  

With an increasing number of SaaS providers offering enhanced feature sets and specialized 
applications, IT and internal departments are also adopting best-of-breed point solutions within 
most software categories – further adding to the complexity of the enterprise cloud. Cisco, for 
example, recently reported that an internal audit of SaaS services showed over 300 SaaS apps 
were in use throughout the company. 

SaaS implementations are also becoming larger with deployments frequently appearing in the 
range of tens of thousands of users. Back in 2008, GE’s implementation of Aravo, a supplier 
lifecycle management solution, became the largest SaaS implementation of all time, with over 
100,000 GE procurement users able to access the same information on more than 500,000 global 
suppliers at anytime, anywhere in the world. And since that time, GE reports that 90% of the new 
apps it deploys go into a public cloud environment, either at the SaaS or IaaS level.8  

This growth and widespread adoption of SaaS is driving fragmentation of the enterprise software 
stack - from the applications and data to the physical locations and platforms from which 
applications are served. Modern applications are no longer a single executable running in one 
place but a mix of applications and services – some on-premise, some in the cloud, and some 
integrated as hybrid solutions that span in-house and cloud provider environments.  

Often, these beyond-the-firewall infrastructure and software services are sourced from a 
multitude of ‘as-a-service’ providers, running on various platforms, in any number of global 
locations in the cloud. 

In addition to the growing complexity of the software solution stack, device proliferation and the 
BYOD phenomenon are driving exponential fragmentation of the enterprise application delivery 
model, presenting new challenges for ensuring end user quality of experience (QoE) and 
application performance.  

The workforce is no longer tethered to the PBX and enterprise LAN. Users access cloud-based 
and on-premise enterprise applications from remote locations, over dozens of public and 
wireless networks; and many devices operate outside the enterprise IT perimeter. 

With users demanding consistent access to corporate resources, from any location, on any device 
- whether they’re hosted in the cloud, on-premise or in a hybrid scenario – traditional enterprise 
infrastructure and application delivery models must evolve to address the challenges presented 
by this highly fragmented world beyond enterprise walls. 

Solving the Fragmentation Challenge:  
(Speed + Proximity) - Complexity = High Performance 

While cloud services can be global in their availability, access locations can be far from end users 
and data sources – resulting in latency, congestion, and poor performance. Cloud apps are 
usually spread throughout multiple cloud data centers, which are likely to be geographically 
dispersed, far from most enterprise users, and far from the enterprise’s network edge. 



Improving Enterprise Application Performance  

	  
	  

6	  

v Complexity: There's a layer of complexity in knowing where and how to access 
cloud infrastructure platforms and SaaS solutions. Many IT teams may not be 
aware of where cloud apps their users rely on are hosted and how they’re 
being delivered outside enterprise walls. 

While larger SaaS services like Salesforce, Office 365 and Box are hosted in the 
providers’ own private data centers, many SaaS applications run via 
infrastructure-as-a-service (IaaS) providers, such as AWS, Microsoft Azure and 
Rackspace, operating their apps out of a single availability zone or data center. 

Although IaaS providers do offer SaaS providers the ability to set up other 
availability zones and data centers as access locations, it is still up to the app 
provider to provision routers and VPN tunnels in different regions so traffic can 
be backhauled to an egress point for the primary app instance. Often, 
enterprises are not aware of how application instances, access points and 
network paths have been set up to deliver SaaS apps to end users – which can 
ultimately impact application response time and user experience.  

v Proximity: Geographic proximity to SaaS apps and egress points is another key 
factor affecting application performance. In general, the closer cloud instances 
are to end users, the lower the network latency and the better the response 
time. The greater the distance between application instances and the end user, 
the more hops and interconnects over the network, and the more latency is 
introduced. In fact, Gartner estimates that reducing the distance between SaaS 
application servers and users can cut network latency by up to 50%.7 
 

v Speed: The network figures prominently in cloud and hybrid IT environments 
where data, applications, and users are distributed. Latency and bandwidth 
limitations can affect the performance and reliability of SaaS, IaaS and hybrid 
cloud solutions, resulting in poor user experience and unreliable data delivery.  

While enterprises have architected their wide-area networks, provisioning 
secure high-performance, point-to-point or MPLS connections across key 
enterprise locations, to ensure the performance of applications within the 
enterprise, this model is not feasible when leveraging external SaaS 
applications and public cloud services for a remote and mobile workforce.  

 
Thus, if performance lags with SaaS solutions, even with those from leading players like Office 
365 or Dropbox running over AWS, there’s a good chance it’s not Microsoft or Amazon, but a 
combination of factors at play - including the network (speed), the distance between end users 
and the enterprise’s instance in the Office 365 or AWS cloud (proximity) and access (complexity).
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From Wall Street to Main Street: 
Fragmentation Problem Solved 

While ensuring accelerated, high-performance application delivery 
in a highly fragmented IT environment represents a new challenge 
for many global enterprises, this is a problem that has been solved 
in the global capital markets. 

The deregulation of the U.S. financial markets over the past ten 
years drove the fragmentation of liquidity, changing the market 
structure of securities trading and resulting in the creation of a 
complex global electronic marketplace. 

Michael Lewis’ book Flash Boys went a long way to capture the technology and physical 
infrastructure underlying high-frequency trading and the U.S. equities market – how trading 
applications, equipment, colocation and connections were strategically architected and 
meticulously fine-tuned to send financial data and trading signals across stock exchanges and 
liquidity venues in a fraction of a blink of an eye. 

This technology underpinning the capital markets – “the boxes, the logic and the lines” – not only 
transformed the global financial marketplace, overcoming the fragmentation challenge, but was 
also a catalytic force in the evolution of global networks and the commercial data center 
ecosystem.  

With infrastructure distributed across hundreds of liquidity pools, located in different places, 
connected via high-speed fiber or microwave networks, trading firms are able to move large 
volumes of data and execution orders in very specific and consistent ways – at latencies that can 
be measured at the millisecond, and even nanosecond-level. It’s in the quest for speed and 
reliability that firms have mastered the optimization of their networks, data delivery and 
application performance across globally distributed platforms. 

The “black box” puzzle that eluded even the largest and most sophisticated Wall Street investors 
back in 2007, and ultimately transformed the last remaining physical trading floors into the 
accelerated electronic marketplaces of today, parallels the model now disrupting the traditional 
enterprise wide-area network. 

The high-performance, low latency and ultra-secure frontier blazed within the capital markets 
now serves as a prototype for how networks and infrastructure are being architected to support 
today’s globally distributed enterprises.  
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High-Performance Application Delivery for the Digital Enterprise 

As enterprises move toward increasingly interconnected and on-demand business models, it’s 
never been more important for IT organizations to embrace technology evolution to drive the 
next generation of agile, global business operations. For most CIOs, managing real-time 
application performance and cloud-based delivery models on a globally distributed scale has 
emerged as a leading challenge. 

Mirroring the evolution of technology within the global capital markets, many of today’s digital 
enterprises are transforming their network, infrastructure and application delivery models to 
create the foundation for high performance and agility – migrating to next-generation 
architectures that integrate network and cloud hubs into enterprise data centers and the WAN. 

Next-generation network architectures for distributed IT and the cloud are built on a high-
performance core anchored on commercial data centers. Gone are the days when the hub-and-
spoke architecture of carrier MPLS networks connected users in distributed branch locations back 
to centralized or regional enterprise-managed data centers.   

 

Today’s highly fragmented application ecosystem requires a footprint of geographically 
distributed hubs that enable a high-performance global mesh network, optimized for 
interconnecting legacy enterprise apps with distributed SaaS apps, data and users. Users must be 
able to ingress and egress the enterprise WAN at multiple points based on their mode of access 
and proximity to the applications they’re utilizing.  
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By integrating commercial data centers, operated by providers such as Equinix and Telx, as hubs 
into the enterprise WAN, enterprises can extend their core network closer to the network edge 
and deliver higher levels of performance, reliability and predictability across the WAN. This helps 
reduce network latency, increase bandwidth and improve application performance across the 
distributed enterprise. 

In addition, commercial or cloud data centers often serve as network access points or public 
peering locations, close to the core of the Internet and a broad range of network, cloud and IT 
service providers. Moving closer to the Internet core enables more simplified, reliable and direct 
access to public SaaS, IaaS and other cloud-based services. With facilities often close, in terms of 
latency, to a large number of users and businesses connecting to the Internet, enterprises 
achieve more reliable access, better end user experience, and simplified service delivery to a 
broader user base. 

This transformative network and application delivery model leverages the same high-
performance distributed, global infrastructure and vibrant data center ecosystem used to solve 
fragmentation and performance challenges by the capital markets.  

The model originally pioneered within the capital markets to accelerate data and application 
delivery across distributed IT environments is now being applied for the digital enterprise to 
deliver the performance and agility of the cloud.   

CFN Services is working with leading global enterprises - leveraging its deep experience solving 
performance challenges within the capital markets - to map existing enterprise infrastructure and 
application delivery models to the new cloud world order.  

With solutions like NetTransform™ that help enterprises re-architect, migrate to, and manage the 
next-generation WAN; and AppHUB™, a high-performance cloud gateway simplifying access to 
the cloud over CFN’s globally distributed application delivery platform, enterprises are solving the 
fragmentation challenge. 
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About Us 
CFN Services provides high-performance network and application delivery solutions for real-time, 
mission-critical applications. Leveraging our global cloud and application delivery platform 
connecting more than 185 markets and 41 countries across North and South America, Europe 
and Asia, we deploy and manage cloud solutions and next-generation enterprise networks to 
cost-effectively improve application performance in distributed IT environments.  
 
Pioneering High-Performance Application Delivery 
Since our inception, CFN’s mission has been to deliver a high-performance, globally distributed 
application delivery platform for real-time, mission-critical IT. This began with large-scale network 
optimization for large carriers and global enterprises and expanded into the capital markets. 
 
We pioneered the development high-performance networks that created the shortest and lowest-
latency paths between major financial exchanges, effectively shifting the market’s view on low 
latency networks and dedicated infrastructure for high frequency trading. CFN is now leading the 
industry broadening access to cutting-edge financial technology and high-performance solutions 
in the global capital markets.  
 
From Wall Street to Main Street 
Our team leveraged this experience from our early years and extended our focus beyond the 
capital markets – seeking to change the game in other industries. We’re working with enterprise 
clients to transform their legacy networks to next-generation architectures that more effectively 
deliver real-time, mission-critical distributed applications and cloud solutions. Within cloud 
services, we’re broadening high-performance access and optimizing the delivery of public, private 
and hybrid cloud solutions for globally distributed enterprises and emerging companies. 
 
Learn more at www.cfnservices.com 
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