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editor’s  NOTE

“One thing that 
sets the business 
world apart from 

the consumer 
world when  

it comes to  
wearables is the 

cool factor. ”

Why there’s no waiting for wearables
When evaluating wearable technology, perception is 
everything. For consumers, the cool factor rules. But enter-
prises have their sights set on hands-free business efficiency.

On the consumer side, fitness trackers and smartwatches are 
selling fast (IDC reports that 21 million devices shipped in the 
third quarter of 2015, for a year-over-year increase of nearly 
200 percent). On the enterprise side, however, adoption has 
been much slower, as CIOs search for the business value of 
this promising technology. In a Robert Half Technology sur-
vey, 81 percent of the 2,400 CIOs polled said that they think 
wearable computing devices will eventually become common 
workplace tools, but only 20 percent said that will happen 
within the next year or two.  

Of course, some forward-thinking companies are deploying 
wearables, and one current example is the use of head-mounted 
displays to enable hands-free work and remote collaboration.

Last month, Gartner predicted that head-mounted dis-
plays will begin progressing toward mainstream adoption 
for both consumers and businesses this year.  The research 
firm expects 1.43 million such devices to ship in 2016, with 
that number jumping to 6.31 million in 2017. The enterprise 
will play a significant role in head-mounted display sales next 
year, and by 2018, 26 percent of head-mounted displays will be 
designed for business use, Gartner says.

Stats like those reinforce the argument that wearables have a 
promising future in the workplace. And as Stephanie Overby 
reports in this month’s cover story, “Wearables Go to Work” 
(page 9), the technology is starting to fulfill its potential at large 
enterprises such as Lockheed Martin, Humana, the Electric 
Power Research Institute and Duke Energy. 

One thing that sets the business world apart from the con-
sumer world when it comes to wearables, however, is the 
cool factor. As Brent Blum, a pioneer in wearable products 
who now leads Accenture’s wearable technology practice, 
tells Overby, “For consumers, a wearable has to look good, be 
extremely easy to use, and integrate with their lifestyle.” In the 
enterprise, Blum says, you have to create a clear business case 
for the technology. Cool doesn’t count.

Beyond the tech and business angles
Once you create that business case, wearables may present 
other challenges, and Kristen Lamoreaux (page 12) looks at one 
of them: Will we need to develop new rules of etiquette when 
we all start wearing fitness trackers and smartwatches at work? 

Like so many new technologies, wearables present new ter-
ritory for us to navigate. But wearables in the workplace are 
closer than you think. And that’s pretty cool. 

 – Dan Muse, editor in chief, CIO.com

http://www.cio.com
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publisher’s  NOTE

“it’s one thing to  
hold the line on 

spending for a while.  
it’s another thing not 

to hire talented  
iT professionals to 

help you achieve 
corporate goals, get 
closer to customers 

and drive innovation 
and growth.”

it’s time to lean in on iT hiring
How are you feeling about your iT budget over the next  
12 months? 

I ask because we have an Economic Outlook research study 
at CIO that we update on a quarterly basis and, since November 
of 2012, between 51 percent and 57 percent of respondents have 
said that their budgets would rise over the next 12 months. This 
quarter, however, just 35 percent of the more than 300 IT execu-
tives polled said that their budgets would increase in the next 12 
months. The good news here is that the number of respondents 
saying that their budgets would decrease remained the same. 
So after three and a half years of increasing budgets, we are now 
seeing budgets primarily holding steady.

This doesn’t come as a complete surprise, with many trusted 
sources — including our sister company IDC, as well as Gart-
ner and The Wall Street Journal, among others — reporting over 
the past couple of months that they’re seeing a global slow-
down in enterprise IT spending. The myriad reasons for this 
include economic unrest in emerging markets (perhaps most 
notably China), a leveling-off of mobile phone shipments and 
the upcoming U.S. presidential election, among other things. 

In addition to the tech spending slowdown, the IT labor mar-
ket is in a slump. There has been a sharp decline in U.S. IT hir-
ing this month, according to consulting firm Janco Associates. 
And tech jobs website Woo.io is reporting a decline in average 

IT salaries. The job market data is of more concern to me than 
the IT spending numbers, since many CIOs at large enterprises 
in various industries are telling me they can’t hire talent fast 
enough. Developers, data specialists, security specialists and 
business relationship managers are just some of the IT profes-
sionals who are in high demand, I’m told.

It’s one thing to hold the line on spending for a while, maybe 
until November’s election or through the end of a fiscal year. 
It’s another thing not to hire talented IT professionals to help 
you achieve corporate goals, get closer to customers and drive 
innovation and growth.

I’d like to hear your thoughts on these numbers and reports. 
Do they reflect what’s happening in your organization? Where 
does technology rank against other spending priorities? Is IT 
on par with sales, marketing and other departments in terms 
of what gets funding? Or is it one of the first to be asked to 
make sacrifices when the waters get a little rough? 

As the publisher of CIO, I’m admittedly biased, but I think 
leaning into technology — and investing in the talented people 
behind it — can make you stronger in the long run. 

Please drop me a note and let me know your thoughts on 
these topics.

– Adam Dennison, SVP and publisher, CIO.com 
(adennison@idgenterprise.com)

http://www.cio.com
mailto:adennison@idgenterprise.com
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Artificial intelligence is starting to disrupt the workplace as appli-
cations powered by machine learning algorithms begin to permeate 
enterprises at every level.

But who’s doing that disrupting — and to whom do they report?  
Data scientists, business architects and quantitative analysts (also 

known as quants) are most often the professionals exploiting the burgeoning technol-
ogy — sometimes under the mantle of the IT department, but often not.

“Unfortunately, IT budgets have been 
getting decreased, so IT doesn’t have the 
resources to take on these new respon-
sibilities,” says Dave Schubmehl, an 
analyst at research firm IDC. “What 
we’re seeing is that lines of business are 
taking up machine learning directly 
and looking to outside vendors to 
implement it quickly.”

These early movers aren’t alone in 
taking up AI. By 2018, artificial intel-
ligence will be incorporated into about 
half of all applications developed, 
according to IDC, and by 2020, savings 
made possible by AI-enabled efficien-
cies are expected to amount to an esti-
mated $60 billion for U.S. enterprises.

How will enterprises organize them-

Who’s in charge of AI? 
As artificial intelligence continues to make inroads into the 
workplace, the managerial reporting lines can get murky.
By John DoDge

http://www.cio.com
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selves to reap the rewards of 
artificial intelligence? Here’s a 
look at how AI gets done at two 
large enterprises — Pitney Bowes 
and General Electric — and how 
it might get done at CIT Group, 
which is exploring its AI options 
but has yet to jump in.

IT-engineering synergy
At Pitney Bowes, the AI algo-
rithms that drive the company’s 
logistics business are developed by 
1,200 data scientists, mechanical 
and electrical engineers, software 
developers and design profession-
als, many of whom are trained as 
“black belts in data analytics,” says 
executive vice president and chief 
innovation officer Roger Pilc.

The group includes people with 
development skills and domain 
knowledge, and it’s spread across 
three continents, but everyone 
reports up to Pilc. Pitney Bowes 
is an early adopter of GE’s Predix 
industrial operating system, which 
uses AI technology to collect and 

manage huge volumes of data, and 
IBM’s Bluemix platform for devel-
oping and hosting applications in 
the cloud.

Pitney Bowes engineers creat-
ing algorithms work closely with 
IT, which is responsible for the 
company’s digital infrastructure. 
There have been 30 billion calls to 
the company’s logistics machine-
learning algorithms since Pitney 
Bowes started using machine 
learning three to four years ago.

“A big part of the competence 
[relies] on top data engineering 

[talent]. Central IT and engineer-
ing working together is really 
critical,” says Art Parkos, vice 
president of strategic technology at 
Pitney Bowes.

GE’s digital transformation
In September, General Electric, 
which has embraced AI, consoli-
dated several software develop-
ment units into GE Digital, whose 
staff includes 1,200 “software 
experts.” A complementary organi-
zation called the GE Store for Tech-
nology employs the 3,600 research 
scientists and engineers who 
“drive” GE’s industrial businesses. 
GE Digital provides the software 
expertise while the GE Store is 
steeped in domain knowledge 
and is charged with making sure 
innovations are quickly deployed 
within GE’s individual businesses.     

“If we have something in [GE 
Power] that might apply to that 
business, we will quickly make 
that connection,” says Colin Par-
ris, vice president of software 

research. “The GE Store is the cen-
tral hub from which [technology 
and innovation] flow.”

‘Data geeks’ experiment
At CIT Group, a leasing, lending 
and banking concern, a few “data 
geeks” are experimenting with 
AI, but the company has not yet 
funded any AI projects, although 
chief data officer B.J. Fesq says that 
could change in a year or two, after 
CIT digests the acquisition of One-
West Bank.

“AI could be applied in many 
parts of the organization, so it 
might not be overseen by one 
group,” Fesq says. “If it was, I 
imagine that sort of an enterprise 
data and analytics group would fit 
best to drive synergies and enforce 
best practices.” He is also evaluat-
ing AI products from outside ven-
dors, including easy-to-use tools 
that could help democratize the 
discipline.  n

John Dodge is a Boston-based writer. 

IDC estimates that  
savings generated  

by AI-enabled  
efficiencies will 

amount to  
$60 billion for  
U.S. enterprises  

by 2020.

http://www.cio.com
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containers are all the rage among 
developers, but the technology, 
offered by companies such as 
Docker and CoreOS, doesn’t seem 
to be on the radar of most CIOs at 
large enterprises. However, experts 
say that will change as more 
enterprises move to the cloud and 
refashion their IT departments 

under agile and DevOps principles.
Virtualization made computing 

more efficient by making it pos-
sible to run multiple operating sys-
tems on a single server. Containers 
further improve server resource 
utilization by allowing developers 
to run apps in their own contain-
ers, and run multiple containers on 

one operating system. Developers 
can also move containers between 
Linux servers or virtual machines 
(VM) and make changes to apps 
without breaking the software. 

“Docker and containers are a 
great catalyst” for creating and 
testing apps for cloud-based sys-
tems, said Docker CEO Ben Golub 

in a presentation to more than 80 
CIOs at a Wall Street Journal event in 
February. 

CIOs question container value 
Golub kept his comments at a high 
level, but it was clear that many 
of the CIOs were unfamiliar with 
container technology. In a live 

CIOs aren’t ready 
for container 
technology  
in one survey, less than half of the cios polled said 
their companies are using containers. Why aren’t 
more iT leaders embracing Docker and coreoS?
By Clint Boulton

emerging  TECH

http://www.cio.com
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audience poll conducted during the 
event, only 44 percent of the CIOs 
said that they were using container 
software. Golub joked that the 
remaining 56 percent are running 
containers but don’t know it.

But the CIOs, who submitted 
questions and comments anony-
mously via tablets, expressed 
skepticism: “I’m not seeing the 
value proposition here — it seems 
like there are other technologies 
that do this. Good engineering 
and architecture should eliminate 
this,” said one. Others asked how 
containers were different from Red 
Hat’s OpenShift, a platform-as-a-
service (PaaS) technology, or con-
figuration management tools such 
as Puppet and Chef. One went so 
far as to ask, “What would busi-
nesses lose if Docker or its com-
petitors disappear?”

The comments indicated that 
some CIOs believe that VMs run-
ning in private or hybrid clouds 
are sufficient. But experts say that 
containers offer a more robust 

alternative than VMs for support-
ing the continuous delivery and 
continuous integration attributes 
of DevOps practices. 

Ralph Loura, who used con-
tainers when he was CIO of HP’s 
Enterprise Group, says that CIOs 
who don’t see value in contain-
ers are likely still deploying VMs 
simply as corollaries to physi-
cal machines. Chances are, they 
haven’t embraced continuous inte-
gration and continuous delivery.

“The benefits of the container are 
going to be lost on them because 
they haven’t changed their model,” 
he says.

Why aren’t CIOs there yet? 
Loura says that many CIOs are 
juggling legacy systems and newer 
technologies. Many are also strug-
gling to adopt agile development. 
For them, DevOps remains elusive.

“Every CIO in that room, I 
bet, has seen an explosion in the 
demands on the Web and digital 
side, and the way that they run 
their business is not set up to 
do that,” said CoreOS CEO Alex 
Polvi. CoreOS uses containers, 
security tools and other technolo-
gies to assist companies with the 
transition to the cloud. Polvi calls 
this strategy “Google infrastruc-
ture for everyone else,” or GIFEE.

The description is apt. Google 
and Facebook have deployed mil-
lions of containers on low-cost 
commodity hardware. Startups 
such as Docker and CoreOS took 
the open-source code underlying 
container technology and democ-
ratized it. Now containers are 
being deployed en masse at banks 
like Goldman Sachs, retailers such 
as Gilt Groupe and technology 
giants like HP, CA and Verizon. 

But these organizations are out-
liers. Container technologies are 
the latest in a long line of open-
source software, virtualization and 
DevOps tools that developers use 
before getting buy-in from CIOs. 

“Part of the hesitance around 
Docker is trying to understand 
the risk profile,” says Redmonk 
analyst Fintan Ryan. As a result, 
many CIOs still look at containers 
as primarily a test and develop-
ment environment. But production 
workloads will migrate to contain-
ers in due time, he predicts.

Loura agrees. “Eventually, 
they’ll be comfortable with manag-
ing containers at scale,” he says, 
but adds that he thinks containers 
are at least five years away from 
broad adoption.  n

Clint Boulton is a senior writer  
at CiO.com.

               “Part of the hesitance around Docker is trying to understand  
          the risk profile.”  —FIntAn RyAn ,  analyst, Redmonk

http://www.cio.com
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cover story    |   WEArABlES

From fitness trackers to smartwatches, wearables  
have made a splash in the consumer market, but  
few enterprises are using the new technology.  
Nonetheless, most CIOs say wearables 
are destined for the workplace.   

wearables go to work
           B y  S t E p h A n i E  o v E r B y

http://www.cio.com
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in 2014, Aleksander Vukojevic 
joined Duke Energy’s emerging 
technology office, where he evalu-
ates new tools that have the poten-
tial to be deployed in the enterprise 
within three to five years. The tech-
nologies he has vetted range from 
predictive analytics to drones. But 
there’s one that everybody asks 
him about — wearables. “Every-
one thinks they’re cool. Everyone 
wants to try them. And everyone 
wants to know what else they can 
do,” says Vukojevic. 

Over the past year and a half, 
interest in wearables has intensi-
fied — as has the development of 
wearable options. “When I started, 
there were just a few players,” says 
Vukojevic, a former power systems 
engineer. “Things have changed so 
rapidly, it’s hard to keep up with 
everything new that’s coming out.”

Nonetheless, “everyone thinks 
they’re cool” isn’t a good enterprise 
business case. 

From fitness trackers to smart-
watches, wearable computing has 

made a splash with consumers. But 
most enterprises have yet to ven-
ture into the market. PwC found 
that just 3 percent of companies 
were investing in wearable technol-
ogy in 2015—down from 6 percent 
in 2014. “Limited success stories 
and the risk of failed or ineffective 
implementations are causing CIOs 
to proceed with cautious and care-
ful optimism,” says Mark Benson, 
CTO of Exosite, which develops 
software to help companies visual-
ize Internet of Things data.

The vast majority of CIOs — 81 
percent — believe that wearables 
will enter the workplace eventually, 
according to a Robert Half Technol-
ogy survey of 2,400 IT leaders. Of 
those polled, 37 percent said they 
expect implementation in the next 

three to five years while 24 percent 
said the arrival of wearables at 
work is five or more years away. 

“Enterprises are still in the very 
early stages of understanding how 
and why implementing wearable 
technology across their workforces 
could be useful,” says Jim Tate, 
vice president of client services 
at IT services company Vitalyst. 
“There is definite interest in — and 
potential for — utilizing wearables 
to help employees accomplish 
tasks faster, capture better enter-
prise data, and make important 
information readily available. But 
there’s still a lot of work to be done 
to understand what this would 
look like, how it would work and, 
ultimately, how enterprises could 
realize a return on investment.”

Forward-thinking IT and busi-
ness leaders, however, aren’t wait-
ing. They’re helping to shape the 
wearable computing future and 
are beginning to demonstrate clear, 
and potentially significant, value 
for their businesses. They’re using 
technologies like head-mounted 
displays (to enable hands-free 
work and remote collaboration), 
fitness trackers (for use in wellness 
programs that lower employee 
healthcare costs) and systems that 
deliver more instinctive training 
and decision support.

Building a business case
Brent Blum has been on the front 
lines of the wearable computing 
revolution since the start. In 2006, 
he developed a portal at Accenture 

“  Enterprises are still in the very early stages of understanding 
how and why implementing wearable technology across their 
workforces could be useful.”   —Jim tAtE, vicE prESidEnt of cliEnt SErvicES,vitAlySt

http://www.cio.com
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Technology Labs that aggregated 
health data from LifeShirts, smart 
garments designed to monitor 
medical patients’ vital signs. He 
created Verizon Wireless’s first 
wearable health device and portal, 
led the development of a medical 
Google Glass proof of concept for 
Philips NV, and co-authored a pat-
ent on augmented reality safety 
glasses. 

Today, Blum leads Accenture’s 
wearable technology practice, 
helping companies imagine and 
evaluate wearable concepts for 
the enterprise. The practice has 
three Fortune 100 clients. “For 
consumers, a wearable has to look 
good, be extremely easy to use and 

integrate with their lifestyle,” says 
Blum. “In the enterprise, you don’t 
have to deal with the same difficul-
ties. But you do have to create a 
clear, valuable business case.”

Wearables excel at enabling 
hands-free work and providing 
advanced context for the things 
people do, says Blum, who sees 
the most interest among compa-
nies in the aerospace and defense, 

oil and gas, manufacturing, and 
logistics sectors. “In the beginning, 
some leaders were willing to take a 
leap of faith that wearables would 
improve the business,” Blum says. 
“But now they want to see the data. 
They want to know how much 
time and money it will save. And 

that’s difficult to answer.”
“Solutions are emerging slowly 

but are largely untested at broad 
scale,” says Exosite’s Benson. “Wear-
ables in the enterprise today are 
finding most traction where there 
are safety and operational efficiency 
benefits — using head-mounted 
displays for asset integrity manage-
ment, for example — as is preva-
lent in process industries. In these 
industries, the risk of downtime due 
to failed components is high, the 
sensitivity to employee safety and 
security runs deep, and the resulting 
potential benefits are significant.”

At Lockheed Martin Space Sys-
tems, wearables fit into a larger 
strategy to digitize the product 
life cycle, from concept to main-
tenance. “Because we are moving 
away from paper drawings into 
a digital environment, wearables 
are a welcome tool that can help 
our employees better interact with 
products and each other,” says 
Shelley Peterson, wearables lead 
in Lockheed Martin’s systems 

engineering group. “For select use 
cases, wearable technologies offer 
new capabilities to streamline the 
human-to-computer interface, 
increasing productivity and safety 
while accelerating timelines.” In 
manufacturing, for example, by 
superimposing instructions and 
schematics directly into a real-
world work environment, wear-
ables eliminate the need to stop 
what you’re doing to read draw-
ings and instructions. “The abil-
ity to accelerate the timeline and 
mitigate risk is valuable, especially 
when working with high-value 
equipment,” Peterson says.

The “cool” factor with emerging 
technologies fades fast, says Duke 
Energy’s Vukojevic. “You have to 
find a use case that will give you 
the most benefit right away.” Vuko-
jevic began with the most obvious 
benefit he could imagine as a for-
mer substation test engineer for 
the $23.5 billion company: using 
smartglasses to deliver live video 
and audio from the field to the 

 Wearables excel at enabling hands-free 
work and providing advanced context for 
the things people do.   —BrEnt Blum, AccEnturE

http://www.cio.com
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systems operations office. “When 
I was out in the field, I’d encoun-
ter things I’d never seen before,” 
he recalls. With smartglasses, 
an engineer can share video and 
audio with colleagues in real time 
instead of having to call someone 
to explain what he’s seeing.

The power of collaboration
John Simmins, a technical execu-
tive at the Electric Power Research 
Institute (EPRI), is looking for 
similar opportunities on a wider 
scale. He’s working with EPRI’s 
members to research and develop 
use cases for wearables in the 
power industry. 

Simmins used to manage engi-
neering and operations software 
for a utility company, where he 
introduced a mobile platform that 
used ruggedized laptops. But he 
felt the implementation was less 
than ideal, so he promised himself 
that one day he’d solve all the prob-
lems he saw. “Wearables are the 
ultimate solution,” he says. “You 

don’t even have to use your hands 
to interact with the electric grid or 
your co-workers.”

Simmins and his collaborators 
— which include EPRI members 
as well as universities, startups, 
and federal labs — have worked 
with XOEye, Google Glass, GoPro 
cameras, Daqri’s Smart Helmet, 
and a handful of skunk works 
projects built on the Raspberry 
Pi platform. “If everyone chips 
in $100,000, suddenly we’ve got 
a million dollars in research,” 
Simmins says. “What’s more, we 
get multiple points of view from 
groups of like-minded individuals, 
which is really powerful.”

The research has yielded a few 
systems to handle very specific 
tasks, such as inspecting trans-
mission towers and maintaining 
distribution grids. “It’s not exactly 
ubiquitous yet,” says Simmins. 

One problem with wearables is 
that they aren’t yet comfortable 
enough for people to wear all the 
time. Also, “being outside or in a 

Wearables  
etiquette in the workplAce
Why you need to practice old-school manners for  
new-school tech.    B y  K r I s T e N  L a m O r e a u x 

t he dAys of leAVing your phone in your car when heading into a 
job interview or making a big show of turning your phone off in front 
of your colleagues at the start of a meeting may come to an end when 
your phone is also your watch. 

Will etiquette rules need to be adjusted once we all start using wearable tech-
nologies? maybe not — maybe we just have to remember to follow the old rules. 
after all, even the current generation of mobile devices is causing many of us to 
forget our manners.

“as technology continues to advance, it will be embedded in everything — 
unleashing a constant barrage of data from our watches, shoes, jackets and 
glasses,” says Leif maiorini, global technology services director at Cushman & 
Wakefield. as wearables become more common, he adds, we can use the tools to 
make the most of our time or we can allow the beeps, taps and alerts to distract 
us from being in the moment and cause us to squander the very resource — time 
— that we seek to optimize.  

Given the way people multitask (or fail to multitask) today, the latter scenario 
may be more likely, he adds. “How many times have you been in a meeting ‘multi-
tasking,’ only to request that a direct question be repeated after a period of  
awkward silence?” he asks. 

Helane stein, CIO at Brixmor Property Group agrees. “I’m old school when it 
comes to being present and listening during a meeting or conversation,” she says. 
“as much as I like and use technology, knowing when to put it away is important.”

http://www.cio.com
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high-magnetic field can cause 
issues,” says Simmins. “Every 
industry has very specific require-
ments. But wearables are currently 
one-size-fits-all.”

And that actually means that 
now is the ideal time for enter-
prises to get involved. “[We] have 
the opportunity to be at the fore-
front of the development of these 
technologies and influence the 
form factors, methods of com-
munication, standards and aug-
mented reality effects that they 
use,” Simmins says. “That’s better 
than getting a product later on that 
isn’t suitable to your needs.” 

At Lockheed Martin, the focus 
is on tailoring wearable devices 
to meet very specific security and 
IT requirements. “Working with 
technology partners now is an 
opportunity to further shape the 
technology to address needs spe-
cific to our environments,” says 
Yvonne Hodge, CIO of Lockheed 
Martin Space Systems, “and we 
have found that technology part-

ners are very interested in and 
responsive to our feedback.”

Calculating risks
When Christian Pezzin was inter-
viewing for the new chief digital 
officer position at OCME in 2014, 
he pitched a plan that involved 
using wearables to improve 
customer service. The Italian 
company builds equipment for 
packing, filling and handling con-
tainers in the beverage, consumer 
goods and petrochemicals sec-
tors. If you’re drinking a bottle of 
something right now, it may have 
passed through one of OCME’s 
machines.

The day after he joined OCME, 
Pezzin started researching his 
idea, buying smartglasses for his 
team and some customers. He 
settled on the Pristine EyeSight 
Enterprise video communica-
tions tool, which works with Vuzix 
M100 and Google Glass. “The 
advantages of the solution are 
clear,” he explains. When wearing 

The old admonishment to “do as I say, not as I do” won’t work when it comes 
to wearable tech etiquette.  as a leader, you need to set the proper tone for the 
group and then stick to it. “In a collaborative environment, it’s important to set the 
ground rules for all participants, be fully present, listen, and pay attention to both 
the verbal communication and the visual cues,” stein says. 

Old-school manners don’t mean new-school tech isn’t permitted. There will 
always be times when you’ll be expecting an important call during a meeting. In 
those instances, just be polite and let your colleagues know. “If there’s a pressing 
matter and I’m waiting for an email or a call, I warn the person in advance that I 
may have to interrupt our meeting,” stein says. 

Wearables can also create awkward situations in other ways. For example, 
what do you do when your fitness tracker announces that you’ve been sitting 
too long — while you’re meeting with your CeO? One answer may be to change 
our idea of what constitutes a meeting. stein routinely invites colleagues to go 
for walks to brainstorm ideas. “several of us walk together and have been able 
to solve complex tasks with creative solutions, while at the same time getting a 
little exercise,” she says. “However, I make sure walking is not perceived as a man-
date. I only do this with those who enjoy it.”

“When we choose to spend our time with someone, or they decide to give their 
time to us, we should treat that gift with respect and gratitude,” says maiorini.  
“Getting an alert on your watch reminding you to be on time for a meeting while 
you’re answering email demonstrates an appreciation and respect for that individ-
ual’s time. Getting an alert on your watch while you’re speaking to someone and 
then getting distracted — or, worse, responding — sends the opposite message.”

relationships are built on trust. We build trust when we listen. We can listen 
only when we are quiet. Quiet your devices.  n

kristen lamoreaux is president and cEo of lamoreaux Search.
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the glasses, OCME field techni-
cians can get instant support when 
servicing clients. Or if customers 
don the glasses themselves, OCME 
personnel can solve their problems 
remotely.

Smartglasses aren’t new, but 
their business applications are. 
“Many factors might affect the 
usability of this consumer gadget 
when you’re dealing with an enter-
prise-grade environment,” says 
Pezzin. “There aren’t that many 
companies thinking about enter-
prise scale usage. So the risks are 
everywhere.”

One of the biggest issues is con-
nectivity. OCME’s customers 
may literally be in the middle of 
nowhere, without so much as a 
3G signal. Even a mobile router 
requires a network, and a cus-
tomer may not want to open up 
its wireless connection to external 
devices. Noise has been another 
problem. Bottling plants aren’t 
quiet places. Sometimes you can 
hear what the wearable device 

user is saying, sometimes you 
can’t. OCME is working with the 
vendor to test new Bluetooth ear-
phone options. “Whenever you 
take a consumer technology and 
bring it to an enterprise environ-
ment, you’re going to run into sur-
prises,” Pezzin says. “We’re always 
in pilot mode with our antennas 
up. We know we’re going into 
something very, very new that in a 
year’s time could look totally dif-
ferent than it does today.”

Security is a key consideration 
at Lockheed Martin Space Sys-
tems. The lack of international 
standards for wearable operating 
systems, security technologies and 
networks has thus far resulted in 
a lack of consistent updates for 
adding functionality and patching 

security holes, says Hodge. 
Asset tracking is another chal-

lenge when it comes to securely 
integrating wearables into the 
enterprise. “As devices attach 
themselves to their users, they 
can literally walk out the door if 
employees forget to take them off,” 
says Hodge. To prevent that, Lock-
heed has taken a layered security 
approach, using beacon technology 
to remind users to remove their 
devices at the end of the day and 
geo-fencing to ensure that wear-
able devices are disabled when out 
of range of a given location. 

Integration is an ongoing issue 
as well. “Integrating the new wear-
ables platforms with our existing 
systems requires a deep under-
standing of both the current and 

future technology offerings,” says 
Peterson. “Maintaining a strong 
relationship with technology part-
ners allows us to explore options, 
shape technology to provide 
advanced solutions, and prepare 
current systems in parallel as the 
technology continues to advance.”

 The platform problem
At Humana, senior vice president 
and CIO Brian LeClaire says he 
evaluates wearable technologies 
from the viewpoint of the health 
insurer’s customers: What is going 
to help them achieve their health 
goals? What is going to blend into 
their routine? What is going to 
support them in managing chronic 
conditions? “Wearable technology 
offers a verified way to acknowl-

“ Wearable technology offers a verified way to acknowledge 
and reward our members’ healthy behaviors and efforts to 
maintain a healthy lifestyle.”   — BriAn lEclAirE ,SEnior vicE prESidEnt And cio, humAnA, 
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edge and reward our members’ 
healthy behaviors and efforts 
to maintain a healthy lifestyle,” 
LeClaire says. “From a broader 
perspective, wearables are a way 
for us to have daily interactions 
and engagement with consumers.” 

They also provide the $54.3 bil-
lion company with a new way to 
deal with rising medical costs. 
Humana took a step toward using 
technology to rein in costs in 2011, 

when it introduced HumanaVi-
tality, an incentives application 
for mobile devices. In 2014, the 
company partnered with Apple 
to become the first major insurer 
to track the health information 
that flowed from wearable devices 
into Apple’s health tracking app 

for the iPhone. But in order for the 
initiative to take off, it had to take 
a device-agnostic approach. Now 
Humana supports more than 70 
wearable devices, including Fitbit, 
Apple Health, Garmin, Polar and 
Jawbone. The approach is work-
ing internally. Humana’s own 
employees participate in the pro-
gram, and the resulting savings 
are adding up: Healthcare costs 
are down 18 percent and sick days 

have decreased 44 percent for par-
ticipating employees over the past 
three years.

Duke Energy is also taking an 
architecture-specific yet device-
agnostic approach. But finding the 
right platform for each use case is 
critical — “so that it’s an asset, not 

a nuisance” to the user, says Vuko-
jevic. Should the camera sit on top 
or off to the side? Is information 
delivered directly into the user’s 
line of sight? “The biggest chal-
lenge is to prove that it actually 
works. But once you do that, you 
have to figure out what the opti-
mum platform is.” That may differ 
in the field versus the warehouse. 
“There’s not going to be just one 
platform,” Vukojevic says. 

To the extent possible, Lockheed 
Martin aims to develop applica-
tions that will enable users to 
employ the best tool for the job. “In 
the initial phases, we pursue appli-
cations that are both platform- and 
device-agnostic,” says Peterson. 
“This allows many teams to utilize 
today’s platforms, while piloting 
new platforms like wearables. Hav-
ing options allows teams to employ 
the best device to perform the task.”

Adding to the confusion, the 
wearable vendor market is fluid. 
“The market is going to mature, 
and there will be churn,” says 

EPRI’s Simmins. “If you’re doing 
an implementation with today’s 
hardware, you have to know that 
at some point in the future that 
technology may not have a path 
forward.” Companies will be 
acquired, change focus or go out 
of business. One vendor may leap-
frog another’s functionality. 

Accenture’s Blum sees some 
clients buy wearables in batches. 
“In most cases, customers assume 
the [wearable] will be obsolete in a 
year,” says Blum. “But they’re able 
to achieve the ROI based on that 
short life span.”

end user evangelization
The enterprise opportunities for 
wearable devices multiplied at 
Duke Energy once end users got 
their hands on the prototypes 
Vukojevic’s team developed. “That’s 
where you get the best assessment 
of the technology,” he says. “Once 
they try them on, they have 20 new 
ideas for different use cases.”

His team developed a wearable 

“ We’re always in pilot mode with 
our antennas up.”

—chriStiAn pEzzin, chiEf digitAl officEr, ocmE
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solution for warehouse counting 
and is currently working on one 
for warehouse picking. It also cre-
ated a wearable application for 
training employees. Soon, the team 
will begin testing wearable video 
to improve power restoration by 
providing instant visuals of, say, 
hurricane damage. Vukojevic is 
also thinking about how the com-
pany might integrate into wear-
ables the real-time data that may 
come from sensors in the field or 
beacons in warehouses. 

To keep wearables on everyone’s 
mind and keep implementation 
ideas flowing, a communications 
group publicizes progress. “We 
try to get everyone involved who 
could benefit from it, because it 
makes it that much easier to make 
the business case,” Vukojevic says. 
“The more people hear about it, 
the more ideas you get.” 

Humana encourages wearable 
usage by recognizing and reward-
ing people for the healthy behav-
iors they already have. In order to 

get acceptance, “consumers have 
to see the benefit,” LeClaire says. 

It’s not clear yet how — or when 
— wearables will integrate with 
some enterprise systems. But now 
is not the time to answer those big 
questions, says Blum of Accen-
ture. It’s the time to “get devices in 
the hands of users to experience 
the benefits that don’t require sys-
tem integration and may not even 
require network connectivity,” he 
says. “Start there to see value of the 
wearable as a concept.”

Blum worked with Dutch tele-
com KPN to distribute smart-
glasses to 100 field engineers 
repairing telecom equipment. User 
satisfaction, he says, went up every 
week. The key is to focus on use 
cases in which wearables make it 

easier for people to do their jobs, he 
explains, noting that “you end up 
with wearables that mysteriously 
get broken” if employees think that 
systems are just meant to squeeze 
out corporate efficiencies or help 
big brother keep an eye on them. 

Blum also worked with Airbus 
to introduce augmented reality 
for installers of seats on the A330 
aircraft. The wearable system elim-
inated errors and improved perfor-
mance by a factor of six, he says. 

Trying wearables on for size
“There are aspects of wearable 
technology that companies can 
only fully appreciate by using it 
firsthand,” says Blum. “Which 
use cases are best for my busi-
ness? How will this work with my 

wireless network? How do I set up 
governance for it? Will my work-
ers wear them? Those are the per-
fect questions to answer while the 
technology is still maturing.”

At the same time, those experi-
menting with wearables are reap-
ing returns even though they’re 
just in an exploratory phase. 
“We’re seeing clients achieve value 
from wearables,” says Blum. “With 
every passing month, the hard-
ware gets better and new cases are 
unlocked. Companies that put in 
the time today will be a step ahead 
once the hardware does mature.”

Since Humana’s app is already 
integrated with a multitude of 
devices, LeClaire anticipates 
expanding the wearables program. 
“Ensuring the data we’re collecting 
from wearables is made meaning-
ful for the consumer” is critical, he 
says. “We have to help people take 
this information and translate it 
into health. There is tremendous 
opportunity with wearables, but 
only if you maintain your focus on 

“ the biggest challenge is to prove 
that it actually works.”

—AlEkSAndEr vukoJEvic, EmErging tEchnology officEr,dukE EnErgy
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the people wearing them.”
Enterprises must be mindful 

of the implications of wearable 
technology on personal data pri-
vacy and security, says Benson of 
Exosite. “Data generated by wear-
able technology, such as the loca-
tion and activity of an employee, 
could be used for nefarious pur-
poses,” he says. “CIOs are used to 
dealing with these types of issues 
across the enterprise, but wear-
ables in particular bring an added 
complexity and specificity to the 
data.” Enterprises can ensure that 
data privacy and security vulner-
abilities are evaluated in a com-
prehensive way if they engage in 
limited rollouts and collaborate 
with security and compliance 
teams from the beginning.

Wearables won’t be right for 
every company — now or in the 
future. “Just because a company 
has an Android or iPhone app 
doesn’t mean they should port it 
over to the Apple Watch or Google 
Glass,” says Blum. But for compa-

nies that envision wearables deliv-
ering unique business value, he 
says, “now is the time, with the low 
barrier to entry, to experiment with 
a 10-person pilot to learn about the 
potential of the technology.”

That’s the plan at OCME. “We 
like to be there first,” says Pezzin. 
“We’re not afraid of rolling up our 
sleeves and experimenting. I like 
the glint in people’s eyes when they 
see what we’re doing in a very tra-
ditional sector. We’re always on the 
lookout for the next big thing. And 
our focus right now is on this one.”

It’s unlikely that there will ever 
be a one-size-fits-all wearable 
product, so “don’t be afraid to 
engage new technology partners 
early,” says Hodge of Lockheed 
Martin Space Systems. “Because 
those customizations can make all 
of the difference between a niche 
tool and one that can be deployed 
across the enterprise.”  n

Stephanie overby is a regular  
contributor to cio.com.
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Whirlpool CIO tackles 
big ERP, IoT initiatives 
mike Heim is replacing an aging SAP deployment with 
the vendor’s HANA software, and he’s working with iBm 
on its internet of Things predictive analytics platform.
By Clint Boulton

If that sounds familiar to you global 
CIOs out there, it’s because such diverse 
project lineups — sometimes conducted 
under the banner of “bimodal IT” — are 
par for the course in the digital transfor-
mation initiatives CEOs are asking their 
IT leaders to undertake.

The ERP project is the type of software 

overhaul that’s familiar to global compa-
nies. But the IoT initiative is uncharted 
territory; it involves analyzing sensor 
data from household appliances and har-
nessing the findings to design and build 
sturdier machines. Heim says capturing 
the real-time condition of products in that 
way is “where the future is headed.”

If you love a good tale of multitasking on major projects, Whirlpool CIO Mike Heim has 
a story for you. He’s overhauling the appliance maker’s aging ERP system to improve 
operational efficiencies, and at the same time he’s embracing the Internet of Things (IoT) 
to improve the quality and longevity of Whirlpool appliances.

http://www.cio.com
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New SAP software
Heim is replacing regional deploy-
ments of aging SAP business 
software with versions of the ven-
dor’s newer HANA platform that 
will run on a hybrid cloud hosted 
by IBM. Heim says HANA will 
simplify business processes and 
enable Whirlpool to be more nim-
ble. The HANA system will serve 
as Whirlpool’s operational back-
bone for the next decade, and Heim 
says it’s crucial to the stability of 
the business. “Everybody gets up 
the morning and doesn’t worry 
about our SAP environments run-
ning until they don’t,” he says.

The ERP upgrade involves its 
own exercise in master data man-
agement. Years of customizations 
to support new operations, prod-
ucts and SKUs have resulted in 
complex data schemas. “Business 
process complexity embedded in 
your software is like cholesterol 
in your organization,” Heim says. 
“Unlike wine, [ERP systems] don’t 
get better with age.” 

One technical advantage HANA 
affords is that its hybrid architec-
ture enables Whirlpool’s IT depart-
ment to process transactions and 
analytics, rather than extracting 
data from the ERP and dumping it 
into a reporting database. Combin-
ing both jobs in-memory allows IT 
to analyze transactions in real time. 
This will enable Whirlpool to con-
duct integrated demand planning 
from the market all the way back to 
the manufacturing stage.

This multiyear project is well 
underway in Europe and Latin 
America — where Whirlpool took 
HANA live earlier this year; it will 
get started in the U.S. by 2017. 

Making connections 
Meanwhile, Heim is looking for 
ways to take advantage of the grad-
ual, yet highly anticipated, rise of 
connected machines. Specifically, 
he hopes to optimize the perfor-
mance and longevity of Whirlpool 
appliances. Toward that end, he’s 
working closely with IBM on a 

predictive analytics platform that 
uses machine learning algorithms.

The software, which IBM hosts, 
pulls data from sensors built into 
the machines and informs Whirl-
pool in real time about the state of 
products in the field and consum-
ers’ usage patterns. In lab tests, 
Whirlpool has learned that colors 
fade and fabrics grow coarser for 
certain high-end garments in as few 
as five washes. Such information 
could help the company improve 
its washers by, say, creating cus-
tom wash cycles for each user.

Likewise, sensors that track the 
number of times a refrigerator door 
is opened can help Whirlpool learn 
when hinges weaken to the point of 
breaking. Whirlpool could use such 
information to develop sturdier 
parts. “You want to reduce mainte-
nance and warranty costs, but most 

importantly you create a higher 
quality product and you have a 
happier consumer,” Heim says.

Whirlpool isn’t the only com-
pany eyeing the potential of IoT 
technology. Some 4 billion con-
nected things will be in use in the 
consumer sector by the end of this 
year, and the number could top 
13.5 billion by 2020, according to 
Gartner.

Yet Heim admits that the rate of 
adoption of connected appliances 
is low. Some people are reluctant 
to buy household appliances 
equipped with new technologies; 
they prefer to stick with traditional 
products. And those products tend 
to last a long time. “It’s a tough slog 
to get those connected products in 
the marketplace,” Heim says.  n

Clint Boulton is a senior writer at CiO.com.

“ Unlike wine, [ERP systems] don’t get 
better with age.” — MIKE HEIM, CIO, WhIRlPOOl
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SQL-on-Hadoop 
engines: There’s 
no one-size-fits-all
A new benchmark of SQL-on-Hadoop engines 
impala, Spark and Hive shows which engine is 
best for different Bi needs.  By thor ol avsrud

use cases than others.
For the benchmark, AtScale, a 

startup specializing in enabling 
BI on Hadoop, set out to help tech-
nology evaluators select the best 
SQL-on-Hadoop technology for 
their needs. AtScale’s testing team 
used the Star Schema Benchmark 
(SSB) data set, based on widely 

used TPC-H data, modified to 
more accurately represent a typi-
cal BI-oriented data layout. The 
data set allowed the team to test 
queries across large tables: The 
lineorder table contains close to 
6 billion rows and the large cus-
tomer table contains more than  
1 billion rows.

Different ‘sweet spots’
AtScale CEO and founder Dave 
Mariani explains that the company 
looked at the following three key 
requirements to evaluate the SQL-
on-Hadoop engines and their fit-
ness to satisfy BI workloads:

  n Performs on big data. 
Engines must be able to consis-

tently analyze billions or trillions 
of rows of data without generating 
errors, and their response times 
must be “on the order of 10s or 100s 
of seconds,” according to AtScale.

  n Fast on small data. Engines 
need to deliver interactive perfor-
mance on known query patterns 
and return results in no more than 

According to a new benchmark, the three leading SQL-on-
Hadoop engines — Apache Impala 2.3, Apache Spark 1.6 and 
Apache Hive 1.2 — each have unique strengths and weaknesses 
that make them better-suited to some business intelligence (BI) 
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a few seconds on small data sets 
(on the order of thousands or mil-
lions of rows).

  n Stable for many users. Enter-
prise BI user bases may consist 
of hundreds or even thousands of 
data specialists. Engines must per-
form reliably under highly concur-
rent analysis workloads.

Mariani says he believes these 
three criteria are representative 
of the primary requirements the 
average enterprise doing BI on 
Hadoop will have to meet. The 
criteria were drawn from the test 
team’s experience working with 
companies in financial services, 
healthcare, retail, telecommunica-
tions and other industries.

Moreover, “we used real-world 
enterprise experience to produce 
a document that every technical 
evaluator can use as part of their 
evaluation process,” says Josh 
Klahr, vice president of product 
management at AtScale.

The test team found that all 
three engines passed the tests and 

are stable enough to support BI 
workloads, but one engine does 
not fit all needs. “The conclusions 
really are that one engine does not 
meet all requirements,” says Mari-
ani. “What we have done in our 
deployments, for our customers, is 
plug in multiple engines.”

While Hive is generally con-
sidered the default for SQL-on-
Hadoop, it was far and away 
the slowest of the engines in the 
benchmark, making it poorly 
suited to interactive queries.

“If you want to use Hive Tez 
as your interactive query engine 
exclusively, the best you’re going to 
do is 2.4 seconds,” Mariani says.

“Hive Tez is the tortoise,” Mariani 
adds. “It will always finish the race, 
but not in a spectacular, speedy 
fashion. It’s the most reliable.”

Impala and Spark, on the other 
hand, were at their best when it 
came to smaller data sets. Impala 
topped Spark across a gamut of 
workloads, but Mariani notes that 
Spark 1.6 offered a vast perfor-

mance improvement over Spark 
1.5, and he expects that trend to 
continue because there’s a large 
community of open-source devel-
opers who are interested in work-
ing on Spark. Cloudera recently 
proposed donating Impala to 
the Apache Software Founda-
tion, which could lend additional 
momentum to its development.

For now, Impala is the king for 
use cases that require large num-
bers of users.

“Impala kicks butt when it 
comes to concurrency,” Mariani 
says. “If you’re going to have a 
whole bunch of users running 
small, fast queries, Impala is a 

much better choice than Spark.”
“If speed is not a priority, but 

stability and reliability is, I would 
choose to use Hive Tez,” he adds. 
“For those big batch workloads I 
would choose Hive Tez. If I wanted 
my BI users to get access to my 
warehouse, I would choose to use 
Spark or Impala.”

Mariani notes that the team 
didn’t benchmark other engines, 
like Apache Drill or Apache Presto, 
but they will next time.

“You never know between release 
and release who’s going to be the 
better horse to bet on,” he says.  n

Thor Olavsrud is a senior writer at CiO.com.

“ You never know between release 
and release who’s going to be the 
better horse to bet on.” 

— DavE MaRIanI, CEO And fOUndER, AtSCAlE
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T H i N K S T O C K

Building a culture of 
leadership — and joy
As CIO, Michael Smith focused on succession when transforming 
Mylan’s IT organization. It worked — and it could continue to 
pay dividends. By  Da n  R o B e R t s  a n D  B R i a n  P. Wat s o n 

In December 2012, when Michael Smith arrived at Mylan, company leaders were 
plotting a new three-year strategy to fuel continued growth. The $9.8 billion maker of 
generic pharmaceuticals had already come a long way from its humble beginnings as 
a West Virginia-based drug distributor, but there was much more to come, including 
some aggressive merger and acquisition plans. 

But the new CIO recognized that 
the IT organization he inherited 
wasn’t on the right footing to execute 
on the bold strategy. He had to retool 
the staff. He had to build a team with 
new capabilities. He had to essen-
tially remake the department’s cul-
ture from the bottom up.  

One other important priority: He 

had to find his own successor. 
That might sound crazy. Leaders 

talk about the importance of succes-
sion planning, but few actually put 
coherent plans in place. Smith did 
so while building his senior team 
and transforming Mylan’s IT oper-
ation. And in the process, he started 
a leadership-development program 

that could produce Mylan’s IT lead-
ers for years to come. 

“Succession planning is a big 
part of what I stand for. It’s a moral 
obligation to the corporation to 
have great succession planning,” 
Smith says. “It’s a moral obligation 
to your team — to let them know 
where they stand, to be open and 

transparent, to remove politics, 
and help explain why people get 
certain assignments.”  

As he settled into the CIO role, 
Smith, a 22-year veteran of Nike’s 
IT organization, assessed his new 
responsibilities and recognized 
he needed new blood in the senior 
ranks. To oversee day-to-day 
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responsibilities for key areas — IT, 
global business services and data 
security — he recruited executives 
from AIG, Amazon, Aviva, Costco, 
Estée Lauder, Nike and Ranbaxy 
(one of Mylan’s competitors). 

At the same time, he made a com-
mitment to Mylan CEO Heather 
Bresch that his team would acquire 
new capabilities that would prove 
pivotal to executing on her three-
year strategy. With even more key 
additions to his team, Smith built 
up operations in architecture, digi-
tal innovation, enterprise business 
analytics and more.

The culture issue was trickier. 
A few years before Smith arrived, 
Mylan acquired two companies 
that helped catapult its growth: 
India-based Matrix Labs, in 2006, 
and Merck’s generic drug division, 
in 2007. When he assumed the 
CIO role, Smith saw that IT exhib-
ited plenty of the overall Mylan 
culture — “relentless” and “pas-
sionate,” in his words — but he also 
found two subcultures. One existed 

among the many people who had 
been with Mylan since before the 
acquisitions; the other was present 
in the new talent. The incumbent 
group was more change-averse, 
while the newer workers, who had 

spent their initial time at the com-
pany heads-down on integrations, 
tended to be more reactive. 

There wasn’t much forward 
thinking, Smith says. Innovation 
was pretty much nonexistent. And 
it wasn’t a lot of fun. 

So he set out to build on the best 
pieces of Mylan’s culture and also 
empower his team to take more 
calculated risks. But it went fur-
ther: It was also about bringing 
forth new ideas, developing talent 
and celebrating successes.   

He summarized his vision for the 
new ethos in a word: Joy. “Fun dissi-
pates, but joy is sustaining,” he says. 
“One definition of joy talks about 
a sense of achievement, a sense of 
well-being — that’s what I want.” 

Building a culture is always 
a work in progress, but Smith 
says he’s seeing big gains. He and 
his team continue to bring high-
level talent to Mylan’s Pittsburgh 
headquarters, and they’re seeing 
increased employee engagement 
through events like hackathons 
and Lions’ Den (an in-house take 
on the TV show Shark Tank). 

And Mylan has experienced 
dramatic growth — it finished 
2015 with $9.8 billion in sales and 
forecasts around $11 billion for 

this year — outperforming both 
the generic pharmaceutical sector 
and the broader market in terms of 
revenue growth. And while trans-
forming the company’s IT and 
shared services operations, Smith 
began to see his earlier invest-
ments in talent pay big dividends 
— so much so that, in December, 
one day after his third anniversary 
at Mylan, Smith was promoted to 
global head of digital innovation 
and global business services. 

In his new role, Smith will over-
see all innovation for Mylan. He 
declined to disclose specifics about 
what that entails, except to say that 
the company would be morphing 
from a generic drug maker into 
more of an end-to-end healthcare 
enterprise. Smith will also oversee 
the digital marketing, e-commerce 
and digital health initiatives.  n

Dan roberts is CEO and president  
of Ouellette & Associates. Brian p. 
Watson is co-head of CiO Networks at 
Metis Strategy.

 innovation was pretty  
much nonexistent. 
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p H O T O  C O u r T E S y  O f  i D C

Pete LinDstRom,
vice president of  
security research for 
iDC’s iT Executive  
program

The apple-FBi case brought a lot of attention to the challenges 
of maintaining security and privacy in the face of competing 
needs. But one argument fell into the domain of cybersecurity 
professionals: Apple’s contention that creating a back door for 
the FBI would have increased long-term risk by making its 

system less secure. Apple suggested that if it had bypassed its security mea-
sures in this instance, it would have been compelled to do so in similar situ-

ations in the future. That would 
have compromised Apple’s update 
process and opened a de facto back 
door to encrypted data.

In the end, the FBI managed 
to access data in the iPhone used 
by one of the suspects in the San 
Bernardino shooting on its own, 
without Apple’s cooperation. But 

security professionals must be 
prepared to assess the risk associ-
ated with such scenarios in the 
future by focusing on probability 
— a function of vulnerabilities (the 
elements in a process and/or archi-
tecture that can be attacked and 
compromised) and threats (actors 
and actions that breach systems). 

While Apple was reluctant to 
accede to the FBI’s request and 
modify its software, it and other 
software makers already provide 
automatic updates and patches to 
their systems, and certain aspects 
of that code update process are 
inherent vulnerabilities. 

On the threat side of such cases, 

we must evaluate whether the 
knowledge gained from bypassing 
a system and/or the software itself  
will somehow give would-be hack-
ers more motive and make it easier 
for them to compromise systems in 
the future. 

Apple protects code-signing 
keys and other important elements 

The Apple-fBi case will 
have a lasting impact
IT must assess the risk of system back doors.    By  P e t e  L i n D s t R o m
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of its process. And the company 
has provided access to data in the 
past, and is likely to be asked to 
do so in the future. It’s a difficult 
decision to make, but corrupting 
the update process is very differ-
ent from unleashing the disas-
trous threat to security that Apple 
claimed would result if it went 
along with the FBI.

Building a back door
Rather than corrupting the process, 
as the FBI’s request would have 
caused Apple to do, the best long-
term solution appears to be design-
ing access into the software itself.

In security, a back door has tra-
ditionally referred to some secret 
code in the software that provides 
unwanted, surreptitious access to 
the software’s inner workings, or 
those of the system it is on. In the 
Apple-FBI case, the term was used 
vaguely to refer to some form of 
encryption back door that would 
provide a universal key to unlock 
encrypted data.

But it’s easy — and common — 
to develop means (for example, 
ransomware) by which one entity 
can gain access to encrypted data 
through an avenue other than 
the original encrypting key itself. 
Also, organizations routinely 
have backup keys for decrypting 
the data of departing employees. 
Microsoft recently admitted that 
it does this for its users, and it is 
accepted as common practice.

Solutions beyond 
the emotions
Whatever access is required, there 
are many options that remain 
unexplored because of the emo-
tions attached to the case of the 
San Bernardino gunman’s iPhone. 
Software manufacturers routinely 

build in access to their systems; 
security professionals routinely 
strengthen the access in various 
ways. Law enforcement already 
has authority to wiretap com-
munications. Some combination 
of these elements, or some newer 
capabilities, could provide a sat-
isfactory solution. On the newer 
capability side, split key designs, 
technical escrow models, and 
options that force segregation of 
duties have not been publicly dis-
cussed or evaluated. 

Of course, a more formal soft-
ware back door increases the 
attack surface — the vulner-
ability side of the equation. In 
that respect, the users of Apple 
products are better off with a 
process-oriented “attack” of the 

type advocated by the FBI than 
they would be with the designed-
in access that may ultimately be a 
requirement. 

It’s obvious from the Apple-FBI 
case that heightened interest in a 
more formal back door will likely 
result in a law that requires some 
form of access. And if it doesn’t, we 
should remember that the oppor-
tunity for “lawful hacking” by law 
enforcement still exists.

Ironically, Apple’s presumed 
interest in protecting its users in 
this case may speed the company 
and its users to access that will ulti-
mately make them less secure.    n

pete lindstrom is vice president  
of security research for iDC’s iT  
Executive program.

 law enforcement already has authority  
to wiretap communications.
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Mobile Developer

Roles

Mobile developer, application  
developer, Web developer,  
Ui developer/designer,  
UX designer/developer

minimum  
education

none — can be self-taught, though 
formal education is recommended

Relevant  
aReas of 

study

Math, science, engineering,  
communications, art, design, 
psychology

technology 
skills

ios, Android, Javascript, htMl, 
Web scripting

Potential  
emPloyeRs

organizations of all sizes,  
independent contractors

national  
median  
salaRy

$77,400 

how a mobile developer 
found his calling 
What does it take to prepare for, land and succeed in the hottest 
roles in IT? This month, we look at how Chris Turner pivoted a 
successful Web development career for the ‘mobile first’ era.
by sharon flor entine

Programming didn’t come naturally for Chris Turner. 
He planned to focus on engineering when he entered Lock 
Haven University in Lock Haven, Pa.

“I had no idea what I wanted to do. I took a Program-
ming 101 class, and that really clicked for me — but it was 

extremely difficult. The only experience I had with computers was AOL 
Messenger. Everyone else was talking about how they’d coded on their 
Commodore 64, and I was literally starting from nothing. I had to work 
twice as hard as everyone else in the class to understand the concepts and 
the practices, and I ended up neglecting my other courses,” Turner says.

After a lackluster first year, he dropped out.
In the early 2000s, after a stint at a technical trade school at a time when 

jobs were scarce as a result of the dot-com bust, Turner returned to Lock 
Haven and declared a major in computer information systems (CIS), which 
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not only emphasized hard 
technology skills, theory 
and practice, but also incor-
porated business, econom-
ics and communication 
skills.

On-the-job training
While working as a Web 
developer at an insurance 
company, Turner met one 
of his first mentors: Simon 
Horwith, an instructor 
and consultant who led a 
ColdFusion and Flex train-
ing program that Turner 
attended in Maryland. 
“[Horwith] was just fan-
tastic; I learned so much 
from him about architect-
ing solutions and consult-
ing with clients,” Turner 
recalls. “I wanted to learn 
everything I could from 
him, so when he came to 
Lock Haven to help with 
a big insurance project, I 
took him out for a beer and 

grilled him about every-
thing he could teach me.”

That relationship led 
to Turner being offered a 
position at Horwith’s con-
sulting company, where he 
spent a few years working 
on increasingly larger and 
more technically advanced 
Web development projects 
for government clients, 
including the National 
Institutes of Health.

“I started jumping on 
every project I could find 
that would teach me some-
thing new,” he says. “I 
would find the smartest 
person in the room and 
pepper them with ques-

tions about how they were 
approaching problems, 
why they used certain 
solutions to solve them. I 
could not get enough — I 
wanted to learn everything 
I possibly could.” 

That persistence and 
willingness to learn paid 
off when Turner was 
named project lead for a 
large-scale Web develop-
ment project for a Texas 
city. He admits that he was 
nervous about putting his 
skills to the test, especially 
because the project was 
on an almost-impossibly-
tight deadline. But he 
buckled down and pulled 

it off without a hitch.
“That was terrifying. But 

it was what I’d been work-
ing toward, and I had no 
choice but to jump in and 
do it,” Turner says. “We hit 
our deadlines, we rolled 
out the site — and they 
loved it.” 

A new direction
After a move to Connecti-
cut, Turner began dab-
bling in iOS development 
and landed a job at ESPN 
working on the sports 
media giant’s Sports Cen-
ter application and the 
Tournament Challenge 
App. His background in 

“ I would find the smartest person in the room and 
pepper them with questions about how they were 
approaching problems.”  –Chris turner
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Web development and his 
knowledge of ActionScript 
and Flex translated well 
to mobile development. 
And while he was there, 
he embraced agile devel-
opment, though he says it 
was less of a mindset shift 
than a matter of organiz-
ing best practices he’d 
learned over the years into 
a formal framework.

As a mobile developer 
at iDevices, a connected 
home application devel-
opment company, Turner 
found himself working 
for the first time on an 
app without a server back 
end, which was a new and 
exciting experience.

“I also had the opportu-
nity to work on our Apple 
Watch app, which started 
with supporting the 
iGrill application and has 
evolved into controlling 
any HomeKit products a 

user has. I’ll never forget 
the thrill I had the first 
time I turned off my lights 
by tapping a button on my 
watch,” he says. 

Mobile is money
Mobile development is a 
hot specialty nowadays, 
and talented developers 
like Turner are in high 
demand. “Mobile is on the 
front lines of what compa-
nies are doing in develop-
ment — the ‘mobile first’ 
strategy means that now 
everything is created for 
use and views on a mobile 
device first,” says Michael 
Sage, chief evangelist at 

BlazeMeter, which offers 
a self-service load-testing 
platform as a service.

When Sage searches for 
developers, he looks for 
people with a solid combi-
nation of technical and soft 
skills backed up by real-
world, on-the-job exam-
ples of success. While he 
believes a four-year degree 
is important, he focuses 
more on evaluating the 
projects developers have 
worked on, and assessing 
their ability to work cross-
functionally with people 
in other departments.

And Turner says that’s 
the part of his job that  

he likes best. 
“What I do is really 

unique. I’m not only writ-
ing code for a back-end 
system, but I’m helping 
to design and capture the 
user experience through 
an interface,” Turner says. 
“That’s my absolute favor-
ite part — to talk to users 
and figure out how they 
see things, how they need 
technology to work, and 
then thinking about how 
to make that beautiful, 
intuitive and seamless. It’s 
amazing.”  n

sharon Florentine is a senior 
writer at cio.com.

“ I’m helping to design and capture the user experience through an 
interface. That’s my absolute favorite part — to talk to users and 
figure out . . . how they need technology to work” –Chris turner
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