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Defending the network against cybersecurity 
threats has become nearly impossible with 
traditional tools. The number of malware fami-
lies continues to increase, the threats are more 
advanced, and the IT environment is more 
complex. Case in point: Malware production aver-
aged 45 million new strains per quarter in 2015, 
and the total number of ransomware samples 
grew 127 percent in the past year1.

What’s more, due to a greater reliance on 
the network, a service outage, data breach or 
malware infection poses a greater risk to the  
business than ever before.

To find out how organizations are addressing 
this risk, Level 3 Communications partnered with 
IDG Research Services to survey enterprises on 
their use of security solutions – network-based, 
always-available security services that can be 
layered on as needed, with capabilities for IT 
security teams to self-serve certain elements as 
needed. This paper takes a look at those results 
and offers recommendations.  

The Need for On-demand Security 
As cybersecurity threats become more sophisti-
cated, so too are the security solutions designed 
to combat them. Today’s on-demand security 
solutions deliver a suite of capabilities that  
organizations can turn on and off as needed.  
This gives IT organizations the flexibility to adjust 
their security posture by adding functionality as 
both business needs and threat environments 
grow and change. 
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In the IDG survey, 64 percent of respondents 
say their organizations have already deployed one 
or more on-demand security solutions, while one-
fifth is currently piloting solutions. 

What’s driving the adoption of on-demand 
security solutions? IT leaders have identified three 
main trends: 
■  increased cybersecurity threats and the need 

for advanced security capabilities; 
■ increasing reliance on mobility; 
■ the move to cloud computing. 
All three trends have introduced increased risk 

and variables over which IT has little or no control, 
be it an employee-owned smartphone or a cloud 
storage service used to store corporate docu-
ments. As more and varied devices connect to the 
network and data is accessed outside the corpo-
rate network, perimeter-based controls become 
null and void. Combine these factors with limited 
security skills and skyrocketing security budgets, 
and on-demand security solutions are a good fit. 

There are myriad security solutions on the 
market. Rather than invest heavily in something 
that may or may not meet the organization’s 
needs, an on-demand security solution reduces 
the risk of investment by allowing IT to quickly turn 
on new controls and adjust security policies as 
their needs change. 

In addition, IT organizations have access to 
advanced security functionality that has been certi-
fied on the network. The managed service provider 
evaluates and certifies new technologies as they 
are introduced to the market before making them 
available to customers. These providers assume 
the operational burden of performing maintenance, 
break-fix and ongoing support of these technolo-
gies, such as software upgrades. 

It is a challenge to keep up with today’s security 
market. New technologies are constantly being 
introduced. Your service provider can be a partner 
in evaluating and prioritizing the deployment of 
new market offerings.

1McAfee Labs Threat Report, August, 2015



The Benefits of an On-demand  
Security Solution
On-demand security solutions offer a variety 
of attractive benefits beyond flexibility. The top 
feature, cited by 64 percent of IDG respondents, is 
increased visibility and control over security. While 
IT organizations are looking to outsource more of 
their security capabilities to a third-party provider, 
they still want to have visibility and control over 
the solution, their environment and remediation of 
potential threats. An on-demand security solution 
can provide these capabilities while also giving IT 
access to 24/7 security operations centers that 
are staffed by professionals and can serve as the 
backstop to the organization’s security team. 

Simplified management and a fast, simple 
implementation are the next two most popular 
features of on-demand security solutions. IT 
professionals, especially those with security skills, 
are in high demand and it can be difficult to attract 
and retain them. When considering new technolo-
gies, IT organizations must have the capital to 
not only buy a solution, but also have staff who 
understand the technology to implement it, make 
it operational, and perform maintenance and 
upgrades. It’s not unusual for an organization to 
lack the expertise or sheer manpower required 
to support advanced technologies. On-demand 
security solutions eliminate these potential issues 
for IT organizations. 

Pairing On-demand Security with 
Professional Services
In addition to on-demand security solutions, the 
survey found that organizations are leveraging 
expert services in their cybersecurity strate-
gies. Nearly 70 percent of respondents say they 
currently use professional security services, while 
15 percent say they plan to do so in the near future. 

These services allow IT organizations to 
prioritize the types of security capabilities that 
should be layered into the network after a fact-
based analysis. Often the root cause of a security 
problem is unclear. Different parts of the organi-
zation have different perspectives on where the 

challenge actually resides. A professional services 
engagement can bring objective clarity to the situ-
ation to ensure that security investments are made 
appropriately.  

Professional services also help supplement 
the skillset of current IT staff. For example, the 
majority of survey respondents are using vulner-
ability and penetration testing, and another 29 
percent say they are considering the use of 
forensic incident response. While threat intel-
ligence is the least-used service, nearly half of the 
respondents currently use it. All of these areas 
require specialized skillsets, as well as an under-
standing of current threat and attack patterns. 
Most IT organizations are too busy keeping the 
lights on to dedicate resources to these specific 
tasks. And yet, given their usage and the interest 
in adoption, it’s clear that IT organizations recog-
nize their value.  

Conclusion
On-demand security solutions deliver the 
advanced capabilities IT organizations need to 
defend their networks against modern cyberse-
curity threats while affording them the flexibility, 
control and visibility necessary to deliver secure 
services to the business. When paired with 
professional services, these solutions can help 
further extend resources and reduce risk. 

As a network service provider, Level 3 Commu-
nications has extensive visibility into global Internet 
traffic across its backbone. It can see where 
threats come from and how they behave across 
the Internet. This visibility into the environment 
means more robust countermeasures can be put 
in place and their global footprint allows for highly 
scalable network based, on-demand security solu-
tions. Customers can purchase network services 
and have access to technologies that are at the 
forefront of cyber defense backed by a global, 24/7 
security staff for a fixed monthly cost.■ 

To learn more about Level 3 Communications, visit 
www.level3.com
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