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H ere’s How you can 
tell there’s a seismic 
shift underway in the 
auto industry: A slew 

of automakers have set up R&D 
centers in Silicon Valley, hoping 
to be closer to the develop-
ers and the technologies they 

need to remain competitive.
In the past five years, BMW, 

Honda, Hyundai, Mercedes-
Benz, Renault-Nissan and Toyo-
ta have all opened research-and-
development facilities in the 
San Francisco Bay Area. Last 
year, Ford followed suit, as did 
General Motors, which opened 
an “Advanced Technology Sili-
con Valley Office” in Palo Alto 
to develop a Web browser for 
Cadillac’s CUE in-vehicle info-
tainment (IVI) system.

Those moves come as Apple 
and Android fight for a pres-
ence on many new cars’ naviga-
tion screens — both Ford and 
Fiat Chrysler announced at CES 
2016 that Apple’s CarPlay and 
Google’s Android Auto would 
be coming soon to their vehi-
cles. (Several other companies, 
including Honda, Volkswagen 
and Hyundai, already offer that 
technology.)

Google is pressing ahead 
with its work on autonomous 

as in-vehicle technologies evolve, and autonomous cars come 
closer to reality, the automotive industry is setting up shop where 
the developers are: in Silicon Valley. by Ken Mingis

Automakers Go West in 
Search of Tech and Talent

S T E P H E N  S A U E R

News ANAlysis   Automotive teChNology
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cars (and Ford is planning to put 
a self-driving vehicle of its own 
on California streets this year). 
And Tesla Motors continues to 
update its all-electric vehicles 
with new autonomous features.

“I think just about everybody 
is [in Silicon Valley],” said Egil 
Juliussen, an automotive ana-
lyst at IHS Technology. “You 
need to be there to learn about 
what’s going on. You can’t learn 
those things remotely.”

Not only are automakers 
opening R&D facilities, they’re 
also recruiting talented engi-
neers, said Jon Allen, a princi-

pal at Booz Allen Hamilton, a 
management and technology 
consulting firm.

“This isn’t your grandfather’s 
automotive company anymore,” 
Allen said. “The [carmakers] 
are moving away from simply 
being hardware manufacturers 
to becoming software develop-
ers. Fundamentally, the auto 
industry cannot be seen as just 
‘auto makers’ any more. They’re 
mobile developers.”

Cross pollination
That view helps explain why 
a former Apple engineer now 
runs Ford’s new Palo Alto R&D 
center. And it explains why 
Apple hired Doug Betts, a for-
mer Fiat Chrysler executive in 
charge of global quality, add-
ing to speculation that Apple 
is seriously working on its own 
autonomous car.

The Wall Street Journal and 
other sources have reported 
that Apple plans to ship a car in 

2019. (It’s part of a not-quite-
secret project known as Titan.)

“Look at who Apple is hir-
ing,” said Allen. “They’re hiring 
auto executives.”

 As cars become more tech-
nically advanced, software 
becomes an increasingly im-
portant differentiator between 
brands. The average vehicle 
now has about 50 processors 
that control everything from 
engine control units (ECU) to 
so-called advanced driver as-
sistance systems (ADAS), such 
as parking assist and adaptive 
cruise control.

ADAS technologies and fully 
autonomous vehicles are now 
a focus for Silicon Valley de-
velopers as automakers craft 
code that connects the cameras, 
sensors and other on-board sys-
tems. That hardware, married 
to that code, is what’s needed 
for a car to drive itself. 

Google has been testing 
self-driving cars in California 

[Carmakers] are moving away 
from simply being hardware 
manufacturers to becoming 
software developers. . . .  
They’re mobile developers. 
JoN AlleN,  principal ,  Booz allen Hamilton

News ANAlysis   Automotive teChNology
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and Texas over the past year, 
but analysts say it makes more 
sense for Google to license its 
autonomous software and sen-
sor technology to automakers 
instead of trying to set up its 
own auto production facility.

“Ford has been more inter-
ested in car mobility as a service 
than any other [automaker],” 
Juliussen said. “With Google 
having the most advanced 
software for driverless cars, it 
makes sense that they would 
work together.”

Despite speculation in 
late December that Ford and 

Google would announce a joint 
venture to do just that, no such 
plans were announced. But 
the prospect of such a deal is 
likely to push other carmakers 
to partner with Google or other 
software developers to speed up 
their own autonomous vehicle 
initiatives, Juliussen said.

Ford is also working with 
software company Pivotal on 
connected car technologies, 
which allow vehicles to com-
municate with each other while 
on the road.

Meanwhile, inside the Car
Another area that’s seeing seri-
ous attention involves in-vehicle 
infotainment systems. IVIs typi-
cally include navigation tools, 
displays for video cameras and 
cellular connectivity, in addi-
tion to offering music, video and 
other types of entertainment. 

The leading IVI operating 
system today comes from QNX 
Software Systems, which is 

now owned by BlackBerry. But 
Linux is one of the fastest-grow-
ing alternatives.

The GENIVI Alliance, a 
nonprofit automotive industry 
group, has developed an open-
source IVI development plat-
form based on Linux.

“The software is really how all 
the functionality in a car is cre-
ated,” Juliussen said. “That’s why 
it defines the car now. You used 
to do that with hardware.” u

luCAs meAriAN contributed to  
this story.

BetweeN the liNes | JohN KlossNer

it makes 
sense that 

[google 
and Ford] 

would work 
together. 
egil JuliusseN, 

analyst,  iHs tecHnology
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A Threat to the Internet —  
and the Constitution
DonalD Trump’s suggestion 
to ask for Bill Gates’ help in 
“closing that Internet up” as a 
way to combat terrorism was 
widely derided, as was his con-
tention that people who worry 
about the loss of freedom of 
speech should parts of the In-
ternet be closed are “foolish 
people.”  

But outwardly saner and 
more sober voices than Trump’s 
are calling for actions even 
more frightening than that 
to fight terrorism — notably, 
prosecuting citizens for merely 

viewing websites that the gov-
ernment considers dangerous. 
Welcome to the chilling state 
of contemporary antiterrorism 
politics, in which the Internet 
has become the favored whip-
ping boy, and the Constitution 
and your rights could become 
the biggest victims.

Leading the charge against 
the Internet and the Constitu-
tion in the name of fighting 
terrorism is Eric Posner, pro-
fessor of law at the University 
of Chicago. Writing in Slate, 
he warns that because of the 

Internet, “Never before in our 
history have enemies outside 
the United States been able to 
propagate genuinely dangerous 
ideas on American territory in 
such an effective way.” His solu-
tion: “New thinking about lim-
its on freedom of speech.”

off-limits Websites
What would those limits be? 
Primarily, in his view, a law  
that would make it illegal for 
people to visit websites that 
glorify or support ISIS, or to 
distribute links to those sites or 

any videos, images or text taken 
from those sites. He would 
also ban people from accessing 
“ISIS-related recruitment so-
cial media posts.”

Initial violations would elicit 
“a warning letter from the gov-
ernment.” After that, though, 
suspected violators would face 
prison sentences or fines.

Posner says his proposed law 
would be aimed only at “na-
ive people . . . who are initially 
driven by curiosity to research 
ISIS on the Web.” Some people 
would be exempt from it, in-

Preston Gralla is a Computerworld.com 
contributing editor and the author  

of more than 35 books, including  
How the Internet Works (Que, 2006). 

http://www.computerworld.com
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cluding journalists and those 
with “a track record of legiti-
mate public commentary on 
blogs and elsewhere, academic 
affiliations, employment in a 
security agency, and the like.” 
So no longer would the Consti-
tution equally protect the rights 
of all citizens. He would like its 
protection to be based on your 
job, your blogging history or 
your academic standing.

His proposal, if passed, 
would be one of the worst as-
saults in history on our rights, 
as well as on the Internet itself. 

Beyond the sedition act
Law professors and civil liber-
tarians have warned about the 
dangers of following his sug-
gested path. Geoffrey R. Stone, 
an expert on constitutional law 
at the University of Chicago, is 
just one of many. He points to 
the dangers of similar past laws, 
such as the Sedition Act of 1798, 

which outlawed false state-
ments about the government. 
That law was used by the Fed-
eralists in power to persecute 
Thomas Jefferson’s supporters. 

By making it illegal to visit 
a website that the government 
considers dangerous, Posner’s 
proposed law would go even 
beyond the Sedition Act. And it 
could lead to a vast surveillance 
infrastructure tracing what we 
all do on the Internet. Enforc-
ing it would require tracking the 
IP address of every person who 
visits certain sites, then match-
ing those IP address to specific 
individuals, investigating them 
and prosecuting them.

Today, the law would only 
target websites related to ISIS. 
But laws have a way of metas-
tasizing. Who will be targeted 
tomorrow? 

Over the past several decades, 
there has been a substantial 
amount of violence that could 

be considered domestic terror-
ism against doctors and organi-
zations that support a woman’s 
right to abortion, including the 
recent mass shooting in Colo-
rado. Using Posner’s reasoning, 
could the government ban anti-
abortion sites and prosecute 
people who visit them? 

uncertain Future
You may dismiss Posner’s ideas 
as those of someone on the 
fringes of legal respectability. 
But he’s anything but a legal 
outsider. He is a professor at 
one of the country’s most pres-
tigious law schools. Between 
2009 and 2013, he was the 

fourth most-cited legal scholar 
in the United States. 

Today, Posner admits, his 
proposed law would likely be 
declared unconstitutional by 
the Supreme Court. But Stone, 
his fellow professor at the  
University of Chicago, warned 
in The New York Times, “Five 
years from now, who knows? 
You can imagine a scenario in 
which things get so terrible that 
you start watering down the 
protections.” 

Let’s hope he’s wrong.  
The Internet in its current  
form couldn’t survive it —  
and neither would the U.S. 
Constitution. u

The proposal, if passed, would 
be one of the worst assaults in 
history on our rights, as well as on 
the internet itself. 

http://www.nytimes.com/2015/12/28/us/isis-influence-on-web-prompts-second-thoughts-on-first-amendment.html
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The STaTe of ConneCTiCuT, like many oth-
ers, had to create a way for residents to buy 
health insurance under the federal Affordable 
Care Act of 2010, better known as ObamaCare. 
Peter B. nichol was one of the leaders who 
helped make that happen. He first served as di-
rector of IT and then head of IT from September 
2014 to June 2015 at Access Health CT, Connect-
icut’s health insurance exchange. In both posi-
tions Nichol helped devise and deploy the sys-

tems that run Access Health CT, which went live 
on Oct. 1, 2013. A finalist for the 2015 MIT Sloan 
CIO Leadership Award, Nichol recently joined 
PA Consulting Group as a healthcare expert.

What was the key to getting access health CT up 
and running? First, we brought in leadership 
with experience running large-scale opera-
tions. Second was understanding the con-
trols to put in place and [the importance of] 

A B :  C r e d i t

peter B. 
Nichol

Inspiring a team to make a 
difference is what drives success, 
says this healthcare IT leader

n  hometown: Mendon, Vt.
n  Best advice you’ve ever re-

ceived: “all work is voluntary.”
n  hobbies: Finishing my Mba at 

Quinnipiac university School of 
business, flying, scuba diving.

n  What’s your top aspiration? 
“To do something that’s going 
to change the world. I don’t 
know what it’s going to be.”

n  favorite food: “Pancakes,  
covered with syrup.”

n  Reading list: The Digital  
Economy: Promise and Peril  
in the Age of Networked  
Intelligence, by Don Tapscott; 
Disrupting Digital Business:  
Create an Authentic Experience 

in the Peer-to-Peer Economy,  
by r “ray” Wang;  
The Attacker’s Advantage:  
Turning Uncertainty into  
Breakthrough Opportunities,  
by ram Charan

http://www.mitcio.com/peter-nichol-access-health-ct
http://www.mitcio.com/peter-nichol-access-health-ct
http://www.amazon.com/The-Digital-Economy-Networked-Intelligence/dp/0070633428/computerworld-20
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allowing people on the ground to voice con-
cerns, so we can be proactive. And third, we 
had a very detailed approach to how we were 
going to check and go live with the exchange. 

And we made sure we had realistic expec-
tations: Initially we cut 30% of the scope of 
the project on the Day 1 go-live because the 
team just couldn’t do it; there was too much 
complexity. At some point, you have to say, 
“We have to cut some of this so we can be 
successful with core capabilities.” 

We had end-to-end enrollment and 
prescreening and a lot of cool things that 
allowed someone who was uninsured to 
enroll in eight and a half minutes. But that 
meant some functionality didn’t get in.

What was your biggest accomplishment at  
access health CT? Inspiring the team to truly 
believe we can make a difference in people’s 
lives. Technology is interesting, but strategy 
— not technology — is going to drive a lot of 
the transformation. And the human compo-
nent is what determines success. 

You need an ecosystem of people who 
believe you can make a difference. If you can 
build that inspiration, then it’s pretty bloody 
impactful.

is that approach applicable in other areas, 
even at for-profit companies? I think so.  
I think you have to create a purpose regard-
less of the industry.

You said that you’re proud access health CT 
“believed in the impossible.” What seemed 
impossible? [At] other organizations, you 
had big challenges, but you also had policies, 
procedures and instructions to lean against. 
But here those policies and procedures didn’t 
exist. Some of the things we take for granted 
as executives didn’t exist. Even simple stuff 
wasn’t there. It had to be built. But once we 
had those in place, we realized this was going 
to work and it might just be possible.

how did you go about tackling the impossible? 
The strategy was a risk-diversification ap-
proach. And it was very much a business 

process outsourcing model. We said any-
thing we don’t have core competency in,  
get rid of it. We can’t build call center appli-
cations, so let’s find out who is an expert in 
that space and have them work with us.  
We did the same thing with development. 

As time went on, we picked up pieces, but 
we realized we could never hire enough peo-
ple to get this completed, so we had to rely 
on vendors and switch them to true partners 
to make them viable. 

The other thing that comes to mind,  
we had a very strong program management 
office. We quickly separated the IT PMO 
from the business PMO, so one was focused 
only on business processes and how to move 
those forward, and the second was focused 
only on IT. 

Why was that separation important? There 

The human component is what determines 
success. You need an ecosystem of 
people who believe you can make  
a difference. 
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were so many things being discussed that 
we had to have more detailed conversa-
tions that were beyond “How are things 
going?” You had to have an open discussion 
on where the status was and a lot more de-
tail and context around the challenges. And 
there were so many stakeholders and play-
ers involved. So it was key to have everyone 
engaged around the same type of ideas.
 
You have some intense hobbies — triathlons, 
scuba diving, flying. More and more iT folks are 
into those types of activities. What’s up with 
that? It’s a cool business because you meet 
a lot of people who have eccentric back-
grounds. But there’s a commonality of push-
ing normal off the table.

Do these activities teach you anything about 
being a leader? With flying, when you’re in 
the cockpit you’re making decisions quickly 
and they’re all important. It’s the same thing 
with business. Those decisions impact peo-
ple, careers and families. 

But I do spend a lot of time doing typi-
cal workouts and a lot of meditation. When 
you’re in a meeting, having presence of mind 
is essential. Being able to focus on what 

people are saying with nothing else distract-
ing you, that’s a true sign of leadership.

You’re certified as a project management pro-
fessional, a scrum master and a Six Sigma Mas-
ter Black Belt. Which do you find most valu-
able? I’d have to say the PMP because having 
an understanding of how large-scale water-
fall projects work is important. That said, it’s 
rarely used, but it’s like your academic back-
ground: It does help provide context when 
you’re solving problems. 

When you think about innovation, it’s not 
about one or two bright people in the room, 
it’s really about having a process for innova-
tion. Getting people together, coming up 
with ideas, understanding how that’s going 
to be disruptive, and how you’re going to 
bring that to market. 

It’s the same thing with PMP. It definitely 
helps to have a framework for how you solve 
problems. That framework can be com-
municated to other folks with similar back-
grounds and you have a common terminol-
ogy. They understand “plan” and “ROI,” and 
it’s then easier to communicate when you’re 
dealing with dozens of teams in different 
locations.

Why move into consulting? We did some  
great things at Access Health, but I realized 
that I enjoy working closely with custom-
ers and ultimately with the patients and the 
members. And with PA Consulting, I’m in 
the healthcare space, I’m focused on truly 
trying to make a difference in people’s lives. 
That’s where my passion is and where I want 
to focus. 

You have an active Twitter account and web-
site. how do you manage social media? It abso-
lutely takes a lot of time, and there are really 
no shortcuts. But what I’d say about these 
social platforms is they help build ideas. 
Part of it is having a platform to share ideas. 
I tweet out cool stuff, but also some truly 
original ideas. The few people who view that 
information are the leaders I work with, and 
those are the folks I’m trying to target. 

So when you find time, focus on the top-
ics you’re interested in. If you’re not en-
gaged, you’re going to miss some of the cool 
stuff that could impact your business. u

Interview by marY K. praTT, a Computerworld  
contributing writer in Massachusetts  
(marykpratt@verizon.net).
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In hIs three years at Val-
dosta State University, CIO 
Brian Haugabrook has made 
a habit of walking around the 

Georgia campus and stopping now and then 
to chat with students and faculty. But his 
intent is by no means purely casual. Rather, 

Haugabrook is conducting primary research 
for how to continually re-engineer IT to 
make the school more “customer-friendly.”

On his earliest walks, Haugabrook no-
ticed open workstations in the school’s on-
campus computer labs. He also noticed that 
students were moving into the dorms with 

as many as five personal electronic devices 
— phones, tablets, e-readers and more.

“It got me to thinking whether we needed 
all these computers [in the labs],” Hauga-
brook says. It also got him to thinking that 
IT was out of touch with its primary custom-
ers — Valdosta State’s 11,000 students.

“IT was very internally focused, setting its 
own strategic plan every year. It wasn’t in-
volved at all in campus culture,” he says.

Fast-forward to today. Some of the com-
puter labs have been redesigned and repur-
posed. The campus wireless network has 
been upgraded extensively to include  
1,600 access points, with coverage in stu-

13February 2016 |  Com puterworldV I C T O  N G A I

Cover Story   digital tranSformation
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thinking about the 
student experience 
and how to  
improve it.
Brian HaugaBrook, 
CIO,  ValdOsta  
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dent residences, auditoriums, classrooms 
and dining areas, as well as the pedestrian 
mall and the front lawn. Advanced caching 
capabilities allow local delivery of Internet 
content in the highest bit rate available, 
which means super-fast iOS updates and 
high-definition media streaming. Think 
Netflix and YouTube.

What’s more, IT staffers regularly attend 
faculty and staff council meetings and gath-
erings of the student senate. IT also staffs an 
after-hours support service that makes on-
site calls to student residence halls.

“Now, we are always thinking about the 
student experience and how to improve it,” 
says Haugabrook, who still regularly strolls 
the university’s 69-acre campus.

That’s what’s known as customer- 
responsive re-engineering. 

More than 25 years after management 
guru Michael Hammer popularized the 
concept of business process re-engineering, 
organizations across all industries are at it 
again, only this time, neither business nor 
technology executives are calling the shots. 
Instead, it’s customers themselves.

Before, companies looked for ways to 
improve internal efficiency. Streamlining 

things like order processing, manufactur-
ing lines or payroll were ways to cut costs. 
Now, it’s all about fulfilling customers’ ever-
escalating expectations — which more often 
than not are being set by consumer giants 
like Amazon, Apple and Uber.

Another key difference: This latest itera-
tion of re-engineering is endless, just like 
customers’ demands and whims.

In healthcare, for example, “the expecta-
tions are becoming no different than what 
consumers expect in shopping transactions,” 
says Doug Porter, senior vice president of 
operations and CIO for the Blue Cross Blue 
Shield Association, a national federation of 
37 independent, locally operated Blue Cross 
and Blue Shield companies. 

“If they can’t get what they want in a cou-
ple of clicks, you’re fired,” Porter says.

The statistics bear this out. Users expect 
a website to load in two seconds or less, and 
they tend to abandon a site that isn’t loaded 
within three seconds, says Kissmetrics, a 
San Francisco-based customer intelligence 
consultancy, in a blog post analyzing re-
search by Akamai and Gomez Consulting.

Moreover, Kissmetrics reports that 79% 
of Web shoppers who have trouble with a 
site’s performance are “less likely to buy 
from the same site again,” and 44% of online 
shoppers would tell their friends about a bad 
online shopping experience.

In other words, fulfilling your customers’ 
expectations isn’t just a matter of competitive 
advantage; it’s a matter of business survival. 
By 2020, customer experience will overtake 
price and product as the key brand differen-
tiator, according to Walker Information, an 

If they can’t get what they want  
in a couple of clicks, you’re fired.
doug porter,  senIOr VICe presIdent Of OperatIOns and 
CIO,  BlUe CrOss BlUe shIeld assOCIatIOn

https://blog.kissmetrics.com/loading-time/
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Indianapolis-based consulting firm focused 
on customer intelligence. To be relevant in 
2020, companies must emphasize “proac-
tive and personalized service,” Walker says. 

What It takes
Companies focused on re-engineering 
around customers share several common 
characteristics. First, they don’t think all cus-
tomers are alike. At Valdosta State, for exam-
ple, specific IT staffers are assigned to work 
with users in specific academic disciplines, 
and they receive training to help them un-
derstand their customers’ unique needs. 

Second, customer-responsive 
re-engineering involves continual 
change and improvement based on ex-
isting knowledge and customer feed-
back. For example, Vanguard regular-
ly positions different services on its 

home page based on what it knows about par-
ticular retail clients online. The result: “We’ve 
seen as much as a 700% increase in adoption 
of those services over control groups,” says 
John Marcante, CIO at the Valley Forge, Pa.-
based financial services company. 

A third differentiating factor among 
customer-responsive re-engineering efforts 
is that IT staffers involved tend to be espe-
cially knowledgeable about the business and 
industry in which they work, and they often 
are physically colocated with their business 
counterparts. At Janney Montgomery Scott, 
a Philadelphia-based financial services com-

pany, all IT project managers are 
required to take and pass the Finan-
cial Industry Regulatory Authority’s 
Series 99 exam, which licenses them 
to perform a variety of operational 
functions for a broker dealer. 

IT leaders and many staffers at these com-
panies also have a high degree of interaction 
with the company’s external customers, go-
ing out on sales calls and sitting in on cus-
tomer meetings. 

Here are closer looks at three customer-
responsive re-engineering efforts.

Massachusetts  
Convention Center authority
CIO Steven Snyder doesn’t have a crystal 
ball, yet he’s challenged daily to successfully 
respond to the needs of customers who will 
do business with the Massachusetts Con-
vention Center Authority 15 years from now.

“What we’re selling in this business is 
space and time in a building, out to the year 
2030,” Snyder explains. “We’re selling not 
the technology that’s in place today, but a 
mindset that we’ll continue to invest in tech-

What we’re selling in this business is space and time in a building, out to 
the year 2030. we’re selling not the technology that’s in place today, 
but a mindset that we’ll continue to invest in technology.
Steven Snyder,  CIO,  MassaChUsetts COnVentIOn Center aUthOrIty



Cover Story   digital tranSformation

16February 2016 |  Com puterworld

nology” so that the MCCA’s three venues 
will have what customers are demanding 
more than a decade from now.

For example, customers who signed rental 
agreements for trade shows and exhibits five 
years ago did so before the Boston-based orga-
nization had wireless networking throughout 
each of its facilities. But if wireless connectiv-
ity hadn’t been available when those meetings 
took place, the authority would have surely 
lost customers, Snyder notes.

“Networking is a core infrastructure 
piece for me,” he says. “We’re selling band-
width” in addition to meeting space. 

Just this year, the MCCA deployed 600 
Bluetooth low-energy beacons throughout 
its facilities. The beacons enable smart de-
vices to broadcast an identifier and their 
location so meeting-goers can find one an-
other in the cavernous buildings.

“We can facilitate communica-
tions now so like-minded people 
can find each other,” Snyder says. 
And since the system has an open 
API, “we’re looking at other ser-
vices, such as a panic button for 
public safety and better ways to 
route our service technicians in 

not everyone in IT is cut out for a 
customer-facing role.

The good news is that not 
everyone in IT has to be cut that way.

regardless of how customer-focused 
a business may be, “there is a group of 
people in IT who are on back-end teams 
that don’t need to be directly informed by 
our customers,” says bDP International 
CIO andy Santacroce. “you don’t have to 
convert everybody.”

but for those companies aiming to be 
more customer-responsive, the most direct 
way to get IT on board is to get people out 

of their cubicles and encourage them to mix 
it up with colleagues in other business units 
— and, ultimately, with external customers.

“It’s about having your IT team under-
stand what the business is,” says Steven 
Snyder, CIO at the Massachusetts Conven-
tion Center authority. “you have to get [IT] 
people walking the mahogany hallways of 
other business units and listening to what 
their problems are.”

robert Thielmann, CIO at Janney Mont-
gomery Scott, says he looks to fill cus-
tomer-facing roles in IT with people who 
are programmers or who otherwise know 

role Playing

I have not had to spend a lot of time reorienting 
the way a person works with a client. if they 
understand the business, they naturally 
understand the client.
roBert tHielmann, CIO,  Janney MOntgOMery sCOtt 

CONTINUED ON NEXT PAGE
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the buildings,” he adds. 
Pointing out that the authority sells it-

self as offering “the most technologically 
advanced convention center on the planet,” 
Snyder says that “you really need to have 
something in your back pocket that makes 
it better to do business in Boston, especially 
in winter. We need to have an extra edge 
over Orlando.”

To stay in touch with customers’ expec-
tations, Snyder regularly goes on calls with 
the sales team and meets annually with 
members of a customer advisory group that’s 
focused on technology.

“I also spend a lot of time outside of my 
office in the show space itself,” he says. “Get-
ting out there and talking to [external] cus-
tomers is a huge, huge benefit.”

BDP International
BDP International hired Andy Santacroce 
two years ago as vice president of customer-
facing systems.

Before that, the global logistics and 
transportation company “didn’t have a fo-
cal area on customer-facing systems,” he 
says. “We just had systems.”

BDP’s primary customer-facing tool is 

known as BDPSmart. It enables customers 
to do things like track global shipments, en-
sure their compliance with various shipping 
regulations worldwide and manage assets 
such as propane tanks or cargo containers 
around the world. 

“We move data, and by us moving data, 
shipments move,” Santacroce says.

All of these applications “were functional 
for quite a few years,” providing customers 

with the capabilities they needed. But they 
weren’t necessarily designed with the cus-
tomer in mind, says Santacroce, now vice 
president of global IT at Philadelphia-based 
BDP. For one thing, the information they con-
tained was not at all visual, so getting quick, 
dashboard-type updates wasn’t possible.

BDP went directly to its external cus-
tomers for input and, based on their feed-
back, the company not only re-engineered 

technology but who want to learn about other areas of the brokerage and financial ser-
vices industry.

a former programmer himself, Thielmann says the company puts a major emphasis on 
technology professionals knowing the business. all IT project managers are, at a minimum, 
required to take and pass the Financial Industry regulatory authority’s Series 99 exam, 
which licenses them to perform a variety of operational functions for broker dealers. Many 
also have Series 7 certification, which authorizes them to handle client accounts.

Thielmann says this approach has helped groom technology professionals who under-
stand and can respond to customers’ desires.

“I have not had to spend a lot of time reorienting the way a person works with a client,” 
he says. “If they understand the business, they naturally understand the client.”

— JUlIa KIng 

CONTINUED FROM PREVIOUS PAGE
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BDPSmart, but also changed the way it does 
business generally.

More notably, BDP categorized its cus-
tomers by industry, providing industry-spe-
cific services to those in the chemical indus-
try, life sciences and other sectors.

The re-engineering effort entailed some 
change-ups in the IT organization as well. 
Business developers were dispatched from 
IT to BDP’s business units to gather custom-
er feedback and new systems requirements.

Additionally, Santacroce hired user inter-
face (UI) and user experience (UX) experts to 
assist with the design and usability features of 
the re-engineered BDPSmart system. 

Before, he says, “we didn’t have anybody 
in IT focused on UI/UX. These are people 
who think differently than [traditional] IT 
developers. They are people with a design 
rather than an IT background.”

“We took a hard look at what our custom-
ers want to see and not what do we think our 
customers want to see, and then we totally re-
freshed the design of the application to make 
it easier for our customers. It now speaks our 
customers’ language,” Santacroce says.

He points out that the customer-respon-
sive re-engineering effort paid off in the 

form of an increase in 
business from existing 
customers plus an in-
crease in new customers. 

BDP is now looking at 
making changes that are a 
direct response to young-
er customers’ demands for 
more self-service features.

“As much as we can 
drive self-service, we are 
doing so,” Santacroce 
says. “That derives benefits for us in terms 
of operational efficiency.” 

But the primary factor driving the change 
is the shifting demographic makeup of 
BDP’s customers. “As the overall working 
population gets younger, there’s more and 
more of a drive for self-service,” he says. “So, 
yes, we gain efficiencies, but it’s for much 
happier customers.”

vanguard
Vanguard manages about $3 trillion in assets 
globally, making it one of the world’s largest 
investment companies.

Still, it services its customers one at a 
time, and in order to provide individuals 

with customized services, it amasses and 
integrates customer data from call record-
ings, accounts, social media and demo-
graphic databases.

The company has steadily evolved its 
client-focused systems design practices, 
from usability testing, during which it would 
bring clients to its computer labs for demos 
of prototypes and gather their feedback, to 
combining both high-tech (mainly big data 
analytics) and low-tech methods to best 
serve customers in what CIO Marcante calls 
“moments of truth.”

“These are situations where stepping up 
the client experience would make a signifi-
cant positive impact for the client and could 

we took a hard look at what our 
customers want to see and not what do 
we think our customers want to see, 
and then we totally refreshed the design 
of the application to make it easier 
for our customers. It now speaks our 
customers’ language.
andy SantaCroCe ,  VICe presIdent Of glOBal It,  Bdp
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represent a defining moment in the client’s 
relationship with Vanguard,” he explains.

For example, Vanguard employed design 
thinking principles to address the experi-
ences of customers who are grieving the loss 
of a loved one.

“The team went out to funeral homes 
and also met with estate planning lawyers 
and paralegals in order to immerse them-
selves fully in the clients’ total situation,” he 
says. This process revealed critical places 
for Vanguard to focus its efforts, such as 
simplifying the paperwork and tasks fami-
lies had to complete after a relative’s death. 
It also identified ways to build empathy into 
the process, Marcante says. One example 
is advising clients to request multiple cop-
ies of the death certificate because they will 
probably need to provide original copies 
to many institutions as they work to settle 
their loved one’s affairs.

Vanguard also has adopted agile methods, 
which Marcante says helps reinforce the cli-
ent-focused mindset in IT. Many agile teams 
are colocated with the business groups that 
they work with, and these combined groups 
have regular access to clients.

“Instead of working off of a list of require-

ments, the teams work off of user stories and 
scenarios,” he says.

Additionally, Vanguard has moved to a 
continuous delivery mode as a means of 
shortening the software development cycle. 
Marcante says this approach has helped 
bridge the gaps that can exist between busi-
ness and IT, and it enables IT to be more 
responsive.

With internal users, “we are bringing 
client feedback directly into the software 
development life cycle by using an experi-
mental test-and-learn approach to develop-
ing products — the so-called Lean Startup 
mentality.

“Once a feature is built, we leverage the 
data and analytics capabilities we now have 
to validate that the feature has achieved the 
intended outcome, or is making directional 
progress, and incorporate those learnings 
into the next features that we build,” he says.

On the results side, Vanguard has seen cli-
ent loyalty scores increase. An added bonus, 
Marcante says, is that “employee engage-
ment has gone up as well.” u

king is a freelance writer and editor based in 
Pennsylvania.

Instead of working 
off of a list of 
requirements,  

the teams work  
off of user stories 

and scenarios.
JoHn marC ante ,  CIO,  VangUard
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humanitarian organizations, including those 
helping the recent wave of Syrian refugees, 
are using big data to improve their response 
efforts.    BY marY k. Pratt

Big data
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H undreds of tHousands of 
refugees streamed into Europe in 
2015 from Syria and other Middle 
Eastern countries. Some esti-

mates put the number at nearly a million.
The sheer volume of people overwhelmed 

European officials, who not only had to han-
dle the volatile politics stemming from the 
crisis, but also had to find food, shelter and 
other necessities for the migrants.

Sweden, like many of its European Union 
counterparts, was taking in refugees. The 
Swedish Migration Board, which usually 
sees 2,500 asylum seekers in an average 
month, was accepting 10,000 per week.

“As you can imagine, with that number, it 
requires a lot of buses, food, registra-
tion capabilities to start processing all 
the cases and to accommodate all of 
those people,” says Andres Delgado, 
head of operational control, coordina-
tion and analysis at the Swedish Mi-
gration Board.

Despite the dramatic spike in refu-
gees coming into the country, the mi-
gration agency managed the intake — 
hiring extra staff, starting the process 
of procuring housing early, getting 

supplies ready. Delgado credits a good part 
of that success to his agency’s use of big data 
and analytics that let him predict, with a high 
degree of accuracy, what was heading his way. 

“Without having that capability, or 
looking at the tool every day, to assess ev-
ery need, this would have crushed us. We 
wouldn’t have survived this,” Delgado says. 
“It would have been chaos, actually — noth-
ing short of that.”

The Swedish Migration Board has been 
using big data and analytics for several 
years, as it seeks to gain visibility into im-
migration trends and what those trends will 
mean for the country. Delgado says its Qlik 
Technologies analytics tools gave his agen-

cy, and Sweden, the 
ability to prepare for 
the rush of refugees 
in a way it couldn’t 
have years ago.

“We [once] 
looked into the fu-
ture with our back 
toward the horizon. 
That wasn’t really a good form of control of 
the operations,” Delgado says. “We wanted 
to turn around 180 degrees and look into the 
future. We got a tool that would give us the 
capability to gather information [and] pro-
cess all this data and look into predictions of 
the upcoming year so we could be three or 

Without having [the analytics] capability,  
or looking at the tool every day, to assess  
every need, this would have crushed us.  
we wouldn’t have survived this. it would have 
been chaos, actually — nothing short of that.
andres delgado, head of operational control ,  coordination 
and analysis,  swedish Migration Board
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six months ahead in our planning.”
The Swedish Migration Board’s success in 

anticipating, and thus being able to prepare 
for, the refugee crisis of 2015 is impressive 
enough. But that’s only the start of the story. 
The real story lies in what this agency and 
other humanitarian organizations are start-
ing to do with big data and analytics. Like 
their corporate brethren, humanitarian and 
peace-building organizations are harness-
ing data to gain insight into the people and 
problems they’re tasked with handling. And 
just like the for-profits, they’re finding that 
their efforts are paying off. 

Big data to the rescue
“Can big data give us peace? I think the 
short answer is we’re starting to explore 
that. We’re at the very early stages, 
where there are shining examples 
of little things here and there. 
But we’re on that road,” says 
Kalev H. Leetaru, creator of the 
GDELT Project, or the Global 
Database of Events, 
Language and Tone, 
which describes 
itself as a compre-

hensive “database of human society.” 
The topic is gaining traction. A 2013 re-

port, “New Technology and the Prevention 
of Violence and Conflict,” from the Inter-
national Peace Institute, highlights uses of 
telecommunications technology, including 
data, in several crisis situations around the 
world. The report emphasizes the potential 
these technologies hold in helping to ease 
tensions and address problems.

The report’s conclusion offers this 
idea: “Big data can be used to iden-

tify patterns and signatures associ-
ated with conflict — and those as-
sociated with peace — presenting 
huge opportunities for better- 
informed efforts to prevent vio-
lence and conflict.”

That’s welcome news to Noel 
Dickover. He’s the director of 

PeaceTech Data Networks at the PeaceTech 
Lab, which was created by the U.S. Institute 
of Peace (USIP) to advance USIP’s work on 
how technology, media and data help reduce 
violent conflict around the world.

Such work is still in the nascent stages, 
Dickover says, but people are excited about 
its potential. “We have unprecedented 
amounts of data on human sentiment, and 
we know there’s value there,” he says. “The 
question is how to connect it.”

Dickover is working on ways to do just 
that. One example is the Open Situation 
Room Exchange (OSRx) project, which 
aims to “empower greater collective impact 
in preventing or mitigating serious violent 
conflicts in particular arenas through col-
laboration and data-sharing.”

The OSRx is a platform being developed 
to help peace-builders working on the 

we have unprecedented amounts of data  
on human sentiment, and we know there’s  
value there. The question is how to connect it.
noel diCkover,  director,  peacetech data networks,  peacetech laB

http://www.computerworld.com/article/2977530/data-analytics/the-gdelt-project.html
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ground, creating a framework for them to 
think about how data can be used effectively 
in their efforts to end conflicts in the short 
term and in the future.

According to the PeaceTech Lab’s website, 
the OSRx will “provide the ability to find, 
collect, analyze, visualize and publish conflict 
related data” as well as connect local peace-
builders with technology and technologists.

Dickover says the exchange is set to launch 
early this year with three dashboards avail-
able in 360 countries, providing information 
from social media as well as structured in-
dexes, such as data sets on economic fragility, 
in areas around the world.

“The idea is to take the real-time infor-
mation and almost forecast what can hap-
pen,” he says. “And what’s really impressive 
is we’re going to make it publicly accessible. 
We’re really looking to make this accessible 
for local peace-builders to use for their own 
campaigns and the work they’re doing.”

He points to a project in Myanmar (for-
merly Burma) as an example of how it can 
be used. The project has civic organizations 
working together to monitor hate speech 
with the goal of taking countermeasures 
before belligerent discourse spins out of 

control into actual vio-
lence. The organizations 
learned how to use tech-
nologies, including big 
data and analytics tools, 
to scout for and analyze 
incidents of inflammato-
ry speech so they could 
mobilize teams to take 
action — such as flood-
ing social media with 
more positive messages.

This involves much more than simply 
watching for offensive Facebook posts. The 
project takes in reams of data, mostly from 
locally generated and publicly accessible 
online social media sources, and feeds it into 
an artificial intelligence engine. This pro-
cess will help the system develop and fine-
tune the algorithms that will analyze data.

“It will create the monitoring tool that 
[people] can then use to take action,” Dick-
over says.

Influencing the future
The ability to do what Dickover describes 
is far from wishful thinking. In fact, that 
goal mirrors what corporations and other 

types of organizations around the world are 
already doing with big data. Companies, 
healthcare agencies and others aren’t just 
compiling information from numerous 
sources to understand what has happened in 
the past. They’re using it to grasp what’s hap-
pening right now, in real time, and — more 
importantly — what will likely happen in the 
future and how they can take advantage of 
future developments. 

For example, leading-edge companies 
generally use big data and analytics to drive 
sales and lower costs by, for example, figur-
ing out what promotions will get specific 
customers to buy their products.

Forward-thinking peace-builders and hu-
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manitarian organizations are begin-
ning to talk in similar terms, discuss-
ing — at least in theory — how they 
can use information to determine 
likely future outcomes and then de-
velop plans to affect those outcomes.

“Can we use predictive and pre-
scriptive analytics? That’s the ulti-
mate goal,” Dickover says. 

But he and others say that’s a long 
way off. There are, to be sure, huge 
obstacles to achieving such noble objectives. 
Members of this community struggle with 
collecting and organizing the right data in 
the right format for emerging analytics ini-
tiatives. They also have a hard time getting 
required resources, whether it’s identify-
ing the best technologies for their needs or 
finding the money to pay for the technology 
and talent that can help them achieve their 
goals. And they strain to understand how to 
best use the data and analysis they can get, 
as they weigh whether empowering local 
efforts is more effective than arming high-
ranking policymakers.

Those challenges are parallel to the ones 
that for-profit organizations face, Leetaru 
says. But just as those challenges aren’t de-

terring corporations from pushing forward 
with their analytics programs, he says, they 
shouldn’t stop peace-building and humani-
tarian groups either.

“I see interest all around the world in 
leveraging this technology. There’s phenom-
enal interest,” Leetaru says.

Still, he and others are realistic. This 
community generally has fewer resources — 
money and personnel — than businesses do, 
and that makes it harder to push forward. 
Additionally, the data that nonprofit orga-
nizations need — data gathered from and 
about individuals and groups in developing 
countries where conflicts tend to be more 
likely — isn’t being generated or collected at 
anywhere near the same rate as commercial 
data is in the Western world. 

Leetaru is trying to change that. GDELT 
monitors print, broadcast and Web news 
media around the world, in more than 100 
languages, every moment of every day. Its 
collection spans from Jan. 1, 1979, to the 
present day, with daily updates. And it’s 
available for organizations and individuals 
to use to gain insight into the circumstances 
that shape events.

“If we can create a live catalog of every-
thing on Earth, that increases awareness — 
it gives voice to people around the world,” 
Leetaru says.

For now, data-driven projects tend to be 
more targeted.

Take, for example, some of the initiatives 
run by the U.S. Agency for International 
Development (USAID).

If we can create a live catalog of 
everything on Earth, that increases 
awareness — it gives voice to 
people around the world.
k alev H.  leetaru ,  creator,  the gdelt project
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The agency is analyzing geospatial data, 
satellite imagery and other information to 
identify regions of the world where unsus-
tainable uses of water (such as fish farming) 
are common, so it can advocate for changes 
that will head off droughts, says Craig Jolley, 
an AAAS science and technology policy fel-
low at USAID.

He also cites USAID’s work with Paki-
stani power companies to install smart me-
ters and then analyze usage patterns to help 
better manage electric capacity and avoid 
energy shortages and blackouts that can 
feed into civil unrest.

Eric King, a specialist on humanitarian 
work and IT at USAID, says that as more 
data is collected from around the world, 
the potential to run additional projects 
such as these becomes possible. But, like 

others in the field, he stresses that the work 
is in its infancy.

He also points out that while big data and 
analytics, like all other technologies, can 
help foster change, they have their limits. 
It’s best to be realistic in that regard — and 
remember that they’re just tools to help 
people be more effective. 

“Technology is far from a panacea,” King 

says. “People will be the ones to solve these 
problems, but the technology will help them 
do it. Technology is really helping the people 
who are working on these problems on the 
ground do their job better.” u

pratt is a Computerworld contributing  
writer in Massachusetts. You can contact her at 
marykpratt@verizon.net.

technology is far from a panacea. People will be the ones to 
solve these problems, but the technology will help them do it. 
technology is really helping the people who are working on 
these problems on the ground do their job better.
eriC king,  specialist,  Usaid
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Is a
 career fo

cused 

solely on open source 

sustainable? experts 

predict a wave of 

opportunitie
s fo

r  

IT pros with  

all-o
pen-source 

résumés — in  

five years o
r so

.  

By Sandra Gittlen

t 
heSe dayS, you might get passed up for 
plum jobs in enterprise IT if you have 
a predominantly open-source résumé. 
But in five years, even the most tradi-

tional organizations are likely to be looking 
at open source as a career-maker, says exec-
utive recruiter David Patterson.

http://www.computerworld.com
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“While we see more and 
better-paying opportunities in 
non-open source today, the fu-
ture is clearly open source,” says 
Patterson, president and senior 
practice leader at The Kineta 
Group, a boutique search firm 
that places SAP specialists at 
large businesses such as Kohler, 
Tractor Supply Co. and BMW. 

Open source is permeat-
ing IT. There are open-source 
analytics tools, databases, pro-
gramming languages, storage 
systems and more. In Septem-
ber, SAP announced Hana Vora, 
an in-memory query engine 
that will use the open-source 
Apache Spark execution frame-
work to deliver interactive 
analytics on Apache’s Hadoop 
open-source platform. In Octo-
ber, Microsoft said that it was 
hiring open-source experts to 
help support Linux and open-
source software on its Azure 
cloud platform. And in July, 
IBM unveiled a new code repos-

itory that “aims to foster collab-
orative development of enter-
prise open-source software.”

With open source moving 
further into the mainstream, 
Patterson is confident that 
there will be a wave of opportu-
nities for developers who have 
open-source expertise. He’s so 
confident, in fact, that he has 
already started banking candi-
dates with heavy open-source 
backgrounds into his firm’s 
database of 75,000 profiles.

Bill Taylor, senior techni-
cal recruiter at Mondo, a digi-
tal marketing and technology 
sourcing firm, says that al-
though experience in proprie-
tary programs is still necessary 
for most of today’s senior- and 
executive-level developer posi-
tions, he too has seen signs of a 
shift toward open source. 

Some companies are 
actively seeking open-
source developers, 
Taylor says, noting 
that “if a compa-
ny has a cer-
tain need for 
open source, 
they will 

bring an open-source expert in 
to lead a team.” Others, he adds, 
are starting to accept open-
source skills as alternatives to 
experience in traditional IT sys-
tems. For example, knowledge 
of Hadoop may be accepted in 
lieu of expertise in a proprietary 
analytics platform.

Although Taylor sees a lot 
of résumés from 

people with 
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While we see more and better-paying 
opportunities in non-open source today,  
the future is clearly open source. 
davId patterson,  president, the Kineta Group

http://www.computerworld.com/article/2979073/enterprise-applications/sap-brings-hadoop-into-the-hana-fold-with-vora-a-new-in-memory-analytics-tool.html
https://blogs.microsoft.com/firehose/2015/10/29/microsoft-azure-is-hiring-people-around-the-world-with-open-source-skills/


It Careers

28february 2016 |  Com puterworld

open-source skills, including 
expertise in MySQL, Ruby on 
Rails, Python, Linux and Java, 
he says these job seekers tend to 
be looking for low- to mid-level 
jobs, not managers’ positions. 
For that to change, and he says it 
will, employers must put greater 
emphasis on open source as a 
critical part of overall IT.

Polyglots wanted
At SaaS startup Contraqer, 
which delivers an automated 
procurement platform, founder 
and CEO Dwight Gibbs says 
open source already can be a 
career-maker.

“A great developer is a great 
developer — the language is 
just syntax. I’m looking for 
polyglots who know at least 
three programming languages. 
I don’t care if they are all open 
source,” says Gibbs, who is 
himself a developer and has 
hired developers throughout 
his more than 20-year career. 

“A career-breaker would be to 
only know one language.”

He adds that open source is 
evolving so quickly, with new 
languages such as Clojure and 
OCaml, that knowing just one 
or two could limit a developer’s 
career path. “What I really want 
is someone who is intellectually 
curious and open-minded,” he 
says. “I want developers who 
can identify the right tool for 
the right job and not be stuck in 
a single mindset.” For instance, 
if someone is highly skilled in 
Microsoft’s .Net framework 
but doesn’t want to learn new 
things, then he or she wouldn’t 
be a fit for Contraqer.

As much as he champions 
open source and the open-
source community, Gibbs isn’t 
an open-source zealot. “If a pro-
prietary approach would get the 
job done faster, I’m willing to 
use it. If I can buy a proprietary 
library that saves me two weeks 
of development time, then I 
will. And if a developer on a 
project is twice as productive 
in a proprietary language, then 
we’re going to pay for the li-
cense to use that language. The 
cost is in the developer — not in 
the tools,” he says.

As Gibbs has staffed his new 
venture, the developer, archi-
tect and programmer résu-

més he’s seen have had a mix of 
proprietary and open-source 
experience. “I don’t think any-
one is primarily open source 
coming out of college right now 
because [computer science 
departments] still use a lot of 
Microsoft and Oracle,” he says. 
Instead, open source seems 
to be something both the col-
lege graduates and experienced 
developers experiment with in 
their spare time. 

a great developer is a great developer. . . .  
I’m looking for polyglots who know at least three 
programming languages. I don’t care if they are  
all open source.   dwIght gIbbs,  founder and Ceo,  Contraqer
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But that is changing, accord-
ing to Stephen Jacobs, a profes-
sor at Rochester Institute of 
Technology and associate direc-
tor of the RIT MAGIC (Media, 
Art, Games, Interactivity and 
Creativity) Center.

In 2014, RIT established a 
minor degree focused on free 
and open-source software 
(FOSS) and free culture. Stu-
dents in the program “develop 
a deep understanding of the 
processes, practices, technolo-
gies, and financial, legal 
and societal impacts of 
the FOSS and free culture 
movements,” according to 

the degree’s online description.
“Students of the open-source 

movement are passionate and 
values-based. If an application 
doesn’t do what it [should], they 
want to be able to change it,” 
Jacobs says. For many organi-
zations, open source is simply 
the most pragmatic way to do 
business. He points to UNI-
CEF Innovation, which builds 
innovative systems that sup-
port the U.N. agency’s mission 
of improving children’s lives 

around the world. In its core 
set of principles, UNICEF In-
novation requires the use of 
open standards, open data, open 
source and open innovation. “All 
of their innovations have to be 
customized for different coun-
tries, languages and cultures. If 
a program is locked down, they 
can’t adapt it,” Jacobs says.

The open-source mindset 
is gaining a foothold across 
industries, he says, citing the 
federal government’s Data.gov 
open-source project; the U.S. 
military’s Mil-OSS working 
group, which promotes collab-
oration between civilians and 

the military on open-source 
projects; Tesla Motors, which 
has shared its battery patents; 
and gold mining company 
Goldcorp, which not only uses 
Linux, but also made its maps 
publicly available in a contest 
in which outside geologists 
could win cash prizes for help-
ing it find gold.

“Five, 10 years ago, you’d 
be painting yourself into a 
corner by focusing solely on 
open source. And while it’s still 
too early to say open source 
has won, there are fewer and 
fewer organizations that don’t 
want anything to do with open 

students of the open-source movement 
are passionate and values-based. If an 
application doesn’t do what it [should],  
they want to be able to change it.
stephen JaCobs,  professor,  roChester institute of teChnoloGy
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source,” Jacobs says. In fact, 
open-source devotees can find 
open-source projects to work on 
at most companies. And as open 
source rises, so too will oppor-
tunities for higher-ranking jobs, 
including titles such as director 
of open source, Jacobs says. 

Milena Berry, CEO and co-
founder of job match company 
PowerToFly, agrees that open 
source is gaining ground. “Over-
whelmingly the international 
market is looking for new stacks 
and new technology, and all 
open source,” she says.  

Because some popular open-
source technologies have been 
developed recently, it may be 
hard to find job candidates 
who have much experience 
with them. But, the U.S. educa-
tion system is embracing open 
source, so the country could 
soon gain a competitive advan-
tage, says Berry, whose company 
offers a platform to connect em-
ployers with women in technol-

ogy in 143 countries. 
Like Gibbs, she says develop-

ers should be able to move easily 
between programming languag-
es. “It’s not a good sign if you get 
stuck in one stack or another,” 
she says. “If you only have .Net, 
you’ll be very hard to hire.”

Familiarity with multiple 
systems shows creativity and an 
ability to problem-solve. “We 
are living in the age where cre-
ativity and problem-solving will 
distinguish us from the ma-
chines,” Berry says.

Go all-in
One emphatic open-source 
proponent applauds develop-
ers who even today are trying to 
establish themselves as open-
source only. “Being wholly 
open source or predominantly 
open source is definitely a good 
career move,” says Alan Clark, 
chairman of the board for the 
OpenStack Foundation and a 
member of the Linux Founda-

tion’s board of directors.
Clark, who has been part of 

the open-source community 
for nearly 20 years, says open-
source projects used to be full 
of hobbyists with little funding. 
“Now that companies are get-
ting serious about open source, 
all these new projects are very 
well funded,” he says. 

And businesses are finding 
ways for their employees to par-
ticipate in open source projects 
without jeopardizing corporate 
secrets. They establish review 
boards that determine if open-
sourcing a particular project 
would put intellectual property 
at risk. If it wouldn’t, the de-
veloper is free to contribute to 
open-source efforts. If it would, 
Clark says, “companies can have 

developers sign agreements 
specifying they won’t work on 
similar areas in open source.”

Thanks to such work-
arounds, Clark says developers 
can build their open-source 
skills and simultaneously rise 
through the IT ranks.

a competitive edge
Even companies that don’t di-
rectly contribute to open source 
have started to incorporate its 
modern development practices, 
including collaboration, code 
development and agile devel-
opment models. Knowing how 
open-source code is created 
gives job candidates a competi-
tive edge, Clark says.

To get started in or advance 
an open-source career, develop-
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Being wholly open source or 
predominantly open source is 
definitely a good career move.
alan Clark,  Chairman of the board,  
the openstaCK foundation

http://www.computerworld.com/article/2487590/it-careers/hiring-managers-advise-that-job-seekers-contribute-to-open-source-projects.html
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ers must contribute code, bug 
fixes or other input to the open-
source community. 

“Everyone comes out of col-
lege with the same classes, pro-
gramming languages and proj-
ects. But open source lets you 
distinguish yourself by saying, 
‘I’ve been playing around with 
software-defined networking, 
and here’s my code,’” he says.

Clark recommends creating 
an account on GitHub.com 
and offering to fix bugs. 
“The beauty of open 
source is you don’t 
have to do a lot to 
start having an im-
pact,” he says. 

Hiring managers 
are starting to look for 
GitHub accounts on résu-
més. “Without having to take 
your word about your knowl-
edge of coding, [prospective em-
ployers] can go look at your work 
and ask more pointed questions 
such as ‘Why did you code your 

patch this way?’” Clark says.
Developers may even find 

that open-source skills prove 
valuable in industries where 
proprietary tools would seem to 
be preferred. In financial ser-
vices, for example, trading appli-
cations are typically proprietary, 
but the servers may be open 
source. Developers could opti-
mize their programs by know-
ing the details of Linux’s code. 

“I’ve known kernel engi-
neers who have made 

their transactions a 
millisecond faster 
because of their 
open-source knowl-
edge, which is direct 

money,” Clark says.
Participating in 

open-source communi-
ties also helps developers net-
work with industry experts, 
gain credibility and get scouted. 
Companies looking for exper-
tise in a certain language or ap-
plication can scan a developer’s 

project list on GitHub.
“Recruiters throw out 950 

out of 1,000 résumés,” but a 
GitHub account could keep 
yours out of the trash can, Ja-
cobs says. That shows not only  
a commitment to open source, 
but also an understanding of 
the licensing process and an 
ability to collaborate, he says.

Mondo’s Taylor agrees, say-
ing that .Net developers who 
focus on C Sharp programming 
on the job can differentiate 
themselves by working on open 
source on their own time.

Gibbs asks potential hires 
whose work experience has 
been in proprietary languages 
and applications what they play 
with at night and on weekends. 
“I want to see that you’re pas-
sionate and that you’ve explored 
even the most esoteric aspects 
of open source,” he says.

At PowerToFly, newcomers 
are encouraged to go to boot 
camps on various open-source 

stacks or to participate in hack-
athons. “Developers should be 
able to say, ‘I have this problem 
and I know which stack will 
solve it,’” Berry says.

Jacobs suggest newbies join 
OpenHatch, an open-source 
community that posts project 
needs — including bug fixes, 
patches and upgrades — and 
rates required expertise from 
beginner to expert. He also 
recommends joining local user 
groups dedicated to certain lan-
guages and platforms.

Exposure to the open-source 
community will open doors,  
according to Clark. “People pre-
fer to do open source because it 
gives them the freedom to cre-
ate. You’re not limited by a prod-
uct; you’re only limited by your 
own capabilities,” he says. “So is 
open source a career-maker? My 
emphatic answer is yes!” u

gIttlen is a Computerworld  
contributing writer.
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a security manager needs 
a philosophy about how to ad-
dress security issues, and I find 
that many elements of mine can 
be reduced to a few 
words that almost 
amount to mantras: 
“Obey the rule of 
least privilege,” “A company  
is only as strong as its weakest 
link,” “Security is a process,  
not a point solution” and “Trust 
but verify.” 

This week I added a new 

mantra: “Compliance does not 
equal security.” 

This truth has come home to 
me over the past several months 

as we have worked 
to obtain Level 1 
compliance with 
the Payment Card 

Industry Data Security Stan-
dard. This effort is quite differ-
ent from achieving other PCI 
levels, which merely required 
completing a self-assessment 
questionnaire and passing quar-

terly security scans. Instead, 
we must provide excruciating 
amounts of evidence to a third-
party qualified assessor. 

The process is exhausting, 
with more than 400 controls, 
many of which require the sub-
mission of evidence. For ex-
ample, it isn’t enough to simply 
check the box stating, “I encrypt 
credit cards at rest.” Evidence 
must be submitted proving that 
the data is really encrypted. In 
the case of encryption at rest, 
we simply provide a screenshot 
of the encrypted value in the 
database or file system. To prove 
encryption in transit, we have to 
show a sample of network traf-
fic (for instance, from a sniffer) 
that demonstrates that data is 
truly encrypted. 

effort doesn’t Pay off
And yet, despite the tremen-
dous effort to meet the com-
pliance requirements, I have 
learned that compliance does 

not equal security. I will explain 
how I came to realize this.

One of the requirements is 
that companies must prove that 
they are logging certain activi-
ties and regularly reviewing the 
logs. Some companies will 
spend hundreds of thousands of 
dollars deploying state-of-the-
art security incident event man-
agement infrastructure and hir-

security manager’s  Journal
The effort to meet PCI Level 1 guidelines reveals a 

new security mantra to our manager.

compliant, not secure

Trouble 
Ticket

at issue: The 
company has to 

meet the requirements 
for a tougher certification 
of its credit-card-handling 
practices. but those 
requirements don’t seem 
tough enough.

action plan: 
Obtain the budget 

and personnel to go 
beyond compliance 
toward true security.

find full coverage of IT 
security at computerworld.com/

category/security0
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SeCurity manager’S Journal   mathiaS thurman

ing a team of security analysts 
to provide 24/7 monitoring. 
Others may hire a third party 
and offload the collection, cor-
relation and analysis of events 
on a 24/7 basis. 

Such round-the-clock cov-
erage is ideal for detecting 
indicators of compromise, be-
cause hacking activity can oc-
cur at any hour of the day, but 
my company can’t meet that 
standard. What we do is log all 
events and use scripts to search 
for a few suspicious types of log 
entries — and if we don’t have 
a script for a particular type of 
suspicious log entry, we won’t 
see it. If an event is flagged, an 
email is sent to a distribution 
list, which we monitor every 
day, but not 24/7. I know — it’s a 
pathetic situation, and I plan to 
change it. 

The thing is that our pa-
thetic, patchwork monitoring 
meets PCI guidelines. That 
doesn’t mean, though, that it 

properly protects our organi-
zation. Compliance does not 
equal security.

Another example involves 
our VPN deployment. We use 
strong encryption in transit, 
with a requirement for multi-
factor authentication for access 
to our corporate network, and 
that is enough to comply with 
PCI standards, no problem. 

But what PCI doesn’t un-
cover is the fact that a user with 
knowledge of VPN configura-
tion settings can obtain VPN 
software, install it on any com-
puter in the world, and place 
that untrusted device on our 
network. We can overcome that 

problem with Cisco’s Network 
Admission Control system or 
other forms of controls that 
restrict VPN access to only 
authorized, corporate-owned 
devices, and I do intend to ad-
dress this shortcoming in that 
way sometime soon. 

good to go — not!
The point is, though, that as far 
as Level 1 PCI compliance is 
concerned, we’re good to go.

I have hardly exhausted the 
examples, but here is just one 
more, involving the require-
ments for antivirus and patch 
management. Most compliance 
activities represent a point-in-

time state: We demonstrate to 
the auditor that at the time of 
the audit, all our PCs and serv-
ers were up to date with patches 
and endpoint protection. It 
would be far better if the audi-
tor had us prove, via metrics, 
that we maintained a certain 
level of compliance throughout 
the year. Many companies rush 
to get all devices up to snuff for 
the auditor, and then relax until 
the next yearly audit. 

Compliance is more than 
mere window dressing, but it’s 
far from a guarantee of security. 
I will drive that point home as I 
seek additional budget and head 
count so that our organization 
can become more secure, and 
not merely compliant. u

This week’s journal is written by 
a real security manager, “mathiaS 

thurman,” whose name and em-
ployer have been disguised for 
obvious reasons. Contact him at  
mathias_thurman@yahoo.com.

The thing is that our pathetic, 
patchwork monitoring meets PCI 
guidelines. that doesn’t mean, 
though, that it properly protects 
our organization.

mailto:mathias_thurman@yahoo.com
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To B or Not to B? 
thiS buSineSS iS organized into four divisions, so com-

petition for IT resources is unavoidable. “each division — 
let’s call them Division a, Division b, Division C and Divi-

sion D — thinks its project is the most important,” says 
a pilot fish there. “because there are never sufficient 
IT resources, management creates a resource office 
to look at the projects from each division and priori-
tize them. but for some reason that nobody seems 
able to explain, the resource office is placed subordi-
nate to Division b. Want to guess whose projects are 

now going to the top of the priority list?” 

Feel the Heat
Manufacturing com-

pany is bought out by a 
much bigger outfit, and 

the acquiring company’s IT 
team decides to move the 
design department’s racks 

of servers from a closet to 
the big data center. and 
don’t bring over your dinky 
little uPS devices, they tell 
the pilot fish who manages 
the design servers — now 
you’re going to have our 

http://www.mayforth.com/
http://www.computerworld.com/blog/shark-tank
http://www.computerworld.com
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giant data-center uPS to 
keep you going. but fish 
is a little concerned. “I do 
some investigating and 
figure out that the big uPS 
will supply power for a few 
hours,” reports fish. “but 
there’s nothing to power 
the room’s air conditioning 
in case of a power outage, 
and the heat load will trip 
the thermal shutdown after 
30 minutes. Not gracefully, 
either. fine, we need a 
generator — but no, that’s 
somehow politically incor-
rect. OK, thunderstorm 
season is coming in four 
months, so I’ll just be a 
pain about this until it hap-

pens.” but a week before 
the season starts, fish is 
told the problem has been 
addressed and the discus-
sion is closed. The solution? 
Some $28,000 was spent 
to beef up capacity on the 
big uPS. but how is this go-
ing to fix the heat problem? 
fish wonders. It doesn’t. 
a week later, power goes 
down. and 45 minutes af-
ter that, thermal shutdown 
kicks in for the room. Over 
the next few months it 
happens again. and again. 
and again. finally, several 
months after the end of 
thunderstorm season, a 
very large diesel genera-

tor is delivered, wired up 
and tested. It works fine. 
“but six months later, 
when power gets dropped, 
darned if it doesn’t work,” 
sighs fish. “There were no 
monthly checks or tests.”

No Need for Speed
Critical software is migrat-
ed to a new server — but 
the morning after it goes 
live, it’s the subject of a 
request at IT’s daily morn-
ing meeting. “It seems the 
application was migrated 
from a rickety old unix 
server to a sparkling new 
Linux box,” reports a pilot 
fish listening in. “a nightly 

batch process that feeds 
those results to the legacy 
mainframe systems went 
from taking more than 
three hours to running in 
30 minutes. This was caus-
ing a backlog on the main-
frame application. The IT 
operations group issued a 
problem ticket to have the 
application team slow the 
feed down. I could barely 
contain my laughter.” u

don’t Slow the Feed down! 
Keep sending your true 
tales of IT life to sharky@
computerworld.com. You’ll 
snag a snazzy Shark shirt  
for each one I use. 

there’s nothing to power the air conditioning in case of  
a power outage, and the heat load will trip the thermal 
shutdown after 30 minutes. not gracefully, either.
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Evolution of the CIO: The Real Story

The conversaTions swirling 
today about the evolving role 
of the CIO typically start from 
a flawed historical premise. 
Many contemporary writers 
and analysts simply do not un-
derstand what a CIO was meant 
to be when the role was first 
created in the early 1980s.  

Prior to that time, the prac-
tice of IT in large enterprises 
was a hodgepodge of tactical 
projects primarily aimed at au-
tomating back-room processes. 
The term “chief information 
officer” was coined in 1981 by 

William Synnott, vice president 
of data processing at the Bank 
of Boston, who argued that IT 
was strategic, not just a means 
of reducing costs, and should be 
examined and deployed from 
an enterprise perspective. 

Before then, there were no 

executives anywhere responsi-
ble for refocusing IT on strategic 
enterprise initiatives. The CIO 
role was created to fill that void. 

Thus, when you hear people 
argue today that the CIO has 
evolved from a micro-focused, 
cost-obsessed machine-tender 
to industry-disrupting strategist, 
understand that they are flat-out 
wrong. CIOs were always meant 
to be strategists. Yes, there are 
executives bearing the title CIO 
who are tactical, departmental, 
shortsighted and ineffective. 
They are not real CIOs. 

None of which is to say 
that the role of real CIOs isn’t 
evolving. It is, and I recently 
completed a multicontinent 
research study to find out how 
it is evolving. 

Here are three new roles 
CIOs are undertaking. 

conversation architect
Real CIOs have always partici-
pated in enterprise strategic con-
versations. That’s what CIO Max 
Hopper was doing when the 
SABRE reservation system was 
created at American Airlines. 

ThornTon MAy is a speaker, educator and adviser and 
the author of The New Know: Innovation Powered 
by Analytics. Visit his website at thorntonamay.com, 

and contact him at thornton@thorntonamay.com.

Cios were 
always 

meant to be 
strategists.
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What’s new is the CIO shap-
ing the strategic conversation. 
This now seems inevitable in a 
world gone digital, where every 
enterprise is in the Internet-
connected device business. 
Someone needs to create a 
framework for information to 
be shared and decisions to be 
made. Someone needs to estab-
lish some guardrails to ensure 
that civil and constructive dis-
course happens. That someone 
could and probably should be 
the CIO. 

The shaper of the strategic 
conversation needs to keep the 
discussion from resembling 
any of the debates held among 

the presidential candidates this 
year, where there has been a 
lot of arm waving and little real 
talking. The CIO can do this 
by focusing on three basic ele-
ments: priorities (we will focus 
resources on these things), se-
quencing (we will do this first, 
then that) and the theory of 
victory (we will succeed for the 
following reasons). 

Digital scorekeeper
Every organization, whether 
aware of it or not, is on a digi-
tal journey. But journeys are 
fraught with danger when you 
have no map and no navigator. 
Once again, enter the CIO. 

What is unusual about the 
road to the digital enterprise 
is that it leads to the customer, 
and historically CIOs’ contacts 
with customers have been tan-
gential at best. To achieve the 
digital enterprise, the CIO, 
working with marketing, has 
to put in place sensors that give 
voice to the customer point of 
view. Success has always hinged 
on what customers need versus 
what you have to sell. What has 
changed is that digital input can 
now flood in to tell you what it 
is that customers need. It is only 
natural for the CIO to play a ma-
jor role capturing, filtering and 
funneling this data representing 
the voice of the customer.   

Microcredential archivist
One piece of the workplace 
transformation now underway 
has been little remarked upon 
but is critically important. It is 
how people communicate what 

they can do. This has long been 
done with résumés that list 
professional or educational cre-
dentials in the form of diplomas 
and certifications. 

This is being supplanted by 
microcredentials. A micro-
credential, also known as a 
“badge,” is any kind of creden-
tial that focuses on a specific 
skill or capability. The knowl-
edge represented by a microcre-
dential is much narrower than 
that represented by a degree or 
a full-blown certification. 

Currently, most organiza-
tions are not set up to manage 
microcredentials. But in the 
future, the CIO, working with 
HR, will play a major role in 
conceptualizing and deploying 
microcredentialing systems.

These are just a few of the 
new roles real CIOs will be 
playing in the next few years. I 
will talk about some others in 
the future. u

The role of the Cio is evolving. 
They’re becoming conversation 
architects, digital scorekeepers and 
microcredential archivists.

http://www.computerworld.com/category/digital-transformation/
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