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CHALLENGE

With a growing portfolio, including more than 10 

operators, Avianca was faced with more than 1,000 

applications that had evolved over the years. Many 

were developed on different technologies and 

integrated with point-to-point architectures. An 

integration platform was needed to provide standard 

enterprise service bus (ESB) capabilities to deliver 

consistent user experience for all customers 

around the world. 
 
SOLUTION

Avianca selected the Red Hat JBoss Middleware 

portfolio to build the primary integration platform for 

its entire organization. The integration platform now 

supports applications for business-critical functions 

such as sales, ticketing, back office, and maintenance. 

Avianca is now able to provide uniform business 

services to its customers and more easily on-board 

new airlines.

ABOUT RED HAT

Red Hat is the world’s leading provider of open 

source solutions, using a community-powered 

approach to provide reliable and high-performing 

cloud, virtualization, storage, Linux, middleware, and 

mobile technologies. Red Hat also offers award-

winning support, training, and consulting services. 

Red Hat is an S&P company with more than 70 

offices spanning the globe, empowering its 

customers’ businesses. 

 
ABOUT AVIANCA

Avianca is the oldest airline in Latin America, with 

95 years of continuous operation, serving 100 

destinations in 27 countries throughout the Americas 

and Europe. Through its membership in Star Alliance, 

Avianca offers the ability to connect to more than 

1,330 destinations in 192 countries worldwide.

AVIANCA CHOSE RED HAT. 
INTEGRATE FASTER. INTEGRATE SMARTER.

The complete success story can be found at 

www.redhat.com/en/customers/winner-avianca
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Demands on IT are higher than ever to deliver faster, more adaptive solutions
for connecting data, applications, and devices.

Taking advantage of these connections starts with a robust,
scalable integration architecture.

Red Hat can help through our broad portfolio of modular technology and services
that simplify how you connect business and IT assets across on-premise,

mobile, and cloud environments.
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SAFEGUARDING YOUR SECURITY AND PRIVACY AT WORK AND AT HOME

Smart
SECURITY

TM

NEWSLETTER

From the editors of CSO magazine, Security Smart is 

a quarterly newsletter ready for distribution to your 

employees—saving you precious time on employee 

education! The compelling content combines  

personal and organization safety tips, making it  

applicable to many facets of employees’ lives.

Security Smart has an easy-to-read design and clear, 

engaging and entertaining articles so you are assured 

that your intended audience of employees—your 

organization’s most valuable assets—will read and 

retain the information. Sign up today to start having 

this newsletter distributed as a key tool in raising  

security awareness within your organization.

Subscribe today!
To view a sample issue of  
the newsletter, learn about  
the delivery options and  

to subscribe visit:

WWW.SECURITYSMART.COM

Security Smart is published by CSO, A business unit of IDG Enterprise.  |  ©2015 CSO

■   Most security breaches happen due to human error

■ 4 out of every 5 data breaches caused by human  

 error are unintentional

■  4 out of every 5 security events caused by insiders 

have a negative impact on their enterprise organi-

zation (including loss of confidential information, 

critical system disruptions, reputational harm,  

lost customers and more)

http://www.cio.com/about/contactus.html
mailto:letters@cio.com
https://twitter.com/CIOonline
https://www.facebook.com/CIOfacebook/
https://www.linkedin.com/company/cio-online/
www.securitysmart.com
www.csoonline.com
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editor’s  nOTE

CIOs who are 
strategic and 
transforma-

tional are signifi-
cantly more likely 
than functional 
CIOs to find their 

jobs rewarding.

our 15th annual State of the cio study reinforces many 
of the trends we reported during the past year. In its simplest 
terms, your job as a CIO is more complicated than ever before, 
and that trend won’t likely reverse itself in the coming year. 

As if managing mass cloud migrations, leading agile devel-
opment projects and driving digital transformation in general 
weren’t enough, 2016 looks to be the year that security finally 
becomes a priority for CEOs, which means it’s a priority for you. 
Add to that the need to work with marketing more closely and 
meet with external customers more often, and we can’t blame 
you if you struggle to balance innovation as you keep the opera-
tional side of the house humming along at peak efficiency. 

The CIO role has never been a simple one, but as Jack 
Belcher, CIO of Arlington County, Va., told Stephanie Overby 
in this month’s cover story (see page 14), CIOs must balance 
multiple priorities. “Our emphasis is innovation, but main-
taining operational excellence is creating a great amount of 
stress on existing resources,” Belcher says. 

The concept of bimodal IT gained momentum in 2015, and 
we may be about to enter the era of the bimodal CIO. Our State 
of the CIO research reveals an increase in the percentage of 
CIOs who focus on functional activities at a time when IT faces 
mounting transformational issues. The survey reveals, for 
example, a sharp uptick in the number of CIOs who pay close 

attention to security management: 46 percent of IT executives 
polled said it is a focus, up from 31 percent last year. 

When asked about the relationship between IT strategy and 
security today, as well as how CIOs expect it to evolve during 
the next three years, the message was clear. Only 37 percent 
of respondents said IT security is tightly integrated today, but 
they expect that number to jump to 74 percent in three years.   

Devoting more resources to security is certainly a good thing 
— especially after the barrage of high-profile security incidents 
in 2015. But focusing on security could take resources away 
from more transformational and strategic initiatives, such as 
working with the CMO to select marketing technologies, or 
meeting with external customers. 

It may be a challenge, but it’s in your best interest to position 
yourself as a leader who can balance operations and strategy: 
CIOs who are strategic and transformational are significantly 
more likely than functional CIOs to find their jobs rewarding. 
And — not that you’re in it for the money — strategic CIOs 
make an average of $167,000 more than their functional coun-
terparts. They’re also more likely to report directly to a CEO.

The challenges aren’t simple, but opportunities abound if 
you can strike a balance and, for example, provide tighter secu-
rity while supporting the business strategy. 

– Dan Muse, editor in chief, CIO

‘Bimodal’ CIOs face complex challenges
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“Digital  
to me is about 

much more than 
moving from paper 

to the Web.”

Welcome to CIO’s first 100% digital issue
This is an exciting time for us as we complete our transfor-
mation away from print to become a modern media company 
focused on our digital and face-to-face event platforms. As 
CIOs and IT leaders have done for more than 30 years, you 
will be able to rely on CIO.com and our regular digital issues of 
CIO for the same insightful reporting, trend updates and infor-
mation that our journalists have always provided. Editor in 
Chief Dan Muse will be leading the way and making sure you 
get all of the information you want, need and deserve.

As the publisher of CIO, I would like to thank Red Hat for 
joining us in this inaugural digital issue as our exclusive ven-
dor partner. Red Hat is a firm believer in the power of the digi-
tal economy and is helping many of its customers transform 
into digital businesses that put technology at the center of 
value creation and competitive differentiation. 

There are many quickly passing trends in the technology 
industry. I promise you, the digital x is not one of those hyped-
up trends. Call it transformation, business, economy or something 
else, digital to me is about much more than moving from paper 
to the Web. It’s about a deeper connection between the business 
and the end user. It starts with data and how that is obtained 
and delivered via the cloud and mobile. Take the publishing 
industry as an example. Media has been affected by the Inter-
net and digital transformation as much as, if not more than, 

any other industry. As a result, we know our readers and event 
attendees far better than we ever have. That deep customer 
knowledge allows us to provide you with the content that is 
most valuable to you at the time you most need it, and to help 
you make vital connections with your peers and with vendors.

It’s popular and, quite frankly, easy to point to new and dis-
ruptive companies like Uber, Airbnb and Instacart, among 
others, when talking about digital x. I prefer to look at vener-
able enterprises in established markets and see who is mak-
ing strides from a technology, people and process perspective 
to remain relevant and to position themselves for growth in 
this ever-changing global economy. Take State Street Corp., 
for example: Founded in 1792, the financial services giant 
recently listed becoming a digital enterprise as one of its four 
key strategic goals. Or look at Jet Blue in the airline industry: 
Eash Sundaram, Jet Blue’s CIO, says, “We think of ourselves 
as a customer service company that happens to fly planes.” 

These changes won’t happen overnight, and they certainly 
won’t be easy, but they’re essential for companies that want to 
compete today. 

If your organization is going through similar changes, I’d 
love to hear from you and share in those experiences.

– Adam Dennison,  
SVP and publisher, CIO
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i l l u s T r a T i o n  b y  T H i n k s T o C k

Tech lets marketers 
get personal, again 
The speed and scale of business today means it’s harder for 
companies to have personal relationships with customers, 
but data and marketing automation can help close the gap.
By Thor ol avsrud

“It used to be all about the shop-
keeper,” says Nick Worth, chief 
marketing officer (CMO) at Selli-
gent, a Belgium-based provider of 
omnichannel marketing automa-
tion software. “Today, we haven’t 
met the customer in person, but 

we’re still trying to know them. 
We’re trying to do it with data.”

Powerful new technologies are 
designed to offer marketers the 
ability to take full advantage of the 
enormous amount of data at their 
disposal and enable them to oper-

ate at scale while still offering cus-
tomers personalized engagement. 
But that’s easier said than done.

“The fundamental problem is 
that so many of us marketers are 
so uncomfortable talking about 
technology that we default to these 

bad questions,” Worth says. “How 
many Facebook likes do you have? 
When did that become a relevant 
thing? What is a Facebook like 
worth to your particular business?”

In order for marketers to be 
able to start asking good ques-

In the “good old days,” businesses had personal relationships with their custom-
ers. They knew who their customers were and what they liked. Today, technol-
ogy and the scale of business have disrupted those one-to-one relationships. As a 
result, there has been a surge in marketing technologies designed to close that gap, 
and companies are placing a premium on customer data.
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tions, Worth says, they need user-
friendly tools that give them access 
to real, valuable data that they can 
use without the help of a team of 
data scientists.

E-commerce and big bucks
In the past few years, big vendors 
of e-commerce systems have been 
paying top dollar to add market-
ing automation capabilities to their 
portfolios. In 2010, IBM paid $480 
million to acquire Unica. And in 
2013, Oracle ponied up $871 million 
for Eloqua while Salesforce.com 
bought ExactTarget for $2.5 billion. 

HGGC, a leading middle-market 
private equity firm, sees even 
more potential in the market. Last 
July, it acquired Selligent. In a 
report released by VentureBeat in 
August, Selligent was ranked the 
fastest-growing company in the 
marketing automation category, 
with growth of 12 percent in the 
past year. The average growth rate 
in the category over the past year 
was 4 percent.

“Four years ago, whenever we 
sent out an email, we sent the same 
version to everyone in our data-
base,” says Dominique Vanhove, 
head of marketing performance 
at Selligent user Thomas Cook 
Belgium, a subsidiary of London-
based travel company Thomas 
Cook Group. “If the design team 
had some spare time, they would 
maybe produce a second version 
aimed specifically at families, for 
example, but this meant making a 
completely new email.”

Selligent changed all that.
“Once Selligent was introduced, 

we were hit by endless opportuni-
ties in segmentation and market-
ing automation,” Vanhove says. 
“With less workload than it once 
took to produce one single email, 
we could now send 1,000 different 
versions of one email, completely 
automated. We set up several 
automated life-cycle campaigns 
that not only send out emails, but 
also send SMS text messages, trig-
gered by our customers’ actions.” 

Cashing in on data
Thomas Cook Belgium is the biggest 
travel company in Belgium, and it 
has been in business for more than 
35 years. That means it has a gold 
mine of customer data.

“We have an in-depth knowledge 
of our customers: We know what 
they look for in a hotel, if they have 
kids, what their favorite activity is 
on holiday,” Vanhove says. “This is 
apparent when you walk into one of 
our travel agencies: We know you.”

But even with that wealth of data, 
Thomas Cook simply didn’t have 
the tools to make the most of email 
and SMS marketing — until it part-
nered with Selligent, Vanhove says.

“Working with Selligent didn’t 
require much transformation on 
our part. What did change was 
the way we looked at data,” she 
says. “Selligent provides real-time 
data about what our customers 
are clicking on and searching for 
online [and] this profile is also 
accessible in our retail shops.”

But regardless of the technol-

ogy, Vanhove says marketers must 
embrace data now and begin using 
it, even if it’s imperfect.

“Data isn’t worth anything if you 
don’t do anything with it,” she says. 
“Many businesses don’t use the 
data they own because they don’t 
have a plan. Every single bit of data, 
whether it’s a click on an email or 
a date of birth, tells you something 
about your customer.”  n

Thor olavsrud is a senior writer  
for Cio.com.

“ In the past few years, 

big vendors of  

e-commerce systems 

have been paying 

top dollar  to add 

marketing automation 

capabilities to their 

portfolios.”
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The IoT makes 
cities healthier  
At work everywhere from the sky to the sewer, 
internet of Things technologies can help 
improve living conditions for urban dwellers. 
By sTephen l awson

The so-called “smart cities” 
trend has garnered a lot of atten-
tion, thanks to transit improve-
ments and deployments of things 
like automated traffic and parking 
management systems. But smart 
city technologies can also be used 
to manage conditions that create 
health hazards.

For example, MIT’s Senseable 
City Lab is analyzing sewage for 
signs of disease and poor health.

Flushing data
“You can tell a lot about a person 
by sampling their gut. And as this 
data is flushed down the toilet, 
there’s a vast reservoir of informa-

tion on human health and behav-
ior that goes with it,” says Newsha 
Ghaeli, manager of the lab’s Under-
worlds project.

It’s not a new concept, but today 
most sewage testing happens at 
wastewater treatment plants, 
which are miles from the source 
and collect material from all over 

the regions they serve. The Under-
worlds project works at the neigh-
borhood, or even street, level.

By studying hyperlocal sew-
age data, MIT researchers hope to 
learn things like where outbreaks 
of illnesses like the flu begin, and 
perhaps even detect pathogens 
before too many people get sick.

Smart cities could become healthier cities as the Internet of 
Things helps gauge the state of urban ecosystems.

Teams deploying IoT technologies above and below ground 
say they can help city officials better understand and manage 
conditions that affect people’s well-being. And they’re using 

small devices and smart analytic tools to do that work at a hyperlocal level.
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Testing can also uncover things 
like markers for diabetes and 
obesity, which are major public 
health issues in many U.S. cities. 
Tracking those factors could help 
in evaluating government poli-
cies, like New York City’s recently 
passed law restricting the size of 
sugary drinks, Ghaeli says.

MIT started its research in its 
hometown of Cambridge, Mass., 
where it has deployed iPhone-
controlled robots in about 10 loca-
tions in the antique sewer system. 

The robots collect dirty water and 
run it through filters to isolate the 
kinds of residue the researchers 
are interested in. After a robot col-
lects several samples, the scientists 
retrieve the filters and take them 
into the lab. The goal is to eventu-

ally build a near-real-time sewage 
information network with testing 
done by the robots in the field.

Luigi does the dirty work
The team is already on its second-
generation robot. Dubbed Luigi, 
the new model is slimmer than its 
predecessor, Mar.io. Luigi also cost 
less to build, and it’s able to steril-
ize itself after emerging from the 
sewer, Ghaeli said.

MIT will expand its system 
across Cambridge over the next 

two years and then deploy a larger 
network in Kuwait, which is help-
ing to fund the project. 

The system can be tuned to local 
needs. For example, Kuwait offi-
cials aren’t interested in the flu,  
but they do want to know about 

norovirus, Ghaeli says.
Small sensors that capture 

hyperlocal data can monitor condi-
tions overhead, too. 

Aclima, a startup in San Fran-
cisco, sells hardware, software and 
services for testing air quality. Like 
the Underworlds team, Aclima 
is using downsized hardware in 
highly localized efforts to collect 
environmental data.

In 2010, Aclima rolled out an 
indoor test network at Google with 
500 devices across 21 buildings 

around the world. Each has 12 
sensors for capturing data about 
things like carbon dioxide concen-
trations, says Kim Hunter, manag-
ing director of communications 
and engagement at Aclima.

The company is now venturing 

outdoors: Aclima sensing devices 
are attached to Google Street View 
vehicles in Denver as part of a pilot 
project. As the cars are driven 
around to take photos, they also 
collect data about substances like 
ozone, carbon monoxide, methane 
and particulate matter. This gener-
ates highly localized report cards 
about environmental conditions. 

Aclima is also working with the 
Environmental Protection Agency 
and has commercial deployments of 
its indoor and outdoor equipment.

Aclima equipment is much 
smaller than traditional air-quality 
gear. A typical stationary monitor-
ing site is as big as a trailer and 
houses reference equipment that’s 
about two feet wide and as much as 
nine feet tall, Hunter says. In con-
trast, Aclima’s indoor sensor mod-
ules can fit in an outstretched hand, 
and its mobile platform fits in the 
back of a small hatchback car.  n

stephen lawson is a senior u.s. corre-
spondent for the iDG news service.

                          Testing  can uncover markers for diabetes and obesity,  

which are major public health issues in many U.S. cities.
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Feds dabble in new  
computer designs
Los Alamos National Lab is preparing for an age of computing 
beyond Pcs and servers. its newest toy: a quantum system.
By ag am shah

of computers as it looks to replace con-
ventional systems. Its newest toy is a 
D-Wave 2X quantum computer, which 
the lab purchased from D-Wave Systems 
for an undisclosed price.

The acquisition fits LANL’s goal of 
understanding new forms of comput-
ing and how they apply to different 

applications, says John Sarrao, associate 
director for theory, simulation and com-
putation at the lab.

LANL is also researching neuromor-
phic chips inspired by the functioning of 
the brain. It’s hard to predict when —  
or whether — neuromorphic-based sys-
tems will be viable, but work needs to 

Rethinking computer designs that are decades old, the U.S. Depart-
ment of Energy has set its sights on creating systems that could sup-
plant today’s PCs and servers.

The Los Alamos National Laboratory (LANL) — best known for its 
work with nuclear weapons — is developing and acquiring new types 
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be done to develop new systems 
that advance computing beyond 
today’s aging systems, Sarrao says.

Los Alamos researchers will 
use the D-Wave machine to under-
stand quantum computing and 
software applications. They have 
already worked with the only 
two D-Wave quantum comput-
ers installed at user sites, both of 
which are in the U.S.

Making a quantum leap
A lot of work needs to be done to 
build a fully functional quantum 
computer that can run a wide 
range of applications. One obstacle 
is that the D-Wave 2X isn’t a gen-
eral-purpose system — it has to be 
programmed for specific tasks.

Instability has made a fully 
functional quantum computer an 
elusive target. Today’s systems 
store data in ones or zeros, while 
quantum computers use “quan-
tum bits” (or qubits), which can 
store data in zeros or ones or in 
both states. As a result, quantum 

computers are able to do more cal-
culations simultaneously.

But qubits are unstable, so 
researchers at universities and 
companies like IBM are studying 
materials, chip design and error 
correction to do something about 
that instability and make quan-
tum computing a viable option. 
LANL wants to contribute to that 
research through its work on 
D-Wave’s system.

The effort to come up with 
new computer designs will yield 
advances in materials science and 
physics, and thereby help further 
develop supercomputing, which 
is vital to U.S. economic, security, 
scientific and environmental pro-
grams, Sarrao says. 

LANL will still use its mas-
sive supercomputers for critical 
research, but Sarrao says efforts 
to develop new computing sys-
tems are becoming more impor-
tant as we approach the limits of 
Moore’s Law — the observation 
that the density of transistors 

doubles every two years, bringing 
big increases in computer perfor-
mance. 

Solving complex problems
Trying to boost performance while 
reducing power consumption and 
the cost of systems, however, is a 
“convoluted metric,” Sarrao says, 
adding that quantum computers 
could help solve that puzzle by 
providing a new model to replace 
systems like Trinity, a LANL super-
computer due to go live next year.

“We paid a lot more for Trinity 

than D-wave,” Sarrao says.
Users of D-Wave computers 

include Lockheed Martin, which 
shares a system with the Uni-
versity of Southern California’s 
Information Sciences Institute, 
and Google, which shares a sys-
tem with NASA’s Ames Research 
Center and the Universities Space 
Research Association.

The systems are suited for com-
plex problems and could be used 
in finance, machine learning, 
logistics, pattern recognition and 
anomaly detection, says D-Wave 
president Robert Ewald.

D-Wave is working on a quantum 
system that will surpass the 2X, 
which has more than 1,000 qubits. 

Ewald declined to provide a 
release date for the new system, 
saying only, “We expect . . . more 
qubits, improvements in network 
topology, error and noise reduction, 
among other upgrades.”  n

agam shah is a u.s. correspondent for 
the iDG news service.

Instability  

has made a  

fully functional 

quantum computer  

an elusive target.



The role of enterprise IT is changing as 
organizations shift to a digital economy. 
Red Hat’s Craig Muzilla explains how IT 
organizations and developers can add 
value and help their organizations gain a 
competitive edge.  

How has the shift to a digital economy 
impacted IT?
The digital economy has had a huge 
impact on the role of IT in the enterprise. 
Twenty years ago, CIOs were primarily 
chartered with reducing costs and improving 
operational efficiency. Today, technologies 
like Cloud and SaaS have significantly 
reduced the amount of IT resources needed 
to create and run operational applications. 
IT’s charter is increasingly focused on 
developing high-value digital assets. 

Years ago, IT may have built a CRM 
system from the ground up to improve sales 
efficiency. Today, you can get CRM as a cloud 
service with Salesforce.com. Eliminating the 
need to build, buy or run applications, frees 
up IT resources to focus on solving business 
challenges and creating potentially game-
changing innovations. It’s an entirely new 
opportunity.

How does IT create new value with 
software?
We are moving from a manufacturing and 
service economy to a digital economy. The 
developer’s role within IT is to turn core 
intellectual property and competencies into 
software that can transform the business. 
IT will spend less time creating and driving 
operational efficiencies, and more time on 
value creation. 

How will CIOs and IT staff make the 
transition? 
Shifting focus from efficiency to software-
based solutions, and potentially new 
sources of revenue, can be disruptive for 

those running the data center and back-end 
applications. IT can now serve a strategic 
role that is core to the business. 

Where does convergence come into play?
Convergence is part of the digitization 
process. When social, economic and technical 
trends converge, there’s an opportunity 
for IT to create and deliver business value. 
In the case of Uber, the convergence of 
smart phone use, transportation demand, 
social sharing and the availability of large 
web-scale cloud architectures provided the 
opportunity for software developers to create 
business value through software. Now, every 
organization has this opportunity.

What role do mobile and integration 
technologies play in digital 
transformation? 
Both play a huge role. Mobile is a major 
transformative technology. There are 6 
billion mobile phone users, 1.5 billion 
smart phone users, and an almost infinite 
number of social apps and ways to engage. 
These technologies can have an enormous 
business impact. A mobile application 
strategy is critical to remain relevant. 

Integration is the same way. With an API 
economy, we’re taking the core intellectual 
assets of an enterprise, developing them 
as software and exposing them as APIs. 
Integration technology is needed to take full 
advantage of the APIs, and to connect these 
applications, processes, data and devices in 
new and interesting ways. 

What’s your advice for CIOs considering 
digitization for competitive advantage? 
Work with your organization to identify 
core assets and intellectual property, and 
use digitization and software to create new 
business value. CIOs need to take an active 
role in creating differentiation. That’s the 
difference between today and 20 years ago.  ■
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The CIO role is growing more critical to the business 
and more complex to inhabit, as top IT executives 
simultaneously battle cybersecurity threats, increasing 
business demands and challenges to their control.
b y  S T E P H A N I E  O V E R b y

w ith the extreme focus on 
enterprise digital trans-
formation, most compa-
nies today are in a state of 

technology flux. At the same time, IT orga-
nizations are faced with a host of tactical 
challenges — from defending against increas-
ingly sophisticated cybersecurity threats to 
incorporating the proliferation of cloud com-
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Transformational CIOs 
JugglIng 
    innovation + operations
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puting offerings and evolving IT 
delivery models.

It’s little wonder that an over-
whelming number of IT leaders 
— 88 percent — say that their role 
is becoming increasingly challeng-
ing, according to CIO.com’s 2016 
State of the CIO survey. Even more 
telling, 71 percent of the 571 IT 
leaders surveyed said it’s difficult 
to strike the right balance between 
innovation and operational 
excellence in this busi-
ness environment. 

Consider the case of 
Jack Belcher. He became 
the first CIO of Virginia’s 
Arlington County more 
than 15 years ago and has 
established himself as 
both a change agent and 
a capable tactician. His 
accomplishments range 
from setting up an emer-
gency operations center 
after the attack on the Pen-
tagon on Sept. 11, 2001, 
to a revenue-generating 

move last year to make the county 
the first in the D.C. area to sell access 
to its high speed broadband net-
work to federal agencies and other 
organizations. “Our emphasis is 
innovation,” Belcher says, “but 
maintaining operational excellence 
is creating a great amount of stress 
on existing resources.”

It’s a sign of the post-recession, 
pregrowth times. But for IT 

46% 
CEO  

15% 
CFO  

12% 
COO  

11% 
Corporate  

CIO  

16% 
Other  

Direct line to the top
CIOs report to … 

What the ceo Wants
The CEO’s top priorities for the CIO in the coming year:

     complete a major enterprise project       40%    

     reach goals for corporate revenue growth                        32%    

     Upgrade IT and data security                    29%    

     simplify IT           23%    

     lead a product innovation effort                  22%      

     plan for customer acquisition & retention        19%    

M u lT I p l E  r E S p O n S E S  A l l O w E d

CIOs who maintain strong  
partnerships with business 
leaders preserve IT’s influence, 
regardless of whether they 
control the actual spending.
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leaders like Belcher, who continue 
to emphasize their transforma-
tional and strategic roles, success-
fully managing diverse challenges 
could ultimately cement a partner-
ship role with the business and 
pave the way for IT to increase its 
impact on business outcomes.

Alignment is table stakes
In our State of the CIO survey, 
45 percent of the respondents 
described themselves as transfor-
mational, meaning they’re focused 
primarily on implementing new 
systems and architectures, leading 
change efforts and aligning IT with 
business goals. The rest were split 
(27 percent each) between func-
tional CIOs and strategic IT leaders.  

The relationship between busi-
ness and IT continues to be of 
primary importance: 52 percent 
of those surveyed said that align-
ment with business goals is a key 
focus. That’s down from 54 percent 
last year and 82 percent in 2008, 
indicating that CIOs likely have 

established some good governance 
processes for maintaining that 
closer connection with the busi-
ness. Likewise, just 35 percent of 
the IT leaders surveyed said they 
spend their time cultivating the 
IT-business partnership, versus 43 
percent last year and 69 percent in 
2008. “I think [alignment] is now 
expected,” says Kelly Olsen, CIO 
and head of corporate programs at 
the U.K.’s NHS Property Services. 

While CIOs may not have to 
devote as much time as they once 
did to developing and maintain-
ing relationships with their busi-
ness stakeholders, collaboration 
between IT and the business may 
be even more important in 2016. 
Line-of-business and functional 
leaders are making more deci-
sions about IT spending than ever 
before — at a greater level than 
CIOs anticipated even a couple of 
years ago. In 2014, respondents 
to the State of the CIO survey 
predicted that IT would directly 
control an average of 66 percent 
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of technology spending in their 
companies in three years time. But 
respondents to this year’s survey 
reported they control an average 
of just 57 percent of technology 
spending. “Spending outside of IT 
is increasing in line with the appe-
tite for new technology solutions,” 
says Belcher. 

But that may not be a bad 
thing — as long as CIOs main-
tain influence over how technol-
ogy is ultimately deployed. “The 
decision-making or budgets [may] 
come from other functions, how-
ever I believe this is how it should 
be,” says Olsen. “The owner of the 
deliverable — the beneficiary — 
should be the major stakeholder 
and fund the project.”

CIOs who maintain strong part-
nerships with business leaders 
preserve IT’s influence, regard-
less of whether they control the 
actual spending. The evolving 
relationship between IT and mar-
keting offers some insight into 
this phenomenon. In 33 percent of 
companies, marketing has its own 
technology budget. Most CIOs are 
involved in purchasing decisions 
about marketing technology at 
some level. But they play a big-
ger role at companies where IT 
is considered a business partner 
or leader than they do when IT is 
viewed as a cost center or service 
provider: 71 percent of respon-
dents from companies where IT 
is viewed a business partner or 

leader said they’re involved with 
approving marketing technol-
ogy purchases, and 64 percent 
said they’re involved in making 
the final vendor selection. More-
over, 60 percent of those CIOs 
report that their relationship with 
marketing has become more col-
laborative in the past three years, 
compared with 44 percent of 
respondents at companies where 
IT is considered a service provider 
and 35 percent at companies where 
IT is thought of as a cost center.

“The best scenario has been one 
that sees the CIO consulting with 
all line-of-business managers and 
budget holders leading up to end-
of-financial-year budget requests,” 
says former CIO and independent 

it skills  
shortage easing?
will your organization experience 

any IT skills shortages during  
the next 12 months?

Biggest changes
In which areas do you expect to have 

the most difficulty finding people with 
the appropriate skills?

2015 2016
big data/bI and analytics 39% 38% 

Security/risk management 30% 31% 

Appdev/programming/
devOps

27% 28% 

Mobile technologies 27% 19% 

business-IT liaison 21% 22% 

project management 19% 18% 

Cloud services 18% 20% 

database administration 15% 14% 

Internet of Things 11% 16% 

Customer experience 10% 12% 

2015  2016 

56% 49%

23% 32%
21% 19%

m yes

m no

m not sure
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methoDology   CIO’s 2016 State of the CIO Survey was conducted among the CIO brand audience and was 
fielded online in the summer and fall of 2015. To be considered qualified, respondents must have identified 
themselves as the head of IT for their company or a division within it. Respondents were offered a PDF of the  
survey results as an incentive for completing the survey. Results are based on 571 qualified responses. The mar-
gin of error on a sample size of 571 is +/- 4.1 percentage points. Percentages on single-selection questions may 
not add up to 100 because of rounding.
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technology consultant Creagh 
Warren. “This allows CIOs to 
approach the business and ask 
what they would like in the com-
ing year and develop a solution — 
and a business case — together.”

Time to roll up your sleeves
As important as IT-business 
interaction are some seemingly 
operational issues with poten-
tially outsized strategic impact. 

Over the years, the State of the CIO 
survey has revealed increases in 
the percentage of CIOs focused on 
functional activities at times when 
IT has faced urgent operational 
concerns or threats. This is one of 

those times. In addition, business 
demands have increased in num-
ber and complexity, while staffing 
levels have not similarly risen, says 
Belcher. Therefore it’s not surpris-

ing that IT staffs — and their lead-
ers — are wading into the weeds.

The percentage of CIOs who 
report that they’re spending time 
managing IT crises rose from 19 
percent last year to 27 percent this 

year, a level not seen since 2008. 
In particular, this year’s survey 
shows a sharp rise in IT leaders’ 
attention to security management: 
46 percent of IT executives said 

cybersecurity is a focus, up from 31 
percent in 2015. Following back-to-
back years of high-profile breaches 
and headline-worthy hacks, corpo-
rate boards are focusing on cyber-
security as a financial, operational 

and reputational risk. Security is 
also the operational activity that 
strategic CIOs are most likely to 
spend time on. “It is a constant bat-
tle to stay ahead of security issues, 

cio role toDay
which of the following activities best characterize your focus  
and how you spend your time today?

    Aligning IT initiatives with business goals                         51%
    Improving IT operations/systems performance                            49% 

    Security management                            46%
    Implementing new systems and architecture         41% 

    leading change efforts                              40%

cio role of the fUtUre
which of the following activities would you like to spend  
more time on in the next 3 to 5 years? 

    driving business innovation                                          51%
    Identifying opportunities for competitive differentiation                   41%
    developing and refining business strategy                                                            37%
    leading change efforts                                                                                                     35%
    developing new go-to-market strategies and technologies       33%

M u lT I p l E  r E S p O n S E S  A l l O w E d M u lT I p l E  r E S p O n S E S  A l l O w E d
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from phishing emails to more sig-
nificant breaches,” says Olsen.

Despite the increased attention 
on cybersecurity, just 37 percent 
of the respondents to this year’s 
survey said security is tightly inte-
grated with IT strategy, while 47 
percent said it’s only loosely inte-
grated. In addition, one-third said 
they spend less than 5 percent of 
their budgets on security. 

“Unfortunately, most organi-
zations are more reactive when 
it comes to security,” says Joe 
Sheridan, CIO of diversified hold-
ing company Soave Enterprises. 

“Security needs to be part of a 
good IT strategy, which includes 
auditing what is in place today and 
looking at how to continuously 
improve. Budgeting for the right 
tools is only part of the equation.” 

According to our survey, compa-
nies spend an average of 12 percent 
of their IT budgets on security, but 
how business stakeholders per-
ceive IT influences the size of the 
security budget. Companies where 
IT is viewed as a business part-
ner or a leader spend significantly 
more on security than do organiza-
tions where IT is considered a cost 
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Beginning 
of a  
BeaUtifUl 
frienDship?
How has the CIO-CMO 
relationship changed 
at your organization  
in the last 3 years?

19%   
30%   

43%   

4%  
Unsure, I’m new to 

the organization 

Much closer
Somewhat 
closer

About the same

3%    
Somewhat  
further apart

2%  
Much  
further  
apart

it’s role in marketing spenDing
How are you involved in purchase decisions regarding the  
marketing technology stack? 

   Consulting with the marketing team to determine requirements          69%
   Meeting with/evaluating potential vendors                                                   67%
   Overseeing implementation                                                                             64%
   Approving the solution purchase                                                             62%
   Negotiating terms of service and SlAs                                          58%
   Making final vendor selection                                                        55%
M u lT I p l E  r E S p O n S E S  A l l O w E d

now that we are in a post- 
recession phase of growth,  
IT’s involvement as a business  
partner and business leader has 
become more of a requirement.

—JOE SHErIdAn, CIO, SOAvE EnTErprISES
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it market research and advisory 
firm IDC predicts that two-thirds of 
CEOs at Global 2000 companies will 
have digital transformation at the 
center of their corporate strategies 
in the next 24 months. Those that 
don’t will find themselves strug-
gling to respond to changing market 
demands; they will also find it difficult 
to stay profitable, IDC predicts. 

 “The successful digital transforma-
tion of an enterprise is highly depen-

dent on a close and effective working 
relationship between the IT organiza-
tion and the lines of business,” says 
Meredith Whalen, IDC senior vice 
president, IT Executive and Industry 
Research. 

To find out how well organizations 
are set up to succeed in the digital 
economy, IDC asked IT and line-of-
business (LOb) executives about their 
relationship in its annual CIO and Line 
of business Sentiment surveys. While 

viewpoints differ on how closely 
aligned the two organizations are, 
both parties point to progress and 
agree that IT has an important role to 
play in transforming the organization.

Differing points of view
More than half (53 percent) of the 150 
IT executives surveyed said they view 
their relationship with business units 
as “tight.” That sounds promising, but 
the feeling isn’t mutual. Only 36 per-
cent of the 300 LOb executives sur-
veyed said they see it the same way. 
Another 29 percent of LOb executives 
said the relationship is “nonexistent” 
or reported that they see “two organi-
zations working in parallel worlds.”

However, tech leaders and LOb 
executives agree that IT has taken 
steps to enhance the relationship in the 
past year. both groups cite improved IT 
governance, agile development tech-
niques and efforts to work more closely 
to prioritize IT projects.

Despite the progress, differences 
remain. IT leaders place more value 

on IT’s efforts to learn the business 
than do LOb executives. business 
executives, however, are appreciative 
of the flexibility IT has introduced. 
And business people cite “self-service 
IT” and IT professionals being more 
flexible in discussing new ideas with 
the business as top improvements 
made in the past year.

What’s next?
The rise of chief digital officers has left 
some IT professionals feeling unsure 
about the future. Nonetheless, LOb 
executives do see IT playing a key role 
in digital transformation. According 
to IDC’s study, these are the top three 
ways IT organizations can contribute to 
digital transformation initiatives:

n  Identify which parts of the busi-
ness could be transformed through 
the use of technology.

n  Identify emerging technologies that 
could accelerate digital transformation.

n  Manage digital project implemen-
tations.

–CIO.com staff

digital transformation requires business and IT to work together

how do you view the relationship between 
it and the lines of business?

nonexistent parallel worlds bridged worlds Aligned at the Hip Innovation partners

S O u r C E :  I d C ,  2 0 1 5

m  lOb Execs
m  IT Execs

53% of the 150 IT execs polled said their relationship with the lines of business is “tight.” 
Only 36% of the 300 lOb execs surveyed said they see it that way.

35%

25%

11%

24%

5%

37%

27%
26%

8%

2%
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center or service provider. Still, 
even for IT leaders who have inte-
grated IT and cybersecurity strat-
egies, security is a problem they 
can’t entirely spend their way out 
of. Belcher says security is “an inte-
gral part” of Arlington County’s 
digital strategy. But, he adds, “we 
realize we can never spend enough 
on security, [and] with competing 
demands we are limited in what we 
can spend. Ask my CISO.”

Other tactical activities that are 
among the top focus areas for sur-
vey respondents include improv-
ing IT operations and systems 
performance (cited by 49 percent 
of those polled), implementing 
new systems and architecture 
(41 percent), and cost control and 
expense management (39 percent). 
But while tactical in nature, these 
activities could pave the way for 
future innovation and growth. 
“Infrastructure and software proj-
ects seem to be the mode of opera-
tion lately,” says Sheridan, noting 
that the next few years will be 

“critical in planning for the future, 
as baby boomers retire and the 
next wave of managers and inno-
vators require a strong technology 
strategy be in place.”

What drives IT spending
CIOs say the most significant busi-
ness initiatives driving IT invest-
ments in 2016 will be increasing 

operational efficiency, improving 
customer experience and trans-
forming existing business pro-
cesses. The technologies driving 
spending will be cloud computing, 
security and risk management 
tools, and big data and analytics 
systems. And that’s just a start.

“Our businesses are demand-
ing more attention in every area,” 

says Sheridan. “We are actually in 
a transformational change period 
over the next calendar year that 
will include addressing each of 
these types of initiatives.”

Survey respondents who 
described themselves as strategic 
CIOs said their IT investments are 
most likely to be driven by busi-
ness initiatives to introduce digi-
tal revenue streams (30 percent), 
improve agility (32 percent), and 
improve the customer experience 
(49 percent) — although the latter 
is also highly important to func-
tional and transformational CIOs. 

Transformational CIOs are 
most likely to report business 
process transformation (cited by 
40 percent) as a business need. 
Meanwhile, although operational 
efficiency is a priority for every-
one, functional CIOs are more 
likely than their counterparts to 
have it on their agendas: 54 per-
cent of them said it is a priority.

And what do CEOs want? In our 
survey, 40 percent (down slightly 

stepping oUt
How frequently do you 
and/or your direct  
reports meet with  
external customers  
today?

19%   

29%   

9%   

43%   
Frequently  

(daily or weekly)

Seldom

Never

Occasionally  
(as the need arises)
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from last year) of IT leaders polled 
said CEOs are looking for IT to 
complete a major enterprise proj-
ect, 32 percent said the boss’s 
priority is to have IT help reach 
a corporate revenue goal, and 29 
percent (up significantly from 
last year) said the mandate is to 
upgrade IT and data security.

One to grow on
While IT executives understand 
the need to balance operational 
demands and risks with strategy 
and transformation, they’re look-
ing forward to a near future when 
they can turn more of their atten-
tion to innovation and business 
results. Asked what they were 
likely to spend their time on in 
three to five years, 68 percent said 
they would be focused on growth-
oriented activities. And they’re 
looking forward to the change 
of pace: 51 percent of IT leaders 
surveyed said they’d like to spend 
more time driving business inno-
vation, 41 percent said they hoped 

to work on identifying opportuni-
ties for competitive differentiation, 
and 37 percent chose developing 
and refining business strategy.

But CIOs who want such roles 
must make sure they are seen as 
real partners in the business, and 
that still isn’t the case: 43 percent 
of respondents said the business 
views IT as a service provider and 
just 27 percent who said IT is seen 
as a business partner. Moreover, 
20 percent said IT is considered a 
cost center and just 11 percent said 
IT is viewed as a business leader.

“Now that we are in a post-reces-
sion phase of growth, IT’s involve-
ment as a business partner and 
business leader has become more 
of a requirement,” says Sheridan. 
“We are taking the necessary steps 
to strategize our next steps along-
side our business partners and are 
finding the need for IT’s partner-
ship continues to increase.”  n

Stephanie Overby is a regular  
contributor to CIO.com.

          The importance of 
being strategic
the vast majority of it leaders say the CIO’s role is becoming more impor-
tant: 84 percent of State of the CIO survey respondents agreed with that 
assessment. but CIOs who spend more time on transformational or strategic 
activities were more likely to share that view than were functional IT leaders: 
87 percent of the first two groups agreed, versus 78 percent of the latter.

Strategic and transformational CIOs are also more likely to consider their 
jobs to be rewarding: About 70 percent of them said they felt that way, ver-
sus just under 50 percent of functional CIOs. 

Meanwhile, functional IT leaders were more likely to report negative inter-
actions with the rest of the company: 60 percent said they feel blamed  

when other departments miss their goals, 40 percent said  
other departments view them as an obstacle, and  
29 percent said they feel that the CIO is being sidelined. 
These IT executives are also concentrated among the 

28 percent of companies where respondents said IT is 
undervalued, underused or misunderstood.

Strategic CIOs, in contrast, are more valued by 
their employers. Regardless of com-

pany size, they are paid an average of 
$167,000 more than functional CIOs 
and $127,000 more than transforma-
tional CIOs. Strategic CIOs are also more 

likely to report directly to the CEO. –S.O.
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i l l u s T r a T i o n  b y  T H i n k s T o C k

CISO bets big on  
cloud security

“The biggest thing that we get is speed 
to deployment and stability,” says Gra-
ham, who joined the $18 billion company 
in September 2013. “No longer do I have 
to have a team that has to worry about 
upgrading the hardware or the OS, or 
fooling with any of that.”

Companies have been gradually mov-
ing many applications to the cloud. But 
they’ve been slow to entrust security to 
someone else. Yet CIOs and CISOs strug-
gling to keep pace with the rapidly shift-
ing threat landscape — which includes 
anything from random phishing bids to 

in what could be considered an unusual move at a time when most companies choose 
to keep their cybersecurity tools on-premises, John Graham, CISO for Jabil Circuit, says 
the manufacturing services company is adopting more cloud-based security services.

Graham says that moving to the cloud lets the company focus on its core business of 
making high-precision molds, mechanical tools and medical devices. More specifically, 
it allows his tech staff to focus on threat analytics. And he expects cloud migrations to 
become the rule rather than the exception.

At Jabil circuit, John Graham uses hosted security 
tools to protect customers’ intellectual property.
By Clint Boulton
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sophisticated attacks by criminals 
seeking corporate data — see an 
advantage in relying on vendors 
for whom cybersecurity is a core 
competency.

David Burg, global cybersecurity 
practice leader at PwC, reports that 
69 percent of 10,000 CEOs, CFOs, 
CIOs and other executives surveyed 
in 2015 said they use some form of 
cloud-based tool for data protection, 
privacy, network security, identity 
and access management, advanced 
authentication or real-time monitor-
ing and analytics. “I think we’re at 
the beginning of a wave of an evolu-
tion from on-premises to off-prem-
ises” solutions, Burg says.

Streamlining Web security
When Graham became Jabil’s first 
CISO two years ago, the company 
had 75 distributed Web-filtering 
machines that were up for renewal 

in four months. Rather than pro-
tecting the network, the machines 
were being used to block porn and 
various entertainment sites. That 
wouldn’t do for a company that 
stores digital copies of product 
schematics for large enterprises. 

After evaluating several options, 
Graham selected a hosted security 
offering from Zscaler, a provider of 
Web security, malware detection 
and other services. “This was the 
first step to put a blanket around 
the whole company,” Graham says.

Continuously scanning Jabil’s 
network, Zscaler’s system works in 
conjunction with Splunk machine-
learning software to hunt for and 
block potential threats. It also 
works with the OneLogin single 
sign-on authentication tool to see 
whether employees are bringing in 
malware when they log on to cor-
porate systems. He says the switch 

to Zscaler, completed in about six 
weeks, has enabled him to reassign 
low-level employees as “hunters” 
who analyze threats, rather than 
just “watching screens” and wait-
ing for something bad to happen.

That’s crucial for Graham, 
whose lean 42-person team man-
ages IT governance, risk and 
compliance, as well as business 
continuity and disaster recovery 
for 101 offices worldwide. 

Industry trend
Graham, who has also managed 
risk at First Data and SunTrust 
Banks, says financial services 
firms often have hundreds of 
employees dedicated to cybersecu-
rity. But whether a staff is large or 
small, he says it’s possible for com-
panies to handle all of their cyber-
security needs in the cloud.

“I honestly think that that’s 

where it’s headed, and we’re doing 
as much of that as we can right 
now,” he says, adding that there’s 
nothing that he wouldn’t consider 
putting in the cloud from a cyber-
security perspective. Jabil is cur-
rently considering using Zscaler 
cloud firewall services to secure its 
perimeter and provide protection 
when it acquires new companies. 

Of course, moving to the cloud 
presents unique challenges. Some 
clients that entrust Jabil with sensi-
tive intellectual property require 
proof of security protections, so 
the company must ask its cloud 
partners to provide documentation 
verifying the services they offer. 
“Building that evidence in a cloud 
model is something that we’re 
working toward,” says Graham.  n

Clint boulton is a senior writer at  
Cio.com

“ I honestly think that [cloud-based security is] where it’s headed, and we’re doing as 
much of that as we can right now tool.”   — J o h n  G r a h a m ,  C I S o,  Ja b I l  C I rC u I t
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in just six months, Facebook at 
Work’s user base increased from 
a handful of companies to about 
300. The social network also 
snared a marquee customer for its 
workplace collaboration and com-
munication product: Royal Bank of 
Scotland (RBS). 

RBS is not yet paying for the 

service, but the deal marks the 
largest Facebook at Work deploy-
ment to date. The financial services 
firm launched a small pilot that 
included a few hundred employees 
in July 2015, and it recently said it 
will deploy the tools to 30,000 of 
its workers by March and then roll 
out Facebook at Work to its entire 

workforce of 100,000 by the end 
of this year.

As of this writing, Facebook at 
Work isn’t yet publicly available, 
but the company says some ver-
sion of the service will be avail-
able for free. Organizations that 
want third-party integration with 
enterprise tools and other add-on 

services will likely have to pay for 
advanced features like those. 

Familiar environment
Facebook’s reputation as a vehicle 
for bringing people together for 
social purposes should serve 
the company well as it strives to 
develop a workplace networking 

Facebook  
at Work?  
RBS says yes
Royal Bank of Scotland’s embrace of Facebook at Work 
may encourage other security-conscious organizations 
to try the business-oriented social network.
By Mat t K apKo
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tool that facilitates collaboration 
among companies’ employees, 
according to Kevin Hanley, direc-
tor of design at RBS. “A big part 
of the reason we wanted to bring 
Facebook at Work to RBS is there’s 
no need to spend time explaining 
to people why it is useful or how it 
works,” he says. “It’s very easy to 
pick up because many people use 
it already in their personal lives.”

Hanley says the RBS IT leaders 
who are testing Facebook at Work 
report that it’s meeting all of their 
security and procedural require-
ments so far. “Facebook at Work 
has all the same security and safe-
guards in place that we have for 
other communication tools that 
we use,” he says, and adds that the 
networking tool also meets the 
regulatory compliance standards 
that banks must heed.

A promising start 
Based on RBS employees’ early 
experiences with the service, 
Hanley says he’s convinced that 

the company will reap significant 
benefits from Facebook at Work. 
For example, an employee in the 
bank’s mortgage division recently 
found the answer to a customer’s 
complicated technical question 
within minutes of engaging her 
colleagues on Facebook at Work. 
In the past, getting the right infor-
mation might have required a few 
hours of calls and emails, says 
Hanley.

“Employees are collaborating 
on all kinds of different projects 
— from market and competitor 
research to testing ideas for new 
customer services,” he says. “We’ve 
tried not to be too prescriptive; we 
want colleagues to get to grips with 
Facebook at Work in their own way 
and let it help them do their job in a 
way that suits them.”

While RBS’s commitment to 
Facebook at Work represents 
a new high-water mark for the 
platform’s adoption rate, it also 
reinforces Facebook’s ability to 
convince businesses in highly reg-

ulated industries to consider the 
platform as a tool for collaboration 
and communication. Facebook at 
Work may not necessarily replace 
all of RBS’s preferred communi-
cation tools, says Hanley, but it 
could improve upon those that are 
already in use.

“We don’t see Facebook at Work 
ever replacing any of our current 
communication tools,” Hanley 
says. “But we do think that email 
use will start to dampen down 
with its introduction, as people 
use Facebook at Work as another 
of way of talking and working 
with each other.” 

Proof of concept 
Some CIOs have expressed con-
cern about Facebook at Work 
because they’re worried that using 
it will create security risks or cause 
them to run afoul of government 
regulations, but relatively few 
have actually tried the product. 
RBS’s companywide deployment 
could ultimately help Facebook 
prove that its social network for 
business is suitable for large enter-
prises, and is not just an option for 
smaller organizations.  n

Matt kapko is a senior writer  
for Cio.com.

“ Employees are collaborating on all 
kinds of different projects — from mar-
ket and competitor research to test-
ing ideas for new customer services.” 

— K E v I n  h a n l E y,  dI r E C t o r  o f  dE S I G n ,  r b S
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Managing the  
multivendor cloud

As companies grow comfortable 
using cloud-based systems, multi-
vendor cloud environments could 
become the norm. In fact, 2016 may 
be the year of the blended cloud envi-
ronment, says Lynn LeBlanc, CEO 
and founder of HotLink, a provider of 
technology designed to streamline the 
integration and management of cross-

platform IT infrastructures. How-
ever, blended environments—which 
could include both cloud-based and 
on-premises systems—present chal-
lenges for those accustomed to the tra-
ditional siloed approach to IT service 
management.

We recently talked to LeBlanc about 
how IT shops can maintain flexibility 

Effectively managing a hybrid iT environment 
made up of multiple cloud and on-premises 
applications requires new skills, processes and 
systems. HotLink cEo Lynn LeBlanc shares insights 
gleaned from her customers’ early efforts.
By Stephanie overBy
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and agility when managing mul-
tiple cloud deployments. 

What’s driving the push toward 
blended cloud environments?

In the next 12 months, IT teams 
will continue to move more of 
their workloads into the cloud, 
and a single cloud option may not 
make sense for every application. 
In fact, the more workloads in the 
cloud, the higher the likelihood of 
a multi vendor cloud environment.

As a result, many businesses will 
build out hybrid IT portfolios that 
include a combination of on-prem-
ises computing and [systems hosted 
by] multiple cloud providers, with a 
range of price points, service levels 
and support agreements. 

What are the biggest risks IT 
shops encounter when deploying 
multiple cloud-based systems?

Vendor lock-in was a valid concern 

in midsize to large IT shops long 
before the cloud, and the same 
issues should be considered as 
workloads are moved off-premises. 
Moreover, given the rapidly chang-
ing nature of the cloud-computing 
market, extra caution is in order. 

Enterprises need to plan ahead 
by assuming hybrid IT will be the 
future. Hybrid management sys-
tems, integration, workload porta-
bility, automation and skills using 
various public cloud platforms are 
all important investments to make 
early in a cloud deployment.

Why is the traditional approach 
to management of IT resources 
not well suited for the hybrid 
environment?

In the past, IT teams developed 
finely tuned processes around 
homogeneous resources to harden 
the environments and lower the 
risk of failure. That silo methodol-
ogy is expensive—with redundant 

skill requirements, dashboards, 
tool sets, APIs and scripts to 
deploy, manage and automate 
solution stacks. Repeating this 
legacy approach with hybrid cloud 
resources will erode the very ben-
efits organizations are trying to 
reap: agility, flexibility and cost 
reduction.

What new skills are required to 
administer and manage a mix of 
cloud platforms and on-premises 
resources? 
 
When IT teams are deploying and 
managing primarily on-premises 
infrastructure, they need to know 
how to install the hardware, wire 
the networking, manage stor-
age and underpin other physi-
cal equipment. On the software 
side, building and testing golden 
images, monitoring performance, 
ensuring security and automating 
processes are key.

When adding cloud platforms to 

“ Enterprises  
need to plan 
ahead  
by assuming 
hybrid It  
will be the 
future.”

 — ly n n  l E b l a nC
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on-premises environments, IT also 
needs expertise in hybrid integra-
tion and management, as well as 
workload migration and portabil-
ity. They also need to be able to 
examine the resources they have 
in place versus what they’ll need 
to deploy in the future so they can 
evaluate the options based on cost, 
performance, compliance and 
security.

What mistakes do you see com-
panies making when they try to 
manage hybrid environments?

The top mistake organizations 
make in deploying hybrid cloud 
environments is introducing too 
much complexity into the manage-
ment stack. Overlaying numerous 
software tools and automation on 

multiple native management tool 
sets is a very complex and costly 
proposition. 

How can IT organizations main-
tain agility and flexibility when 
dealing with a combination of 
deployments?

IT organizations should start by 
taking advantage of the manage-
ment infrastructure they already 
have in place, which can serve as 
the single pane of glass through 
which teams manage their off-
premises resources, as well. 

When IT teams leverage the 
tools they already know, they can 
bring in the benefits of the cloud 
without having to invest in staff 
retraining, hiring for new skills 
or scrambling to manage multiple 

resources in a disparate manner.

What advice do you have for 
those in the beginning or middle 
of multiple deployments of cloud-
based systems?

First, research the options for 
extending existing management 
infrastructure to your new cloud 
providers; this way you can keep 
the costs and risks low while lever-
aging all your existing investments. 
Second, be sure you are continu-
ally evaluating the cloud provider 
options and are prepared to make 
changes when new service options 
and more attractive pricing become 
available.  n

stephanie overby is a regular contrib-
utor to Cio.com.

“ the top mistake organizations make in deploying hybrid cloud  
environments is introducing too much complexity into the management stack.”  

— ly n n  l E b l a nC
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Ed mahon
CIO,
Kent State 
University

How to build a cloud 
sourcing strategy
Transitioning an IT operation to the cloud is expensive and risky. 
Tread lightly and take a multistep approach     By  E d  m a h o n

An inconsistency exists between actual cloud adoption 
rates and the viewpoints and direct actions of those respon-
sible for corporate IT operations. On the one hand, IT lead-
ers generally believe the cloud more easily enables the 
implementation and management of technology services 

— from Web and mobile applica-
tion development to on-demand 
computing and storage. These 
leaders also prefer the cloud’s 
consumption-based pricing model 
to their current capital-intensive 
cost structures.

On the other hand, transition-
ing an IT operation to the cloud is 

expensive and risky. Moreover, the 
transition adds complexity to the 
overall support model. And, until 
the transition is complete, recur-
ring costs actually go up. 

As if additional costs, increasing 
risk and added complexity weren’t 
enough, deciding where to start is 
perplexing. Furthermore, a cloud 

transition can be disruptive and 
requires structured risk planning 
that must take into account the 
pace of change that’s appropriate 
for the company involved.

A multistep approach is nec-
essary to properly prepare for 
a transition to the cloud. First, 
start with a clear understanding 

of the IT operation. To get such 
an understanding, conduct a few 
assessments, such as a software 
application maturity review. Then 
look at how the IT staff spends 
its time, and at upcoming capital 
expenditures that may be avoided 
with a move to the cloud. 

Second, develop a few potential 
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use cases that include a cost-com-
parison review. By building use 
cases and a review of your current 
outsourcing operation, you will 
lay the groundwork necessary for 
building a cloud sourcing strategy.

Questions to guide your assess-
ment of a move to the cloud:

 N Should the company continue 
to maintain, service and staff its 
own technology delivery system or 
switch to a cloud-based model?

 N Will the cloud improve effi-
ciency, productivity or ROI?

 N Will the cloud increase agility, 
lower costs and improve service 
levels?

 N Will a move to the cloud enable 
you to reassign IT staffers to 
other tasks?

 N Will cloud-based IT improve 
product development and increase 
staff productivity?

Steps to develop a cloud strategy:
 N Identify necessary improve-

ments to the IT service portfolio.

 N Contrast your current environ-
ment and upcoming needs. This 
exercise may involve describing 
the business value of cloud ser-
vices such as database licenses, 
computing services and Web soft-
ware development methodologies. 
You’ll identify a host of issues, 
including security concerns, the 
need to fulfill the terms of service 
level agreements, questions about 
interoperability among vendors’ 
systems and the need for exit 
strategies.

 N Assess the life cycles and costs 
of current technologies.

 N Develop several cloud adoption 
scenarios or use cases.

 N Observe the value of picking 
and choosing from among those 
scenarios.

 N Monitor the progress of the cloud 
migration, and make midcourse 
corrections as conditions change.

Additional questions to consider 
as you begin your journey to the 
cloud: 

 N Can I really save money or effort 
by outsourcing my infrastructure 
to the cloud? Will I need fewer IT 
staffers, or more? What skills will 
my team need?

 N Are the cloud development tools 
and methodologies more stream-
lined than the current software 

application development envi-
ronment? Does any anticipated 
efficiency translate to a quicker 
and cheaper software application 
development cycle? What is the 
level of effort required to obtain 
these efficiencies?

 N Is it easier to move applications 
into production in a cloud-based 
environment than it is in the cur-
rent environment?

 N What are the tradeoffs of a mult-
itenant software application model 
versus full customization performed 
solely for the company’s purpose?

Ed Mahon is the CIO at Kent State  
university.

a multistep approach is necessary  
to properly prepare for a transition to 
the cloud.



32J a n ua r y  2 016  |  c i o . c o mI L L u S T r a T I O n  B y  S H u T T E r S T O C K

finish  

Researchers at Vanderbilt University have gained new insights into the 
nanoscale workings of lithium ion batteries, a discovery that could speed the 
development of batteries that can be recharged in seconds.

The team discovered that when using iron pyrite quantum dots (particles 
just a few tens of atoms wide), a battery stores energy in a fundamentally dif-
ferent way than it normally does, and without the same chemical reaction.

In a conventional lithium ion battery, the lithium ions enter a storage material 
during charging and leave during discharge. But when lithium ions entered the 
prototype battery, they reacted with the iron pyrite molecules to form lithium 
sulphur, and the iron atom moved out. On discharge, the iron pyrite reformed.

“It reverses over and over again,” said Cary Pint, an assistant professor of 
mechanical engineering at Vanderbilt. “In this case, that method of storage 
gives you more capacity and more energy stores.”

The research provides insight into how batteries work on the nanoscale, 
said Pint. “This gives us a set of design rules for a family of materials that go 
through these changes,” he said. “We can apply the rules to the whole class of 
materials and design nanostructure systems that build on these rules.”  n

Martyn Williams covers Silicon Valley and general technology breaking news for the 
IDG news Service.

Nanoparticle breakthrough could  
mean faster-charging batteries 
researchers have a new understanding about the chemistry of lithium ion batteries.
B y  m a R t y n  W i l l i a m s
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Is an Open Source BPM  
Solution Right for You?
Increased availability of highly 
functional enterprise open 
source business process man-
agement (BPM) technology is 
bringing the benefits of BPM 
solutions within reach of more 
companies and projects. If 
you are considering deploying 
BPM solutions, but have been 
daunted by the cost, footprint, 
risk, lack of flexibility an enter-
prise open source approach may 
be just what you are looking for.

8 DOWNLOAD HERE

APD Success story
american Product Distribu-
tors, Inc. (aPD) provides custom 
procurement solutions to large 
organizations. Through its Value 
Innovation Technologies sub-
sidiary, aPD wanted to update 
its proprietary e-commerce 
platform and create a Software-
as-a-Service (SaaS) offering for 
large enterprises to save money 
and give management control 
by empowering their employees 
to make smarter online purchas-
ing decisions.

8 DOWNLOAD HERE

IDC Report: The Business 
Value of Integration
For this white paper, IDC inter-
viewed six organizations that 
report achieving significant 
business value by using red 
Hat JBoss Fuse, in particular by 
making their application inte-
gration and development efforts 
more efficient. IDC calculates 
that these six organizations are 
achieving a three-year aver-
age return on investment of 
488% and earning back their 
investments in JBoss Fuse in 8.2 
months.

8 DOWNLOAD HERE

Telegraph media group 
builds an integration 
platform to support a 
digital-first strategy
uK’s Telegraph Media Group 
(TMG) has created an integra-
tion platform using red Hat 
JBoss Fuse, that simplifies the 
launch of compelling new digital 
content to audiences on desk-
top, tablet, and smartphone 
devices, quickly and cost-effec-
tively.

8 DOWNLOAD HERE

Avianca success story
red Hat® Consulting helped 
avianca, the oldest airline in the 
americas, architect, build, and 
deploy a faster, more robust 
enterprise infrastructure. avi-
anca chose red Hat JBoss® 
Middleware as the primary inte-
gration layer for the entire orga-
nization. The red Hat solution 
delivers a consistent experience 
for avianca’s customers at all 
points of contact around the 
world.

8 DOWNLOAD HERE
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TRAVEL AND 
TRANSPORTATION

19,000 EMPLOYEES

BENEFITS

• Increased agility

• Faster integration of new 

companies and services

• Consistent integration 

architecture across all 

datacenters

• TCO reduced by 50%

SOFTWARE AND 
SERVICES

Red Hat JBoss Fuse 

Red Hat JBoss Enterprise 

Application Platform

Red Hat Enterprise Linux®

Red Hat Satellite

Red Hat Consulting

HARDWARE

14 servers with  

4 cores each

As Avianca, the oldest operating airline in the Americas, grew its portfolio of companies, it 

needed a standardized way to integrate new airlines into the group. With each new airline  

came new legacy applications and systems, making it difficult for Avianca to keep pace with 

business demands. 

Avianca worked with Red Hat Consulting to architect, build, and deploy a faster, more robust 

enterprise infrastructure, selecting Red Hat® JBoss® Middleware to integrate applications for 

the entire organization. JBoss Middleware now supports all of the airline’s business-critical 

applications and helps deliver a consistent experience for all Avianca customers around  

the world.

HEADQUARTERS

“We ran a pilot test where Red Hat JBoss 
Fuse was 10 times faster than any of its 

competitors that we evaluated, and we only 
needed a laptop to run it on.”

JULIANA CEBALLOS

ARCHITECTURE AND DEVELOPMENT DIRECTOR,  

AVIANCA

Bogotá D.C, Columbia

CUSTOMER CASE STUDY

AVIANCA STREAMLINES  
APPLICATION INTEGRATION
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@redhatnews 
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BROADCASTING,  
MEDIA INDUSTRY

CUSTOMER SINCE

2014

BENEFITS

• Faster introduction of new 

digital content and services

• Easier integration of  

cloud-based digital content 

platforms with legacy  

back-office systems

• Increased responsiveness  

to unfolding world events

SOFTWARE AND 
SERVICES

Red Hat® JBoss® Fuse

UK’s Telegraph Media Group has created an integration platform using Red Hat JBoss Fuse, 

that simplifies the launch of compelling new digital content to audiences on desktop, tablet, 

and smartphone devices, quickly and cost-effectively. This makes it easier for the company to 

respond rapidly to developing global news, giving readers new insights into unfolding situations 

in content formats that are easy to consume — encouraging interaction and building engagement 

with TMG’s brands.

HEADQUARTERS

“Red Hat’s cadre of experts gave TMG  
the assurance that the desired platform  

could be built to a high performance  
grade, as well as allow TMG to participate  
in a global product roadmap. This proved  

to be an excellent choice.”

TOBY WRIGHT

CHIEF TECHNOLOGY OFFICER, TELEGRAPH MEDIA GROUP 

London, England

CUSTOMER CASE STUDY

TELEGRAPH MEDIA GROUP BUILDS AN 
INTEGRATION PLATFORM TO SUPPORT  
A DIGITAL-FIRST STRATEGY
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EXECUTIVE SUMMARY 

For this white paper, IDC interviewed six organizations that report 
achieving significant business value by using Red Hat JBoss Fuse, 
in particular by making their application integration and development 
efforts more efficient and productive. IDC calculates that these six 
organizations are achieving a three-year average return on 
investment (ROI) of 488% and earning back their investments in 
JBoss Fuse in 8.2 months by: 

 Making application integration and development efforts 
more efficient and saving staff time 

 Enabling integration and development of more business 
applications 

 Driving higher application user productivity levels by giving 
users access to applications sooner and improving 
application performance  

 Regaining productive time lost due to application downtime 

 Cutting subscription and hardware costs of previous 
application integration solutions  

IN THIS WHITE PAPER 

IDC analyzed the business value that six surveyed organizations are realizing through their use of  
Red Hat integration products based on interviews conducted from April to June 2014. Interviewees were 
from companies ranging in size from just hundreds of employees to several hundred thousand 
employees, with a mean employee base of just under 92,000. Companies interviewed included 
representatives from the telecommunications, IT, shipment and logistics, and document management 
industries. These organizations are headquartered in the United States, the United Kingdom, and 
Norway and several of them operate on a global scale. These organizations use JBoss Fuse for 
integration and development of business-critical internal and customer-facing applications (see Table 1).  

 

Business Value Highlights 

Red Hat JBoss Fuse delivers an average 
three-year ROI of 488% in a payback 
time of 8.2 months through the 
following business value benefits:  

 51.5% more applications 
integrated per year 

 40.8% fewer FTEs per application 
integration 

 62.8% less application downtime 
related to integration 

 18.1% improved middleware 
integration solution performance 

 34.2% less costly than previous 
middleware integration solution 
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SUPPLY CHAIN  
MANAGEMENT 
SOFTWARE

55 EMPLOYEES

BENEFITS

• Faster onboarding of 

new customers

• More robust  

business analytics

• Increased security

• Lowered TCO by 25%

• Reduced capital 

expenditures by 52%

SOFTWARE AND 
SERVICES

Red Hat® JBoss® Enterprise 

Application Platform

Red Hat JBoss Web Server

Red Hat JBoss BRMS

Red Hat JBoss Fuse

Red Hat JBoss  

Developer Studio

Red Hat JBoss  

Operations Network

Red Hat Satellite

Red Hat CloudForms

Red Hat Consulting

HARDWARE

37 virtual CPUs across 20 

virtual servers (AWS EC2)

Headquartered in Charlotte, NC, American Product Distributors (APD) provides custom  

procurement solutions to large organizations. In close collaboration with Red Hat Consulting  

and built with Red Hat JBoss Middleware, APD developed its new eLinktm Gateway customized 

procurement solution. 

 

eLinktm Gateway’s unique capabilities systematically lower purchasing costs for APD customers 

by using big data to ensure buyers get the right product at the right price. And through its prod-

uct-comparison features, the new system helps users automatically buy the most cost-efficient 

item available every time an order is placed.

HEADQUARTERS

“What really sold us on Red Hat was the 
people. To me, the people that we worked 

with were not only really sharp but also really 
genuine, and they were personally engaged 

and interested in our project. And that made 
a difference for APD.”

CY KENNEDY

PRESIDENT, AMERICAN PRODUCT DISTRIBUTORS

Charlotte, NC

CUSTOMER CASE STUDY

APD BUILDS PROCUREMENT 
SOLUTION LIKE NO OTHER WITH  
RED HAT JBOSS MIDDLEWARE
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Companies around 
the world trust open 

sourCe

90% of Fortune 500 

companies use Red Hat 

products and solutions1.

By 2013, open source 

technology will be in 85% 

of all modern commercial 

software solutions2.

ExEcutivE summary

Increased availability of highly functional enterprise open source business process manage-

ment (BPM) technology is bringing the benefits of BPM solutions within reach of more compa-

nies and projects. If you are considering deploying BPM solutions, but have been daunted by 

the cost, footprint, risk, lack of flexibility, or complexity of proprietary options, an enterprise 

open source approach may be just what you are looking for.

tHE BENEFits OF OPEN sOurcE sOFtWarE sOLutiONs

EvEryonE bEnEfits from opEn sourcE

Open source software is free to download and use. Users can examine, test, pilot, and e 

ven deploy these solutions into production without any upfront cost. However, support and 

services for open source products can vary widely, and some users choose to rely on a 

network of volunteers in the open source community to provide fixes, security patches,  

and assistance. 

Commercial open source companies bring open source to the enterprise. They take the best 

of the community code and related projects and make it ready for enterprise customers by 

fully testing and certifying open source distributions. Then, they offer service-level agree-

ment (SLA)-based support services, patches, and updates—most using a subscription model. 

With enterprise open source, you  benefit from both the innovative community-built solu-

tions and the backing of a global support organization, all at a fraction of what a proprietary 

license would cost.

public administration is going opEn sourcE

Public administration at local, federal, regional and national levels faces some of the most 

difficult challenges in decades. Citizen expectations are increasing the demands made on 
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