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In the competitive business world IT organizations need to respond 
rapidly to the ever-changing needs of their users for resources to 
support their business applications. As a result there is a rapid 
adoption of the cloud computing model where resources can be 
deployed on-demand in a self-service manner. Cloud computing 
provides the tools to automate resource deployment, which frees IT 
organizations from the manual processes that take up so much time 
today. The automated spin up of virtual servers and storage is a 
well-established process in cloud computing platforms. Automation 
of the network on the other hand has been lagging behind.

Applications are not just about software. Applications depend on the servers and the interaction 
between the servers and the delivery network. When new applications are deployed or when 
virtual servers move or when dynamic applications spin up new instances the networks needs to 
respond immediately and provide the proper type of connectivity. Software Defined Networking 
(SDN) has evolved over the past few years to address this challenge. Organizations are looking to 
SDN to improve network agility by incorporating network automation in cloud computing 
platforms. So far the focus of SDN has been on L2-L3 switching and routing services. However 
applications don’t just need network connections. They also need L4-L7 network services. 

Organizations are concerned with application availability, performance, security and visibility. 
These L4-L7 capabilities are provided by the Application Delivery Network (ADN). The ADN is built 
upon Application Delivery Controllers (ADCs), WAN Optimization Controllers (WOCs), Web 
Application Firewalls and Secure Access Gateways. To deliver applications in a way that meets the 
performance and availability requirements of the organization and the demands of the users the 
L4-L7 services need to be integrated with the cloud computing platform and the SDN to provide 
automated spin up of these services. 

However, this isn’t a simple task. There is no single model for SDN nor just one way to integrate 
ADN services in the SDN. This white paper will describe some of the models for SDNs, identify 
some of the associated use cases and describe methods to integrate application delivery network 
services with a focus on the Citrix® NetScaler App Delivery Controller™. The ADC provides 
application acceleration, and server load balancing. These services are essential to ensuring 
application performance and availability, which assures the best user experience.
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The ONF and the OpenFlow Model
SDN is advocated as being an architectural approach that enables networks to be more agile. The 
Open Networking Foundation (ONF) was foundational to the early development and 
standardization of SDN. As envisioned by the ONF1, “Software-Defined Networking (SDN) is an 
emerging architecture that is dynamic, manageable, cost-effective, and adaptable, making it ideal 
for the high-bandwidth, dynamic nature of today’s applications. This architecture decouples the 
network control and forwarding functions enabling the network control to become directly 
programmable and the underlying infrastructure to be abstracted for applications and network 
services. The OpenFlow™ protocol is a foundational element for building SDN solutions.” This 
approach as advocated by the ONF requires deploying routers and switches that support the 
OpenFlow protocol as well as SDN controllers that manage the network flows on these devices. 
There are however limitations to this approach. As a result OpenFlow based SDN solutions have 
evolved and alternative solutions have developed. 

The OpenDaylight Consortium
In April 2013 the OpenDaylight Consortium was founded to develop SDN solutions via a community-
led, industry supported open-source framework. The OpenDaylight consortium, of which Citrix was a 
founding member, now has about 40 members, many from the networking community, who 
contribute financial and developer resources and software to the program. The goal is to accelerate 
and advance a common, robust SDN platform for all to use.

 
 
Figure 1: Components of the OpenDaylight Architecture

 
According to Neela Jacques2, Executive Director of OpenDaylight, the traditional approach taken by 
standards committees is only appropriate for projects that are narrow in scope and well defined. 
For complex concepts such as SDN it is important to take a pragmatic approach and prove the 
concept first and then either form standards around what was developed or use de facto 
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standards. As part of their pragmatic approach, the OpenDaylight consortium is working on a 
number of proofs of concept3 (PoC) for resiliency and traffic engineering. The work involves service 
chaining (see below), the federation of SDN controllers, implementing additional network 
virtualization options as well as incorporating more L4–L7 functionality. Citrix is at the center of this 
initiative and is driving the L4–L7 and service chaining functionality. This is an essential part of 
integrating ADC services into SDN. See the link below for more information.

Network Virtualization Models
Another approach to SDN is the network virtualization model. In the context of SDN the phrase 
network virtualization refers to the creation of logical, virtual networks that are decoupled from the 
underlying network hardware and which can be controlled programmatically. One of the primary 
benefits of network virtualization is that it enables networks to be provisioned automatically.

There are two classes of controller-based network virtualization models in the market today:

• Overlay-based
• Fabric-based
 
There are many use cases for controller-based network virtualization solutions. The primary use 
case is driven by the need for networks to become more agile. This use case focuses on facilitating 
data center automation by enabling rapid, self-service provisioning of networks and the associated 
network services as part of the deployment workflow of an application. 

Another use case addresses the limitations of the traditional approach to designing a data center; 
i.e., stranded capacity and time consuming, error prone processes. This use cases calls for 
implementing a multi-tenant solution whereby network, storage and compute resources are 
virtualized across the data center for each tenant. 

A third use case is to enable the movement of virtual machines (VM) between servers. Within each 
of the two models support for VM mobility is independent of the physical network. If a VM 
changes location, even to a new subnet in the physical network, the switches at the edge of the 
overlay automatically update their mapping tables to reflect the new physical location of the VM. 
The behavior is the same for dynamic applications that spin up Linux Containers in response to 
workload demands. 

One of the advantages of both network virtualization models is that since the necessary changes 
are performed only at the network edge (often with tunnel termination on virtual switches), 
nothing has to be done to the remainder of the network. Another advantage of each model is that 
they disaggregate software from hardware which allows customers greater choice in terms of the 
solutions they implement. 
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Overlay-Based Model
The overlay-based network virtualization model is based on tunneling and encapsulation. One 
advantage of the overlay-model is that it is agnostic to the underlying IP network and hence can 
be implemented without requiring any changes to that network. This is because a component of 
the solution is virtual switches that are deployed throughout the network and tunnels are made 
between them, not on the physical devices. There are several components of a network 
virtualization solution. These include:

• The physical network on top of which the network virtualization solution runs. This is often 
referred to as the underlay network.

• The set of virtual networks consisting of tunnels that run on top of the physical network and their 
corresponding virtual switches. This is often referred to as the overlay network. 

• Protocols that are used to encapsulate the traffic as it transits from the access switch to the 
egress switch. Examples of encapsulation protocols include VXLAN, NVGRE and STT.

• Orchestration engines such as OpenStack, CloudStack® and vCloud Suite. Since the primary use 
case for network virtualization is network automation orchestration engines are essential as they 
provide infrastructure management and automation.

 
 
Figure 2: Key Components of a Network Virtualization Solution

 
In addition to the previously discussed benefits, other benefits of overlay-based solutions include 
that these solutions:

• Are amenable to an incremental, non-disruptive transition;
• Provide complete de-coupling of the virtual from the physical which avoids the limitations of the 

physical network.
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Some of the limitations of overlay SDN solutions include that:

• The cost and complexity of managing two networks can be very high;
• Monitoring and troubleshooting can be extremely difficult;
• Gateways to the rest of the environment can be performance bottlenecks.
 
An example of a virtual overlay network is the NSX from VMware. Overlay networks are focused on 
L2 – L3 network services, however they have capabilities to insert L4–L7 services in to the data flow. 
Citrix work is working with VMware to ensure that ADC services are compatible with NSX. See the 
link below for more information. 

Fabric-Based Model
The fabric-based network virtualization model closely resembles the ONF vision for SDN. This 
model is implemented via an application that runs on an SDN controller, which communicates with 
the subtending network devices. Within the fabric-based model, virtual networks are defined by 
policies that map flows to the appropriate virtual network based on the L1-4 portions of the 
header. The SDN controller implements these virtual networks by configuring forwarding tables in 
physical networking devices using a common southbound protocol, such as OpenFlow. 

One of the advantages of the fabric-based network virtualization model is that unlike the overlay-
based model, there is a single network to manage and that reduces cost and complexity in some 
cases. Since fabric based models do not rely on tunneling and encapsulation, monitoring and 
visibility into network traffic is made easier. The primary disadvantage of the fabric-based network 
virtualization model is that it requires switches and routers that support a new forwarding model, 
which makes it more suitable for new network deployments. 

Cisco’s Application Centric Infrastructure (ACI) 
A Cisco architecture that enables agility by supporting network programmability and yet doesn’t 
include OpenFlow is the Application Centric Infrastructure (ACI) architecture. It is currently available 
for Cisco Nexus 9000 switches. ACI requires a special switch operating system based on an object-
oriented model. ACI includes an SDN-style network controller component called the Application 
Policy Infrastructure Controller (APIC) that shares the object model. ACI is based on an application 
policy model that abstracts the network design away from the physical infrastructure, and puts the 
focus on the needs of the application. 

The ACI policy model enables the specification of application requirements as policies. For 
example, when a user or process initiates an administrative change to an object in the fabric 
infrastructure, the APIC automatically applies that change to the policy model. This policy model 
change then triggers a change to the actual managed endpoint. This approach is called a model-
driven framework. The policy model maintains a complete representation of the administrative and 
operational state of the entire system including the fabric, services, system behaviors, and virtual 
and physical devices attached to the network.
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Policies are programmed on the APIC in XML or JavaScript Object Notation (JSON) and pushed to 
the switches. APIC exposes standard REST interfaces to other devices, including orchestration 
engines and network service platforms. The focus of ACI is not on flow control but rather on 
application provisioning and optimization, including all the networking, security, and services 
required by specific applications. Cisco promises to open the entire infrastructure to programmatic 
access via APIC, including servers and storage. Citrix has worked with Cisco (and previously Insieme) 
to integrate the NetScaler® ADC with the ACI architecture. Details are provided in a whitepaper that 
is referenced below. 

Application Delivery Network Services
Just as in conventional networks, SDN enabled networks also require L4 – L7 network services. 
These services ensure acceptable performance and availability, make efficient use of IT resources 
and thwart hackers. L4 – L7 services include:

• Application Delivery Controllers (ADCs)
• Web Application Firewalls 
• Intrusion Detection Systems/Intrusion Protection Systems (IDS/IPS)
• WAN Optimization Controllers (WOCs)
• Authentication, Authorization and Accounting (AAA) functionality
 
In traditional datacenters the implementation of L4-7 services while necessary was cumbersome 
and time consuming. The requisite network appliances had to be purchased, installed and cabled 
together in the correct order. In addition, IT organizations faced alternative sizing challenges. The 
appliance could be deployed based on peak application load or a smaller device could be selected 
and then resized on a regular basis to account for shifts in the traffic load. The first approach results 
in stranded capacity and the second in an increase in the amount of manual intervention required. 

Interestingly, precisely because setting up service tiers is time consuming, error prone and requires 
regular manual intervention they are frequently built to service multiple applications. While this 
can reduces the amount of manual labor that required, it results in traffic needlessly passing 
through network appliances and consuming bandwidth and CPU cycles.

SDN overcomes the challenges of implementing L4–L7 services by implementing two closely 
related techniques: service insertion and service chaining. The phrase service insertion refers to the 
ability to dynamically steer traffic flows to a physical or virtual appliance that provides one of the 
L4–L7 services that were listed above. The phrase service chaining refers to the ability to 
dynamically steer traffic flows through a sequence of physical or virtual appliances that provide a 
set of L4–L7 services. 

Service insertion and service chaining are supported by both the fabric-based and the overlay-
based network virtualization models. Fabric based solutions perform service insertion and service 
chaining by configuring the forwarding plane switches to direct the flows along the desired paths, 
whereas overlay-based solutions perform service insertion and service chaining by adjusting the 
Forwarding Information Bases (FIBs) of the vSwitches and vRouters to force the traffic through the 
right sequence of services. 
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There are some key considerations that need to be taken into account relative to running network 
services in a virtualized environment. These considerations include that IT organizations need to:

• Optimize provisioning
 - As mentioned, the role of an orchestration engine is to provide full infrastructure management 
and automation. For that to be effective, the virtualized network services must integrate with 
the orchestration platform so that they auto-deploy, auto-configure and auto-scale. 

• Optimize placement
 - Placement and availability of services should be aligned with that of the application itself, and 
service placement should take into account the overall architecture of the environment. 

 - Service chaining should be implemented in such a way as to minimize traffic repeatedly going 
into and out of a device; a.k.a., hair-pinning.

 - Services should be placed in such a way that no individual fault zone (like a rack or a POD) 
becomes a single point of failure. 

• Implement effective multi-tenancy and consolidation
 - The individual tenants share compute, storage and network resources but need assurance that 
their traffic is isolated from other tenant’s traffic.

 - Appliance sprawl should be minimized;
 - As previously mentioned, it is common in a traditional environment to minimize manual labor 
by building a single service tier and using it for repeatedly. To avoid the unnecessary overhead 
this creates, it should be possible to customize the service chaining for each tenant.

 
Just as the SDN decouples network control from the network forwarding functions, one of the key 
concepts behind the virtualization of network services is decoupling the software intelligence from 
any hardware dependencies. In some cases the software runs on standard x86 based servers as a 
VM whereas a more recent option is the use of Linux containers as the containment model. The 
benefits of virtualizing network services include:

• Greater flexibility in procurement and deployment;
• Disaggregated deployment for multi-tenant usage;
• Ease of lifecycle management;
• Automated service chaining per application.
 
The limitations include:

• Performance challenges associated with the hypervisor;
• Complex provisioning associated with multiple virtual services;
• Commodity servers lack special hardware functions such as SSL crypto acceleration;
• Longer lead times due to a greater degree of coordination between network, storage  

and server administrators.
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The NetScaler SDX ADC Platform 
Citrix designed the NetScaler SDX™ ADC platform for use in virtualized networks with the capability 
to integrate with SDN and Cloud orchestration systems. NetScaler SDX combines the benefits of 
flexibility that virtualization offers with the resiliency, reliability and performance offered by 
purpose built network appliances. One NetScaler SDX can be deployed in a multi-tenant 
environment, eliminating the need to wire multiple physical devices, and have the benefits of 
traffic isolation, and dedicated resources per tenant. 

 
Figure 3: NetScaler SDX

The benefits of the Citrix NetScaler SDX platform include:

• Multi-tenancy with full isolation and deployment flexibility
 - Each tenant has their own logical ADC instance which can run as a fully independent network 
stack on its own version of firmware. This allows for fully independent maintenance schedules 
so that change management, firmware upgrades and other maintenance tasks can be 
performed on a per-tenant basis without impacting the other workloads that are co-hosted on 
the same physical appliance. 

• Accelerated data path for high performance
 - As a true purpose-built multi-tenant appliance, NetScaler SDX offers near-line-rate data speeds 
internally both to and from the physical network interfaces and the per-tenant instances. This is 
accomplished by fully bypassing the hypervisor software switching layer and therefore avoiding 
the typical performance bottlenecks introduced by the hypervisor. However, all of the network 
level isolation and filtering benefits of the hypervisor are fully preserved through capabilities 
purpose-built into the hardware itself. 

• Full resource hard-walling for guaranteed performance SLAs
 - The true value of NetScaler SDX comes from the flexibility that the platform offers with 

respect to how it allocates resources for each logical service instance running on the 
appliance. In addition to hard-walling based on the standard networking metrics like 
throughput and connections per second, NetScaler SDX offers fine grained control over the 
CPU, memory and SSL hardware resources that can be allocated to each instance in order to 
ensure achieving performance goals. This flexibility allows administrators to right-size 
instances based on the workloads they support and to potentially collocate mission critical 
applications with test/dev applications on the same physical appliance. 
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• Operational simplicity through a single point of management and control 
 - NetScaler SDX alleviates the operational overhead usually associated with deploying and operating 
complex networking applications through a centralized management plane that includes 
simplified, intuitive workflows for provisioning and deploying new network services on demand. In 
addition, the centralized management plane also acts as a single point of visibility and provides a 
coherent view of the operational characteristics for all the instances running on the appliance. 

• High availability across devices
 - NetScaler SDX provides for the resiliency and reliability of network appliances through the support 
for multiple high availability (HA) mechanisms across multiple physical appliances. This includes:
■  The platform supports an active-passive style HA model, whereby an instance running on one 

physical appliance can be peered with another instance running on a different physical 
appliance to form an active-passive pair. An instance-level HA mechanism allows for fully 
independent failover scenarios of tenant workloads without impacting the other instances. 

■  In addition to the active-passive model, NetScaler SDX also supports an active-active 
clustering solution for scale-out capacity as well as N+1 redundancy. As with the active-passive 
HA model, the clustering model is also at an instance level, allowing for individual instances to 
be clustered with other instances either on a different or on the same physical appliance.

NetScaler SDX as a Consolidated Service Delivery Platform
Application delivery networking has required a complex infrastructure. Citrix has designed 
NetScaler SDX as a platform for consolidation of application services to simplify this infrastructure. 
In order to ensure acceptable application performance, make efficient use of IT resources and 
thwart hackers, an application requires a number of L4-L7 services, beyond those provided by the 
ADC. At least some of these L4–L7 services have no application intelligence and the current model 
of implementing these L4–L7 services is cumbersome, time consuming and error prone. Another 
limitation of the current model is that there is not a coherent way for the L4–L7 services to take 
advantage of the SDN-provided capability of being able to program the network.

NetScaler SDX eliminates these limitations by providing a platform that unifies all types of L4–L7 
network services on one platform and that extends all of the previously mentioned benefits to 
these services. In order to enable IT organizations to implement best-in-class functionality, 
NetScaler SDX can host virtual applications from a growing eco-system of partners including Palo 
Alto Networks, CA Technologies, BlueCat, WebSense and CSE Secure Matrix.

The NetScaler SDX service delivery platform becomes the natural point from which to drive 
application intelligence across the whole network, providing:

• Physical consolidation of related L4-7 network services;
• Centralized deployment and configuration of these best-in-class services;
• A unified application control layer for defining application policy;
• An application-centric model for interacting with this application control layer;
• The foundation for unifying not just L4-7 policy, for also interacting with SDN control planes.
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Conclusion and the Citrix Vision
In order to ensure acceptable performance, make efficient use of IT resources and thwart hackers, 
an application requires a number of L4–L7 services that provide a range of functionality including 
availability, optimization and security. The development and adoption of SDN reflects the ongoing 
movement to go beyond hardware-centric solutions that require device by device configuration 
and to adopt software-centric solutions that provide centralized control of network devices and 
network services. Citrix realizes that customers are at different steps along the way to SDN 
adoption. There are existing physical networks that require physical ADCs. IT organizations might 
be looking at various models of SDN, such as OpenDaylight, or a virtual network overlay model or 
a network fabric model. Whatever the case the NetScaler ADC will fit in the SDN environment. This 
is because Citrix follows several principals when it comes to network services integration. Citrix 
believes in a common architecture for connecting services with the same benefits for any SDN or 
Cloud Orchestrations system. Citrix offers the same level of automation and for all of our devices 
so that they integrate with the orchestration platform. Citrix delivers the same functions and 
features across all of our NetScaler ADC platforms, whether physical or virtual, so that any of them 
can be integrated with an SDN environment and provide the same benefits. So whatever an 
organization’s ADC requirements, physical or virtual, and whatever the SDN model the Citrix 
NetScaler ADC can work with it and provide the necessary L4–L7 network services to ensure 
application availability, performance and security. 

For More Information
Citrix and OpenDaylight 
http://open.citrix.com/open-daylight-oss.html

NetScaler for Telco Clouds  
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/netscaler-for-
telco-clouds.pdf

Deliver Production Grade OpenStack LBaaS with Citrix NetScaler 
http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/deliver-
production-grade-openstack-lbaas-with-citrix-netscaler.pdf?accessmode=direct

Implementing Cisco Application Centric Infrastructure with Citrix NetScaler Application  
Delivery Controllers 
http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/implementing-
cisco-application-centric-infrastructure-with-citrix-netscaler-application-delivery-controllers.pdf

http://open.citrix.com/open-daylight-oss.html
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/netscaler-for-telco-clouds.pdf
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/netscaler-for-telco-clouds.pdf
http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/deliver-production-grade-openstack-lbaas-with-citrix-netscaler.pdf?accessmode=direct
http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/deliver-production-grade-openstack-lbaas-with-citrix-netscaler.pdf?accessmode=direct
http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/implementing-cisco-application-centric-infrastructure-with-citrix-netscaler-application-delivery-controllers.pdf
http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/implementing-cisco-application-centric-infrastructure-with-citrix-netscaler-application-delivery-controllers.pdf
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