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3 early adopters have learned 
that software-defined net-

works can give It the agility 
needed to manage private clouds 
and dynamic data centers. 

The sofTware-defined neTworking market is set to ex-
plode, and smart IT leaders are preparing to make full use of 

the technology. SDN pioneers are gain-
ing control over their bandwidth usage 

and simplifying network management. As SDN gains popu-
larity, IT will need to recast the roles of network adminis-
trators and, of course, address security vulnerabilities. This 
Digital Spotlight helps you navigate the new landscape.

ellen fanning, editor, Computerworld (efanning@computerworld.com) 
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SDN
Software-defined networks can give 

It the agility and flexibility to manage 
today’s dynamic data centers and 

private cloud infrastructures. Some early 
adopters have already jumped on board. 

Here’s what they’ve learned.  
By sandra giTTlen

Pioneers
of

The
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p uBliC sChool teach-
ers in Enfield, Conn., 
are active grant-
getters. But while 

the technologies they bring 
into the classroom from those 
grants, such as lab carts with 
Apple iPads, are beneficial to 
students, they can also wreak 
havoc on network resources.

“School administrators 
would tell us that [voice over 
IP] phone calls were breaking 
up, and when we looked at uti-
lization, we saw 90 iPads had 
downloaded a 15-minute educa-
tional video from Netflix at the 
same time,” says Enfield CTO 
Paul Russell. 

At one time, Russell would 
have addressed the problem 
by increasing the amount of 
Internet bandwidth to the 
town’s 12 schools, overprovi-
sioning to accommodate oc-
casional bursts in activity from 
the hundreds of cloud-based 
educational applications teach-

ers utilize. But Internet access 
was costing the town $100,000 
for four 100Mbps connections 
(with the state providing a fifth 
100Mbps connection), so Rus-
sell needed a more cost-effec-
tive and efficient solution.

Enfield chose to become a 
pioneer of software-defined 
networking, or SDN, to build 
flexibility and agility into the 
network that supports 5,000 
K-12 students and 4,000 de-
vices. SDN decouples the 
control and forwarding planes 
in switches and routers, en-
abling IT to fine-tune network 
resource allocation. With an 

abstracted software-based 
controller, IT can dynamically 
manage traffic flows across the 
enterprise.

Early adopters have charted 
their own paths to SDN’s ben-
efits. Some, like Enfield, are 
using SDN to gain visibility and 
control over bandwidth usage. 
Others are finding its power 
lies in centralizing and simpli-
fying certain aspects of network 
management. Many have found 
the flexibility provided by SDN 
enables them to re-assign IT 
staff to other projects.

Research firm IHS Infonetics 
recently predicted that the mar-

ket for SDN Ethernet switches 
and controllers will reach $13 
billion in 2019, up from $718 
million in 2014. The firm says 
the SDN market is still in a for-
mative stage.

In some cases, SDN deploy-
ments require a forklift upgrade 
of switches and routers because 
organizations lack the neces-
sary programmable interfaces. 
Enfield was fortunate that the 
Extreme Networks switches it 
purchased in 2012 were SDN-
capable. “We haven’t had to 
add anything to the switches to 
enact the SDN,” Russell says.

In April, Russell launched 
an SDN pilot project at the 
elementary school that had the 
worst bandwidth battles. Using 
Extreme’s SDN platform, which 
consists of software on a virtual 
server, teachers now are able to 
schedule when technology labs 
will be in session. The network 
then automatically directs re-
sources to the associated carts 

schools don’t need a gigabit 
of internet access all day 
every day. in fact, we found 
they only need it 30% to 35% 
of the time.
paul russell ,  CTO,  TOwn OF EnFIELd,  COnn.
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for that period of time, while 
also protecting other traffic — 
such as VoIP calls.

“We could have continued to 
pour money and resources into 
access, but schools don’t need 
a gigabit of Internet access all 
day every day. In fact, we found 
they only need it 30% to 35% of 
the time,” he says. With SDN, 
Russell is aiming to shrink net-
work connectivity — which he 
calls “the most expensive com-
modity” — from five 100Mbps 
connections to three 20Mbps 
pipes capable of bursting to 
100Mbps. If the test is success-
ful, the town will save nearly 
$60,000 annually. In addition, 
with fewer pipes into and out of 
the buildings, there will be less 
chance of a security breach.

In fact, Russell is tackling a 
districtwide SDN deployment 
for the 2015-16 school year. 
Specifically, his goal is to have 
the technology in place in time 
for state testing so students, 

faculty and staff will have the 
resources they need. SDN also 
will help block non-essential re-
sources such as cellphones and 
non-official machines, so users 
can’t sap Internet resources or 
facilitate cheating. “We’ll have 
proper provisioning across all 
schools,” he says.

easing network setup
At Atlanta-based JAS Forward-
ing Worldwide, an internation-
al freight forwarder that oper-
ates 270 offices in more than 80 
countries, SDN has been a god-
send, says CIO Mark Baker.

In the past, provisioning a 
new office involved numerous 
hassles, such as dealing with 
local providers on connectiv-
ity, trying to purchase JAS’s 
preferred Cisco gear in the 
local market, and ensuring the 
appropriate level of security. 
Then an IT staffer would have 
to either fly to the location for 
the installation or spend a day 
on the phone talking an on-site 
employee through the process. 
Sometimes language barriers 
and currency differences would 
introduce more problems.

“We had such a hardware 

dependency that we’d either 
overbuy in hopes that the office 
would grow, or install mini-
mum hardware and face pos-
sible delays in expansion later,” 
Baker says. 

The breaking point came 
three years ago when JAS de-
buted a new global ERP system. 
To visit each office and make 
the network changes necessary 
to support the new application 
would have been impossible, so 
Baker deployed Aryaka ONE, a 
cloud-based SDN-like service 
from Aryaka. The cloud-based 
service centralizes network re-
source management, enabling 
Baker to use generic off-the-
shelf switches and routers and 
to automate bandwidth alloca-
tion and other application re-
quirements. 

Once IT negotiates a base 
connection with the local pro-
vider, the way the network 
delivers resources to the end-
point can be managed through 

we had such a hardware 
dependency that we’d either 
overbuy in hopes that the office 
would grow, or install minimum 
hardware and face possible 
delays in expansion later.
mark baker,  CIO,  JAS FORwARdInG wORLdwIdE
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the Aryaka ONE portal. “As 
an office grows, we can grow 
services from our data center 
and other vendors in the cloud,” 
Baker says. “We can truly align 
with business needs.”

As is the case with main-
stream SDN technology, us-
ers of Aryaka ONE must have 
switches and routers with 
programmable interfaces and 
decoupled control and forward-
ing planes. Instead of undertak-
ing a forklift upgrade to replace 
switches that don’t have the 
necessary capabilities, JAS is 
replacing equipment as it wears 
out. “You could take an aggres-
sive approach, but we’ve done it 
through attrition. Patience has 
been a virtue,” Baker says.

He has made JAS’s once-ho-
mogenous Cisco network more 
heterogeneous, using servers, 
routers and firewalls familiar to 
local users. “We have been able 
to acquire [gear] locally, some-
times at a lower cost,” he says. 

Aryaka ONE is layered over that 
equipment for network re-
source control.

Baker says his biggest chal-
lenge has been the mindset of 
staffers. Network engineers are 
accustomed to hands-on config-
urations and were reluctant to 
embrace a more automated and 
aggregated approach. “The tech-
nology was the easy part; getting 
people to adapt and change is 
more difficult,” he says. 

With Aryaka’s service, Baker 
was able to meet JAS’s “very ag-
gressive” deployment schedule 
for the global ERP system. “You 
could have the greatest applica-
tion in the world, but the user 
experience dictates success or 
failure,” he says.

an open-source approach
Resistance to change in IT is 
nothing new for Ram Appa-
laraju, an adviser to Open Net-
working Summits Inc. (ONS), a 
nonprofit that organizes events 

designed to accelerate SDN in-
novation and adoption. In addi-
tion to focusing on SDN’s abil-
ity to disrupt the networking 
industry, ONS also promotes an 
open-source approach to net-
work services delivery.

Brocade, Extreme, NEC, Fu-
jitsu and Ciena are just a few of 

the switch manufacturers that 
have joined the open-source 
SDN movement. “We are en-
couraging vendors to embrace 
interoperability so that users 
have a choice of hardware that 
is best suited for the job,” Appa-
laraju says. “We want to see the 
whole environment become 

I l l u s t R A t I o n  b y  t A v I s  C o b u R n
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programmable through open-
source technologies so that de-
ployments can be accelerated.”

Separating the control plane 
from the data/forwarding plane 
is just the first step toward real-
izing the benefits of SDN, ac-
cording to Appalaraju. “Real 
value is when the control plane 
is removed out of the switch or 
router and centralized to pro-
vide a single global view at scale 
through a server,” he says. “Ab-
straction needs to happen the 
same way as we have seen with 
Linux on x86 servers,” so busi-
nesses can use generic servers 
and “create a nimble experi-
ence” while reducing their capi-
tal expenditures.

Appalaraju says early SDN 
deployments he’s seen have in-
cluded orchestration of network 
services, management of net-
work bandwidth and automa-
tion of network configurations.

Like Baker, Appalaraju says 
cultural and organizational 

change is necessary for SDN to 
flourish. “It’s no longer about 
a network engineer or a server 
engineer,” he says. “There has 
to be a confluence between the 
virtualization architect and 
network architect, and a move 
toward a DevOps model.”

He adds that this shift will 
save businesses money because 
salaries keep rising for IT pro-
fessionals who have the exper-
tise necessary to run a network 
apart from other services. “SDN 
takes away the need for special-
ized skills,” Appalaraju says.

Appalaraju says he’s con-
fident that SDN, along with 
virtualization of network func-

tions, will become common-
place. “Servers and storage got 
virtualized; networks, which 
continue to be a problem, are 
next,” he says.

laying a foundation
As users like Russell and Baker 
wade deeper into SDN’s waters, 
Andy Chun is just beginning to 
lay the groundwork for an SDN 
network.

Chun is CIO at City Univer-
sity of Hong Kong, which has 
35,000 students and 4,000 fac-
ulty and staff members and is 
growing quickly. The institution 
recently implemented a four-
year curriculum, a move that 

doubled the number of students 
and required a 30% increase in 
faculty members. IT supports 
the university proper, a com-
munity college and continuing 
education.

Deploying network services 
is especially difficult for Chun’s 
IT team because as the uni-
versity expands it’s struggling 
with a problem that plagues 
Hong Kong: limited physical 
space. New employees have to 
take offices wherever space is 
available — “they aren’t always 
in the physical vicinity of their 
colleagues,” Chun says — and 
they’re frequently moved. 

IT has to ensure that every-
one in a particular department 
has the same level of network 
access, no matter where they’re 
located. That means Chun’s 
team is regularly reconfiguring 
routers and switches and laying 
new cable.

Complicating matters even 
further is the fact that the uni-

trying to configure, maintain 
and change the network is 
incredibly demanding. sdn is 
the next logical step.
andY Chun, CIO,  C ITy UnIVERSITy OF HOnG KOnG
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versity encourages cross-disci-
plinary collaboration. 

“Trying to configure, maintain 
and change the network is in-
credibly demanding,” Chun says. 
Noting that his team has already 
virtualized the computing and 
storage environments, he says, 

“SDN is the next logical step.”
Currently, Chun and his 

team are upgrading and replac-
ing hundreds of switches, rout-
ers and other devices so the 
university will be able to sup-
port SDN when it matures.

“The upgrade is an easy sell 
because of the growth,” he says.

The school currently runs a 
multi-10G Ethernet core and 1G 
to the desktop. That will stay the 
same. “The speed on the surface 
might not seem a big change, 
but SDN and virtualization will 
help us optimize how we use 
it,” Chun says. Noting that mul-
tiple links could be combined to 
bump up capacity and flexibil-
ity for an application or a user 

group, he says, “Overall perfor-
mance and user satisfaction are 
sure to be higher.”

With SDN, Chun will be able 
to control network services 
across five school buildings and 
a student residency hall via a 
dashboard. When a new faculty 
member comes on board, IT 
will be able to enter what net-
work services the person will 
need and when he will need 
them. Once the schedule is set, 
the provisioning will happen 
automatically. SDN will also 
enable Chun to easily allow ac-

cess to services that foster col-
laboration, such as file-sharing 
tools.

He says he expects that the 
SDN project, which will be 
done in late 2016 or early 2017, 
will free IT staffers to tend to 
other tasks, such as supporting 
a brand-new veterinary school.

A side benefit of SDN, ac-
cording to Chun, is the ability 
to isolate networks in the event 
of a security threat. “We can 
make sure that no traffic goes 
out for a certain period of time, 
which is helpful in a distributed 

denial-of-service attack. We 
can limit the damage by limit-
ing bandwidth available to the 
affected machine,” he says.

Chun says everything about 
SDN sounds “cool and neat” 
and he envisions using the 
technology in many ways, but 
because SDN is fairly new, he 
acknowledges that he and his 
colleagues “have a lot to learn.”

In Enfield, Russell says he 
hopes to find new uses for SDN 
as the technology matures. He 
has already mapped out ways it 
could be used in public safety 
for improved responses to emer-
gencies and community events. 

“You can’t have high-dollar 
network resources fighting 
each other for bandwidth,” Rus-
sell says. “SDN addresses these 
issues so you can continue to 
meet the business requirement 
to deploy new applications.” u

gittlen is a Computerworld  
contributing writer.

You can’t have high-dollar 
network resources fighting 
each other for bandwidth. sdn 
addresses these issues so you can 
continue to meet the business 
requirement to deploy new 
applications.
paul russell ,  CTO,  TOwn OF EnFIELd,  COnn.
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SDN’s Security

While a software-defined network can improve 
application performance and help ease 
administrative tasks, it can also create new 
vulnerabilities. experts offer advice for security 
teams. By BoB Violino

sofTware-defined neTworks can be a 
boon to savvy organizations, offering op-
portunities to cut administrative costs while 
increasing network agility. But SDN tech-

nology can also create security risks, and how you 
manage those risks can mean the difference between 
a successful implementation and a disastrous one.

Pitfalls

P h o t o  b y  s t u D I o  l é v y  A n D  s o n s
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With the SDN architectural model, control 
of a network is decoupled from the physical 
infrastructure, which enables administrators 
to manage network services across different 
types of equipment from multiple vendors. 
Organizations can decouple the system that 
makes decisions about where traffic goes 
(control plane) from the systems that forward 
traffic to selected destinations (data plane).

SDN can deliver automated provisioning, 
network virtualization and network pro-
grammability to data center and enterprise 
networks. The increased network flexibility 
can help organizations as they move further 
into areas such as cloud computing, mobile 
technology and the Internet of Things.

“SDNs are the new architecture for the 
new age of IT and [off-premises] processing,” 
says Daniel Mikulsky, an IT disaster recovery 
instructor at the Disaster Recovery Institute 
International, which provides professional 
certifications and education programs. 

“With the rise of cloud services, big data and 
the consumerization of IT through mobile 
computing and the Internet of Things, net-
work flexibility and adaptability need to co-
incide with other innovations in technology.”

Demand for the technology is expected to 

rise: IDC estimates the worldwide SDN mar-
ket will hit $8 billion by 2018. That forecast 
includes physical network infrastructure 
that’s already in use, controller and network-
virtualization software, SDN network and 
security services and related applications, 
and SDN-related professional services.

And as demand for SDN grows, so too do 
security fears.

“One of the biggest security issues is that 
this is still a relatively immature technol-
ogy, so we don’t know for sure what types of 
exposures are possible,” says Frank Cervone, 
director of IT at the School of Public Health 
at the University of Illinois at Chicago.

But while there’s still much to learn about 
SDN, security experts who have begun to 
explore the technology’s hidden dangers say 
there are ways to safeguard your systems.

a Technology in layers
While the technology is relatively new, spe-
cific vulnerabilities already have been iden-
tified within the SDN architecture, particu-
larly the data plane and controller layers.

In the data plane layer, many of the proto-
cols are still new, “so we don’t know how ro-
bust they really are,” Cervone says. “Some of 
the protocols do not require authentication 
or encryption, so it’s possible that an incor-
rectly configured component on the network 
could become an attack vector, inadvertently 
allowing traffic to be diverted or inspected.”

The data plane layer, as with SDNs in 
general, can also be vulnerable to outages in 
a natural or man-made disaster. “Given that 
most major disasters are regional, which will 
cause physical disruption of network infra-
structure, SDNs will need to be configured 

one of the biggest security issues is that  
[sdn] is still a relatively immature technology, 
so we don’t know for sure what types of 
exposures are possible.
frank Cervone ,  dIRECTOR OF IT,  SCHOOL OF PUBLIC HEALTH,  
UnIVERSITy OF ILLInOIS AT CHICAGO
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to meet normal capacity,” Mikulsky says.
However, because disaster recovery is 

becoming increasingly network-dependent, 
“we can’t be sure that the reconfigured net-
work can cope with the additional demands 
on capacity,” he says. 

Companies need to ask their network 
providers if they have contingency plans to 
add capacity in the event of a disaster. Vir-
tualization is one way to redirect resources, 
Mikulsky says, but physical capacity needs 
to be available and accessible.

Also in the data plane, some older data 
center access technologies are deployed, 
including tunnels, Virtual Extensible LANs 
and a variety of bridging protocols, says 
Chris Krueger, director of cloud and virtu-
alization at Coalfire, a provider of risk man-
agement and compliance services.

“Hackers capturing these streams can 

gain insight into the network implementa-
tion, as a result of their payloads being un-
encrypted and often poorly segmented or 
secured,” Krueger says. “By monitoring and 
then forging the Data Center Interconnect 
link traffic, a variety of disruptive and intru-
sive events may be perpetrated.”

Targeting the Control plane
Security risks are magnified within the con-
trol plane, because “it becomes a single point 
of failure in an SDN environment and relies 
heavily on automation,” says Stan Mesceda, 
high-speed encryption product manager at 
Gemalto, a security technology vendor.

“If the controller is compromised, there 
are risks of denial of service, misdirected 
traffic and [exposure of] data at rest or in 
transit,” Mesceda says. “Also, human errors 
within an SDN controller or orchestration 

engine can have a ripple effect throughout 
the network.”

SDN controllers will likely prove to be 
high-value targets — although, again, it’s too 
soon to know what kinds of attacks compa-
nies could suffer, says Brad Hibbert, CTO at 
network security company BeyondTrust.

“Most vulnerabilities that are leveraged 
in the wild have patches, but [the patches] 
have not been deployed due to resource lim-
itations, lack of process and so on,” Hibbert 
says. “When you are talking about network 
equipment and hypervisors that, if compro-
mised, can have a devastating impact on the 
risk posture of an organization, these are 
items that need to be of highest priority and 
included in your ongoing vulnerability man-
agement and patching programs.”

Another significant vulnerability contin-
ues to be excessive access and lack of ad-
ministrative oversight on networking equip-
ment and hypervisors, both on-premises 
and in the cloud.

“As insiders and outsiders — through a 
compromised account — have direct access 
to manage such network and data center com-
ponents, they can not only impact availability 
but also open channels to allow malware and 

human errors within an sdn controller or 
orchestration engine can have a ripple effect 
throughout the network.
stan mesCeda ,  HIGH-SPEEd EnCRyPTIOn PROdUCT MAnAGER,  GEMALTO
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information to slip through and be exfiltrated 
out of the organization,” Hibbert says.

With a typical network, the rule of least 
privilege is important, adds Chase Cunning-
ham, threat intelligence lead at cloud host-
ing company FireHost. “But with an SDN 
system, if any one user is granted rights to 
something they shouldn’t have access to, the 
whole network and literally every asset, item, 
configuration and database are in danger.”

All it takes is a small incorrect configura-
tion and a malicious user. Or an infected 
machine could access and control or modify 
items well outside the scope of their intend-
ed uses, Cunningham says.

“Malware that can detect if it is on a virtu-
al host and try and ‘hop’ to the actual control 
server or entity is also a concern,” he says. 

“That could be an apocalypse scenario, as the 

malware could theoretically have command 
and control of everything that is running 
on the SDN and the entire virtual environ-
ment.”

One of SDN’s benefits is its ability to adap-
tively respond to a distributed denial-of-ser-
vice attack, Cervone says. “The software can 
simply adjust the structure of the network to 
circumvent the attack rather than just try-
ing to block the attack, which is a significant 
improvement over past strategies,” he says.

But the SDN software stack itself could 
also be attacked, Cervone says. “If someone 
were to develop a mechanism that could 
flood the stack so that it went into overdrive 
trying to reconfigure the network, thinking 
that a different type of attack was going on, 
that could certainly make the network grind 
to a halt.” 

locking down sdn environments
Here’s a look at some specific recommenda-
tions security experts have for companies 
planning to deploy SDN technologies.

Be proactive about sdn security. As SDN 
becomes more common, the attack vectors 
will likely increase. Organizations need to 
be prepared for the vulnerabilities and take 
steps to mitigate them.

You should have a predefined security 
plan ready when you begin designing a net-
work, Krueger says. Include architectural 
mandates, and security appliance/device 
implementation guidelines that have been 
vetted by your company’s chief information 
security officer and are in keeping with poli-
cies and directives.

“Use of SDNs will become widespread in 
the near future, and by virtue of cloud pro-
viders becoming the actual infrastructure 
for more business-critical workloads, this 
topic will have greater focus, interest and 
exposure in the years to come,” Krueger says. 

“Make security a design-in before you build it. 
Break the cycle of adding security as an after-
thought, if that’s been the model thus far.”

Standard security practices can be imple-
mented to keep SDNs secure, Mikulsky 

most vulnerabilities that are leveraged in the 
wild have patches, but [the patches] have not 
been deployed due to resource limitations, lack 
of process and so on.
brad hibbert,  CTO,  BEyOndTRUST
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adds. “These entail rigid policy implemen-
tation and control, monitoring, scheduled 
patching and maintenance, as well as the 
implementation of moving-target defense 
algorithms,” he says.

However, with SDN security, you should 
adopt exercise and testing scenarios that as-
sume that an attack has been successful. Pro-
cedures should include detecting the anom-
aly, isolating the problem from the rest of the 
healthy network, and then implementing 
automated self-healing within the network.

practice vigilance with network access and 
user authentication. “The most overt issue 
with SDN is really careful management of 
the configuration and ensuring that only 
those users who need access to certain items 
or areas of the network are provided that ac-
cess,” Cunningham says.

“Lock down permissions, and double-
check regularly that they are configured cor-
rectly,” he says.

As for authentication, “make sure users 
are who they say they are but also authenti-
cate applications” and network-function vir-
tualization, Mesceda says. “As new circuits 
or applications are spun up, make sure that 
the architecture and applications riding on 

it are secure and performing as desired.”
maintain the visibility of all of the layers. 

“The best practices applied to SDN should 
follow those related to cloud computing and 
network infrastructure security,” says Chris 
Richter, senior vice president of managed 
security services at Level 3 Communica-
tions, a global communications network 
operator.

“Level 3’s approach to tackling these is-
sues is a multi-tiered, network-based model,” 
Richter says. 

Having visibility into the individual lay-
ers, how they interact with each other and 
what systems have access to these layers “is 
key to detect abnormal activities,” he ex-
plains. “You cannot defend yourself against 
something you can’t see. Once you can see 
what is happening, you can determine the 
appropriate countermeasure.”

In addition, it’s imperative to have a clear 
definition of who administers the policy for 
each layer. “A strong orchestration engine 
can be designed to balance the business and 
security needs, but security policies should 
outline which security functions will be au-
tomated,” Mesceda says.

make note of changes as you move to sdn. 

Cunningham advises establishing a firm and 
detailed system baseline as the migration to 
an SDN environment takes place. “Without 
good knowledge of what is being moved, 
how can one know what might be changed?” 
he says.

Keep regular interval images and snap-
shots of everything, and be prepared to 
obliterate anything that is acting abnormal-
ly. “One bad apple can spoil the bucket with 
SDN,” Cunningham says. “Make sure that 
even seemingly benign items, such as vir-
tual routers and databases, are only talking 
to what they need to talk to for operations. 
There should be no holes or open ports that 
aren’t needed.”

Take advantage of threat intelligence.  
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Security threat intelligence 
can help alert IT managers 
about new threats to SDN en-
vironments. This type of infor-
mation is available through a 
large and growing number of 
sources that are either includ-
ed with security tools or are 
available through stand-alone 
services. 

These resources can help 
you proactively keep up on 
the latest threats, particularly 
those most likely to hit your 
company or industry.

“We use our expansive view 
of the threat landscape to set 
a baseline for normal traffic,” 
Richter says. “The nascent 
but quickly developing area 
of threat intelligence is key to 
navigating the escalating cyber 
landscape we face.”

keep your network security 
program up to date. Security 
is not static, and with SDN 
there will be ongoing changes 
in threats and vulnerabilities, 

and in the tools used to keep 
systems secure. 

You should upgrade your 
defenses as new products 
become available, and update 
your policies to reflect new 
realities.

“Security is an ongoing busi-
ness; do not set it and forget it,” 
Mesceda says. Unfortunately, 
not everyone heeds that ad-
vice. “Often, critical patches 
are not deployed, systems are 
not re-evaluated often enough. 
And the architecture can 
quickly become vulnerable 
without a dedicated approach 
to security,” he says. “Many 
companies use a phased roll-
out approach, but they fail to 
revisit earlier rollouts to en-
sure the system still adheres to 
security best practices.” u

violino is a freelance writer  
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can contact him at bviolino@ 
optonline.net.
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why your network 
admins Are

Network pros know that SDN promises to rock their 
world. but those who prepare for the change will find 
new opportunities. Here’s how to help your staffers 
keep their skills ahead of the curve. By sTaCy ColleTTT his summer, the 

White Rose Acad-
emies Trust in 
Leeds, England, 

kicked off a project that 
represented the first step 
on a journey to a software-
defined networking plat-
form — and the move 
precipitated some career 
changes, both positive and 
negative, for the IT staff. 

The educational institu-
tion plans to deploy a vir-
tualized network solution 

Nervous
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to replace networks serving 
3,000 students and 500 em-
ployees at its three schools. 
But before the project could 
begin, Richard Shaw had to 
make some tough staffing de-
cisions.

“The older regime of net-
work managers were sort of 
plodding along,” says Shaw, 
the trust’s service delivery 
manager. “They never went 
out and learned the new skills 
or adapted to virtualization.” 
Shaw felt it was necessary to 
replace one network manager, 
a 25-year veteran, and he put a 
second one on notice. Howev-

er, he was also able to promote 
an IT technician to a network 
manager role for the project. 
Now, he says, “I have a dy-
namic team of all levels who 
are always wanting to learn or 
investigating new technolo-
gies themselves.” 

It’s a cautionary tale for 
network administrators and 
network engineers facing 
an uncertain future with 
the emergence of software-
defined networking. IDC ex-
pects the SDN market to reach 
$8 billion by 2018, up from 
about $960 million in 2014 

— an uptick that represents a 

the older regime of network 
managers were sort of plodding 
along. they never went out and 
learned the new skills or adapted 
to virtualization. 
riChard shaw, SERVICE dELIVERy MAnAGER,  
wHITE ROSE ACAdEMIES TRUST
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compound annu-
al growth rate of 
more than 89%.
SDN encom-

passes several 
kinds of technolo-

gies aimed at mak-
ing networks as agile 

and flexible as the virtualized 
servers and storage infrastruc-
tures of modern data centers. 
Enterprises like the idea of SDN 
because they feel it offers more 
speed and agility. But moving to 
SDN means that many network 

administrator functions, 
like configuring and 

reconfiguring gear 
via command line 

interfaces (CLI), will 
become automated.

Today, many 
businesses are still 
just dabbling with 

SDN for uses such 
as private cloud de-

ployments and Web 
scaling, but IDC analysts 

expect adoption to pick up rap-
idly. Shaw says it will take two 
to three years before the White 
Rose Academies Trust adopts a 
cloud-based data center model. 

“It’s a learning curve for myself 
and my team, so we’re doing it 
in half steps,” he says. “The key 
for us is not to take on too much 
too soon.”

a Career Turning point
No doubt, SDN promises to 
change the roles and responsi-
bilities of network administra-
tors and engineers as compa-
nies look to replace break-fix, 
troubleshooting, CLI-jockeying 
specialists of today’s network 
teams with people who can 
contribute to the success of the 
business from an architecture 
and automation standpoint.

Industry watchers say this 
could be good news for network 
professionals. With change 
comes opportunity for those 
who embrace it. 

“[Network engineers] who 
really get it are coming to grips 
with the fact that their value 
does not lie in knowing ob-
scure CLI commands,” says Joe 
Skorupa, an analyst at Gartner. 

“They’re coming to understand 
the value in being responsive to 
the needs of the business.” They 
know that the walls that sepa-
rate IT silos will have to come 
down, and roles and responsi-
bilities will evolve.

However, not all network 
engineers are optimistically 
embracing change. “Some are 
still very much threatened by 
automation,” Skorupa says. 

“They don’t have the skill set or 
haven’t done that kind of work 
in the past. In organizations 
where there’s a DevOps mind-
set, the tools they might want 
to use are very different from 
the tools the network engineers 
might want to use to achieve 
programmability.”

For others, SDN will bring a 
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huge cultural shift — the end 
of the save-the-day hero era, 
where network admins raced 
in at 3 a.m. on Sunday to fix a 
problem.

“The average age of the net-
working person is mid to late 
40s. They’ve been the center 
of attention, so getting them 
to change is going to be hard,” 
says Andre Kindness, an ana-
lyst at Forrester Research. But 
change they must: They’ve 
got about five years to come 
around before SDN infiltrates 
the mainstream enterprise, he 
adds. 

SDN will change the roles, 
responsibilities, skills, mindset 
and success metrics of net-
work engineers. “Engineers 
in other industries don’t get 
accolades for fixing problems 

— their rewards are based on 
reliability and quality of the 
product,” Kindness says. “In 
the networking world, they 
put out fires and discover is-

sues. How do you change that 
mindset? By rewarding them 
for things like uptime, custom-
er satisfaction and customer 
experience — things that the 
business engineers in other 
industries are evaluated on.”

But fear not: Network en-
gineers and admins who pre-
pare themselves will find that 
SDN offers plenty of opportu-
nities to be a hero. 

“I think there’s a lot they can 
bring from the network side in 
terms of helping the develop-
ers really appreciate how the 
network can bring value in the 
equation,” says IDC analyst 
Brad Casemore. “The net-
working professionals who are 
savvy about this are going to 
have a very good future.”

get a Jump-start
Even if your company’s SDN 
direction is uncertain, there 
are skills that can put network 
pros ahead of the curve and 
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help IT leaders get their teams 
ready.

At HP Enterprise Services, 
a decision on a specific SDN 
technology to use is about two 
years away, but in the mean-
time, network managers are 
trying to determine how to best 
support SDN and ensure that 
their teams will be ready for the 
next phase of network manage-
ment, says Phil Thacker, solu-
tions consultant. 

“[SDN is] just not there 
yet for large-scale, global, en-
terprise deployments. With 
disruptive technologies, you 

really don’t want to put them 
into your core network until 
they’re proven,” Thacker says. 
But “there are pieces of SDN 
that teams can play with now,” 
he adds, noting that “Cisco is 
deploying their version of SDN, 
HP has some cool options on 
their platforms, and CA has 
aspects of SDN built into their 
management tools.”

And analysts say it’s a good 
idea to get up to speed with 
whatever’s available. 

“Network pros have to get 
the skills to do the program-
ming work,” especially if they 

want to merge with the DevOps 
operation, Skorupa says. “That 
can mean learning about SDN 
through a new management 
console offering that your ven-
dors provides, or becoming 
knowledgeable about Open-
Stack” open-source, cloud com-
puting software. 

It’s also a good idea to get 
acquainted with technologies 
derived from Linux, such as the 
Linux Programming Interface, 
according to Casemore. “Py-
thon scripting is another good 
place to start because it has a lot 
of applicability,” Casemore says. 

“You can also learn more about 
the service-side automation 
tools that can be used across the 
network — things like Puppet, 
Chef, Ansible, SaltStack and 
CFEngine.”

If your IT department uses 
VMware, then learn more about 
VMware’s SDN technologies. If 
you’re in a Microsoft shop, your 
network team should learn 

more about the Azure stack and 
those technologies, he adds.

And don’t forget about soft 
skills. Communicating with 
people in business units will be-
come a must, and network en-
gineers might even be expected 
to walk the halls and (gasp!) 
speak with business manag-
ers about their specific needs. 

“You’ll have to get out there and 
engage,” Kindness says. Net-
working pros will also have to 
learn to let go a little “and think, 
‘How do I let others change the 
network as needed, but within 
some boundaries?’” he says.

don’t wait for a push
If your IT department has no 
plans to adopt SDN in the 
foreseeable future, you might 
want to try to attain some SDN-
related skills on your own. “If 
you’re in an organization that’s 
in a changed-out cultural mode, 
you’re not going to get there. By 
the time the rest of the world 

if you’re in an organization  
that’s in a changed-out cultural 
mode, you’re not going to get  
there. by the time the rest of  
the world changes, it might be  
too late for you.
brad C asemore ,  AnALyST,  IdC
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changes, it might be too late for 
you,” Casemore says.

The sense of urgency to up-
date skills varies by industry. “I 
don’t think we’ve ever seen a 
more fragmented market in 
terms of where different seg-
ments of the market are with 
respect to SDN, DevOps, auto-
mation and programmability,” 
Casemore says. Large cloud-
based behemoths like Google 
and Twitter are “worlds ahead” 
in software automation, fol-
lowed by financial services 
companies and a sprinkling 
of companies in other verti-
cal industries where IT leaders 
are consistently on the leading 
edge, he says.

“We’ve probably never seen it 
this splintered, and it presents 
a challenge for IT profession-
als, because if you’re not in that 
vanguard, then you’re not being 
pushed to learn these new skills.”

Familiarizing yourself with 
SDN technology is recom-

mended, but formal training or 
a new certification might not 
be a good option if a move to 
SDN isn’t imminent. At HP En-
terprise Services, “some of my 
younger engineers want to jump 
on SDN training, but I have to 
tell them not yet because we 
don’t know which technology is 
being deployed,” Thacker says. 

“You have to align your strategy 
with training and deployment.” 
If engineers have SDN training 
today, but the technology isn’t 
deployed for a year, “then it’s 
wasted training,” he says. 

Today, Thacker is more 
focused on ensuring that his 
network engineers are familiar 
with OpenFlow, a programma-
ble network protocol designed 
to manage and direct traffic 
among routers and switches 
from various vendors. 

“Make sure your engineers 
and network admins are famil-
iar with OpenFlow protocols,” 
he says. “As SDN matures, I 

think you’re going to see these 
certifications settle out.” 

Turf wars?
Many HP network engineers 
and administrators are getting 
more familiar with virtualiza-
tion servers, and for good rea-
son, according to Thacker. 

“I think the CIOs and IT di-
rectors will have a big challenge 
in the future,” he says. “We’re 
seeing it already: The server 
guys feel more like SDN is in 
their realm. But they don’t nec-
essarily have all the network-

based skills, all the way down to 
subnet addressing.”

This could set the stage for a 
turf war, because the organiza-
tion of tomorrow is going to 
be more of a blended group. “A 
lot of virtual switches reside in 
your servers. That blending is al-
ready occurring,” Thacker says. 

“I think it’s going to be an even 
more blurred line in the future 
as SDN becomes a reality.”

Still holding out? You’d bet-
ter be the smartest person in 
the room.

If you just can’t get excited 
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about changing your network-
ing ways to embrace SDN, or 
if you think that keeping your 
head down or being “the smart 
network guy” will give you a 
secure future in your network 
admin position — you might be 
right, Casemore says.

“There will always be a need 
for a small number of super-
technical people. While the 
programmability of SDN is 
great and, yes, it will lower your 
overhead and give you greater 
agility and repeatability, you 
can’t afford to technically bank-
rupt your organization. Things 
will still break,” he says. “If you 
gut your team, when something 
bad or challenging happens 
or an interesting opportunity 
presents itself, you’ll be unable 
to respond.” That’s true whether 
it’s in networking, servers or 
storage, he adds.

Most companies will need 
only two or three people with 
really deep technical knowl-

edge — not 20, he cautions.
Will some network admin 

jobs eventually be lost to SDN? 
Some analysts say yes. When 
HP does finally migrate to SDN, 
Thacker says it’s likely that 
some jobs will be eliminated, 
but more likely in operations. 

Kindness believes the num-
ber of network administrator 
jobs won’t decline; the skill sets 
will just evolve. The key is to 
evolve with them, he says.

a seat at the Table
While job security is a legiti-
mate concern, Casemore thinks 
there’s a broader picture that’s 
more positive. “Networking is 
finally taking its place at the 
table with other technologies 
that are really contributing 
meaningfully to business out-
comes,” he says.

Upscale retailer Nordstrom 
is ahead of the curve. At this 
year’s Interop Las Vegas, Court-
ney Kissler, vice president of 

e-commerce and store technol-
ogies, described how her team 
now includes business product 
managers and mobile app and 
networking professionals who 
work side by side. A new men-
tality has emerged that every-
one is accountable and must 
work together to help roll out a 
great application, she says. 

For most enterprises, howev-
er, the cultural shift toward SDN 
and its new roles and responsi-
bilities will take more time.

“Networking is an industry in 
transition,” Skorupa says, “and 
simply looking back at what 
was valuable doesn’t present 
you with the best options go-
ing forward.” In many ways, the 

network engineers of today 
face the same sort of threat that 
voice engineers faced 15 to 20 
years ago when IP telephony 
first came out. 

“They saw a significant 
amount of their highly valued 
skills become significantly de-
valued. That doesn’t mean they 
went to zero, but you had to 
learn the new while preserving 
some knowledge of the old, or 
you found yourself on the out-
side pretty quickly,” Skorupa 
says. “Network engineers have 
that same risk and opportunity.” u

Collett is a Computerworld con-
tributing writer. You can contact her 
at stcollett@comcast.net.

simply looking back at what was 
valuable doesn’t present you with 
the best options going forward. 
Joe skorupa , AnALyST,  GARTnER
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