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5 KEY QUESTIONS TO ASK BEFORE YOU MOVE YOUR APPS TO THE CLOUD

The key to understanding 
when to move to the cloud

Many companies are considering moving their 
applications to the cloud because they expect to derive 
numerous benefits including the ability to transform the 
business and lower operating costs.

Among companies already using cloud services for some 
applications, 70 percent 1 say they have realized improved 
flexibility and scalability; 60 percent have experienced 
disaster avoidance/business continuity benefits.

1 www.forbes.com
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There are additional factors enticing 
companies to make an infrastructure 
change to cloud. Some need to 
upgrade their critical applications  
due to end of support for some older 
versions of the programs, such as 
business applications from major 
providers including IBM and Oracle.  
In such cases, the introduction of  
new versions of critical applications, 
with enhanced features and 
technologies, require that the  
current infrastructure be refreshed.

With such incentives, it is no wonder 
the transition is happening and 
happening fast. The public cloud 
services market is forecast to grow 
18.5 percent in 2013 to total $131 billion
worldwide, up from $111 billion in 2012, 
according to Gartner.2

2 www.gartner.com

But as one might expect with any 
fast-paced adoption of new technology, 
moving applications — especially 
critical applications — to the cloud  
can be a complex and potentially 
troublesome operation. Fully 
capitalizing on cloud’s on-demand 
resources entails extensive systems 
integration, staff training, and process 
reengineering. At the same time,  
the security and availability issues  
that may arise when using a cloud 
infrastructure must be examined.

This paper provides guidance to help 
you decide if moving your critical 
applications to the cloud is right for 
your company. By asking these 
questions in five general areas,  
you can examine the issues associated 
with running applications using cloud 
services. The answers to these 
questions will give you and your 
company a better idea of the services 
and features a provider must offer  
and support in order for the move  
to cloud to be successful.

http://www.forbes.com/sites/joemckendrick/2013/07/11/looking-for-a-cloud-evangelist-try-the-executive-suite-not-it/
http://www.gartner.com/newsroom/id/2352816
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Points to consider –  
Top 5 questions to ask
Regardless of your position (CIO, IT Manager, Cloud 
Architect, Application Manager, etc.) moving critical 
applications to the cloud brings challenges. Here are the 
questions you should be asking before deciding to do  
so and when selecting a provider:

How is moving to the cloud going to change how my users use and  
my administrators run and manage my critical business applications?

When companies move an application 
from one server to another in a 
datacenter, the user experience is 
usually unchanged. Can the same  
be said when an application is moved 
to the cloud?

From the user’s perspective, a prime 
concern that needs to be investigated 
is the impact on application 
performance. According to an IDC 
survey, performance is one of the three 
main problems when it comes to cloud 
adoption, along with availability and 
security.3 Enterprise applications such 
as ERP, CRM, SCM, PLM, and SFA, 
allow companies to manage critical 
processes. Poor performance — 
especially when it comes to speed —  
of any of these applications can lead  
to lost business, decreased 
productivity, and inferior customer 
service. In fact, performance issues 
have been shown to impact corporate 
revenues by up to nine percent.4

3 www.rickscloud.com
4  www.apmdigest.com

To avoid performance problems,  
ask providers how they architect  
their cloud services. You need to 
understand how they dynamically 
adjust to spikes in user connections 
and application sessions. 

For example, cloud migration impacts 
the way IT and application managers 
administer and monitor operations. 
Many cloud-related performance 
problems can go undetected until  
users complain. Enterprises must  
have an understanding of the services 
and tools a provider offers to help 
understand the state of operations  
and identify potential problems.

There are other management questions 
you need to answer when entertaining 
potential cloud providers, including how 
the addition of one or more vendors 
and external sites will impact your 
workflow, change control, monitoring, 
and other operational aspects.

The addition of one 
or more vendors and 
external sites will 
impact your workflow, 
change control, 
monitoring, and other 
operational aspects.

http://www.sungardas.com/Pages/default.aspx
http://www.rickscloud.com/how-performance-issues-impact-cloud-adoption/
http://apmdigest.com/how-the-end-user-experience-impacts-your-bottom-line/
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How do you accommodate legacy environments with cloud environments?

Many businesses only move a portion 
of their workloads into cloud and need 
the ability to support mixed 
environments (not all cloud all the time). 
This is particularly the case with legacy 
applications, which may be too costly 
or time-consuming to port to a cloud
environment or may have special 
security and compliance requirements.

To address the issue of legacy apps, 
the approach that is gaining favor is  
to move to a hybrid IT environment — 
one that combines legacy environments 
with private and public cloud platforms. 
In fact, more than one in three 
companies plan to deploy applications 
in hybrid environments this year.5

The hybrid IT approach can potentially 
enable IT organizations to take 
advantage of the benefits of both public 
and private cloud services, as well as 
more traditional infrastructures, but 
also avoid some of the drawbacks. 
Companies that choose this approach 
must find a cloud applications service 
provider that can accommodate such
hybrid solutions. 

5  www.readwrite.com

In essence the provider must be able to:
• Help automate the migration or 

integration of legacy applications  
to the cloud

• Maintain legacy environments,  
while integrating new cloud 
technologies

• Move virtual applications on 
company-owned equipment  
to a secure and robust cloud  
service environment

• Offer tiered services for critical 
applications, such as managing  
the infrastructure and dependent 
databases your critical applications 
run on while allowing you to  
manage the critical application  
itself, or vice versa

To address the issue 
of legacy apps, the 
approach that is gaining 
favor is to move to a 
hybrid IT environment — 
one that combines 
legacy environments 
with private and public 
cloud platforms.

http://www.sungardas.com/Pages/default.aspx
http://readwrite.com/2013/08/22/no-legacy-app-left-behind-how-to-embrace-the-cloud-without-forsaking-the-past
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How will we benefit from a cloud (utility) model –  
both financially and operationally?

To understand if a cloud approach will 
deliver financial or operational benefits, 
you need to identify which goal best  
fits your enterprise:

“I need to maximize cost 
efficiencies.” Budgets remain tight  
in most organizations. At the same 
time, IT is being asked to deliver more 
services and to support more users.  
If that’s your situation, a cloud 
infrastructure service might be  
a good choice to help cut cost and 
satisfy new service demands.

“I need to free up IT staff to work on 
new projects.” New projects always 
consume IT staff time. A suitable cloud 
service could offload the day-to-day 
tasks to the provider. The provider 
should offer infrastructure solutions and 
other services (such as backup and 
recovery services) that burden your staff 
now, which can reduce OpEx costs.

For example, applications like SAP are 
infrastructure intensive so an OpEx 
model like cloud is very appealing — 

there is no need to invest in physical 
hardware, just pay as you go with  
a cloud service provider. Other 
applications such as Oracle struggle 
with licensing management so they 
when they move to an OpEx model they 
still need help sizing their environment 
to minimize licensing costs.

“Our IT infrastructure needs to be 
upgraded.” A provider should offer 
access to the newest server hardware 
and software available. In this way,  
you get the performance benefits of 
using newer hardware and software. 
And your company avoids the CapEx
costs that would be incurred if you  
had to purchase this equipment.

Many businesses need the flexibility  
to rapidly support many more users  
as new business opportunities arise. 
The cloud provider needs to have the 
infrastructure to handle occasional 
increased workloads and services  
that can be scaled up quickly enough  
to seize new business opportunities.

An OpEx model 
like cloud is very 
appealing — there  
is no need to invest  
in physical hardware, 
just pay as you go  
with a cloud  
service provider.

http://www.sungardas.com/Pages/default.aspx
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How is my application protected? How do you address security and regulation?

One of the greatest concerns 
companies have about moving critical 
applications to the cloud is security.  
In fact, more than 62% of IT managers 
stated concerns about security as an 
obstacle to cloud adoption, according 
to a study by Kaspersky Lab.  
To completely address security issues, 
ask detailed questions about the  
extent to which the cloud provider 
protects and segregates its customers’ 
applications and data running on their 
cloud service.

Certainly, most cloud service providers 
offer basic levels of security, for example, 
most use encrypted SSL sessions 
between a user’s browser and their 
servers to encrypt data transmissions. 
But much more is needed.

Three main components comprise 
security in a cloud environment:  
(1) the physical infrastructure of the 
datacenter; (2) application-level 
security design; and (3) security 
policies and procedures. In detail,  
the cloud provider must offer at a 
minimum the following safeguards:6

1. Physical infrastructure of the 
datacenter (for all tiers):
• State-of-the-art monitored  

access control to the datacenter
• Redundant utilities, particularly 

power supply and HVAC
• Fire protection and emergency 

power-off switches
• Temperature and external 

pollution controls
• Windowless rooms for servers 

and storage equipment
2. Application-level security design:

• Application-level availability, 
including reliable storage/ 
backup as well as failover

• Application-level integrity,  
with authentication procedures  
to ensure data integrity

• Data protection at both 
application and network levels

• A secure connection to the cloud

6 http://bit.ly/19FvNNQ

3. Security policies and procedures:
• An established audit trail
• Remote, proactive monitoring
• A defined, up-to-date security 

policy, procedures and  
support team

If you are in a highly-regulated industry, 
you should check to see if a provider 
delivers the needed expertise with 
common standards such as PCI and 
HIPAA. You should also evaluate  
your service providers’ approach to 
certification. The providers’ employees 
should be also certified and the provider 
must adhere to ISO-audited procedures 
(such as those in ISO 20000-1 and  
their processes backed by the  
ITI Lv3 framework).

Look to see how a provider addresses 
and assists with compliance with 
regulations such as PCI-DSS  
(Payment Card Industry Data  
Security Standard) and HIPAA  
(Health Insurance Portability and 
Accounting Act). And find out how they 
ensure compliance. For example, what 
auditing practices do they follow?

http://www.sungardas.com/Pages/default.aspx
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How do I ensure my apps will be available?

Moving applications, especially 
business critical applications, to  
the cloud requires guarantees about 
availability and the speed of restoration. 
The reason: Service outages can result 
in a loss in revenues, lost employee 
productivity, customer defection,  
bad publicity, and regulatory compliance 
problems. In fact, businesses lose  
an average of about $5,000 per minute 
($300,000 per hour) in an outage.7  
In some industries, the costs are higher. 
Past studies have pegged the cost  
of an hour of downtime at $1.1 million  
for a retailer and up to $6.48 million  
per hour for a brokerage firm.8

Most providers offer availability 
guarantees. But what do those 
availability guarantees really mean?  
As it turns out, many guarantees  
stated in cloud service contracts are 
not as strong as they appear. And they 
often do not ensure the availability 
needed to run critical business 
applications in the cloud.

Given the importance of availability, 
providers have relied on SLAs in  
their service contracts to satisfy the 
majority of their customers. But paying 
out on an SLA is a reactive approach. A 
company that moves its production level 
applications over to a cloud service 
needs much greater assurances that 
services will be available. Specifically,  
a company needs a provider with a 
robust infrastructure, certified staff,  
and industry leading best practices  
and procedures, all of which contribute 
to high availability.

7 www.eweek.com
8 www.strategiccompanies.com

So what are the key characteristics  
to look for in order to run production 
applications in the cloud with the 
assurance they will be highly available?
• Look at the cloud provider’s 

infrastructure. The provider should 
employ an enterprise architecture 
with built-in resiliency and security 
designed for production workflows. 
Look for multiple connectivity paths 
to the provider’s site. And if a site 
goes down due a power failure, 
natural, or man-made disaster,  
you need a full understanding  
of how it is restored (and how fast).

• Determine what high availability  
and failover options are available  
to meet your Recovery Point 
Objectives (RPO) and Recovery 
Time Objectives (RTO) are met  
for each application workload.

• Inquire about procedures and 
staffing. The provider should have  
a clear operational plan in the event 
of a failure. You also need to know 
how the datacenters are staffed  
and what provisions are in place  
to bring staff in when problems arise.

Past studies have 
pegged the cost of  
an hour of downtime  
at $1.1 million for a 
retailer and up to  
$6.48 million per hour 
for a brokerage firm. 8

http://www.sungardas.com/Pages/default.aspx
http://www.eweek.com/c/a/IT-Infrastructure/Unplanned-IT-Downtime-Can-Cost-5K-Per-Minute-Report-549007
http://www.strategiccompanies.com/pdfs/Assessing%20the%20Financial%20Impact%20of%20Downtime.pdf
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Triggers for taking action
Once exploring the five topic areas 
above, you should have a better idea  
if you should move your critical 
applications to the cloud, and what 
issues need to be addressed before
such a move is undertaken.

If your company is like most, the move 
to the cloud will be done for specific 
business reasons and not to just take 
advantage of the newest technology 
available today. There are many trigger 
points that make companies take the 
step to move their critical applications to 
the cloud. Here are the most common:
• Burden of legacy applications.  

Need to allow legacy applications  
to be simplified and modernized 
while supporting development of 
new applications and technology.

• IT budget constraints. IT staff is 
spending too much time simply 
keeping the lights on and does not 
have the needed time to work on 

projects that will deliver more value 
to the business. Desire to move from 
a capital intensive model to an 
operating expense — want to get  
out of the business of owning  
and maintaining infrastructure

• Struggling with complexity of  
the overall application portfolio. 
Application managers are looking  
to simplify their existing portfolio, 
reduce complexity, and stabilize 
rather than replace the existing 
applications — to preserve and 
extend the portfolio.

• The company will likely need  
the flexibility to quickly scale 
operations up or down to match 
changing business conditions 

• The cost and labor required  
to maintain a secondary site  
and conduct backup/recovery 
operations is high

Do any of these sound familiar?  
If so, you may have the justification to start moving  
your critical applications to the cloud.

IT staff is spending 
too much time simply 
keeping the lights on 
and does not have the 
needed time to work  
on projects that will 
deliver more value  
to the business.

http://www.sungardas.com/Pages/default.aspx


About Sungard Availability Services
Sungard Availability Services provides disaster 
recovery services, managed IT services, 
information availability consulting services  
and business continuity management software.

To learn more, visit www.sungardas.com  
or call 1-888-270-3657

Trademark information
Sungard Availability Services is a trademark  
of SunGard Data Systems Inc. or its affiliate 
used under license. All other trade names  
are trademarks or registered trademarks  
of their respective holders.

Connect with Us

© 2014 Sungard Availability Services, all rights reserved.  WPS-087  314

8 / 8 5 KEY QUESTIONS TO ASK BEFORE YOU MOVE YOUR APPS TO THE CLOUD

The key to understanding 
when to move to the cloud

Conclusion

To ensure critical applications run at peak performance 
and are highly available, look for a provider that offers fully 
managed cloud services, built to meet the requirements  
of your organization’s most critical production applications.  
To deliver the services, make sure the provider uses a highly 
secure, enterprise-grade virtual datacenter infrastructure  
that delivers the high availability and scalability needed  
by businesses today. These services should offer multiple 
layers of data protection, with a wide range of recovery 
options mapped to the needs of each application.

Given the impact of any outage or 
disruption to the running of a critical 
application, make sure the provider 
uses best-in-class technology to deliver 
its services. Specifically, look for 
services built on best-in-class 
enterprise architecture. The services 
should provide availability backed by 
service level agreements for both 
production and recovery
environments.

For applications that require the highest 
level of uptime, look for a provider that 
offers multi-site availability features 
and services. This should include 
automated failover to a replicated  
cloud environment or fast recovery.

With critical applications, security and 
compliance are of utmost concern. 
Look for cloud services that are 
delivered in datacenters built to the  
ITI Lv3 framework, audited under  
SSAE 16 Type II, and certified to the 
ISO 20000-1 standard. The provider’s 
cloud platform should be built to 
support the regulatory requirements  
of PCI-DSS and HIPAA, if needed.

Additionally, look for a provider that 
offers the expertise and services 
needed to move and manage key 
applications such as SAP, Oracle,  
MS SQL, and MS Exchange.

Taken together, a provider that offers 
these features, services, and attributes 
will help make the migration of critical 
applications to the cloud as painless 
and smooth as possible.

For more information please visit our website at:  
www.sungardas.com/cloud

Additional reading

Cloud Solution Brief

Challenge
Years of data center growth and VM 
sprawl have left you with complex, 
overgrown, and underutilized 
computing platforms that depreciate 
quickly, are difficult to manage, and 
consume vast quantities of power  
and cooling. In addition you may be 
impacted by proliferating software  
and legacy applications that are costly 
to maintain and upgrade. Your business 
may also have discrete applications 
that make it difficult to adapt to 
business change. And the explosion  
of mobile users demanding improved 
service level agreements, better 
collaboration and anytime, anywhere, 
any device access to enterprise  
IT systems create their own set  
of challenges.

Cloud solutions enable you to meet 
these challenges. By delivering the 
flexibility to add services on-demand 
on a pay-as-you-go basis, Cloud 
services give you the agility to quickly 
add the resources you need to speed 
time to market, reach new markets  
and recognize revenue more quickly. 
Always on access to applications 
optimizes employee efficiency while 
improving your bottom line. 

Yet despite these many advantages, 
you may hesitate to host your mission-
critical applications in the public  
Cloud due to fears about data privacy, 
confidentiality, compliance, service 
performance, and availability. You need 
a Cloud solution that meets your unique 
requirements in all of these areas as 
well as solutions that integrate your 
legacy environments.

Hesitating to adopt Cloud solutions for your mission-
critical applications because you’re worried about 
security and availability? Despite the fact that Cloud 
services can make your business more agile and your 
employees more productive, businesses like yours still 
pause. Sungard Availability Services (AS) addresses 
these concerns by delivering secure enterprise-class 
production and recovery solutions in the Cloud. 

With our consultative approach, vast experience,  
and wide range of Cloud offerings, we design hybrid  
IT solutions to meet your unique requirements.  
Hybrid IT solutions allow you to integrate your  
existing infrastructure while leveraging the benefits  
of cloud computing.

Total spending  
on Cloud 
services will 
increase nearly 
100% between 
2012 and 2016.

SOLUTION BRIEF

CLOUD SERVICES

The agility of cloud.  
The availability and experience  
of Sungard Availability Services.

100
Source: Gartner “Forecast: Public 
Cloud Services, Worldwide and 
Regions, Industry Sectors, 
2010–2015.”
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