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BY TAMARA WIEDER, COMPUTERWORLD  |  Though we’ve been  

trying to perfect it for hundreds of years, it appears that the  

1983 Tom Cruise film hit the nail on the head: Business is risky. 

And with the increasing dependency of businesses on technology 

to maintain and advance their organizations, the risks—and the 

stakes—are greater than ever.

Many steps
According to analysts, effective risk management is a multi-

step process.

“Having a really thorough understanding of what you have 

is the most important step [in good risk management],” says 

Dennis Gaughan, an analyst at AMR Research Inc. in Boston. 

“In a lot of cases, the exposures that come up and bite you  

are because of things you weren’t aware of. So really just un-

derstanding what all the different pieces are and how they all 

fit together is an important component of mitigating risk.”

For instance, a company plans to build a data center, but 

there’s a 90% chance that the project won’t be completed  

on time.

The company then needs to look at the various costs associ-

ated with mitigating that risk. It may choose to spend more 

money to pay contractors who can get the job done faster.  

Or, if the risk of completing the project late is deemed too 

great, the company may decide to push back the deadline. 

That decision would force the business to estimate potential 

lost revenue or productivity losses, as well as calculate the 

costs associated with extending the deadline for the project.

George Vrabel, senior vice president and senior director of 

technology audits at Charlotte, N.C.-based Bank of America, 

agrees that self-awareness is key. “You have to recognize what 

the business is trying to do,” he says. “I need to be able to look 

at that broad picture. I like to think I need to look at the trees 

and the forest at the same time.”

But being self-aware is only the first step in effective risk 

management for companies. Another crucial component is 

planning for possible failures. It may sound simple, but ana-

lysts say that in the course of operating and maintaining a 

business, it’s an often overlooked task.

“What a lot of people don’t do is really plan for the inevi-

table failure and really take steps in understanding what it’s 

going to take to recover from failure,” says Gaughan.

Risk Management
Risk management is the process in which potential risks to a business are 

identified, analyzed and mitigated—and balancing the cost of protecting 

against a risk vs. the cost of exposure to that risk
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Minimizing downtime
From an information technology perspective, he says, risk 

management includes minimizing an organization’s exposure to 

downtime or loss of service from its IT systems or processes.

From a business process standpoint, risk management is 

more about managing a “portfolio of systems and projects” in 

order to maximize financial returns on those investments and 

minimize the potential for conflicts and delays, Gaughan says.

Once a business has recognized what its potential risks are, 

it’s equally important to evaluate how costly those risks can be—

and, therefore, how much time and money should be invested in 

mitigating those risks. That process—known as business impact 

analysis—is another crucial component of effective risk manage-

ment for companies.

“A business impact analysis really helps define what a compa-

ny’s losses would be,” says Chuck Wachter, manager of disaster 

recovery at Carlson Cos., a Minneapolis-based company focused 

on travel, hospitality and marketing. “If you were to have a power 

outage, even as short as 15 minutes, what are your financial im-

pacts, what are your nonfinancial impacts, how are your custom-

ers affected, how is your industry image affected?”

Cost considerations
Once companies have determined what their risks are and what 

their losses might be, they must then decide whether or not to 

address each risk. To do so, companies consider the size of the 

risk and its consequences to the organization.

“You might choose to accept greater risk of failure because 

there’s greater reward,” says Frank Prince, an analyst at Forrester 

Research Inc. in Cambridge, Mass.

For example, a mail-order gift business evaluates the risks 

of launching a Web site in time for the holidays. Though there 

are many risks involved with the project—including the possibil-

ity that the Web site might not generate adequate sales volume 

and may result in a loss on the project investment—the potential 

rewards of operating an online business during the busy holiday 

shopping season might be great enough for the company to 

decide to go forward.

If, on the other hand, a particular risk is relatively unlikely but 

the potential cost to the company is great, then the organization 

might choose to address the issue in advance. For example, an 

Arizona-based IT service provider is unlikely to suffer power out-

ages due to hurricanes or earthquakes. But since the company’s 

financial losses or liability resulting from a power outage could 

be significant, it might decide to install a backup power system 

to protect itself.

In the end, many analysts and specialists agree that failing 

to address risk management is perhaps the greatest risk of all 

for a company.

“What you wind up doing is fighting a lot of fires,” says  

Leonore Abordo, a product process manager at Redmond, Wash.-

based AT&T Wireless. “With businesses, time is always of the 

essence, and it is not uncommon, in my observation, to see the 

time consciousness shortchange a lot of the planning.

“[People say,] ‘Oh, we’ll just figure it out as we go. We’ll cross 

that bridge when we come to it’—not recognizing that there are 

multiple bridges, and some of them are already falling down,” 

Abordo says.

In the end, many  

analysts and  

specialists agree  

that failing to  

address risk  

management is  

perhaps the  

greatest risk of  

all for a company.

http://www.cio.com
http://www.networkworld.com
http://www.cio.com
http://www.csoonline.com
http://www.infoworld.com
http://www.itworld.com


COMPUTERWORLDIDG Enterprise iseGuide

of4 20

BY GEORGINA SWAN, CIO  |  CIO talks to risk management expert, 

Associate Professor John Evans.

Q: What are your main areas of interest in terms of risk man-

agement and business?

A: I look at risk as a holistic approach, how you actually imple-

ment it into an internal organization. The other area I work in is 

called ‘extreme risk’. My particular area of interest is operational 

risk. But you can get extreme risks in credit risk, or in market 

risk. One of the reasons I’m interested in all that is that we don’t 

know how to model it. We just don’t know.

We have data for banks around the world. We’re still reaching 

the conclusion, [but it looks as if] you have to run two models; one 

for the normal bid, which nobody is all that interested in it anyway 

because it’s easy and banks have been meeting the costs of those 

normal operational risks for the last couple of hundred years. It’s 

the extreme ones, and I guess the issue that interests me is that 

these are unpredictable. So therefore while I’m encouraging mod-

eling, I’m also encouraging lateral thinking about risk—even if you 

can’t identify them. They’re unknown unknown risks.

Q: How do you try and manage that sort of unknown risk?

A: There are a couple of ways of doing it. One is just pick 

a number out of the air, add a ‘fiddle factor’ and that’s the 

amount of capital you have. Nobody will have a clue whether 

it’s right or wrong.

Another one—and it is one I teach students—is to be very 

careful with your contractual obligations. Leaving consumer 

issues aside, in particular, what I advocate in, say insurance, is 

what I call ‘positive word contracting.’ Say you have a motor 

vehicle contract. So instead of saying, ‘if you prang your car we’ll 

pay,’ you say, ‘if event A or B or C happens, we will pay.’ If you 

just say, ‘if you prang your car, we’ll pay,’ you have no idea what 

that means. And things can change over time.

Now the big advantage for general insurance of course is that 

these are one-year contracts. So putting aside marketing issues, 

you can change them, theoretically.

That’s why I like the holistic approach. I don’t think you can 

manage risks in one dimension. Particularly extreme risks; 

they’re not one-dimensional at all. They’re multi-dimensional 

problems. And you have to think how does the organization con-

trol these, and you also have to ask: If we can’t control them, do 

we want to be in the business?

Now that’s a decision people are really scared to make. Particu-

larly insurers. The marketing people will tell them we have to have 

this contract and you have no idea what the liability is going to be.

I’m not advocating this from the social perspective, but in 

Queensland, they had this definition (I’m not sure of the exact 

words) of what a flood was—and it didn’t include water just trun-

delling down the street. It had to be a thing called a flashflood. I 

think, from an insurance perspective, that’s perfectly reasonable 

to limit the risk.

The Business of Risk Management
CIO sits down with an expert to discuss the challenges of managing risk 

While I’m encour- 

aging modeling, I’m  

also encouraging  

lateral thinking 

about risk—even  

if you can’t  

identify them. 

They’re unknown  

unknown risks.

http://www.cio.com
http://www.networkworld.com
http://www.cio.com
http://www.csoonline.com
http://www.infoworld.com
http://www.itworld.com


COMPUTERWORLDIDG Enterprise iseGuide

of5 20

Then you have the other side of the organization that looks at 

marketing—not sales. They’ll say: “Well, I’m not too sure that, if 

there was a catastrophe, we’re going to get away with this.” What 

that simply means is they’re pricing as though they can get away 

with it, and then they find they can’t.

It’s called going broke. And you have to be careful of the re-

insurance contracts as well because if you’ve excluded it, they’ve 

excluded it. You’re left out holding the baby.

You also have to be aware of political risk and that’s one thing 

that we’re not very good at taking into account. A long time ago, 

there was a hill slide in Wollongong and several houses ended up 

in the ocean. Hill slides were not covered under the NRMA insur-

ance in those days and the political who-ha was such a thing that 

they ended up paying. Now it was 20 houses times $50,000, 

$60,000 in those days for a house in Wollongong. But that could 

have been millions of dollars. And we are seeing that to some 

extent in Queensland...

I think that’s why you’ve got to get a cultural approach. It has 

taken Australian institutions a long time to come to grips with 

that. The banks were the first into it—at least the top two or 

three banks—and my view is that their culture now is one of risk 

management. Why do you do it? It’s actually quite financial. In 

the end, you do not want profits gyrating all over the place. We 

know from research... that shareholders have a perception of the 

range of profit fluctuation for various institutions.

Remember when NAB had that foreign exchange problem 

and APRA threw a tantrum? I think they lost $360 million or 

something. That’s a flee bite; they lost $4 billion on HomeSide 

in the US.

APRA’s attitude was: It was a pure mistake, or chance, that 

the number was 300. [The NAB was] so far out of control that it 

could have been any number.

That’s what APRA was all about. But why did the share price go 

through the floor? It went down by about 20 percent. The reason 

is that shareholders began to say: “What else is going on? We’re 

scared and you’re not going to come within this nice range.”

QBE is another classic example, on the opposite side. When 

9/11 happened, QBE was going to the market to raise capital. 

They admitted they had some liability, admitted they had no 

idea what it was, through re-insurance contracts, but they were 

subscribed in the market. Normally they should have got belted, 

right? But the market said, “Yes, you’re in the insurance business 

and it’s volatile”.

So I think have to look at quite holistically and that’s why 

the chief risk officer is now a very senior person in the busi-

ness—it’s to make sure that you’re real end objective is to 

make sure that your profits and earnings are within the accept-

able range—no shocks.

I think the banks have achieved that. There’s very much a risk 

management culture. Whereas US banks are not.

Q: Will we see that change in the US, in future?

A: Absolutely. The unfortunate thing is we’re going to get caught.

Q: In the regulatory environment?

A: Yes, there’ll be more regulation, which I don’t think is neces-

sary in Australia. What you need to do is set up a framework 

and say to the banks, “Just get on with it.” Because the banks 

actually know more about their business than the regulator 

does. That comes as a surprise to some people, but they do. 

And therefore they know how to manage their risks.

But we are going to get caught on the backend of the US di-
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saster, and the reason the US had a disaster was simply because 

it was driven by market share. It wasn’t driven by risk manage-

ment at all.

Q: So what other organizations are going down the risk man-

agement path at this point in time, and who can do it better?

A: I think the general insurers are going down the path now. 

They have gone down it some way already. I did a survey about 

five years ago and...bearing in mind these people are in the risk 

business, I didn’t think they had a clue in terms of risk manage-

ment. There have been dramatic changes in the last five years. 

Now I think to some extent APRA, the regulator, has a lot of ex-

perience with the banks now. So we can actually drive this thing 

forward more quickly. But effectively too, solvency is coming.

There’s also a view now that there should a common regula-

tory regime across all the financial institutions. And I think that 

makes a lot of sense, provide you keep it at a principle level and 

not at a detail level.

Q: And which industry needs a bit more work, in your opinion?

A: I don’t work outside of the financial sector, but having had 

some experience recently with mining companies. I don’t think 

they have a good grasp of risk management.

Chief information officers can often end up as the quasi- 

risk managers for their organization...which is probably not 

good practice ...

Q: So how can they educate their peers that this needs to change?

A: Risk management is a completely different function; it’s to 

look at the information and say, “What is significant and what 

could go wrong?”

In fact, ultimately, the responsibility is on the board. It’s not 

the responsibility of the chief information officer; it’s up to the 

board to drive it and to ask: “Where are our risks?”

Q: Risk is often difficult to quantify. How do you overcome this?

A: It’s great to be able to quantify things but it’s about ‘iden-

tify’, it’s not ‘quantify’. You need to be able to identify the risks. 

Use traffic light systems, if that is what the organization under-

stands. Don’t try the fancy maths. And if you’re going to do a 

fancy maths, just make sure you understand where it’s wrong.

Q: You mean the assumptions?

A: Most of the ‘quant’ stuff in risk management makes one fun-

damental flaw: It assumes the world keeps continuing. Which is 

not what’s going to happen in a crisis.
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Why IT Needs to Drive the Risk Conversation
The current system of risk management at most organizations is designed 

to frustrate everyone. Here are seven ways to change the dialogue
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BY MINDA ZETLIN, COMPUTERWORLD  |  It’s a familiar com-

plaint: Executives from a business department learn about a 

new, often cloud-based product and they want to try it. Only 

they can’t, because IT has decreed that this wonderful new 

product creates too much risk. The frustrated business execs 

gripe that IT is standing in the way of progress. As one busi-

ness executive said, IT is “where dreams go to die.”

The problem might not lie in some stubborn dislike by tech-

nology professionals for innovative new products. The problem, 

CIOs and other experts agree, is that most organizations don’t 

have a realistic, balanced or mature system for evaluating and 

making decisions about technology risk. Especially the risk that 

always comes with implementing something new.

“Somebody, typically in a line of business, has some SaaS 

product they want to use, and they provide a business case for 

it: ‘Here’s all the good stuff that can result from the use of this. 

It’ll make my numbers. I can access it from anywhere,’” says Jay 

Heiser, an analyst at Gartner.

At that point, IT is asked to determine whether the software 

in question is safe to use. “Then starts a farcical attempt to 

prevent something bad from happening,” says Heiser. Ensuring 

complete indemnification for any losses suffered in the event 

of a breach likely means inserting provisions into the vendor’s 

standard contract. “These are cookie-cutter products; the 

company has 30,000 customers. They’re not going to negotiate 

contracts,” he says.

Next come questions about the cloud provider’s security 

practices, but here again, Heiser says, it’s difficult or impos-

sible to construct a questionnaire that will fully determine that 

the provider will keep data secure. A site visit might be helpful, 

but the sheer volume of customers will make it impossible for 

the provider to welcome most of them. And even when you are 

standing at a provider’s facility looking straight at its servers, 

that doesn’t give you access to the person who wrote the code.

In short, there is no way to guarantee security, especially 

that of a cloud-based product, Heiser says. And therefore, IT 

professionals tend to take the simplest path and decline to give 

their approval, which in turn earns them a reputation as dream-

killers. It’s a setup that guarantees frustration on all sides, and 

one that’s more than ripe for adjustment.

But changing it requires seriously rethinking how businesses 

work with IT to make technological decisions. That won’t be 

easy, but here are some places to start.

1. Let CIOs off the hot seat
Talk to any CIO long enough on the subject of technology risk, 

and one company name is likely to come up: Target. The retailer 

suffered a widely publicized data breach compromising a total 
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of 110 million credit cards—a number that’s equivalent to more 

than one-third of the U.S. population, assuming all the cards 

belonged to different people. As the dust settled and lawsuits 

were filed, no one was surprised when Target CIO Beth Jacobs 

tendered her resignation.

Jacobs had been on the job about six years, putting her right 

at the average CIO tenure according to CIO magazine’s 2014 

State of the CIO survey. That’s a fact worth noting because 

behind it lies a darker truth: Most CIOs assume they’re always 

one big tech failure away from losing their jobs. “I don’t know 

if she did a good job or not, but she got fired,” Heiser says. “In 

practice, if something breaks, they’ll go looking for a scape-

goat.” Because CIOs face that reality, he adds, it’s easy to see 

why most of them are motivated to make “extremely conserva-

tive decisions.”

“We have encrypted our systems and we audit stuff regu-

larly,” one CIO confides. “We’ve done our absolute best to make 

sure there is never a breach. Still, just like the Target CIO, if 

I stay here long enough, there will be a situation that I get 

blamed for.”

2. Stop asking the wrong questions
“I get a lot of questions from Gartner clients who want a defini-

tive read as to whether some cloud system is ‘secure’ or not,” 

Heiser says. “It’s the wrong answer and the wrong question.”

To begin with, there’s no such thing as a perfectly secure 

system. “Inevitably, something will go wrong because you’re 

a goalie and sometimes people will score,” says Matt Powell, 

CIO at Kirshenbaum Bond Senecal + Partners, an advertising 

agency headquartered in New York. “What we do instead is talk 

about relative risk.” Powell says he has read that the National 

Security Agency’s standing posture is that all its systems have 

been compromised 100% of the time. If a government agency 

with legendary technical proficiency makes that assumption, 

he suggests, everyone else should too. Once you adopt that 

mindset, he says, “it’s a matter of how much is at risk, and for 

how long.”

Unfortunately, Heiser says, “there’s no way to conceptual-

ize risk.” Even though many organizations, including Gartner, 

have tried to put a finger on risk profiles and scenarios, “there’s 

no good way to quantify that,” he says. “If you could tell the 

business there’s a 5% chance in any year that your competitor 

could gain access to your data through this service and that 

was backed up by statistics, you could base a decision around 

that, but it’s still going to be an emotional decision.”

3. Start weighing risk vs. reward
There’s no reasonable way to make a good decision if all you’re 

looking at are the bad things that can happen if a new system 

leads to a data breach or malfunction. A wise approach to IT 

management requires weighing that increased risk against the 

business benefits of adopting a new technology, as well as the 

business risk of not adopting it and losing an opportunity or a 

competitive edge.

How can CIOs, without a big-picture view of the organization 

and its strategy, make judgments like these? They’d better get 

that big-picture view, advises Frank Petersmark, CIO advocate 

at management consultancy X by 2 in Farmington Hills, Mich., 

and former CIO at Amerisure Insurance, a 102-year-old prop-

erty and casualty company with more than $600 million in 

direct premiums, also located in Farmington Hills. “You have to 

put technology risks into business terms,” he says. “If there’s a 
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data breach and customers’ information is out there, how will 

they feel about it? How will it impact sales or profitability?”

It’s part of the new CIO role. “The CIO has evolved from CIO 

1.0, techie person in the room where the lights are blinking and 

we don’t know what they do,” he says. “Now we’re up to, I think, 

CIO 6.0, moving toward a full business partner with executive 

colleagues. You’re expected to know the business domain of 

your organization as well as anyone who works there. And the 

reason is obvious. Technology is such an enabler or disabler 

now, that’s the kind of IT leader they want.”

4. Establish a technology risk profile
Your corporate leaders, working with your company’s financial 

advisers, have undoubtedly determined what their “risk appetite” 

is when it comes to investments—how much loss they are willing 

to risk in pursuit of financial gain. They’ve likely done the same 

for their personal investments.

It’s time to look at technology through the same lens. Peters-

mark suggests that IT could go to the C suite and say, “We’ve 

done some thinking about it and we can make a bigger splash 

in the marketplace if we are a little more open to risk. And we’d 

like you, Mr. or Ms. CEO, to help us think about it and give us a 

place on the continuum between market impact and business 

gain to risk of business loss.”

A smart organization would take this approach, he says, 

“rather than just leaving it to the CIO to be like Caesar with the 

gladiators, always pointing thumbs up or thumbs down.”

5. Learn to live with nuance
“If you want to embrace the cloud, you have to live with ambiguity,” 

but it takes a mature organization to do that, Heiser says. “If the 

people making the decision truly understand that it’s a nuanced 

decision and it’s perfectly all right to run an acceptable level of 

risk, they can make good decisions. The organization needs to have 

a healthy culture that can handle an ambiguous decision. You can’t 

have the CIO thinking, ‘If it breaks, it will be my fault.’”

You should also have a nuanced view of the bad events that 

could occur if something goes wrong, Heiser adds. Target’s expe-

rience notwithstanding, not all breaches are created equal. “Most 

security failures are not noticed and life goes on,” he says.

Still, some IT leaders, careful of safeguarding both their 

companies’ networks and their own jobs, try to get as close to 

“secure” as they possibly can. “Some technologists consider 

the concept of ‘acceptable risk’ to be an oxymoron. They’re per-

fectionists,” Heiser notes. At the other end of the spectrum are 

what he calls “fig leafers”—people who figure that the standard 

security provided is likely to be good enough.

“The successful organization manages that conflict,” he says. 

“The answer is somewhere between these extremes.”

6. Start sharing both credit and blame
One profound problem with the way technological risk is often 

managed is that credit for the good outcomes and the bad 

outcomes isn’t fairly apportioned. If IT approves a new cloud 

service that a business department wants, and the service 

increases sales or otherwise benefits the bottom line, then the 

business department that’s using it will likely get the kudos and 

perhaps financial rewards as well. On the other hand, if the new 

system leads to a security failure or other malfunction, IT will 

get all of the blame.

With nothing to gain and a lot to lose, IT leaders might 

have little incentive to explore the risks and benefits of a new 
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product, especially since they’re running in place already, try-

ing to keep up with the rapid pace of technological change. 

“When you’re a CIO, the reaction can be ‘wait a minute, I have 

zero minutes to think about this now, I’m just going to say no,’” 

Petersmark says. “CIOs get conditioned to doing that.”

Ideally, an IT department that evaluated a new technology 

and determined it was a good idea should reap some reward 

when that new technology has a positive impact on the bottom 

line. More important, IT shouldn’t have to stand in the spotlight 

alone if something goes wrong. And smart organizations are 

increasingly creating an environment where they don’t.

“I’ve been in places where risk compliance does fall on IT’s 

shoulders,” says Michael Statmore, CIO at Post University in 

Waterbury, Conn., which has 800 on-campus and 16,000 online 

students. “We have a culture that does understand that we 

share the risk. It’s grown over time, and it’s been a concerted 

effort on my team’s part to stress that and really appeal to their 

common sense.”

Statmore uses that shared responsibility to enforce decisions 

when necessary. “If someone wants to do something and we tell 

them it might be insecure, they may still want to do it,” he says. 

“But if I ask them, ‘Are you prepared to sign your name on the 

dotted line next to mine for the risk?’ then 99 times out of 100, 

they say, ‘No, I am not.’”

7. Go beyond ‘No’
It’s easy for busy CIOs and executives under pressure to perform 

to stand firm in their opposing views over a disputed piece of 

technology. It’s important to avoid giving in to this temptation, 

and the best approach is to find alternative solutions that solve 

the business problem without creating a security risk.

At Kendra Scott Jewelry, a jewelry maker with about 200 

employees that operates stores in Scottsdale, Ariz., Newport 

Beach, Calif., and Baton Rouge, principal technology consultant 

Nathan Toups faced a dilemma when the finance department 

asked him to block Spotify because its bandwidth use was 

hampering transmission speeds. But the music service turned 

out to be highly valued by many Kendra Scott employees. 

So Toups came up with a solution: He installed a high-speed 

connection completely separate from the financial system and 

asked employees to use the new connection for such services 

as Spotify. The move solved several problems at once, since the 

company’s Web and marketing teams had also been clamoring 

for additional bandwidth.

Taking a problem-solving approach keeps everyone en- 

gaged and talking. When faced with a request from a business 

team, your initial answer might be no, but you can follow that 

with “if that’s what you want to do, what can we do to make 

that happen?” Statmore says. “And then we figure it out. It 

comes from their confidence that the conversation’s not going 

to stop there.”

Having that confidence in place is a key to success, says 

Bart Murphy, CIO at CareWorks, a workers’ compensation plan 

management company in Dublin, Ohio. Murphy has insourced 

many of CareWorks’ formerly outsourced functions and gained 

a lot of trust from his business colleagues in the process. 

“We’ve done a lot from a delivery perspective to get that seat 

at the table and not be missed on an email or meeting—or 

honestly, be purposely bypassed because getting IT involved is 

going to slow down the process,” he says. “We move extremely 

fast. We’re fairly responsive, and the business runs IT. If there’s 

a need, the need has to be met.”

“We’ve done a lot 

from a delivery  

perspective to get 
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Risk Management, 9/11, and  
Where We Are Today
Events that happened 14 years ago changed the way we view our safety 

and the world around us. Has it changed how we manage risks overall?

BY BRAD EGELAND, CIO  |  I’m in Las Vegas...if I’m not in the 

entertainment capital of the world, I’m pretty close to it. I 

remember where I was that day nearly 14 years ago when the 

2nd tower was hit - I had missed the news about the first tower 

and up until that time most weren’t thinking terrorist act. So 

when the second jet hit we all instantly knew everything had 

changed, safety and trust had been lost, and our lives were go-

ing to see more risk and more uncertainty going forward.

The world changed
We weren’t untouchable. In a single moment, everything 

changed. And by the end of that fateful day, 2,977 individuals 

had lost their lives at the hands of 19 terrorists. Unbeliev-

able. Were the planes hitting the towers a risk we could even 

imagine? Once? Twice in one day? On purpose? And what 

about the Pentagon? And the other jet headed toward Wash-

ington, D.C.? No, I don’t think that was really in anyone’s 

risk management strategy. Sure, terrorist’s acts are always 

considered. And hijacking is always a possibility. But would 

anyone think that two planes would hit the World Trade Cen-

ter towers 17 minutes apart and that within two hours both 

towers would fall, killing so many people all at once?  

Of course, now we know better…and as usual…hindsight  

is 20-20.

Not all risks are considered
To equate something so tragic and so monumental to project 

management seems very, very wrong. But, one must consid-

er that the building of both towers was a project and certain 

risks weren’t considered—even if they were likely considered 

unfathomable. So the towers analogy, while it may be the 

most extreme, shows that anything can happen and there is 

likely never going to be a way for us to consider all possible 

risks. And we probably wouldn’t want to consider all risks 

even if we could. Why? Two things: time and money. It would 

take far too much time to consider all possible risks and 

it would take far too much money to plan for and mitigate 

or avoid all possible risks. It just isn’t feasible and it just 

doesn’t make sense.

As a nation we hope that our government and certain agen-
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cies carefully consider all possible terrorist risks, but reality says 

while we are planning for those terrorists, they are right now 

working on new ways to terrorize, just like hackers are coming 

up with new ways to hack. They are always trying to be one step 

ahead. Unlike project risks where they are not usually going to 

be deliberate hacks or terrorist acts (though those can affect our 

projects, too); they are much more likely to be one-off incidents 

like a vendor truck crashing during a delivery of a much-needed 

item delaying delivery by several days, etc. Unforeseen, but not 

deliberate. No one trying to stay a step ahead of us trying to take 

our project down.

Summary
So where are we now with risk? We need to plan, we need 

to work to mitigate, and we need to attempt to avoid. As 

project managers, our regular daily projects won’t include 

risks like the building of the towers did—though construc-

tion project managers do have to take certain risks like that 

into consideration depending on the size of the project. But 

we need to carefully weigh what we think we can afford to 

“let happen” on our projects and what we need to actively 

spend money trying to manage and avoid. There has to be a 

certain tolerance level at which we include a risk in our risk 

management efforts and where we say, it’s too unlikely to 

happen or not worth the effort that it will take to plan for it, 

mitigate it or avoid it.

How about you? What are your thoughts on this? What are 

your risk strategies? And how have recent projects and the 

changing world—i.e., hackers and terrorists activities—changed 

the way you think about, plan for and manage risks?
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GRC: Trying to Take a Bite Out of Risk
Is governance, risk and compliance (GRC) software the right choice for your company?
BY BOB VIOLINO, CSO  |  These days, organizations are facing 

increasingly sophisticated information security attacks from mul-

tiple sources. At the same time, they’re struggling to comply with 

a growing number of government and industry regulations, and 

they’re facing pressure to put in place better corporate controls.

One way to address this group of challenges is with a concept that 

has a variety of definitions in the marketplace: governance, risk 

management and compliance (GRC) technology.

GRC software tools—those designed specifically for IT-related 

data (IT GRC) and broader enterprise issues (EGRC), first appeared 

about 10 years ago. The software is designed to automate GRC pro-

cesses, enable companies to integrate and manage operations that 

are subject to regulation, and implement an organized approach to 

managing GRC-related activities.

The core functions of GRC software are content/document man-

agement, workflow, a relational database for mapping GRC compo-

nents (such as risks, requirements, controls, assets and processes), 

and reporting, according to Chris McClean, senior analyst at Forrester 

Research in Cambridge, Mass. Rather than having to store GRC-relat-

ed data in multiple silos, companies can leverage a single platform to 

track activities and enforce rules and procedures as needed.

“Most GRC software implementations are used to facilitate 

manual processes with workflow and standardized forms,” Mc-

Clean says. “Most of these tools allow customers to pull data from 

other systems as reference information for risk/control measure-

ment, and in some cases organizations are using these capabili-

ties to automate risk assessments and control tests.”

Among the potential benefits of GRC are greater efficiency, 

reduction of losses and improved performance, McClean says.

Despite the promise of the technology, organizations have 

been somewhat slow to implement GRC software, according to 

industry research. “Adoption is relatively low, but interest, and 

therefore market potential, is still high,” says McClean.

Proper processes are key
Before a company gets involved with GRC software, its executives 

need to understand that the products are essentially designed to 

automate existing processes that should already be proven and ef-

fective. This is the single most critical success factor in building an 

effective GRC program. People first (buy-in), process second, and 

only then technology.

“You will only be successful if you have a sound risk manage-

ment framework and you have the right engagement across the 

organization,” says Jorge Beaujon, vice president and head of 

operational risk at WorldPay US Inc., an Atlanta-based global card 

payment acquiring business. He says a solid framework and the use 

of GRC software from Modulo Security have helped his company 

tackle regulatory compliance, security and other risk areas. “If your 

framework is not appropriately designed, your GRC program will fail 

irrespective of the system you choose to support it,” he says.

“You have to have good processes before you can be success-

ful in implementing IT and enterprise GRC,” agrees Paul Proctor, 
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vice president of security and risk management at research firm 

Gartner Inc. in Stamford, Conn. “The single biggest failure we 

see in the implementation of these systems is if [for example] 

you buy one of these for vendor risk management and you don’t 

really have a decent vendor risk management process in place.”

“When a bad process is automated, it just increases the ef-

ficiency with which that bad process happens,” says McClean. 

“Risk professionals still need to create a framework for how risk 

is measured, who is involved, what processes are required and 

what decisions will be affected by these efforts. Then they can 

use technology to standardize these efforts and pull together 

information from a lot of different areas to improve oversight.”

Bodies such as auditors, regulators and risk committees “more 

and more are concerned with the processes of risk and compliance 

as opposed to just the outcomes of those efforts,” McClean says.

“For example, they’re looking at how an organization is able to 

identify, measure and mitigate risks, with less concern for what 

those risks are.”

Market reassessment
One noteworthy trend Proctor sees coming in the market is a con-

solidation of GRC tools within organizations, tied in with a new ap-

proach to how some in the industry are viewing IT GRC and EGRC 

tools. The products have generally been treated as separate enti-

ties, but firms such as Gartner are beginning to rethink whether 

IT and enterprise GRC are in fact separate markets. Proctor says 

IT GRC software, which has traditionally focused on gathering IT-

related data, has garnered a much smaller market than EGRC soft-

ware and is just another aspect of what EGRC is all about. When 

CSOs are exploring capabilities for GRC, he says, they should 

consider whether they need a separate tool for IT GRC.

Some of the enterprises that are using GRC tools are running 

multiple versions because different departments and business units 

bought different tools—each with their own strengths—based on 

the needs of the individual department. Proctor says this approach 

misses the point of GRC software, which is to provide a singular 

view of governance, risk and compliance within the organization. “If 

everyone buys their own tool then they’re only getting automation 

for their own processes or department,” he says. “Some organi-

zations have as many as five of these tools, and in organizations 

where that happens they have no central oversight of this.”

Rather than allowing multiple purchases of GRC software, or 

looking for GRC tools designed specifically for areas such as 

IT, Proctor says companies should aim to deploy multipurpose 

EGRC software that has strong IT functions and that can be used 

throughout the enterprise.

“We believe the EGRC tools are becoming more like ERP 

[enterprise resource planning] systems: big, overarching systems 

that help guide overall processes but have different modules that 

might be loosely connected,” Proctor says. These modules cover 

areas such as technology, finance and risk management. 

GRC technology implementations are taking more of a plat-

form approach, says Forrester’s McClean. “Organizations are still 

primarily looking for solutions to a few of their most pressing risk 

and compliance issues, but it’s just as important to license tech-

nology that is flexible to address a wider range of requirements,” 

he says. “[That] may include building their own applications on 

top of the core capabilities of GRC platforms,” for content man-

agement, workflow, relational database and reporting.

Proctor suggests that organizations adopting GRC software 

treat the various components that make up governance, risk and 

compliance as if they’re interrelated. It’s a strategy that hasn’t 
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typically been deployed at companies, and it’s a different way of 

understanding the value proposition of GRC.

“When I describe this to a client, I usually say if you break 

GRC down, governance is how you make decisions, risk is how 

you prioritize your decisions based on how risky something is 

and compliance is how you address various mandates, be they 

external or internal,” Proctor says. “What GRC is really about is 

those three things actually tightly rolled up.”

In the past, those functions usually were siloed and barely 

crossed paths, Proctor says. “Now organizations have figured out 

that those things are actually combined, so they need a reposito-

ry in order to make decisions,” he says. “They need some work-

flow capabilities and they need some data gathering function.”

What new functionality will GRC products offer in the future? 

“Analytical capabilities are going to be increasingly important for 

GRC,” McClean says. “This includes more/better aggregation of 

risk and compliance data from other systems, and better analysis 

of that data, such as trending, forecasting and scenario analysis.”

McClean predicts that other technical advancements will include 

mobile device support for tasks such as assessments, training and re-

ports; better collaboration capabilities; and greater flexibility of delivery 

models such as software-as-a-service (SaaS) and other hosted services.

Vendors describing their product directions promise growth in 

a number of areas:

• better process connections between security, IT, and  

business operations;

• integration of an ever-broadening array of applications  

and data sources;

• advances in the sophistication of quantifying and comparing 

different risks;

• the ability to measure and improve the effectiveness  

and efficiency of business processes.

This last point is in some lights the Holy Grail of security 

tools. Determining the return on investment for risk management 

is a notoriously slippery problem. It’s easier to sell a program of 

measurable operational improvements that also happens to offer 

security and risk management benefits.

• CREATE A GROUP that is responsible for oversee-

ing the GRC project, including software implemen-

tation, that integrates stakeholders from different 

areas. Executive management must support it.

• REACH OUT TO PEERS AND CONSULTANTS for 

advice about GRC software before problems arise.

• PRIORITIZE EFFORTS based on inherent risks. 

Look at the organization as a whole and under-

stand the core business processes.

• INCLUDE ALL STAKEHOLDERS EARLY in the soft-

ware implementation and planning process. This 

should include end users.

• ANTICIPATE CHANGE MANAGEMENT. GRC 

implementation is all about reviewing existing 

processes and policies.

• DEVELOP A PLAN with defined objectives and targets.

• START WITH ONE OR TWO CRITICAL ISSUES or 

departments as a proof of concept before trying 

broader adoption of GRC software.

• MAKE PARTICIPATING IN RISK AND COMPLI-

ANCE USER FRIENDLY as well as useful. If staffers 

who are asked to conduct assessments receive 

helpful information for their efforts, they are more 

likely to want to participate next time.

• BEFORE GETTING TOO FAR DOWN THE LINE 

with automated assessments and testing, focus on 

the fundamentals first, including process workflow, 

terminology and measurement scales.

• MAKE SURE GRC SOFTWARE is always aligned 

with business processes.

10 tips for implementing GRC
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Risk Management
Risk management, long a tool for financial managers, is  

rapidly becoming a strategic process in the data center

BY MARK HALL, COMPUTERWORLD   |  In 1654, when people 

hand-wrote letters instead of subscribing to e-mail list services, 

Blaise Pascal and Pierre de Fermat exchanged missives that 

established the basic principles of probability and ushered in the 

notion of risk management. Pascal’s motive was to gain an edge 

in gambling, but he unwittingly helped improve a CIO’s odds at 

venturing into new operations, as much as lending a hand to a 

chief financial officer’s investments.

Risk management is a venerable tool in finance. Bankers 

have long used risk-management techniques to determine 

whether you’re creditworthy of a home or business loan. One of 

the most basic tenets in taking risk for a bank is to assure that 

the officers who sell loans aren’t the same ones who approve 

credit. And they’re rewarded accordingly: loan officers for loans 

approved, credit officers for sound loans.

“Historically, when financial institutions thought about risk, 

they focused on credit risk,” says Bob Kafafian, chief advisory 

officer at Lancaster, Pa.-based Hopper, Soliday, an invest-

ment banking and brokerage division of Tucker Anthony Inc. 

in Boston. But that has changed dramatically, he says. Risk is 

understood to be everywhere; in business, finance, information 

technology and just getting out of bed in the morning.

“We live with an uncertain future,” says Randy Payant, vice 

president and director of research at the IPS-Sendero Institute 

in Scottsdale, Ariz. “The difference between uncertainty and risk 

is that you can quantify the impact of risk but not uncertainty.”

Complexity of risk
The complexity and pervasiveness of risk make it critical for execu-

tives to be aware of it and to have ways to identify and control it. 

For example, Kafafian says, banks need risk-conscious executives 

managing more than a loan portfolio. He says most good banks ap-

ply risk-management techniques throughout an enterprise. He says 

even human resources and marketing departments must be pre-

pared to handle risk, from choosing marginal employees in difficult 

hiring times to launching controversial advertising campaigns.

Misjudging risk in any area can be crippling, he says. For 

example, when Victoria’s Secret was planning to air a commercial 

during the Super Bowl, the company’s IT team didn’t conduct 

a risk-management analysis of what effects advertising to the 

world’s largest audience of men would have on its Web servers.

As a result, systems were overloaded and the company suffered a 

loss of orders and a public relations disaster.

IT always has operational risk issues. But IT professionals also 

have to be aware of risk in another area, one that’s particularly 

hazardous in these days of e-commerce. “CIOs don’t have to 
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worry about financial risk, but they have to be concerned with 

data security,” Kafafian says.

Stephen Pozgaj, CIO at Mackenzie Financial Corp. in Toronto, 

says he agrees but points out that more than data security is in-

volved. “IT risk management encompasses everything,” he says.

Mackenzie officially recognized the importance of overall IT 

risk management when it broadened the charter of its Security 

and Standards Committee and renamed it the IT Risk Manage-

ment Committee. Pozgaj says IT management involves a steady 

diet of managing risk. “To think that one would conduct one’s 

affairs without risk management would be foolish,” he says.

Pozgaj says moving an operation onto the Internet using 

open systems creates greater business opportunities than 

adopting a closed technology. But he also says it raises the 

stakes for data security. “Open systems are a double-edged 

sword,” he says. In an e-commerce application, you have to  

be particularly vigilant, Pozgaj says, because “the bowels of 

your systems are open.” Protecting customer data becomes 

more complex when outsiders conduct business directly on 

your computers.

Risk-management principles, he says, are key to defin-

ing policies and procedures in the area of keeping data se-

cure through managing multiple levels of access controls for 

thousands of users. Applying risk-management principles to 

data-security procedures also means implementing effective 

authentication and authorization processes throughout the net-

work and within applications. Risk management is an unending 

program, Pozgaj says.

Emily Freeman says she agrees. She’s the senior vice 

president and national leader for electronic business at New 

York-based Marsh Inc., which consults and insures businesses. 

“When you had a closed data center, that was a castle. It was 

a lot easier world to manage. Once you open the environment 

up, you have a lot more exposure,” she says.

But “ultimately, information security is not about technol-

ogy. Technology is only one element,” she adds.

When Freeman consults at an e-commerce site, the first 

IDENTIFY RISK-PRONE AREAS. For example, in a supply-chain 

network accessed by your vendors, you’ll need to locate every 

point of entry, servers, available applications and numerous other 

vulnerabilities. Once they are identified, you can determine the 

levels of risk your organization is willing to take at each point, 

such as whether you want to allow all employees at a given ven-

dor in your supply-chain network access or only a select few.

MEASURE OR QUANTIFY YOUR EXPOSURE. How many ports 

can be accessed remotely? How many external users will there 

be? What levels of access will be permitted?

LIMIT THE FACTORS THAT CONTRIBUTE TO RISK. Reduce the 

number of people with access rights. Restrict hours of availabil-

ity for systems.

CONTROL YOUR REALM. Create and monitor IT procedures.

Steps to managing risk 
Randy Payant, vice president and research director at the IPS-Sen-

dero Institute, a risk-management education and training group in 

Scottsdale, Ariz., says risk management is a fourfold process:
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thing she wants to see is the company’s data security plans. “I 

look at a company’s policies and procedures as much as I do a 

firewall,” she says.

Detailed policy
She says she applauds initiatives like Mackenzie’s Risk Manage-

ment Committee and adds that the more detailed the data se-

curity policies and the better the oversight procedures, the more 

risk an insurer is willing to shoulder. The more risk an insurer will 

cover, the more flexibility management has in business decisions.

A common problem Freeman encounters is when a traditional 

company embraces online business. “When brick-and-mortar 

moves to brick-and-click, they forget that their old insurance 

does not take the Web into account,” she says.

Organizations that permit confidential information, such as 

private customer data, to be accessed online had better apply 

rigorous risk-management techniques to data security, Freeman 

says. “It’s not just about protecting yourself from lawsuits. You 

could lose the confidence of your customers. Your public image 

is at stake,” she says.

“When brick-and-

mortar moves to 

brick-and-click,  

they forget that  

their old insurance 

does not take the 

Web into account.”

Emily Freeman 
Senior vice president and  

national leader for  

electronic business, 

Marsh Inc.

http://www.cio.com
http://www.networkworld.com
http://www.cio.com
http://www.csoonline.com
http://www.infoworld.com
http://www.itworld.com


COMPUTERWORLDIDG Enterprise is

of19 20

Risk Can Be Your Best Friend
Achieving Competitive Advantage through “Big Risk” 

BY DAVID SARABACHA, PRINCIPAL, STRATEGIC RISK SERVICES, 

DELOITTE & TOUCHE LLP   

What challenges do companies 
encounter with a traditional 
approach to risk management? 
Many organizations’ risk manage-

ment teams focus heavily on compli-

ance. However, executives tend to 

focus most of their time, and rightly 

so, on enhancing ROI or shareholder 

value. For most organizations, there is a significant discon-

nect between the risk management function and the discus-

sions in the executive boardroom. Yes compliance is a must, 

but we must also encourage risk management teams to think 

about strategic risk. We must consider how risk information 

within our organizations combines with market and competi-

tive intelligence to drive greater returns via a specific and 

perpetual view of risk. 

What is “Big Risk”? 
The concept of “Big Risk” was berthed from the plethora of 

risk data and activities that most organizations have and per-

form in individual siloes. In my experience, by bringing this 

information together only via risk committees and reports, 

insights are rare and the value is limited. An effective risk 

management function should collect, compile, correlate and 

report on risk information from all relevant sources, based 

on a single repository with a comprehensive risk decision 

engine. The results make compliance more efficient and can 

enhance investment decisions. This view of risk manage-

ment provides executives with insights for wise growth and 

on-going investment decisions, beyond just reporting on and 

managing known risks.

Why is Big Risk a concern? 
Big Risk is not a concern, it is an opportunity, a chance to turn 

your risk management function from a pure cost center to one 

that provides value and insights to the executive team. Big 

Risk is about a vision for what can be, rather than what should 

not be. To achieve this, you need: a clear understanding of 

your organization’s mission and strategy; industry-specific 

knowledge; a deep understanding of your critical business 

processes; and a grasp of your risk tolerance. With a value-

based view of risk management and the proper implementa-

tion of Big Risk, enhanced investment decisions are possible. 

How can risk be effectively managed  
in light of Big Risk? 
To better manage risks, they must be visible, current, corre-

lated and understood. This can be achieved through a single 

repository, and the real value is in the analytics, queries and 
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reports that this source can provide. Predictive analytics 

can help identify risks before they are upon you and, on 

the other extreme, you can better manage your resilience 

and recovery capabilities against unknown or unforeseen 

events, whether they are physical—such as a fire, hurricane, 

earthquake or act of terror—or logical events, such as a 

large-scale data breach or system failure. A repository, or 

enterprise risk management system (ERMS), brings together 

risk data existing on disparate systems, including informa-

tion security, compliance, internal audit, third-party risks, 

procurement, human resources, etc. Combined with the best 

of internal thinking and market information, an ERMS solu-

tion enables far more valuable conclusions about ongoing 

and future investment decisions. 

What should companies look for in an  
ERMS solution? 
With an ever-increasing culture of compliance requirements, 

new regulations and oversight, having an effective ERMS is a 

cost of doing business. You must ask yourself if you believe you 

can achieve the value of Big Risk within the culture and struc-

ture of your organization, including the data currently available. 

That answer is almost always yes; you can and should. Make the 

risk management function your best friend in determining and 

maintaining better investment decisions, rather than the group 

that you hope does their job and keeps the regulators away. 

DAVID SARABACHA is a leader in Deloitte’s Strategic Risk 

group, where he spearheads the firm’s global Resilience 

activities for clients across industry bounds. With over 25 

years of experience, serving in excess of 100 clients, his pro-

ficiencies include assisting clients build, enhance and sus-

tain nearly all aspects of their risk management programs, 

including proactive and reactive capabilities. He focuses on 

assisting clients make cost-effective risk informed decisions 

that transcend compliance and support the making and 

sustaining of effective strategic choices, taking advantage of 

selective risk taking.
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