
SPOTLIGHT ON INSIDER THREATS
TO CLOUD APPLICATIONS
Understand Vulnerabilities in the Cloud and the

Best Ways to Address Them

With insider breaches increasingly frequent and publicized, a recent report reveals that:

say insider threats are more difficult to 
detect than external threats. 

More than 2 in 3 security professionals 
report their companies are at least 
moderately vulnerable to insider threats.

THE MAKEUP OF INSIDER THREATS

Automation can decrease the time and effort needed 
for monitoring, detection and remediation, and in turn 
bring down the costs related to insider threats.

Insider threats can take many forms—but apps 
and data in the cloud are almost always at risk.

MONITORING, DETECTING, AND REMEDIATING INSIDER THREATS

Who poses the biggest risks? 

Frequency of attacksHow do insider threats take place? 

yearly average
number of known
insider attacks

of respondents
believe the rate of
insider attacks has
increased in the
past 12 months.

3.8 62% 

Here are some of 
the gaps related 
to threat detection:

Source: “Insider Threat Spotlight Report,” Crowd Research Partners

63%
Data leaks Inadvertent data

breaches
Malicious data
exfiltration

of all organizations either do not have
or are not sure that they have appropriate 
controls to prevent an insider attack. 

Approximate average 
cost of remediation $445,000

What types of data are most at risk?

Customer Intellectual
Property

Financial Company
Proprietary

57% 53%

Only 1 in 5 organizations
continuously monitor user
behavior on their networks

Only 1 in 4 monitor 
user behavior in their
cloud applications

Only 1 in 3 leverage
analytics to learn
about insider threats

59%

45% 43% 38%

48%

46%

Privileged users

Contractors / consultants

Regular employees

(with access to sensitive information)

Learn about LORIC for 
detecting and handling 
insider threats Get a free demo or trial

Almost half of respondents use manual
analysis of server logs for forensics48%

Increasing number 
of devices with 
access to data

Why are insider threats rising? 

Insufficient 
data protection 
strategies 

Data leaving 
the network 
perimeter 

What apps are most targeted? 

Collaboration and
communication

Cloud storage
and file sharing

Financial

Automated monitoring, detection, and response are your best options for managing the cost of insider threats.
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