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O n the face Of it, 
software develop-
ment jobs should 
be easy to find. The 

software developer workforce 
increased by 132,000 jobs last 
year, to 1.235 million, according 
to the U.S. Department of Labor. 

And the demand for applica-
tion developers may be raising 
pay. Employers offer premiums, 
or cash bonuses, to workers they 
want to retain, and those pre-
miums have increased 9% over 
the last two years — 4.8% last 
year alone, according to Foote 
Partners, an IT labor research 
firm that gathers data from some 
2,600 employers. That’s about 
double the rate of increase for 
premiums for all IT skills.

But that rising tide isn’t lift-
ing the boats of all application 
programmers. In a recent survey 
of about 200 midsize to large 
organizations, IT research firm 
Computer Economics found 
that programmers make up just 
under 20% of IT staffs this year, 
compared to just over 22% in 
2012. That’s not a big change, 
but the trend reverses what was 
once an upward course.

The decline could be blamed 
on a shift away from main-
frames, but it may also be part of 

The number of software developers in the workforce is up from 
last year, but jobs in enterprise IT are growing scarcer as more 
companies turn to cloud-based services. By Patrick thiBOdeau

Shift to SaaS Puts Squeeze 
On In-house Developers

J a m e s  Y a n g

News ANAlysis   it CAreers
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“a significant move to embrace 
SaaS applications,” said John 
Longwell, vice president of re-
search at Computer Economics.

As IT shops increasingly 
drop in-house systems in favor 
of software-as-a-service offer-
ings, Longwell said, they have 
less need for programmers. “On 

the other hand,” he added, they 
do “need programming skills to 
maintain, support and integrate 
enterprise applications.” 

While the number of program-
ming jobs may be declining in en-
terprise IT shops, there might be 
new opportunities at providers of 
hosted services. They’re growing, 

and many have long lists of job 
openings for programmers. But 
moving from an IT department to 
a vendor may not be easy.  

‘Scary’ transition
Dane Atkinson, CEO and 
founder of analytics firm Sum-
All.com, said he welcomes 
applicants from corporate IT 
departments. SumAll has open-
ings for front- and back-end 
engineers, and for data and 
platform engineers. But he 
acknowledged that moving to 
a startup like SumAll could be 
“scary” for IT veterans.  

“Sadly, the SaaS startup 
world often isn’t where those 
developers end up. It’s not that 
we wouldn’t want some of them 
— it’s more that, for an engineer, 
it’s like leaving the Royal Navy 
for a pirate ship,” said Atkinson.

SumAll does have workers 
who came from IT departments 
at large companies, and Atkin-
son said their qualifications 

include the fact that they have 
“leadership and political skills” 
in addition to technical exper-
tise, but he added that the com-
pany also needs people with 
entrepreneurial inclinations.

Some jobs in the cloud just 
might not be the right fit for en-
terprise IT people. For example, 
Formotus, which offers a cloud-
based platform that nondevel-
opers can use to build business 
forms for mobile devices, pri-
marily hires developers who 
have experience building plat-
forms, and they typically don’t 
come from IT departments, said 
CEO Adriana Neagu, herself a 
software engineer. 

But the shift to SaaS may be 
creating its own set of oppor-
tunities, said John Wigginton, 
vice president of global IT at 
Fleetmatics, which provides 
hosted GPS tracking services.

“One way to stay relevant 
and employable,” he said, “is 
to [acquire] skills in develop-

sadly, the saas startup world 
isn’t where [veteran] developers 
end up. . . . For an engineer, it’s 
like leaving the royal Navy for a 
pirate ship. 
dANe AtkiNsoN, CEO and FOundEr,  Sumall .COm
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ment tools packaged with SaaS 
technologies such as Salesforce 
and NetSuite. Not all SaaS apps 
fit all businesses out of the box, 
which is why most offer a ro-
bust ability to customize.”

Despite shifts in the market, 
workers hoping to remain in 
corporate IT may find this year 
better than last. After surveying 
large employers in the U.S. and 
Europe, The Hackett Group, a 
management consultancy, said 
it expects IT department hiring 
to increase 3.3% this year, up 
from a 1.3% increase in 2014. 
But that’s not exactly a surge, 

and Hackett has regularly re-
ported an overall decline in IT 
jobs due to offshore outsourcing. 

Explaining this year’s out-
look, Scott Holland, practice 
leader of Hackett’s IT executive 
advisory program, said com-
panies want better business-IT 
alignment, so they’re looking 
for people who understand the 
impact technology has on an 
organization’s success.

Outsourcing Persists
While other changes may be 
afoot, offshoring continues to af-
fect the job market: The number 
of CIOs who plan to send work 
overseas is up from last year, 
according to a global survey of 
4,000 IT executives by recruit-
ing firm Harvey Nash, in asso-
ciation with KPMG.

And it’s not just offshore 
providers of IT services that 
tech professionals have to 
worry about. Recruiting firms 
like Toptal make it easier than 

ever for U.S. companies to tap 
overseas talent. Toptal recruits 
freelance developers globally 
— about 80% are outside the 
U.S. — and runs a rigorous vet-
ting process that includes inter-
views and technical testing.

Toptal CEO Taso Du Val ac-

knowledged that U.S. compa-
nies might save money by using 
overseas workers, but he said his 
firm’s ability to deliver quality 
talent is more important. One of 
Toptal’s goals, he said, is to ensure 
that customers get exact matches 
for the services they need. u

BetweeN the liNes | JohN klossNer

[learn to use] 
development 

tools 
packaged 
with saas 

technologies. 
JohN wiggiNtoN, VP OF 
GlObal IT,  FlEETmaTICS

http://www.computerworld.com/article/2502949/it-outsourcing/offshoring-shrinks-number-of-it-jobs--study-says.html
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Europe’s War Against U.S. 
Tech Is Wrongheaded

What do Facebook, Apple, 
Google, Amazon and Netflix 
have in common? In addition to 
being U.S. tech giants, they’re in 
the crosshairs of European reg-
ulators and may face big fines 
and stiff rules on the Continent.  

They’re not alone. Microsoft 
has already been fined a cumula-
tive $3.4 billion by the European 
Commission over 10 years for 
what the regulators deemed to 
be antitrust violations. Intel has 
been fined $1.44 billion for what 

the European Union claimed 
was anti-competitive behavior. 
Uber faces regulatory hurdles 
across the Continent, and the 
Netherlands recently launched a 
criminal investigation against it. 

This European war against 
U.S. tech is wrongheaded, and it 
may well backfire. Over-regula-
tion and big fines may play well 
to protectionists and anti-Amer-
icans. But such policies will only 
reinforce the attitudes that led 
to Europe ceding the high-tech 

race to the U.S. in the first place.
Europe’s most recent target 

is Google. In mid-April, the 
European Commission filed an 
antitrust case against Google, 
claiming it has abused its domi-
nant position in search. The 
European Commission has also 
launched an antitrust investiga-
tion into Google’s command of 
the mobile market via Android.

The past few months have 
seen many other investigations 
of U.S. tech companies. In late 

Preston Gralla is a Computerworld.com 
contributing editor and the author of 

more than 35 books, including How the 
Internet Works (Que, 2006). 

http://www.nytimes.com/2013/03/07/technology/eu-fines-microsoft-over-browser.html
http://www.nytimes.com/2013/03/07/technology/eu-fines-microsoft-over-browser.html
http://www.nytimes.com/2013/03/07/technology/eu-fines-microsoft-over-browser.html
http://www.nytimes.com/2014/06/13/business/international/european-court-upholds-1-06-billion-fine-against-intel.html
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March, the commission an-
nounced that it was launching 
a yearlong investigation into 
whether Amazon, Netflix and 
other e-commerce giants im-
pede the ability of people and 
companies to buy and sell goods 
and services across European 
borders. And even though Apple 
hasn’t yet launched its music-
streaming service, European in-
vestigators have begun a probe 
into whether the new service 
may be anti-competitive. Is it 
a coincidence that the world’s 
most successful music-stream-
ing service, Spotify, is based in 
Sweden, which is part of the 
European Union? I think not.

As for Facebook, regula-
tors in France, Spain, Italy, the 
Netherlands, Germany and 
Belgium have been targeting it 
for a variety of reasons, primar-
ily concerns about potential 
privacy violations.

Don’t think for a moment that 

these probes are disconnected. 
They’re all a result of the long-
standing European belief that 
what is seen as the U.S.’s cultural 
imperialism and business domi-
nance needs to be stopped. In 
simpler times, the symbols of 
that dominance were Coca-Cola 
and Disney. Today it’s technol-

ogy, so much so that in France, 
officials openly express fear of 
les Gafa, an acronym for Google-
Apple-Facebook-Amazon.

If Europeans don’t like the 
success of U.S. companies, 
there’s a better solution than try-
ing to keep them in check with 
regulations: Start innovating. 
That, not armies of red-tape-

wielding bureaucrats, is the best 
way the Continent can succeed 
in the high-tech marketplace. 
Europe will never catch up as 
long as it fights U.S. IT compa-
nies with fines and regulations, 
rather than with a risk-taking, 
entrepreneurial tech sector of 
its own. The U.S. IT market is a 

bare-knuckles, sharp-elbowed 
arena littered with failures. But 
that’s good, not bad. It’s one rea-
son why there’s more innovation 
in the U.S. than in the more gen-
teel European Union.

A tech CEO who settled in 
the U.S. and has spent signifi-
cant time in Europe once told 
me that in Europe you’re brand-

ed a failure for the rest of your 
life if you fail at a startup, but in 
the U.S. you’re lauded for your 
risk-taking and for trying some-
thing innovative.

Consider this: The French 
elites have long scorned all 
things Disney. Yet according to 
the French public-radio service 
RFI (Radio France Interna-
tionale), Disneyland Paris is 
Europe’s most popular tourist 
destination. In 2011, 15.5 mil-
lion people visited the theme 
park — that’s half a million 
more than the number of peo-
ple who visited the Eiffel Tower 

(6.6 million) and the Louvre 
(8.4 million) combined.

Europe should learn some-
thing from that: Give people 
what they want, and they’ll 
flock to it. That’s true whether 
you’re talking about Coca-Cola, 
Disneyland or U.S. technology. 
And all the regulations in the 
world won’t change that. u

start innovating. that, not 
armies of red-tape-wielding 
bureaucrats, is the best way the 
Continent can succeed in tech.

http://www.reuters.com/article/2015/04/02/us-apple-probe-eu-idUSKBN0MT0UI20150402
http://www.wsj.com/articles/facebook-confronts-european-probes-1427975994
http://www.wsj.com/articles/french-german-officials-call-for-fresh-look-at-internet-giants-1417110508
http://www.wsj.com/articles/french-german-officials-call-for-fresh-look-at-internet-giants-1417110508
http://www.english.rfi.fr/france/20120406-disneyland-paris-europes-top-tourist-destination
http://www.english.rfi.fr/france/20120406-disneyland-paris-europes-top-tourist-destination
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n  Family: Married with a  
2-year-old son.

n  Hometown: Tallahassee, Fla.
n  Best advice you’ve ever 

received: “Get curious. I have 
an executive coach and she told 

me that many, many times.”
n  Next big goal: “I’m really 

interested in advising, being  
an adviser to startups.”

n  Current reading list: Turn the 
Ship Around!: A True Story of 

Turning Followers Into Leaders, 
by L. David Marquet.

n  Hobbies: “I have a 2-year-old 
and I’m a CTO, so I don’t  
have spare time. And I speak  
at conferences a lot, and I  

have some open-source work  
I do as well.”

n  Fun fact: “Before I had  
my baby, I could deadlift  
more than twice my  
body weight.”

ReNt tHe RuNway calls itself “a fashion 
company with a technology soul,” with 
proprietary systems driving its growth 
from its 2009 formation as an online 

dress rental company through its expansion into 
brick-and-mortar shops in 2013 to the introduction 
of the lineup of online features it has today. Camille 
Fournier has led much of that IT innovation. She 
joined the company as director of engineering in 
2011 and in August 2014 was named CTO, the com-
pany’s top tech position. She now leads a 60-person 

team that has delivered innovations 
such as a one-of-a-kind platform that 
allows customers to shop by brows-
ing photos of real women with similar 
body types. Fournier frequently speaks 
at events on various tech topics and is an 
advocate for bringing more women into IT.

what’s the biggest It challenge Rent the 
Runway has faced? When I joined, 
most of the technology that ran the 

This IT leader’s team kept delivering 
innovations even while base  
systems were re-architected

Camille 
Fournier
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business was in Drupal, a PHP content manage-
ment system that is useful for many things, but it’s 
not a great fit for the complexity that is Rent the 
Runway. It was what they had chosen very early 
on and they made it work OK, but it wasn’t going 
to scale. I had to [determine] how do we get out 
of Drupal, how do we change the engines while 
the jet’s in flight? We did it. We went piece by 
piece, took functionality out and wrote it in Java 
and linked it up with APIs and moved the web-
site framework to Ruby. We accomplished it quite 
smoothly and also evolved the product while we 
were doing it. We were doing new product features 
while we were re-architecting our base systems.

what was the biggest challenge you faced when the 
company went from online-only to opening brick-and-
mortar stores? If you’re a classic online retailer just 
selling things, you can probably find some off-the-
shelf software for a point-of-sale system. There 
aren’t off-the-shelf point-of-sale systems that work 
for us. [Customers] need to be able to rent in the 
store, but people expect a different experience 
when they’re in the store than when they’re on the 
website. Initially we’d send them to the website 
[for transactions], and that’s not what that cus-
tomer expects from a retail experience. We had to 
do a lot of custom software to make the retail ex-

perience work for the customer and for inventory 
management and for what’s in the store.
 
Is all your software developed in-house? The vast 
majority of it is. We use some services for custom-
er service, help desk, email and email tracking 
for our customer service team. But it’s really hard 
to find off-the-shelf, customizable software that 
works for our business because we have such an 
unusual business.

Does that make it easier to recruit developers? On 
the one hand, we have had a pretty good experi-
ence growing the team because we are doing inter-
esting things. But it takes some education of de-
velopers to understand what we’re doing. Nobody 
has rented nondurable luxury goods the way we’re 
doing it. People have rented DVDs, but that’s dif-
ferent than renting a dress. You have to get devel-
opers to understand all the complexities, and once 
they do, they’re really interested in the company.

How did you come up with the scan-to-screen 
technology for your brick-and-mortar stores? We 
wanted to provide our customers with a more 
high-tech experience when they were in the re-
tail store. We wanted to let them try something 
on and write notes about what they tried on and 

9June 2015 |  Com puTerworld
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record that. So if they try on 10 things and like six 
and want to rent for future events, they have those 
notes in front of them. We always thought we 
were a tech company; technology is our brand. So 
how do we have these high-tech experiences that 
make it better and more fun for our customers? 
This is one way to let our customers engage with 
our products in a high-tech way.

what about Rent the Runway unlimited, the subscrip-
tion service platform? We’ve been kicking around 
this idea for a while. When you think about rental, 
your mind naturally wanders to classic Netflix. 
You have three DVDs out and you return them 
when you want. Our CEO had this vision that the 
future is not going to be as heavily weighted to-
ward ownership. Unlimited is part of our effort to 
break into more than just occasion renting. From a 
technology perspective, it was a really fun build. 

why? They spent two weeks sequestered — the 
product team, the engineer team, the analytics 
team — and they came up with prototypes and a 
sketch of the code. They got into all the systems 
they needed to touch to make sure the key func-
tions would work. They made a prototype. I told 
them when they were building it, build something 
but plan on throwing it away. Don’t worry too 

much about the engineering. The point was to 
learn by doing and iterate really, really quickly so 
when you build the real thing it will go that much 
faster. I believe they scrapped all the code they 
wrote and took all the ideas and implemented it 
more thoroughly. We learned a lot from doing that.

what was the timeline? The war room happened in 
late March [2014], so April, May, June they actu-
ally did the work. We went live on July 19. From a 
technology perspective, it’s satisfying and fun. To 
be able to create something entirely new and have 
the release be so seamless was a real triumph for 
my engineering team.

Is engineering synonymous with It or is it more 
specific? When we say IT here, it’s actually the 
people who support our Google apps account,  
the laptops, the physical wiring. They are part  
of our team, but when I say engineering, I really  
do mean software development. Nowadays,  
when you call a software development 
organization an IT organization, it has a bit 
of a negative connotation, it has a cost center 
connotation. I don’t call my engineers “IT” 
because I want to make it very clear that this is a 
place where money gets made for this business. 
Without a strong engineering department turning 

i don’t call my 
engineers “iT” 
because i want 
to make it very 
clear that this 

is a place where 
money gets 

made for this 
business.



11June 2015 |  Com puTerworld

The Grill   Camille Fournier

dreams into reality, we don’t have a business.

How do you bridge that gap between business and 
engineering? It’s really important for software 
developers to be thinking about the business it-
self when they’re thinking about what to build. 
They’re not just thinking about whether it’s going 
to do the right thing from a technology perspec-
tive, but will this do the right thing for the busi-
ness. We tend to hire developers who have that 
entrepreneurial sense, who want to work on the 
most impactful thing for Rent the Runway. On the 
business side, it’s explaining risks in ways that can 
really be understood.

you also talk about environments that encourage 
developer growth and creativity. How do you do that? 
Developers are able to grow and learn when they’re 
challenged, and sometimes what that means is you 
have to pull the business side, the product manage-
ment side, back from the desire to prescribe exactly 
what’s going to happen. Sometimes they say, “This 
is what I want implemented” rather than, “This is 
the problem I’m going to solve.” You might get what 
you wanted, but it might not solve the problem. So 
I really feel that a huge part of my job is ensuring 
that working relationships are peer relationships 
and one side doesn’t dictate to the other. 

Do you enforce a dress code for your team? No, we’re 
casual. We actually have fancy Friday. Some peo-
ple dress up in suits and dresses. 

Do your engineers have to understand fashion or 
retail to be successful? You need to have an empa-
thy for the customer, which does not necessarily 
translate to being an expert in retail, e-commerce 
or fashion. Most people on my team don’t have a 
strong affinity for fashion. They don’t have to be 
able to see that this is not matching the high-fash-
ion trend of the day but to say, “We want the cus-
tomer experience to be beautiful and engaging.” 
And if they’re building something and they don’t 
think it’s beautiful and engaging, I expect my engi-
neers to say something, to say that this interaction 
isn’t at the level we want our brand looking like. u

Interview by mary K. praTT, a Computerworld  
contributing writer in Waltham, Mass.  
(marykpratt@verizon.net).

it’s really important for software developers 
to be thinking about the business itself when 
they’re thinking about what to build.

http://www.computerworld.com/author/Mary-K.-Pratt/
mailto:marykpratt@verizon.net
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The healthcare industry’s seismic 
shift to a consumer-focused model 
is giving patients easier access to care 
and more control over their health 
information. And IT is at the very heart  
of that change. By Julia King

IT Road Map 

Healthcare
Customer Service 
 Takes Center Stage
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Imagine the same scenario at 
your doctor’s office. Long wait? 
You decide you won’t be return-
ing, and instead start booking 
your routine health appoint-
ments with your neighborhood 
convenient care clinic. This, 
experts say, is the not-so-distant 
future of healthcare, and it has 
industry IT leaders scrambling 
to act more like their counter-
parts in the hospitality and re-
tail sectors.

“Healthcare traditionally 
hasn’t been known for its cus-
tomer service, but with so many 
more choices in healthcare 

now, customer service is the 
critical differentiator,” says 
Jim Stalder, CTO at Cook Chil-
dren’s Health Care System in 
Fort Worth, Texas. “If the new 
retail healthcare clinic down 
the street from your tradi-
tional primary care office offers 
Web-based scheduling, SMS 
appointment reminders and, 
most importantly, actually sees 
you when your appointment 
is scheduled, well, that’s some 
tough competition.” 

Customer service followed 
closely by affordability are two 
of the biggest factors driving 

 ImagIne waItIng an hour for a table 
at a restaurant even though you had a 
reservation. If the food was fabulous, 
you might return to give the place 

another chance, but if you were stuck 
with another long wait on your second 
visit, there’s no way you’d go back.

Healthcare traditionally hasn’t been 
known for its customer service, but with 
so many more choices in healthcare now, 
customer service is the critical differentiator.
Jim Stalder,  CTO,  COOk Children’s healTh Care sysTem
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the IT and business agendas in 
the healthcare industry these 
days. Equally critical is health-
care’s seismic shift from a fee-
for-service business model to a 
value-based cost structure. This 
means providers are paid for 
the health outcomes they help 
achieve rather than by the num-
ber and variety of patient visits, 
tests and procedures.

“We’re having to shift from 
processing claims and con-
ducting transactions to being 
consumer-focused,” says Paul 
Friedman, director of IT at Hu-
mana in Louisville, Ky. Increas-
ingly, that involves providing 
customers with healthcare 
services when and where they 
want them in a low-cost and 
hassle-free way. “Over the next 
few years, there will be very big 
changes playing out,” he says.

At the dead center of it all 
is IT. Virtually all players in 
healthcare are investing heav-
ily in technology to accomplish 

the industry’s transformation 
to so-called patient-centered 
care. This includes systems and 
services to meet growing regu-
latory and compliance require-
ments; new cloud services and 
mobile apps to meet consumers’ 
demand for easy-to-use self-care 
tools; and big data and analyt-
ics technologies to store, track, 
and slice and dice the increasing 
amount of data generated by ev-
erything from individual Fitbits 
to hundreds of millions of elec-
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we’re having 
to shift from 

processing 
claims and 
conducting 

transactions to 
being consumer-

focused.
paul Friedman,  

direCTOr Of iT,  humana

Cook ChIldren’s health 

Care system is borrowing 
liberally from the retail and 
hospitality industries to 
offer patients a variety of It-
enabled conveniences, such 
as Web-based appointment 
scheduling tools and text-based 
appointment reminders and 

directions to facilities. Cook also recently enhanced its self-service 
kiosks for appointment check-in and bill payment.

For its part, Humana is seeking new ideas by watching companies 
like Starbucks and Apple, both known for superlative customer service.

Humana IT director Paul Friedman says consumers’ experiences 
with healthcare providers shouldn’t be any different from their 
experiences with retail or hospitality companies. Customers are 
customers — whether they’re ordering lattes or scheduling X-rays.

Slowly but surely, experts say, healthcare is beginning to look be-
yond its own industry boundaries for new ideas as part of its quest 
to become more customer-friendly and patient-centric.

“There are things in other industries that can trigger your mind 
and stimulate your creative juices,” says Gamma-Dynacare Medical 
Laboratories CIO Daniela Crivianu-Gaita. “You start to look at com-
panies like uber and Airbnb, which have a very different way of cus-
tomers organizing themselves, and you question how applicable can 
that be to us. We’re not sure yet, but I’m a big believer in not rein-
venting the wheel, which is why I stay connected with peers in other 

Steal 
 thIs  idea

Continued on page 15
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tronic health records. 
In 2014, healthcare IT spend-

ing was projected to increase to 
more than $34.5 billion, accord-
ing to Technology Business Re-
search, a Hampton, N.H.-based 
research firm. This year, Gart-
ner is projecting that enterprise 
IT spending will grow 2% across 
all industry segments, with 
healthcare and retail among the 
fastest-growing sectors.

Last year, California health-
care provider Kaiser Perma-
nente invested $4 billion in 
healthcare innovations, ranging 
from new telemedicine and re-
mote monitoring technologies 
to patient motion sensors that 
monitor patients’ activity after 
surgery. Kaiser also has fos-
tered partnerships with various 
healthcare accelerators, incu-
bator organizations and payer 
organizations to collaborate on 
advanced innovations.

“Everyone is trying to move 
forward because it is critical for 

our industry,” says Faye K. Sa-
hai, former executive director of 
innovation and advanced tech-
nologies at Kaiser Permanente. 

the Promise of smaC 
Sahai and many of her industry 
counterparts see great promise 
in big data and social, mobile 
analytic and cloud (SMAC) 
technologies. “It is the precursor 
of more self-care and predictive 
health,” she says. “When you 
look at social determinants of 
health, the doctor, hospital and 
clinic are just a small percent-
age. It’s really more about how 
you eat, sleep, your environ-
ment and genetics.”

She paints a picture in which 
healthcare providers and con-
sumers both have a more ac-
curate picture of an individual’s 
ongoing health status and can 
help consumers take preventive 
measures by tracking such data 
and combining it with other 
predictive information about 
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industries and go to conferences that are not specific to healthcare.”
Deanna Wise, CIO at Dignity Health in San Francisco, says she 

and others on her team keep close tabs on the local startup com-
munity to discover new tech ideas and figure out how they might be 
incorporated into a healthcare setting.

Recently, Dignity launched a pilot project to test whether Google 
Glass could improve physicians’ engagement with patients as they 
accustom themselves to working with electronic health records.

“A challenge with the electronic health record is that a physician 
cannot give the same eye contact and energy to the patient because 
the physician is trying to update the record,” she explains.

Physicians in the pilot program now wear Google Glass devices 
and have natural conversations with their patients. The audio and 
visual information is securely streamed via Glass to a person in an-
other room who transcribes the information into the medical record. 
During the patient visit, the physician can also access information in 
the record by making a verbal request via the Glass eyewear.

“Patients have found it improved the productivity of the physi-
cian, and it does improve the patient satisfaction level because it is 
not intrusive,” says Wise.

At nicklaus Children’s Hospital, CIO ed Martinez keeps tabs on a 
wide range of industries. “We’re looking at the hotel industry, car rent-
al companies, and airports where passengers can go to a kiosk and ob-
tain a bar code that lets them proceed directly to their gate,” he says.

The healthcare industry, and hospitals in particular, “have been 
using a 1970s playbook,” he says. It’s time to catch up.

— Julia king

Continued from page 14
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things like weather patterns 
and pollen counts. Providers 
could send text alerts to asthma 
patients warning them to limit 
their time outdoors when pol-
len levels are especially high, 
for example.

In another scenario, consum-
ers with food allergies might 
tap into a mobile app on their 
smartphones to sense and de-
tect if there’s something they are 
allergic to in food they are about 
to eat. By tracking data and link-
ing it to an individual’s health-
care record, it would be possible 
to prevent certain severe reac-
tions before they occur, which 
would work to both improve 
overall care and cut costs, says 
Sahai, who is now innovation 
services leader and adviser at 
Exponential Talent LLC.

“Where the provider was in 
the center before, we’re trying to 
put the patient,” she says. “Now, 
it’s more of a collaborative proc-
ess of joint decision-making.”

At Humana, Friedman says 
IT is counting heavily on mo-
bile and social technologies to 
help the healthcare provider 
“meet patients where they are. 
The consumer focus is about 
how we deliver products or ser-
vices or interactions that con-
sumers really value,” he says.

For example, a consumer 
might visit the Humana website 
in search of information about 
his healthcare coverage or the 
provider’s Vitality wellness 
program. That same individual 
might also already be a regular 
user of the Weight Watchers 
food and weight tracking app 
and might want to view his 
healthcare information through 
that app. To enable that type of 
activity, Humana has launched 
a major API management pro-
gram to deliver the information 
its customers want when and 
where they want to view it.

“A big part of where we’re 
heading with these kinds of 

where the provider was in the center 
before, we’re trying to put the patient. 
now, it’s more of a collaborative process of 
joint decision-making.
Faye K.  SaHai,  adviser and innOvaTiOn serviCes leader,  
expOnenTial TalenT llC
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services is enabled by cloud,” 
Friedman says, noting that Hu-
mana’s IT unit is able to create 
APIs and then test and man-
age them in the cloud. “We 
have an acceleration center to 
leverage cloud to spin up envi-
ronments for testing and then 
rapid deployment so we can get 
consumer feedback. It lets us 
do things in weeks or months. 
That’s an order of magnitude 
less time than before,” he says.

At Nicklaus Children’s Hos-
pital (formerly Miami Chil-
dren’s Hospital), IT has created 
two new mobile apps to deliver 
patient data and alerts to cli-
nicians’ and patients’ smart-
phones. It’s all part of the hospi-
tal’s customer service strategy 
to provide more information, 
which in turn boosts customer 
satisfaction and health out-
comes, according to CIO Ed 
Martinez.

“It’s all about the consumer,” 
he says. “We need to do every-

thing with a focus on the fact 
that consumers have choices. 
How we need to manage con-
sumers is to provide them an ex-
perience that’s second to none.”

Martinez also noted that 
the parents and children who 
use the hospital’s services are 
mobile-savvy, and they expect 
the hospital to be equally con-
nected.

To that end, other mobile 
apps in development at Nick-
laus Children’s Hospital include 
one that lets patients and visi-
tors order food to their hospital 
rooms and another that navi-
gates patients from procedure 
to procedure while they’re 
visiting the hospital. Patients 
can also obtain an electronic 
discharge notification complete 
with a full medical record and 
an absence note to take when 
they return to school.

But across the wider health-
care landscape, it’s not exactly 
all sunshine and blue skies. 

Rare is the provider or payer or-
ganization that doesn’t contin-
ue to wrestle with fundamental 
systems and data integration is-
sues, even within its own walls. 

On the provider side, differ-
ent departments, such as radiol-
ogy, pharmacy and patient regis-
tration, often track information 
differently, and they use differ-
ent data fields and lots of un-
structured information. Health-
care vendors’ electronic health 
record systems vary widely. 
Patching up and then masking 
these incompatibilities from 
clinicians, patients and other 
users at the interface level eats 
up valuable time and money.

the long legacy haul
“The healthcare industry has 
struggled for 25 years with 
technology. Some of the things 
you’d think are basic, like easy 
and secure electronic exchange 
of healthcare and patient infor-
mation across healthcare pro-

we need to 
do everything 

with a focus on 
the fact that 
consumers 

have choices. 
how we need 

to manage 
consumers is to 
provide them an 
experience that’s 
second to none.

ed martinez ,  CiO, 
niCklaus Children’s 

hOspiTal
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viders, are not available,” says 
Daniela Crivianu-Gaita, CIO  
at Gamma-Dynacare Medical  
Laboratories in Brampton,  
Ontario. “We’ve made great 
progress, but it’s still silos of  
information and it’s still diffi-
cult for people to have access to 
all of the information 
they need.”

Then, too, there are 
vast discrepancies in 
the data that payers 
can require providers 
to furnish in order to 
be reimbursed.

“It’s very chaotic. 
Every payer is differ-
ent and every insur-
ance company wants 
something slightly different,” 
says Roger Neal, CIO at Duncan 
Regional Hospital in Lawton, 
Okla.

Part of the problem has to do 
with the sheer complexity of 
healthcare information, which 
industry experts maintain is un-

like data in any other industry.
“Healthcare is not like the 

financial industry, where every-
one is doing the same transac-
tions,” notes Deanna Wise, CIO 
at Dignity Health in San Fran-
cisco. For example, “so much of 
the electronic health record is 

not field-designated, 
so you have to figure 
out how to blend 
that data and share 
information and 
create an environ-
ment where people 
can understand 
and translate it. In 
healthcare, we’re 
purchasing apps, 
and the vendors are 

so proprietary,” which means 
systems are not interoperable, 
she notes. “We’ve been at this 
for greater than 10 years. We’re 
not there yet with some of the 
most complex data and some 
of the most basic plumbing is-
sues,” says Wise.

Healthcare is not like the financial 
industry, where everyone is doing the 
same transactions.
deanna wiSe ,  CiO,  digniTy healTh

roger neal, CIo, duncan 
regional hospital
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Yet standards-based, compat-
ible technology alone isn’t the 
solution, according to health-
care providers. What they also 
need are increasing numbers  
of tech-savvy subject-matter 
experts who understand  
healthcare workflows and the 
context in which the growing 
volumes of collected and ana-
lyzed data can be used to the 
greatest value.

“One of the most important 
skills we need is that hybrid 
individual who understands 
technology and who also un-
derstands clinical workflow 
and clinical terminology,” says 
Stalder at Cook Children’s 
Health Care System.

“Some of our best resources 
are people who have been 
nurses in a past life and who 
are now part of the IT team as 
business analysts. They provide 
a wealth of knowledge that a 
classic IT person can’t. They 
understand the context of data 

coming into systems and how 
it’s used.”

At Humana, Friedman says 
the goal is to hire not only for 
technical acuity but also for 
cultural fit, “which is all about 
customer focus, having natural 
curiosity and having empathy 
for the consumer. These are all 
soft skills which are actually 
quite hard to find but what we 
look for,” he says.

It gets to the heart  
of the matter
The CIO’s day-to-day duties and 
interactions are also changing 
as the healthcare industry 
becomes more competitive 
and shifts from a transaction-
oriented, procedure-centric 
business to one that is more 
patient-centered and keenly 
focused on customer service.

“Before, IT was kind of a 
back office and did not very 
much interact with patients or 
providers,” says Sahai. “Now, 

technology is very much part 
of the critical path with IT 
interacting with physicians and 
nurses and all the care teams.”

At Humana, Friedman says 
he now collaborates extensively 
with the company’s chief digi-
tal officer, and his team works 
hand in hand with Humana’s 
consumer experience center of 
excellence.

“It’s all about understanding 
the full customer journey and 
how to have this great omni-
channel experience,” he says. 

On the technical side, 
healthcare CIOs say their most 
pressing need is for big data  
and analytics experts, mobile 
app developers and security  
and privacy experts, especially 
given consumer demand for 
anytime/anywhere access to 
services and their own health-
care information.

“There’s quite a bit of invest-
ment in trying to get to bullet-
proof systems because no mat-

ter how secure your system is, 
there’s always someone trying 
to hack it,” says Sahai.

Looking ahead, experts 
agree on two things. The first 
is that IT will continue to play 
a pivotal role in positioning 
healthcare providers to deliver 
an ever-widening array of 
personalized, data-driven 
health information and services 
to an increasingly demanding 
population of consumers.

The second is that consum-
ers themselves will play an 
increasingly active role in track-
ing and managing their own 
healthcare, again thanks to IT.

“Over time, your physician 
may have to ask you for your 
medical record,” says Stalder. 
“He or she may have a copy, but 
the patients will provide the 
most current, up-to-date ver-
sion themselves.” u

King is a freelance writer  
in Ridley Park, Pa.
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N a t e  W i l l i a m s  i l l u s t r a t i o N

one of the leadIng Causes of head-

aChes among healthcare It professionals 
is something called ICd-10. It’s the latest 

set of codes issued by the u.S. Department of 
Health and Human Services for documenting 
health diagnoses and treatments. It’s critical-
ly important to healthcare providers because 
it determines billing and reimbursement. 

It’s headache-inducing because it’s excru-
ciatingly complex and difficult to implement, 
according to healthcare IT leaders. ICD-10’s 
adoption has already been delayed by two 
years. It was originally supposed to go into 
effect in October 2013. The new date is this 
October, just a few months away.

For starters, ICD-10 contains more than 
75,000 codes — up substantially from 15,000 
in ICD-9. Moreover, to be effective it must be 
implemented across both provider and payer 
organizations, some of which are further along 
in the implementation process than others. 

“With the addition of all of these new 
codes, changes must be made to every system 
that moves data around,” says nicklaus Chil-
dren’s Hospital CIO ed Martinez. But the big-
ger issue, he says, is training all of the people 
who need to learn a whole new nomenclature.

“You can’t just throw a switch and say, 
‘Doc, start coding in this format,’” he says, 
adding, “I anticipate chaos.”

At Duncan Regional Hospital, CIO Roger 
neal says he is both ahead of and behind the 
ICD-10 curve. 

Duncan Regional was ready to go with 
the ICD-10 codes when the first postpone-
ment was announced. now, he says, “we are 
ready with the exception of training because 
we need to get people back up to speed. It’s 
more of a financial outlay, and now we have 
$3 million wrapped up in ICD-10 training.”

But neal says his biggest worry is that 
payers won’t be ready, and the implementa-
tion will be postponed again or, worse, pay-
ments will be suspended.

“If these systems aren’t all working, we 
won’t get reimbursed. We’ll be able to fight 
and [eventually] fix it, but the loss of revenue 
for two or three months has significant im-
plications, especially for a not-for-profit,” he 
says. “That risk is intolerable.”

— Julia king

take two aspirın 
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Collaboration is a way of life 
in The Vanguard Group’s insti-
tutional investors unit. For one 
thing, it uses the agile software 
development method, which 
requires collaboration among self-
organized cross-functional teams. 
Vanguard also employs the scrum 
product development methodol-
ogy, where interaction over docu-
mentation is a founding principle. 

S h u t t e r S t o c k

new tools invite more 
internal innovation and 
knowledge-sharing — and 
better connections with 
customers. But will too 
many choices make us less 
productive? by StaCy Collett

Collaboration

The Changing 
 Nature of Collaboration

http://www.computerworld.com
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So when Kathy Fuertes sees 
an application that people use 
in their personal lives that could 
make employees more collabora-
tive and productive, she looks for 
ways to put it to use at Vanguard 
— while keeping a sharp eye on 
the financial firm’s strict regula-
tory and security requirements.

Fuertes, a principal and 
head of institutional systems 
at Vanguard, says she’s always 
wondering, “How can we bring 
in more of those concepts that 
allow us to be more productive 
or have better collaboration in-
side the workplace — whether 
that be the official external ver-
sion or one where we develop a 
workplace version of it?” 

That’s the challenge many 
enterprises face when it comes 
to choosing collaboration tools. 
There are so many options, it’s 
hard to keep track of them all: 
Email, IM, blogs, wikis, mobile 
apps, enterprise social network-
ing and unified communication 

all promise to unite people and 
make them more productive.

The market for collaborative 
applications, including confer-
encing tools, email, enterprise 
social networks and team col-
laboration apps, is expected to 
reach $15.1 billion by 2018, with 

a compound annual growth rate 
of 9.5%, up from $11.4 billion 
today, according to IDC.

How can people use so many 
collaboration tools and truly 
be more productive without 
suffering from input overload? 
And how can companies keep 
all employees on the same tool? 

“I don’t think we’re any more 
productive today” than we were 
a decade ago, says Alan Lepof-
sky, an analyst at Constellation 
Research in Toronto. “My day is 
more overwhelming now. And 
[it’s] harder to get things done 
than it was 15 years ago when I 

. . . answered a few emails and 
then went on to do my job.” 

Today, “we [use] too many 
tools — should I do this in email, 
chat, in one of these cool new 
tools like Glip, Facebook, Twit-
ter? And on and on,” he adds. 
“We need to use more of a uni-
fied messaging hub — a single 

place to know what we shared, 
who we shared it with and 
when.” The tools also need to be 
smarter, and capable of antici-
pating workers’ needs, he says.

The creators of a plethora 
of new collaboration tools like 
Hall, Glip, Slack and HipChat 
are taking a stab at solving those 
dilemmas by integrating busi-
ness functions, such as mar-
keting automation, CRM and 
supply chain management, and 
then wrapping in collaboration 
tools similar to Skype, Lync and 
messaging. But so far, these 
tools have proven more success-
ful at small companies. 

“A lot of these things work 
with small groups, then when 
they want to roll it out to 20,000 
employees, it almost always 
fails,” says Jeffrey Mann, an ana-
lyst at Gartner. “The rest of them 
don’t get it or don’t see why they 
should spend their time on it. So 
how you get scale with adoption 
remains the biggest challenge.”

A lot of these things work with 
small groups, then when they want 
to roll it out to 20,000 employees, 
it almost always fails. . . . So how 
you get scale with adoption 
remains the biggest challenge.
Jeffrey mann, AnAlyst,  GArtner
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enterprise Collaboration
Larger vendors are expanding 
their collaboration toolboxes to 
appeal to the enterprise. These 
new offerings can sift through 
massive amounts of data to find 
relevant information on people 
and projects.

For example, IBM’s Verse, 
which became generally avail-
able in April, combines email, 
social media, calendars and file-
sharing with analytics into one 
tool designed to overhaul email 
and aid productivity for organi-
zations of all sizes. 

Another offering, Microsoft’s 
Delve for Office 365, which 
launched in stages beginning in 
September 2014, uses analytics 
to display information that is 
most relevant for each user.

“Both tools are in their adoles-
cence, but they are the roadways 
for future visions,” Lepofsky says.

Avanade, a Microsoft con-
sulting company, rolled out 
Delve in late March to a small 

group of technologists and to 
its collaboration services unit. 
“We are in the very early stages 
of our deployment at this point, 
and we’re being cautious, as this 
is very new technology,” says 
Bob Bruns, Avanade’s vice pres-
ident of infrastructure services. 

“It is more or less a pilot to 
determine the utilization and 
to ensure we are not seeing any 
unanticipated issues with con-
tent sharing,” he says. The com-
pany planned to roll out Delve 
to its 20,000 employees world-
wide at the end of April.

Bruns says the pilot group’s 
feedback was mostly positive in 
the first weeks after the rollout, 
once users had become familiar 
with Delve’s confidentiality pro-
tocols. For instance, according 
to Microsoft, when using Delve 
other people can’t see your 
private activities, such as what 
documents you’ve read, what 
emails you’ve sent and received, 
or what Lync conversations 

you’ve been in. Other people 
can see that you’ve modified a 
document, but only if they have 
access to the same document.

“It’s funny — some people 
think it’s very scary,” Bruns says. 
“Half of them say, ‘Why does 
everybody need to see what I’m 

working on?’ The other half say, 
‘This is the best thing ever be-
cause I now have access to infor-
mation that I didn’t have before, 
and I can make connections with 
people who are in my industry, 
who are relevant, and who might 
help me with my job.’”

In fact, one of the first perks 
users discovered was the ability 
to find relevant project partners 
around the globe. “Things are 
popping up where you had no 
idea that a guy in Argentina was 
working on the same thing [that 
you’re working on], and it allows 
you to collaborate with that 
person,” Bruns says. “I think ul-
timately it will allow us to have 
faster results for our clients and 
it will also help with productiv-
ity because we’re not re-creating 
the information that’s already 
out there today.”

Diy Social networks
In the meantime, while enter-
prises are testing smarter col-

early feedback on a pilot rollout of  
Microsoft’s Delve was mostly positive, 
says avanade VP bob bruns.
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laboration tools, many large 
companies have deployed 
pieces of vendors’ collaboration 
systems and are customizing 
them into their own enterprise 
social networks.

The market for enterprise 
social network applications is ex-
pected to surpass that of confer-
encing, email and team collabo-
ration applications by 2018 with 
sales of $3.5 billion, up from $1.9 
billion today, according to IDC.

BNY Mellon has used a 
homegrown enterprise social 
networking tool since April 
2014. The multinational bank-
ing and financial services com-
pany says 55,000 employees 
worldwide now use the net-
work, called MySource Social, 
to share ideas and expertise.

BNY Mellon built MySource 
Social using off-the-shelf en-
terprise social networking 
technologies, customizing the 
system to fit its needs, and now 
hosts it on a private cloud. The 

network is integrated with BNY 
Mellon’s top communication 
and collaboration tools, such 
as email, calendar and instant 
messaging systems. 

MySource Social is an in-
tranet site where users can ex-
plore business partner 
groups featuring blogs 
and information from 
executives; formal spe-
cial-interest groups, 
including one for 
women in technology; 
and ad hoc groups, 
such as those created 
for project teams.

It took employees 
a while to warm up 
to the idea of sharing 
their thoughts on a company 
forum, says Jennifer Wagner, 
managing director of digital 
workplace technologies at BNY 
Mellon. Early on, people were 
primarily using it to connect 
with special interest groups 
— like the company’s busi-

ness book club and forums de-
voted to, say, working moms or 
healthy living. 

“Digital photography was our 
No. 1 group for eight months,” 
Wagner recalls. People in that 
group shared photos of BNY 

Mellon facilities 
around the globe — 
in Singapore, Hong 
Kong and Australia. 
But that initiative 
served an important 
purpose.

As “the most geo-
graphically diverse 
group we had,” she 
says, the digital pho-
tography collective 
helped employees 

understand how MySource 
Social could help them connect 
with one another. BNY Mel-
lon didn’t set any parameters 
around its content, and that 
allowed employees to get com-
fortable and start engaging in 
the network.

Persuading people to par-
ticipate in business-related 
groups took longer. Employees 
“did lots of lurking and reading. 
We would see 5,000 views of 
the CEO’s blog post in the first 
24 hours, but only three com-
ments,” Wagner says. “Over 
time, we have certainly seen a 
transition.” Participation num-
bers are rising, with more peo-
ple making comments or rating 
content with a thumbs-up or a 
thumbs-down.

More than 90% of BNY Mel-
lon employees worldwide have 
accessed the site in some way, 
and 35% to 40% are hands-on 
participants. The most active 
group is now a forum for ex-
ecutive bloggers called Inside 
Source, where senior leaders 
post their thoughts on company 
news and events.

The enterprise social network 
is powerful because it enables 
employees to “relate to a global 
team,” says Kevin Cassady, a 

Jennifer Wagner says 
bny Mellon employees 
have warmed up to a 
social networking tool.
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managing partner 
who heads BNY Mel-
lon’s digital workplace 
technology group. 

“The relationships 
of these groups give 
us purposeful col-
laboration and align 
business with what we 
want to accomplish,” 
Cassady says. 

Perhaps equally im-
portant is the fact that 
the site helps spur creativity 
and innovation. “A lot of people 
unlock talent and ideas with a 
medium where people feel em-
powered to ask questions and 
contribute,” Wagner says.

Collaborating With 
external Customers
With internal collaboration 
tools proving their value, it’s no 
surprise that companies want 
to extend collaboration tools 
externally to their customers 
and partners.

At Vanguard, the 
defined contribu-
tions record-keeping 
administration di-
vision works daily 
with companies that 
sponsor their em-
ployees’ retirement 
plans. Vanguard em-
ployees help those 
customers with ev-
erything from con-
sulting on how to 

make their plans more effective 
to handling delinquent loans 
for clients. 

“We were one of the first to 
have a plan sponsor website. 
But now we’re at the point 
where we want to do more than 
just share information,” says 
Fuertes. “We want to put more 
information at the fingertips of 
the plan sponsors themselves — 
data analytics and reporting on 
the effectiveness of their plans 
— things that will help them 
be better at administering that 

retirement plan. We also want 
to give them the same tools that 
we’re using.”

In May, Vanguard rolled out 
a collaboration tool called My 

Plan Manager to all of its full-
service record-keeping clients.

The tool gives client compa-
nies Web-based analytics and 
reporting capabilities that can 

bny Mellon’s social 
network has yielded 
“purposeful collabora-
tion,” says managing 
partner Kevin Cassady.

“We’re at the point where we want to do more than just share information,” says  
Vanguard’s Kathy Fuertes.
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help inform their decisions 
and provide them with better 
insights into their plans. For 
example, users have access to 
basic metrics such as rate of par-
ticipation in their plan and sav-
ings rates. “We’re helping them 
understand the behavior of their 
people participating 
and allowing them 
to benchmark that 
against peer groups 
of their same size and 
industry,” says Fuertes. 
“They also have [ac-
cess to] customized 
analytics and data vi-
sualization technolo-
gies so they can drill 
into the information 
to see things in a dif-
ferent way internally.”

Sharing this information 
allows Vanguard to have mean-
ingful conversations with cus-
tomers. “It also takes us out of 
the day-to-day request mode 
and gives our people the op-

portunity to add more value,” 
Fuertes adds. “We can help 
them look at that information 
together and collectively come 
up with insights.”

Collaboration technology 
has had a big impact at US Capi-
tal Partners, changing the way 

the San Francisco-
based private invest-
ment bank works 
with its investor 
base. New SEC regu-
lations under 2012’s 
JOBS Act (Jumpstart 
Our Business Start-
ups) state that small 
businesses must 
have access to capi-
tal markets using 
technology, and that 

they must be able to directly 
approach investors without too 
many intermediaries. US Capi-
tal Partners saw these changes 
as an opportunity to improve 
its collaboration tools for small-
business customers.

The company uses Citrix’s 
ShareFile Virtual Data Room 
and RightSignature tools to 
help build a community with 
vendors, customers and invest-
ment partners. “If we have a 
transaction, we’re all working 
on it in one place and can col-
laborate,” says Charles Towle, 
managing partner. With the col-
laboration tool, “we can create a 
village where we still maintain 
our proprietary information 
in our own home, but we can 
exchange information with our 
vendors and partners openly 
but in a secured environment.” 

In the past, closing a finan-
cial deal usually involved five or 
six people sitting around a con-
ference room table with piles of 
documents to be reviewed and 
signed, preceded by a flurry of 
faxes and phone calls. “Today, 
that room is virtual. We can col-
laborate remotely, but in a se-
cure way that meets regulatory 
requirements,” Towle says. The 

collaboration tool reduces the 
amount of time it takes to close 
a deal from months to weeks.

In addition to meeting a 
regulatory requirement, Towle 
says, the collaboration tool also 
gives US Capital Partners a 
competitive advantage. “We’re 
ahead of the curve,” he says.

So will these new collabora-
tion tools truly make us more 
productive? Lepofsky says the 
emerging connection between 
collaboration and data analytics 
may hold the key.

“I think we are poised [to 
succeed],” Lepofsky says. “This 
intersection of social and 
data, and figuring out what we 
should be working on and filter-
ing out the things we shouldn’t 
be doing, is finally going to ac-
tually make us better and more 
productive.” u

Collett is a Computerworld con-
tributing writer. You can contact 
her at stcollett@comcast.net.

“We can collaborate re-
motely, but in a secure 
way,” says Charles towle 
of US Capital Partners.

mailto:stcollett@comcast.net
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When Sony PictureS disclosed 
last November that hackers 
had plundered its networks and 
accessed virtually all of its data 

assets, loss estimates for the 
company ran from the tens of 
millions of dollars to the hun-
dreds of millions. Similar data 

5 Things 
 You 
 should 
 Know 
 AbouT  

cyber 
 inSurance

the right coverage can help soften the blow of a data breach. 
But don’t expect to be bailed out if your security plan is flawed.  
by Jaikumar ViJayan

http://www.computerworld.com
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breaches at TJX and Heartland 
had cost each company well 
over $100 million, and there 
was little to indicate that Sony 
would fare any better.

So when CEO Michael Lyn-
ton disclosed in a media inter-
view earlier this year that Sony’s 
intrusion-related costs would 
be almost entirely paid for by 
insurers, the news renewed 
attention on the topic of cyber 
insurance in a major way.

It was one of the few times 
that a victim of a major data 
breach had publicly talked 
about how an insurance policy 
had actually helped offset the 
cost of the breach. In a sense, 
Lynton’s comments were a 
message to skeptics that cyber 
policies aren’t a waste of time 
and money — they can actually 
soften the financial blow of a 
security incident. And while 
some have questioned whether 
the $60 million or so that Sony 
is believed to have in cyber in-

surance will be enough to cover 
the company’s full losses, the 
breach has raised awareness 
about cyber insurance.

Analyst firm Gartner defines 
cyber insurance as protection 
against losses stemming from 
data theft and data loss, or busi-
ness interruptions caused by 
malware or a computer mal-
function. Covered under the 
definition are losses attribut-
able to fines and lost income as 
a result of a network intrusion 
or security breach.

“Cybersecurity policies pro-
vide necessary coverage for 
claims of loss or theft of person-
ally identifiable information 
and other sensitive informa-
tion,” says Chris Pierson, gen-
eral counsel and chief security 
officer at Viewpost, a supplier 
of online invoicing and pay-
ment platforms. 

Cyber insurance provides 
funds for crisis management, 
media and intellectual property 

cyber insurance policies are now “an expected part of a well-governed and risk-controlled 
environment,” says chris Pierson, general counsel and cSo at Viewpost.
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claims that fall under a media li-
ability policy, and privacy claims. 
“These types of coverage are no 
longer part of an ad hoc protec-
tion scheme, but are more and 
more an expected part of a well-
governed and risk-controlled 
environment,” Pierson says.

a new era, With  
Surging Demand
Policies for protecting compa-
nies against cyber losses have 
been available for several years. 
But it is only with the recent 
breaches at Sony, Target, Home 
Depot, JPMorgan Chase and 
elsewhere that interest in such 
policies has begun to pick up, 
says Kevin Kalinich, global 
practice leader for cyber risk at 
insurer Aon Risk Solutions. 

The staggering costs associ-
ated with data compromises 
are driving more companies to 
seriously consider cyber insur-
ance, and plenty of insurers are 
stepping in to meet the demand. 

Kalinich estimates that more 
than 65 companies cover a broad 
range of cyber losses for compa-
nies of all sizes.

Estimates of the overall mar-
ket for cyber insurance range be-
tween $2 billion and $4 billion. 
That’s infinitesimally small com-
pared to the general insurance 
market, where net premiums 
total $1 trillion, according to the 
Insurance Information Institute. 
Yet, the growth has been impres-
sive, according to Kalinich.

Prices for cyber insurance 
run the gamut. Businesses with 
revenue of less than $20 mil-
lion can get cyber coverage as 
part of their business owner’s 
policies or general liability poli-
cies. Such companies can get 
coverage of up to $5 million for 
premiums ranging from $1,000 
to $7,500 per $1 million of cov-
erage, Kalinich says.

Companies with $20 mil-
lion to $1 billion in revenue can 
get coverage for higher limits, 

but the premiums are higher as 
well, ranging from $5,000 to 
$25,000 for every $1 million in 
coverage. Large enterprises can 
get cyber insurance coverage 
of between $200 million and 
$300 million for premiums be-
tween $10,000 and $75,000 per 
$1 million worth of coverage.

IT can play a role in assessing 
a company’s cyber insurance 
needs by identifying systems 
that are critical to business 
operations, such as those han-
dling customer transactions 
or applications like email, says 
Richard Stiennon, principal 
analyst at security consultancy 

IT-Harvest. “Just as IT devel-
ops a disaster recovery plan for 
critical assets, they should sup-
ply a replacement cost for as-
sets that could be compromised 
or destroyed in a cyberattack, 
along with [an estimate of] the 
time it would take to restore 
those systems,” he says.

The IT organization can also 
help business people generally 
understand threats to critical 
assets and the potential conse-
quences of a major data com-
promise, Kalinich adds.

Here are five points to keep 
in mind as you consider your 
cyber insurance options.

insurance companies are in  
business to make money.  
They are not in business to  
bail you out because you did a 
crappy job on security.
david Jordan, chief informATion securiTY officer,  
ArlingTon counTY,  VA .

http://www.iii.org/fact-statistic/industry-overview
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1 insurance isn’t a 
Proxy for Security
An organization should 
consider cyber insur-

ance only after it has deployed 
all recommended security con-
trols for its environment.

“You shouldn’t even think 
of cyber insurance until you 
have implemented security best 
practices,” says Stiennon.

“You need to have all your 
vulnerability management, 
patching, intrusion-detection 
and other systems in place” be-
fore calling an insurance com-
pany, he says. “Cyber insurance 
should be viewed as this last 
coverage against the unknown.”

In other words, cyber insur-
ance isn’t for organizations roll-
ing the dice with security, says 
David Jordan, chief information 
security officer for the govern-
ment of Virginia’s Arlington 
County. Think of it as a rainy day 
fund for lapses that may be inev-
itable even if you’re doing every-

thing right, he says.
Organizations with 

technology or skills 
gaps are better off in-
vesting in those areas 
first before spending 
money on insurance, 
he says. Insurance 
companies will ei-
ther refuse to cover 
companies that don’t 
demonstrate security due dili-
gence, or they will attach costly 
exclusions, caveats and upfront 
deductibles to their policies. 

“Insurance companies are in 
business to make money. They 
are not in business to bail you out 
because you did a crappy job on 
security,” Jordan says.

2 Look beyond the 
Quote Sheets
When purchasing 
insurance coverage for 

data breaches, pay attention to 
the fine print. Cyber insurance is 
an emerging field, and insurers 

don’t yet have a body 
of historical data to 
rely on when issuing 
policies, experts say. 
Policies that indem-
nify holders against 
losses due to cyber-
threats are far less 
standardized than 
policies for other 
types of insurance. 

They often contain caveats and 
exceptions, making the cover-
age less comprehensive than it  
might appear on a quote sheet.

“My experience has been 
that companies will only look 
at the quote sheets from the 
insurer or broker to determine 
the level of coverage,” says John 
Wheeler, an analyst at Gartner. 
“However, cyber insurance pol-
icies are currently underwrit-
ten on an individualized basis, 
since most insurers do not have 
broad claims data to support 
actuarial analysis required for 
standardizing these polices.”

Insurance underwriters will 
often include coverage sublim-
its, or exclusions that pertain 
specifically to the risk profile of 
the company seeking the insur-
ance, Wheeler says. When a 
business submits a policy ap-
plication, the insurance com-
pany will use the information 
contained in the application 
to identify risks or gaps in the 
company’s security practices, 
he says. 

“The insurer will include the 
policy application as an adden-
dum to the policy, so that if any 
discrepancies are discovered 
when a claim is made, the claim 
can be denied or the policy nul-
lified,” Wheeler says.

3 know your 
exposure
The Sony breach 
showed that organiza-

tions risk losing a lot more than 
financial data and personally 
identifiable information in a 

cyber insurance plans are 
filled with caveats, says 
Gartner’s John Wheeler.
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data breach. Malicious intru-
sions can result in the exposure 
of trade secrets and intellectual 
property, and in disruptions to 
an organization’s supply chain, 
customer service operations 
and critical functions. 

It may not be possible to put 
dollar figures on all problems 
associated with breaches, but 
that doesn’t mean certain risks 
don’t count as vulnerabilities, 
Kalin ich says. When consider-
ing cyber insurance, risk manag-
ers need to look beyond breach 
notification costs, expenses as-
sociated with patching 
systems and similar 
costs. They also need 
to consider issues like 
what would happen if 
a critical system were 
down for an hour, 
or two hours. Or the 
ramifications of a 10% 
slowdown in system 
performance — and, 
say, how the situation 

would be exacerbated if perfor-
mance declined by 50%. 

“What we are saying is, try to 
value your tangible assets and the 
intangible assets,” Kalinich says. 
“Exposure is not just limited to 
the data. It has to do with critical 
operational issues as well.”

Certain types of breaches 
— like the one at Sony, the one 
that comprised security vendor 
RSA’s core encryption technol-
ogy and the one at security firm 
HBGary — show how malicious 
intrusions can expose far more 
than just financial and personal 

data, Stiennon says. 
In some cases, cyber 
incidents can even 
put a company out of 
business, especially 
small and midsize 
ones, he says.

Insurers often 
don’t want to cover 
threats to infrastruc-
ture and those that 
target an organiza-

Strong security trumps 
insurance, says richard  
Stiennon of it-harvest.Policies should cover tangible and intangible assets, says kevin kalinich of aon risk Solutions.
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tion’s very ability to operate. But 
risk managers need to be aware 
of such threats when purchasing 
cyber insurance, Stiennon says.

Ultimately, knowing how 
much insurance to buy should be 
based on an estimate of the po-
tential losses caused by any one 
event and the likelihood that the 
event will occur, Pierson says.

“We generally see coverage 
for between $5 million and $10 
million as the more expected 
starting amounts that will begin 
to cover an incident. This will 
not mitigate a larger breach, but 
it goes a long way to cover im-
mediate losses,” says Pierson.

4 understand What 
insurers Want
Because of growing 
demand, cyber risk 

insurance has become a lucra-
tive and increasingly competi-
tive product for insurers, says 
Rick Dakin, CEO of Coalfire, a 
company that conducts secu-

rity audits and assessments for 
insurers and for customers in 
financial services, healthcare, 
government and other sectors. 
But as recent breaches have 
demonstrated, potential claims 
can be tremendous. So insur-
ers are being forced to develop 
much more sophisticated 
programs to help them gather 
information for making under-
writing decisions, Dakin says.

Several are gathering histori-
cal and actuarial data to better 
align coverage and limits with 
premiums, Dakin says. “Many 
are developing programs to eval-
uate their clients and give them 
credit for having safeguards in 
place to reduce risk,” he says. 

But no two businesses are 
the same when it comes to cy-
ber insurance, he says, and that 
makes it difficult to devise poli-
cies and set premiums. In com-
parison, the traditional property 
and casualty insurance business 
involves a fairly straightforward 

process of determining the value 
of a building and verifying that it 
is up to code, has a tested sprin-
kler system and is equipped with 
locks and alarms, for example. 

“Cyber insurers have a more 
difficult problem,” Dakin says. 
Therefore, “many now conduct 
evaluations, some paid for by the 
insured, to make sure that IT poli-
cies are in place relevant to the 
insured operations and industry.”

5 know how 
to minimize 
Deductibles
Having a rigorous and 

properly vetted cybersecurity 
program can go a long way to-
ward keeping deductibles and 
insurance premiums at manage-
able levels. “Not only will an 
insurer likely give the insured 
credit for this with reduced 
premiums or increased limits, 
but the potential for even filing 
a claim is reduced,” Dakin says. 
Enterprises can help themselves 

by keeping data collection to a 
minimum and ensuring that all 
personally identifiable informa-
tion collected is properly stored 
and disposed of.

Organizations that lack the 
resources or the ability to keep 
sensitive data safe should con-
sider using hosted systems from 
service providers, Dakin says.

Because insurance costs 
vary widely, companies must 
shop around and use a broker 
or trusted resource to navigate 
the options, Pierson adds. “The 
key here is to spend wisely on a 
policy that does not have a lot 
of exemptions and covers your 
most likely issues,” he says. “No 
matter what policy, it is advan-
tageous to an applicant to dem-
onstrate their commitment to 
security through yearly certifi-
cations and audits.” u

viJayan is a freelance technology 
writer specializing in computer 
security and privacy topics.
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One thing that we security man-
agers can be sure of is this: There 
is no guarantee that we won’t suf-
fer a security breach. In fact, the 

odds are increasing 
all the time, helped 
along by the prolif-
eration of mobile 

devices, heavy enterprise use of 
software as a service and the con-
sumerization of IT. And let’s face 
it: Creating a culture that fosters 
innovation and attracts talent 

exacts a cost in terms of the de-
fensibility of your systems.

Recognizing that a breach 
could very well lie in our future 
isn’t the same thing as surrender-
ing. When something is nearly 
inevitable, you should prepare for 
it. That’s the philosophy behind 
disaster recovery, and I think it 
should apply to data security as 
well. So, just as we do testing for 
disaster recovery, why not do a 
trial run of our breach response?

But I saw no point in testing 
the incident response plan that 
was in place when I joined the 
company. Less than a page long 
and lacking even basic sub-
stance, it was completely inad-
equate; I really don’t know why 
the auditors gave it the green 
light. I had to write a new one. 

Although the old incident 
response plan was worthless, 
there was no need to start from 
scratch. I decided to base my 
policy on the National Institute 
of Standards and Technology’s 

guide for incident handling. The 
NIST process is sensible and 
straightforward, and it makes 
sense to use an industry-stan-
dard template for something like 
this. Auditors (and customers 
who might ask to see your secu-
rity policy) are reassured when 
those documents look familiar. 
A Google search for incident re-
sponse documents told me that a 
lot of policies look like the NIST 
incident-handling guide. No 
need to reinvent the wheel.

I focused on the core areas. 
The preparation stage includes 
maintaining a current list of team 

Security Manager’s  Journal
Our manager upgrades his company’s incident 

response plan and gets ready to test it with all the people 
who will need to take action should a real breach ever hit.

taking Our Breach Response 
Plan for a test-Drive

Trouble 
Ticket

At issue:  
The company’s 

incident response plan is 
laughably inadequate.

Action plan: Scrap  
it, devise something 

stronger, and test it.

finD full cOveRAge of IT 
security at computerworld.com/

category/security0
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members, along with their areas 
of expertise and the responsibili-
ties they’d have during a breach. 
I identified a conference room 
that would serve as the “war 
room” in the event of a breach. I 
obtained a dedicated conference 
bridge line and logged contact 
numbers for all team members. 
I identified the tools that would 
commonly be used during in-
cident triage, such as packet 
sniffers, malware scanners and 
forensic applications. I obtained 
a contact list of local and federal 
law enforcement agencies. I 
also met with customer support 
to ensure that we have a list of 
current customer contacts and 
that we have proper notification 
templates at the ready in case we 
have to contact those customers.

The most important aspect 
of the next phase, detection and 
analysis, includes a comprehen-
sive list of tools and methods 
that are used to detect a breach 
and what is required to be col-

lected (the who, what, when, 
why and how), and clear crite-
ria as to the various severity lev-
els of a breach, how to prioritize 
and whom should be notified. 

The next phase, contain-
ment, hinges on making quick 
decisions. For example, if a pub-
lic-facing, revenue-generating 
website is under attack or has 

been otherwise compromised, a 
decision may have to be made to 
take a machine off the network, 
thereby impacting revenue. I’m 
planning on listing some of the 
common types of attacks and 
the proper response for each. 

eradicate Malware
Once an incident is contained, 
the next step is to eradicate any 
malware or other foreign activ-
ity from the environment. This 
may be as simple as running an 
anti-malware application, re-
imaging systems or utilizing ad-
vanced forensic tools to identify 
and remove malware and any 
other foreign objects. Of course, 
depending on the nature of the 
incident, a mirror image of the 
system may need to be made for 
future use as evidence. 

The next step is business 
resumption or recovery, which 
may include restoring backups 
and removing firewall rules that 
may have been put in place dur-
ing the containment phase. 

Finally, once the incident is 
over, it’s important to get every-
one in a room for a post-inci-
dent analysis to determine what 
activities went well and where 
there’s room for improvement. 

After I’ve completed the 

incident response process docu-
ment, I will review it with ap-
propriate representatives from 
IT, system operations, market-
ing, public relations, customer 
support and the executive staff, 
and ensure that they all under-
stand their roles in the event of 
a major breach. At my company, 
a major breach would be one 
that involves an exfiltration of 
sensitive customer data that’s 
big enough to make the news, 
affect shareholders or require 
customer notification and re-
mediation.

Then comes the test. I’ll 
devise various scenarios for a 
tabletop exercise with the inci-
dent response team and see just 
how well they respond. u

This week’s journal is written by 
a real security manager, “mathiaS 

thurman,” whose name and em-
ployer have been disguised for 
obvious reasons. Contact him at  
mathias_thurman@yahoo.com.

Although the 
old incident 

response plan 
was worthless, 
there was no 
need to start 
from scratch. 

mailto:mathias_thurman@yahoo.com
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CheCk out Sharky’S blog, browse the Sharkives and sign up for home delivery.

we did our test like always 
and thought nothing of it. 
That is, until a squad of 
very intimidating feds in 
black suits and sunglasses 
showed up with questions 
about what we were doing. 
Turns out we were tracing 
a nationally connected law 
enforcement line — and 
we lit up everyone on the 
system! How they found 

out it was us, we still don’t 
know.”

My Version!  
No, Mine!
This biotech company is 
growing fast through ac
quisitions, and ends up 
with a merged sales op
eration with two groups 
of salesmen on one big 

Your NSA Dollars at Work
It’s back in the days before this sheriff’s department went 
to VoIP, and a pilot fish there sometimes needs to figure out 
exactly what line a phone is connected to. “We had a nifty 
device that would send a signal down the line,” says fish. “We 
could then find the terminal end on the phone punch board. 
One day we had a line that we weren’t sure where it went, so 
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each group subscribed to a different information service to get the 
customers’ medical specializations. one provider used an abbreviation 
encoding scheme, and the other had a numeric scheme.

customer database. “each 
group subscribed to a dif
ferent information ser
vice to get the customers’ 
medical specializations,” 
reports a database pilot 
fish on the scene. “One 
provider used an abbrevia
tion encoding scheme, and 
the other had a numeric 
scheme. each group also 

had its own IT people, and 
everyone had full admin 
privileges on the new data
base. So when a mag tape 
arrived from Data Provider 
A, that crew would use a 
stored procedure to con
vert everything in the da
tabase to A’s encoding in 
order to update from the 
tape. Likewise, the B team 
would do the same for 
their favorite provider. This 
could happen in the same 
day, so you had no idea 
what the database looked 
like at any particular time! 
We had to make them pick 
one and stick to it.”

Because You Told 
Them, That’s Why
This big company is self
insured, and administers 
health insurance plans both 
for its employees and for 
some external customers, 
reports a pilot fish who 
works there. “They updated 
their website and some 
other procedures that were 
formerly paperbased,” fish 
says. “At the bottom of the 
new online form, they have 
a line with contact infor
mation: Questions? Contact 
customer service at (800) 
123-4567 or donotemail@
bigcompany.com. I called 

them and brought up the 
fact that all sorts of con
fused people were sending 
email to donotemail@big
company.com and getting 
their messages bounced 
back. They said they didn’t 
understand why people 
would do that, and they 
don’t have the resources to 
reply to email. Two months 
later, donot email@bigcom
pany.com is still at the bot
tom of the online form.” u

YeS, do email SharkY your 
true tale of IT life at sharky@
computerworld.com. You’ll get 
a stylish Shark shirt if I use it.
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The Measures of a Manager
In my years as an IT manage-
ment consultant, I’ve had the 
opportunity to ask one simple 
question of a wide variety of 
managers — seasoned and new; 
at large organizations and small; 
in the private sector, govern-
ment and educational settings; 
and in numerous countries 
around the world. And the an-
swers have been remarkably 
consistent, with rare exceptions.  

The question is, “How do you 
measure your own success?” 
Though seemingly simple, it 

tends to rattle most managers. 
They haven’t given it much con-
scious thought, and because of 
that, their answers are unpol-
ished and unrehearsed, revealing 
a great deal about how they think 
about their role as a member of 
an organizational community.

After fumbling around a bit, 
most answer a different, but re-
lated, question. They tell me how 
they measure the success of the 
group that they manage, discuss-
ing hard numbers such as these:

n Project metrics like sched-

ule, budget and scope (strangely, 
quality rarely gets mentioned).

n Operational metrics like 
uptime percentages.

n Support metrics like inci-
dent resolution speed.

Occasionally they mention 
softer (or more speculative) 
measures like these:

n Money saved.
n Revenue increased.
n Customer satisfaction. 
n Staff satisfaction.
n Staff turnover rate.
Then, I push a bit more, ask-

Paul Glen is the co-author of The Geek Leader’s Handbook and a 
principal of Leading Geeks, an education and consulting firm devoted to 

clarifying the murky world of human emotion for people who gravitate 
toward concrete thinking. You can contact him at info@leadinggeeks.com.
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ing them not how they measure 
their group’s success, but how 
they measure their personal 
success. Essentially, I ask them, 
“How do you know if you’re a 
good manager?” Taken aback, 
most struggle to separate their 
own success from that of their 
group. They tentatively say, “I 
don’t see the difference. I am 
successful if my group is suc-
cessful,” and look at me as if I 
had just grown horns.

The worldview that these con-
versations reveal is both noble and 
limiting. “I am my group.” “We 
rise or fall together.” “I am part 
of a team.” So what’s wrong with 
that? Nothing, as far as it goes. 

But it represents a limited 
view of a manager’s role. It’s the 
worldview of a manager who 
focuses on managing stuff — not 
on managing people who do stuff 
or managing organizations com-
posed of people who do stuff. 

Of course, successful orga-

nizations need to achieve their 
goals and satisfy their customers. 
But there’s much more to build-
ing a truly successful group than 
meeting short-term goals. Real 
success is building an organiza-
tion that continues to deliver 
over time, one that renews itself, 
cultivates new leaders, recruits 
people who drive it forward, 
corrects its own mistakes and 
adapts to new circumstances.

If you want to really measure 
your success, rather than that of 
your team, think about things that 
reveal the health of the group over 
time, not just in the short term. 
Consider questions like these:

n Can I go on vacation with-
out harming productivity?

n How many people have 
gone on to become successful 
managers with my help?

n How many people have 
risen to senior technical roles 
under my supervision?

n Do people on my team feel 

secure enough to make honest 
mistakes?

n Do people feel that they 
have influence over their own 
success?

n What have I done as a 
manager that will last after I 
leave this role?

When you think carefully 
about what you want to achieve, 
rather than what you want your 
group to achieve, you can begin 
the work of building something 
enduring. And you can feel the 
satisfaction of seeing how your 
work, your managerial work, 
makes a difference for the peo-
ple in your group and for your 
organization. u

the question “How do you 
measure your own success?”  
is seemingly simple, but it 
tends to rattle most managers.




