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Introduction

When cloud computing first began to move from the cutting 
edge to the mainstream, business leaders were typically faced 
with two options: the private cloud or the public cloud. Initially, 
private cloud was by far the preferred choice, due largely 
to its superior security capabilities. As time passed, though, 
organizations became more comfortable with the notion of 
the public cloud and its attendant cost-efficiency benefits. 
Private cloud remains the more popular option, but public cloud 
services are growing in popularity.

In the coming years, this status quo will shift yet again - hybrid 
IT will almost certainly prove to be the cloud deployment of 
the future. Hybrid solutions deliver significant advantages over 
purely private or public approaches, and these benefits will 
become even more compelling as time goes on. Company 
leaders should begin to take steps now to keep pace with, 
or even outpace, their competitors in this area. To this end, 
partnering with the right service provider will prove essential. 
More specifically, companies should look for vendors that 
understand the value of the Plan, Build, Run methodology.  

Hybrid IT will almost 
certainly prove to be the 
cloud deployment of the 
future.
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What Is Hybrid IT?

To understand these advantages, it is first necessary to clearly 
define hybrid IT, as this area is subject to a fair amount of 
confusion. 

Many see hybrid as simply a combination of private cloud and 
public cloud services. While not incorrect, this view overlooks 
a key component of hybrid deployments: community cloud. 
According to Gartner, community cloud occupies a position 
in between private and public offerings. In a public cloud 
solution, services are shared between an unlimited number of 
non-isolated users. In a private cloud deployment, users are 
fully isolated from one another. A community offering splits the 
difference by limiting the number of users and isolating them by 
group. 

A hybrid IT deployment can and often will feature a combination 
of all three of these cloud computing types. 
 

According to Gartner, 
community cloud occupies a 
position in between private 
and public offerings.
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Hybrid Advantages

With all that established, the question becomes: Why should 
companies pursue hybrid IT?

Hybrid cloud solutions offer numerous benefits over purely 
private, public or community deployments. First and foremost, 
hybrid IT allows organizations to take advantage of the best 
aspects of each of these three forms. A company can store 
its most sensitive information and applications in a private 
environment while benefitting from the public cloud’s cost-
efficiency for materials that do not require such security 
precautions, with any moderately sensitive assets going into the 
community cloud.

Hybrid cloud is also valuable as a stepping stone between 
on-premise and cloud deployments. For some organizations, 
stringent security requirements may make it difficult or 
impossible to move certain applications into public, community 
or even public cloud environments. With a hybrid solution, it may 
be possible for that firm to allow some applications to remain 
in the on-premise data center while moving others into cloud 
environments. The company can then gradually make progress 
toward more complete cloud adoption, rather than waiting until 
every legacy component is ready to make the shift into the 
cloud. This means the organization will begin to see the cost 
and performance benefits of cloud services far sooner than it 
would otherwise. Put simply, hybrid IT lowers the barrier of entry 
for enterprises that have yet to take major steps toward cloud 
integration.

Hybrid cloud is also 
valuable as a stepping 
stone between on-premise 
and cloud deployments.
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Ultimately, though, the single greatest driver of hybrid IT 
adoption, according to Gartner, is the desire for superior 
business agility. With a hybrid solution in place, an organization 
will have far more options available in terms of its overall 
infrastructure strategy and deployment of specific IT resources. 
This makes the business much better able to react to changing 
conditions, giving it a significant edge in its industry.

The advantages of hybrid IT are not a secret. On the contrary, 
businesses in every sector are increasingly turning to these 
solutions in order to improve their operations and add 
capabilities. A separate Gartner report from last year predicted 
that nearly 50 percent of all large enterprises will have deployed 
hybrid cloud solutions by the end of 2017. Furthermore, a 2014 
Tech Pro Research survey found that 33 percent of respondents 
were already using hybrid cloud solutions while a further 37 
percent were evaluating these solutions. 
 

Moving Forward: Plan, Build, Run

Considering all of the benefits of hybrid IT infrastructure highlighted 
above, the obvious conclusion is that more, perhaps most, 
organizations would benefit by adopting these solutions. The 
challenge is determining how to move forward to achieve hybrid IT.

The problem that business leaders face in this area is the simple fact 
that hybrid IT environments are more complex than infrastructure 

Considering all of the benefits 
of hybrid IT infrastructure 
highlighted above, the obvious 
conclusion is that more, 
perhaps most, organizations 
would benefit by adopting 
these solutions.
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strategies that rely solely on on-premise, private cloud or public 
cloud solutions. This does not mean that pursuing hybrid solutions 
should be seen as an excessive challenge; rather, it suggests that a 
well-considered methodology is essential.

At Datapipe, our approach to hybrid IT centers on our “Plan, Build, 
Run” methodology. This represents a comprehensive, step-by-step 
process to achieving a hybrid IT transformation.

Plan
The Plan stage begins with identification efforts. Before the move 
to a hybrid IT deployment can begin in earnest, it is imperative 
to understand precisely what applications are in use and what 
infrastructure is already in place. Hybrid environments are inherently 
more complex than architecture that is purely on-premise or based 
solely in public or private clouds. To develop a new IT infrastructure 
that combines two or more of these distinct elements, all existing IT 
components need to be catalogued.

Identification is followed by discovery and definition. This critical 
step focuses on the most basic of questions: What business 
problems will the hybrid IT solution actually solve? This is a 
critical best practice in every area of IT adoption, yet often goes 
overlooked and underappreciated. Companies should never 
embrace a new approach to IT solely for the sake of change - new 
IT strategies and tools must always solve a specific problem or 
serve as a means of achieving a particular short- or long-term goal. 
This is especially true when it comes to the transformation to hybrid 
IT because it represents such a significant shift. Defining objectives 
and understanding how hybrid IT can fit into this broader plan is 
essential for ensuring that this is the right decision and will benefit 

Companies should never 
embrace a new approach to IT 
solely for the sake of change 
- new IT strategies and tools 
must always solve a specific 
problem or serve as a means of 
achieving a particular short- or 
long-term goal.
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the company as much as possible.

The last aspect of planning is the assessment. At this point, we 
devise a comprehensive migration strategy for transitioning to a 
hybrid IT deployment. This strategy incorporates timelines and 
workloads that will be impacted and is geared toward optimizing 
both usage and cost-efficiency. 

Build
The Build section of our hybrid IT methodology focused on 
automation, orchestration and compliance. Automation is always 
crucial for both delivering maximum performance and ensuring that 
security safeguards are in place and operational. Automation also 
ties into compliance, as these repeatable templates can verify and 
validate operations in order to demonstrate compliance in the event 
of an audit. 

Compliance is particularly important during a transition to hybrid 
IT due to the large number of operational changes necessary. 
Achieving and maintaining compliance with PCI, HIPAA, SOX or 
any other regulatory standard is certainly possible in a hybrid 
configuration, but only when the IT transformation is handled 
carefully by knowledgeable, experienced experts. 

Run
A major aspect of the Run step is ensuring that every component 
of the hybrid IT architecture performs in accordance with the 
previously approved templates. Again, this is essential for ensuring 
that a company can verify its compliance.

Compliance is particularly 
important during a transition 
to hybrid IT due to the large 
number of operational 
changes necessary.
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The other key component of this leg of the hybrid IT transformation 
is monitoring and optimization. Hybrid IT offers the potential for 
a higher level of performance and efficiency than any alternative 
approach to IT. However, achieving and maintaining optimization is 
an ongoing process. Organizations and/or their service providers 
must regularly monitor the IT environment, identifying potential 
inefficiencies and flaws and taking corrective action immediately.

This Plan, Build, Run methodology ensures that the hybrid IT 
migration process achieves maximum return on investment without 
compromising security or interrupting compliance. 

Sample Scenarios

To further understand the nature and value of the Plan, Build, Run 
methodology in the context of hybrid IT migration, it is worthwhile 
to consider a few current example scenarios.

Example #1
The first example concerns a financial services software 
company that planned to move its operations entirely into an 
AWS framework. This became a hybrid IT matter because the 
organization maintained direct data feeds with its partners, 
creating a hybrid architecture on the network level. A major 
challenge was the fact that the company was deploying its 
infrastructure across the globe among a variety of data center 
providers in different regions. This was not scalable, and so the 
financial services software enterprise was not able to create 
an accurate, consistent cost model. As a result, every billing 

This Plan, Build, Run 
methodology ensures that 
the hybrid IT migration 
process achieves maximum 
return on investment without 
compromising security or 
interrupting compliance. 
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calculation had to be performed manually. To overcome this 
challenge, the firm needed to partner with a single provider and 
develop a hybrid solution that could increase efficiency, minimize 
deployment time and enable the vendor to sell its SaaS offerings 
around the world.

As noted above, the Plan stage begins with an assessment 
of existing applications and how they are interwoven and 
interdependent as part of the broader IT infrastructure. In this 
case, the client used a significant number of AWS services, 
including AWS Direct Connect, Glacier, S3, EC2 and VPC. The 
new hybrid IT solution needed to address all of these existing 
capabilities and applications, as well as the company’s short- and 
long-term goals, such as ensuring availability across regions at all 
times. 

The migration plan therefore addressed each and every aspect 
of the organization’s application demands by embracing a best-
practice approach to the various in-place services. Datapipe 
created a hybrid architecture that provided the company with 
easy, one-click access to all of its various AWS services through 
a single interface, delivering instant access to staging and 
production capabilities. Automation played a key role in this 
capacity, allowing the company to deploy this comprehensive 
SaaS package to its customers in minutes. Previously, deploying 
new applications to the market would require months of planning 
and execution.

Example #2
The second example concerns a global enterprise that wanted 
to unify and centralize its infrastructure and improve its agility 

...the firm needed to 
partner with a single 
provider and develop a 
hybrid solution that could 
increase efficiency, minimize 
deployment time
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in order to decrease solution deployment times from months 
to a matter of days. At the same time, this company wanted 
to standardize the user experience, which was previously 
inconsistent, and automate as much as possible.

However, the company faced several serious challenges. First, it 
relied heavily on Oracle RAC, which has difficulty integrating with 
AWS services. Second, the organization needed a governance 
framework that included PCI compliance orchestration - 
governance in multiple locations. 

Beginning with the assessment, it became clear that the current 
IT infrastructure needed significant changes. The environment 
could not possibly scale or automate and neither governance 
nor compliance requirements were being met. Any move to a 
hybrid cloud IT deployment needed to address these issues 
while also integrating with the existing physical Oracle RAC.

Following this assessment, the design stage emphasized the 
creation of a highly available multi-region hybrid solution that 
incorporated both AWS and physical Oracle RAC, all while 
ensuring PCI compliance and data security in general. A key 
aspect in this regard was guaranteeing that the new hybrid 
IT environments were compliant from the very beginning, 
rather than attempting to modify the infrastructure to achieve 
compliance after the fact. Additionally, the design included 
compliance documentation identifying ownership and 
accountability for every component of the hybrid IT environment. 
Not only does this offer superior dependability, but it also makes 
it easier to deploy new applications quickly without worrying 

The design stage 
emphasized the creation 
of a highly available multi-
region hybrid solution that 
incorporated both AWS and 
physical Oracle RAC
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about compliance regulations. To further support the company’s 
security needs, the hybrid IT design featured centralized 
monitoring and backup as well as an ITIL-based service portal for 
incident tracking and governance.  

In both of these cases, the Plan, Build, Run methodology allowed 
organizations to fully embrace all of the advantages of hybrid 
IT while minimizing risk, maximizing efficiency and achieving 
compliance across the board.

Conclusion

Hybrid IT is an exciting field, one that is quickly proving its value 
to organizations around the globe. Every company, from small 
businesses to international enterprises, need to pay close 
attention to hybrid solutions and their diverse productivity and 
financial benefits. 

The first step in this process is recognizing the utility and value 
that hybrid IT has to offer. The next is making the decision to 
pursue these resources. While there are a number of different 
approaches for implementing a hybrid IT architecture, the 
Plan, Build, Run methodology is undoubtedly among the most 
effective. To take advantage of this strategy, organizations need 
to look for high-quality, reputable, trustworthy cloud brokers that 
appreciate Plan, Build, Run and can act as long-term managed 
service providers. With the right partnership, hybrid IT adoption 
can provide a major competitive edge for companies in every 
sector. 

The Plan, Build, Run 
methodology allowed 
organizations to fully embrace 
all of the advantages of 
hybrid IT while minimizing risk, 
maximizing efficiency and 
achieving compliance across 
the board.
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