
Business transformation means IT 
workers are no longer tied to their 
departments. Progressive IT shops are 
putting their workers closer to customers, 
deep within the business units and in 
charge of complex vendor partnerships.
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T here’s scanT evi-
dence that process 
improvements, secu-
rity training or tech-

nology advances are reducing 
human errors in IT operations. 
If anything, the risk of tech-
nology disasters is growing, 

despite the industry’s best 
efforts.  

Security breaches and IT 
outages are getting bigger and 
they’re getting worse: The num-
ber of people at risk of being 
affected by each new incident is 
on the rise because of our grow-
ing interconnectedness.

The root of the Problem
The common point of failure 
in just about every incident? 
Human error. People are re-
sponsible in some way for most 
IT disasters. That has led to 
increased interest in artificial 
intelligence (AI) tools, among 
other technologies, in hopes 
of bolstering security and reli-
ability. But new technologies 
and methodologies bring new 
risks. As physicist and cosmolo-
gist Stephen Hawking recently 
noted: “The development of full 
artificial intelligence could spell 
the end of the human race.”

An AI-orchestrated destruc-

IT services are but one human error away from a spectacular 
failure, and there’s very little evidence to suggest that we’ve found 
a way to stop people from making mistakes. PaTrick Thibodeau

The Risks of a Big Man-made 
IT Disaster Are on the Rise 

T h i n k s T o c k

News ANAlysis   disAster plANNiNg
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tion of the human race would 
indeed be the biggest IT failure 
ever. But given the ongoing and 
seemingly unstoppable streams 
of information security failures, 
that might be a gamble worth 
taking.

The evidence is stark: In 
just the past several months, 

800,000 records from the U.S. 
Postal Service were compro-
mised by intruders, a breach 
of Home Depot’s systems put 
56 million payment cards at 
risk, and 76 million names and 
addresses were stolen from 
JPMorgan Chase. Oh, and in 
August, security services pro-
vider Hold Security estimated 

that a Russian criminal gang, 
the Cyber Vors, had stolen more 
than 1.2 billion unique sets of 
emails and passwords from 
420,000 Web and FTP sites. 

And once again, the stron-
gest IT safeguards often don’t 
do any good preventing a data 
breach if a person makes a mis-
take: In its 2014 Cyber Security 
Intelligence Index, IBM found 
“human error” to be a contrib-
uting factor in 95% of all inci-
dents investigated. 

uptime at risk
IT outages don’t spark as much 
outcry as data breaches, but 
they can still be damaging. 
Data centers may be able to 
claim that they offer 99.999% 
uptime (with downtime per 
year limited to 5 minutes, 26 
seconds), and major providers 
of cloud-based services tout at 
least 99.99% availability (mean-
ing downtime won’t exceed 52 
minutes, 56 seconds a year), but 

outages still occur. 
And the aggregate risks from 

those outages are growing be-
cause so many critical IT servic-
es are now concentrated among 
a handful of cloud providers. 
Small human errors can easily 
trigger big problems affecting 
more people.  

Last April, for instance, Ama-
zon blamed an outage on a con-
figuration change that had been 
“executed incorrectly.” More 
recently, Microsoft said a prob-
lem with its Azure platform 
was caused by a system update. 
And in 2013, there was a Google 
Gmail outage and a Yahoo Mail 
outage — the latter prompting 
an apology from CEO Marissa 
Mayer.

The Uptime Institute reports 
that analysis of 20 years of ab-
normal incident data from its 
members shows that human 
error is to blame for more than 
70% of all data center outages. 
Moreover, those failures are 

in its 2014 Cyber security 
intelligence index, iBm 
found “human error” to be a 
contributing factor in 95% of all 
incidents investigated. 
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more costly now than they were 
in the past. 

When Kroll Ontrack, a pro-
vider of data recovery services, 
surveyed its customers about 
data losses, 66% of the respon-
dents cited desktop and server 
crashes as the top reason for 
losses, while only 14% said the 
losses could be attributed to hu-
man error. But that latter figure 
isn’t as small as it seems.  

Jeff Pederson, manager of 
data recovery operations at 
Kroll, noted that 25% to 30% 
of the revenue his firm earns 
comes from restoring data lost 
because of human error.  

an ounce of Prevention
The standard industry response 
when something goes wrong 
is to remind users that disaster 
recovery is a shared responsibil-
ity. But there are concrete steps 
that IT users, vendors and ser-
vice providers can take to pre-
vent downtime and breaches.  

One step is to make sure you 
follow best practices.

CenturyLink, a global data 
center provider, recently 
earned the Uptime Institute’s 
Management and Operations 
Stamp of Approval for its 57 
data centers. The certification 
program recognizes facilities 
with rigorous operations man-
agement processes.

Drew Leonard, Century-
Link’s vice president of coloca-
tion product management, said 
that striving to keep things run-
ning well is essential, because 
an outage can damage a data 
center’s reputation for years. 

Vendors are also turning to 

new security tools that rely on 
predictive analytics and ma-
chine learning to enable users 
to “try to take action before any 
demonstrable harm” occurs, 
said John McClurg, chief secu-
rity officer at Dell.

The idea is to move to ma-

chine analysis of incidents and 
leave the interpretation to hu-
mans, said Kevin Conklin, vice 
president of marketing and 
strategy at Prelert, a machine 
learning firm.

Said Conklin: “Humans are 
highly unpredictable.” u

BetweeN the liNes | JohN KlossNer

humans 
are highly 

unpredictable. 
KeviN CoNKliN,  vice 

president of marketing 
and strategy,  prelert
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The Workplace Can’t Be a Democracy 

One Of the mOst persistent 
ideas I’ve heard in my decades 
in IT is that we geeks want de-
mocracy at work. Surprisingly, 
I’ve heard it from managers and 
executives as often as I’ve heard 
it from front-line geeks.  

But when you scratch the 
surface, you see that we don’t 
really want democracy at all. 

We want a lot of other things 
related to what we value and 
how we’d like our workplaces 
to operate. Somehow this gets 
shorthanded to “We want de-
mocracy,” but what we really 
want are much more specific 
things, such as  these:

n We want our managers to 
listen to us.

n We want to feel that we 
have a chance to influence the 
decisions that affect us.

n We want to be able to pre-
vent our managers from making 
dumb decisions.

n We want some type of 
recourse when our managers 
make dumb decisions.

n We want to dictate our 
own deliverables and deadlines.

n We want more autonomy 
in setting our priorities and our 
approaches to meeting goals.

The question we have to 
ask is, “Would a truly demo-

Paul Glen is the co-author of The Geek Leader’s Handbook and a principal 
of Leading Geeks, an education and consulting firm devoted to clarifying the 

murky world of human emotion for people who gravitate toward concrete 
thinking. You can contact him at info@leadinggeeks.com.

in a democracy, decisions about who will make decisions 
would come from the bottom up, and the CeO wouldn’t 
feel responsible for the success of the company.

http://www.computerworld.com
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cratic workplace provide these 
things?” The answer requires 
a clear understanding of what 
democracy is and how it would 
look at work.

At its core, democracy in-
volves politics. There is, then, 
irony in the fact that geeks often 
clamor for democracy, because 
politics is something that nearly 
all of them profess to despise. 
Geeks think of politics as the 
activities that self-serving, nar-
cissistic people engage in to 
aggrandize themselves or gain 
status and control of a group. 
In reality, politics is much more 
than that, while at the same 
time being something that is 
really quite simple. It’s the proc-
ess by which groups make de-
cisions. Nothing more. Some 
people approach group deci-
sions as if the collective should 
cater to their personal concerns 
or recognize their superiority by 
granting them the right to make 

decisions for everyone. That’s 
the sort of thing that causes 
geeks to hate politics, but poli-
tics need not be treated that way. 

Democracy is a political sys-
tem because it is a method for 
a group to make collective de-
cisions. But like politics itself, 
democracy can take more than 
one form. In a representative 
democracy, the group selects its 
own leaders (or a single uber-
leader), either by majority vote 
or consensus. Those leaders 
then make decisions collec-
tively, also by majority vote or 
consensus (or by fiat, if a single 
leader has been elected). In a 
non-representative democracy, 
every decision is made by the 
entire group, by direct vote.

Now imagine what a rep-
resentative democracy would 
look like at work. Managers 
would no longer be appointed 
through a top-down selection 
process. Instead, on some sort 

of regular basis, each group or 
team would elect a manager. 
The decision about who will 
make decisions would come 
from the bottom up — a trans-
fer of power from more senior 
management to subordinates. 
The elected managers would 
form some sort of collective 
decision-making body. If that 
body were anything like the 
U.S. Congress, decision-making 
would be chaotic and slow. 
And I have trouble imagining a 
CEO ceding decision-making 
authority to an elected body. 
Stripped of the right to select a 
leadership team, she definitely 
wouldn’t feel responsible for 
the direction or success of the 

organization. 
If a representative democ-

racy would be a disaster in the 
workplace, a non-representa-
tive democracy would be worse. 
If everyone had to have a say in 
all decisions, the organization 
would become one giant, scle-
rotic committee.

So let’s stop saying we want 
democracy at work. If what we 
really want is to change how 
our workplaces operate and to 
be given more influence, then 
we need to be more articulate 
about those goals and how they 
could be implemented practi-
cally. Calling what we’re seek-
ing “democracy” just makes us 
look naive or foolish. u

in a non-representative democracy, 
the organization would become 
one giant, sclerotic committee.
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n  Hometown: near Heidelberg, 
Germany 

n  Can you share a fun fact 
about yourself? “I like to  
race cars.”

n  What are you currently 

reading? Books on modern 
architecture, TED Talks audio, 
The Real Business of IT: How CIOs 
Create and Communicate Value, 
by richard Hunter and George 
Westerman, and Big Data: A 

Revolution That Will Transform 
How We Live, Work, and Think, 
by Viktor Mayer-Schönberger 
and Kenneth Cukier.

n  Proudest accomplishment: 
Being a finalist for the MIT 

award. “It’s a great compli-
ment for my team and myself.”

n  Downtime activities: 
CrossFit, running, mixed 
martial arts, plus Pilates  
six times a week.

Dieter Haban’s Work as Cio at Daimler Trucks 
North America extends from the factory floor all the 
way to drivers. Haban led the team that developed the 
company’s Detroit Virtual Technician, a real-time, fac-
tory-installed remote diagnostic system found on more 
than 70,000 Freightliner trucks. Virtual Technician is 
part of the Detroit Connect suite of integrated telemat-
ics solutions, introduced in 2013. Haban, a finalist for 
the MIT Sloan CIO Symposium 2014 CIO Leadership 
Award, says IT has a responsibility to bring such inno-

vations to its organization. Here he shares his ideas on 
what it takes to fulfill that responsibility.

Innovation is an it buzzword. How do you define it? 
For me, it means to improve a business process and 
to create a new revenue stream by applying effi-
cient solutions. A new technology can sit out there 
a long time before it’s an innovation. Invention 
means you have to spend money to create; innova-
tion, to me, means you make money. That’s a big dif-

Daimler Trucks’ top IT exec 
hires a mix of ‘Einsteins’ 
and ‘Edisons’ for his team

dieter 
haban
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ference. It can be a process visible to a customer out 
in the market, or it can improve internal processes.

How do you identify what areas or processes could 
benefit from innovation? We go over areas with the 
teams; we listen to the voices of our customers, 
our dealers and our internal business. We look at 
all this, and then we take a lot of creative, innova-
tive people who think outside the box and chal-
lenge existing processes and ask, “Why can’t we 
apply this idea from other industries?” We also 
scan technologies and trends: We’re in contact 
with tech companies, and we have innovation 
workshops. We invite those creative minds and 
people who know the business process, and we 
have one- or two-day workshops, or even a series 
of workshops over several weeks, and together de-
sign a vision and a plan on how to get there. We do 
these workshops as a cross-functional team. They 
have been very successful. You can’t organize cre-
ativity, but how we look at where we can improve 
something is organized.

Where does your company stand on the internet of 
things? We have some great successful examples. 
One example is the Detroit Virtual Technician we 
use in all of our trucks. When you have a fault in 
the truck, your engine light goes on, and the driver 

doesn’t know what to do. But a device in our trucks 
captures all the data, and we send the data to our 
call center before or during the event, and the call 
center advises the driver of the appropriate actions 
we propose. We check with our service points and 
our parts provider, and at the same time we inform 
the dealer that there’s a problem with the truck 
and please be prepared, and we equip the truck 
with RFID, so the dealer can pull all the data — 
from the warranty, the customer data, the Virtual 
Technician — to provide a pleasant experience. 
This is where we connect all the dots. 

What’s your biggest technology project right now? 
We combine mobile, RFID, big data and the Inter-
net of Things for the best customer experience and 
a very efficient process. It is very big, so we want to 
achieve this in smaller steps by connecting all the 
dots and in the creation of onboard, off-board and 
back-office IT solutions. [For example, we] created 
an app for dealers where all the information is at 
their fingertips. That’s connected to our back office 
and our Virtual Technician. It’s a big initiative that 
changes the service experience at the dealership. 

What’s the big challenge with that project? The great-
est challenge is implementing those innovative solu-
tions quickly, and the second [biggest] is to make 

P h o t o  c o u r t e s y  o f  D a i m l e r  t r u c k s

Dieter Haban with the truck form of the character 
optimus Prime from the Transformers movies. 
Daimler trucks conceived its Western star 5700 
especially for the film franchise. 

http://www.demanddetroit.com/connect/virtualtech.aspx
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them as easy to use as an app you download from an 
app store. So you need to make it easy for people to 
use and figure out. Those are the major things: Make 
it happen quickly, do small steps so you have quick 
successes, and make it easy to use for the users.

You’ve talked about hiring einsteins and edisons. 
How do you recruit for those types of people? I know 
in an interview if I am talking to an Einstein or 
an Edison. It’s part of you, and just by talking to 
this person, I just know it. Edisons like to perfect 
a system, improve processes. And Einsteins are 
creative — they need the out-of-the-box thinking. 
If you have only out-of-the-box thinking, it would 
be chaos. It’s the right mix of the people you need.

What question do you ask to determine who’s who? 
“If there’s a need, would you change a process 
even if you get in trouble?” An Edison would stick 
to the process, and an Einstein would challenge 
the process. 

How do you lead these people? The Einsteins need a 
creative and supportive environment; do not over-
whelm them with too many processes and non-
value-added work. Edisons love to deal with proc-
esses and guidelines and make things happen. So 
you have to know them and put them in the right 

environment where people feel comfortable and 
productive. That’s the job of a leader, to identify 
that and provide them with the right environment.

What’s your strategy for building partnerships with 
other leaders? The perception of IT should not be 
PCs, printers, servers and mobile devices. How do 
you do that? The commodity — the electrical and the 
plumbing — must work. If you overcome that com-
modity hurdle, everything works — you can show 
and prove that you run the operation 24/7 smoothly 
and there are no issues within the budget. Then you 
overcome that commodity hurdle, and then you can 
talk business because you’re a trusted partner. And 
[you can] show the value of IT in terms of business 
outcomes and business improvements.

You also have academic experiences. What’s the big-
gest lesson you learned as a researcher that helps 
you be a better executive? As a good leader, I want 
to listen to the ideas of my employees because 
they’re a great source on how to improve a proc-
ess. If you don’t listen to your employees, they 
don’t come back a second time with ideas. Ideas 
are good for innovation and for improvement. u

Interview by mary K. praTT (marykpratt@verizon.net), a 
Computerworld contributing writer in Waltham, Mass.

if you have  
only out-of-the-
box thinking, 
it would be 
chaos. it’s the 
right mix of  
the people  
you need.
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The fast pace of business 
transformation means 
IT workers are no longer 
tied to their departments 
and their desks. These 
days, progressive IT shops 
are putting their best 
assets — their workers — 
closer to customers, deep 
within the business units 
and in charge of a growing 
number of complex vendor 
partnerships.
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Breaks Free
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I f you walk by an IT 
office these days, the only 
sounds you’re likely to 
hear are the dull whir of 

laptop fans and the gentle hum 
of servers — barely a warm 
body to be found. The IT staff 
is on the loose.

In many cases, IT’s first order 
of business is to get closer to 
customers. Progressive IT shops 
are achieving that mission in 
several different ways.

Jamie Cutler believes that 
embedding IT personnel in 
business units is the most criti-
cal move any IT department 
can make. “It’s the difference 
between having a technology 
department that’s perceived as 

T h i n k s T o c k

4 Ways to Connect Better 
with Customers

Top IT shops know the 
value of getting users and 
IT to work together to build 
better systems. The setup  
can benefit the business, and 
give IT workers a leg up in  
their careers. By StACy Collett

CAreerS SpeCiAl report 2015   the it depArtment BreAkS Free

http://www.computerworld.com


a group of guys who run serv-
ers” and one that’s regarded as “a 
group of people who are valued 
as true contributors to the top 
and bottom lines of a company,” 
says Cutler, CIO at QEP Resourc-
es, a Denver-based independent 
crude oil and natural gas explo-
ration and production company.

IT workers who truly under-
stand the business are better able 
to design systems to support and 
advance the organization’s mis-
sion. And what better way to help 
IT workers gain that understand-
ing than by bringing them to-
gether with the users they serve? 

In fact, according to Comput-
erworld’s 2015 Careers Survey, 

IT professionals report that the 
ability to interact with busi-
ness colleagues is the top skill 
outside of technical expertise 
that will make them more valu-
able. Here’s how leading IT 
shops model their workflows 
and business processes to in-
corporate communication and 

interaction between IT and its 
customers, and how that setup 
benefits the company — and the 
careers of IT professionals.

1 assign IT business 
Partners
At QEP Resources, 
Cutler has assigned 

20 IT employees to serve as 

“business partners” with each 
business unit and back-office 
function. The technical pro-
fessionals ultimately report to 
Cutler in IT, but their sole pur-
pose is to solve problems and 
drive better efficiency for the 
business unit they partner with 
— whether its specialty is drill-

ing, geology or accounting.
“We take the people, process, 

technology approach,” Cutler ex-
plains. “Can we solve a problem 
by bringing in smarter people, 
[devising] new processes or, 
lastly, improving the technology 
we have or [adding] new tech-
nology?” As his list indicates, he 
prefers business partners who 

turn to technical solutions last. 
The attributes he values most are 
communication skills and criti-
cal thinking capabilities. “If they 
have those things, I can teach 
them technology,” he adds. 

QEP’s business partners walk 
a fine line in their relationships 
with the business, he says. On 
one hand, they don’t want to be 
seen as a roadblock or a drag on 
the process. On the other hand, 
he doesn’t want a business part-
ner to fall victim to a business 
unit’s every demand. 

“We call it going native,” Cut-
ler says. “If they advocate too 
much for what the unit wants 
without thinking about the right 
solution, that’s not the right an-
swer. The right answer is, ‘Let’s 
step back and think about this.’”

Cutler uses scenario coach-
ing to reinforce the idea that 
“our goal is to help [the business 
unit] understand there may be a 
better opportunity to get where 
they want to go.” 
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It’s the difference between having a technology department 
that’s perceived as a group of guys who run servers and 
[one that’s regarded as] a group of people who are valued as true 
contributors to the top and bottom lines of a company.
JAmie Cutler,  CIO,  QEP REsOuRCEs
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The best advice for IT em-
ployees who want to take a walk 
on the business side is to “look 
for those projects that will give 
you exposure,” Cutler says. 

“Tell your manager that you 
want to learn, and offer to take 
a portion of your time and get 
exposure to a business unit to 
really understand it” while keep-
ing up with your current respon-
sibilities, he explains. “Then 
ask for some formal training — 
classes that help you understand 
business process development 
and good communication skills.” 

2 Create Centers 
of Innovation
At University Health 
Network in Toronto, 

each of the nine specialty pro-
grams in the hospital has its 
own center of innovation that 
runs independently of cen-
tralized IT, also known as the 
shared information manage-
ment services unit. 

The transformation began 
more than a decade ago, when 
the healthcare organization real-
ized that a central IT unit wasn’t 
the best solution for its needs. 
For starters, clinical departments 
needed more innovative systems, 
and creative clinicians wanted to 
contribute to the process of de-
veloping technical tools. 

Meanwhile, the IT depart-
ment often had 160 projects 
going on at one time, and its 
staff was spread thin. “Specialty 
programs started to build up 
their own IT expertise largely to 
fill the niche aspects that central 
IT was too busy to deal with,” 
says CTO Jim Forbes. “We can’t 
be everything to everyone. So at 
UHN this model makes sense.”

Today, each specialty program 
includes two to six functional 
specialists who have backgrounds 
in IT or project management. 
UHN has built a governance 
framework to support IT stan-
dards, policies and change man-

agement practices for all groups, 
while giving specialty programs 
the freedom to develop new tech-
nologies and practices.

Each month, representatives 
of the specialty programs meet 
with the central IT unit to pres-

ent their groups’ road maps. 
Central IT then “makes sure they 
align with our [centralized] road 
map and that we understand 
what they’re experiencing in the 
business area,” Forbes says.

For instance, the unit that 
runs the operating room had 
been requesting an upgrade to its 
scheduling and booking system. 
IT was struggling to determine 
why the change was needed. 
The group had no functional IT 
expert at the time. But then net-
work specialist Krishna Bhoutika 
joined the surgical information 
systems group. After determin-
ing that the OR system was sev-
eral upgrades behind and would 
be incompatible with a new hos-
pitalwide initiative to integrate 
systems, Bhoutika created a road 
map for getting it done.

Learning the complicated 
workflow, people and processes 
of the OR took time. “It was a 
big learning experience for me 
when I joined the group,” Bhou-

IT’s Most 
Valuable

The top nine skills outside of IT 
that are most valuable to  

an IT professional:

 1  Connecting with  
customers

 2 analytical thinking

 3  leadership/strategic 
thinking

 4  Collaboration/ 
team-building

 5 Managing projects

 6 ability to innovate

 7 Managing people

 8 Marketing skill

 9 Social media skill 

s o U R c E :  E x c l U s i v E 
c o m p U T E R w o R l d  s U R v E y,  J U n E 

2 0 1 4 ;  2 2 1  i T  R E s p o n d E n T s
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tika says. On the clinical side, the 
margin of error is very low be-
cause any system problems can 
directly affect patients, he says. 

Bhoutika, who was a software 
developer for half of his career, 
says he’s working on develop-
ing his people skills. “Customer 
service was never my forte,” he 
explains. “But as you work and 
develop your skills, you start 
to see that, to move things for-
ward, you really need to bond 
with people. That’s something 
I’ve had to learn over time, and 
I’m still working on it.”

IT employees who want to 
work on the business side usu-
ally get their foot in the door by 
participating in the governance 
component of projects or op-
erations. “We have committees 
set up on just about every proj-
ect we have,” Forbes says. “In-
dividuals get the opportunity 
to showcase their expertise and 
knowledge, and the business 
can make sure there’s a fit.”

3 Help Connect  
the Dots
Cindy Elkins believes 
that her company 

has a big competitive advantage 
when it comes to finding IT 
employees who want to con-
nect with the business. As vice 
president and head of IT Ameri-
cas at Genentech, a South San 
Francisco-based biotechnology 
company that develops medica-
tions for people with difficult-
to-treat diseases, she often 
hears personal stories from job 
candidates about how they or a 
loved one has been affected by a 
serious disease that Genentech 
medicines target.

“They want to take their IT 
skills and literally help people 
who are helping patients,” El-
kins says. It’s her job to help 
Genentech’s 550 IT employees 
connect the dots between tech-
nology and patients.

One way that Genentech 
makes this connection is 

[IT professionals] want to take 
their IT skills and literally help 
people who are helping patients.
Cindy elkinS,  vICE PREsIdEnt and  
hEad Of It  amERICas,  GEnEntECh
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through its annual Full Spec-
trum IT event, which brings em-
ployees face to face with some of 
the patients who have benefited 
from Genentech products. 

It’s not uncommon to see IT 
staffers tagging along with sales 
reps who visit physicians to ex-
plain Genentech’s medications. 
This gives the techies a chance 
to see the entire sales process 
firsthand — from preparing for 
the pitch, to dealing with office 
managers at healthcare fa-

cilities, to presenting scientific 
data to doctors. “That’s really 
a big deal,” Elkins says. “We 
can sit here and build tools in a 
vacuum, or we can get out there 
and learn how they do that.”

IT employees also regularly 
visit business units and help 
their colleagues with day-to-day 
tasks. An IT business analyst, 
for instance, recently spent a 
few weeks processing orders 
with the order management 
team to get a better idea of how 

the technology works for them. 
With hands-on knowledge, 

sometimes they even find that 
a solution needs to be less, 
not more. “We can say, ‘I’ve 
watched five sales reps do this, 
and I haven’t seen anybody 
needing that [feature].’ And it 
helps us push back,” Elkins ex-
plains. She acknowledges that 
“letting IT out of their box” can 
sometimes be intimidating to 
business people, especially at a 
time when the consumerization 

of IT is making everyone feel 
like they’re tech-savvy. “That’s 
a challenge,” she says. “The bar 
for the speed of innovation is 
now set by consumer-facing 
vendors like Apple, Google, 
Salesforce.com and others. 
The business side comes to the 
table with an experienced point 
of view. So we’re both in each 
other’s yards now, and I think 
that’s bringing up some new 
conversation” about capabilities 
and the pace of change. 
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wHen a buSIneSS unIT steals one of your  
IT staffers, are you losing talent or gaining  
an ally?

at university Health network in Toronto, it’s 
common for specialty units to hire IT staffers 
away from the shared information management 
services unit, while functional experts in spe-

cialty groups sometimes request a move to the 
central IT group. 

CTO Jim Forbes takes a positive view of the 
situation. “It works both ways, and that works for 
us and for them,” he says.

at biotechnology firm Genentech, one of the 
best compliments Cindy Elkins, a vice president 
and head of IT, receives about her team occurs 
when an IT employee is courted by business units.

“I deeply believe that it’s most important to 
keep these great talents within Genentech rather 

than lose them to the outside,” she says.
In September alone, three IT employees 

were hired into business units and have become 
customers of IT. “We need to really think about 
ourselves as being a pipeline of talent into the 
business,” Elkins says. and once IT adopts that 
mindset, she says, the question for IT managers 
becomes, “How does that change our hiring or 
our development or opportunities that we want 
to present [to employees]?”

— staCY COLLEtt

When the Business 
Hires Away IT People
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Elkins advises IT employees 
who want a seat at the business 
table to listen more and talk less. 
“We need to not be on a mission 
that all of our systems are the 
right ones or the best ones,” she 
says. “Be prepared to change.” 

Moreover, “we’ve got to get 
out of our techie talk,” she adds. 
“That’s always a challenge. We 
need to be able to push back 
in even better ways. Use much 
more of the phrase ‘tell me more’ 
rather than ‘did you know?’” 

Elkins also recommends 
short-term rotations in business 
units, one- or two-year assign-
ments “or really getting out of 
IT.” Techies have to “see what it’s 
like to be a customer of IT,” she 
says. “Get out of your own stew 
and take a look at it that way.”

4 Hit the  
Shop floor
Connecting with 
the business is a 

big deal for IT shops at small 

companies. At Valco, a manufac-
turer of farming equipment in 
New Holland, Pa., IT employees 
spend 60% of an average week 
interacting directly with the 
company’s 350 employees in 
every area of the business. 

“There are probably larger 
places where they can stay in 
the back room. But in small to 
midsize companies, you have 
to be able to interact with the 
business,” says Mark Robinson, 
director of IT.

Some IT employees work at 
least a half-day alongside ship-
ping clerks or customer service 
reps. More informally, Robin-
son will bring developers and 
network engineers into meet-
ings with users. For example, IT 
workers may get to hear about a 
business problem directly from 
the source in an initial design 
meeting. There are also im-
promptu walkabouts. “It doesn’t 
take much of an excuse to grab 
our safety glasses and get out on 

the shop floor,” he says.
The approach has yielded 

positive results. Through regular 
interaction with the business, 
IT has been able to uncover 
many small improvements in 
automating or simplifying work-
flows that add up to big savings.

“Even I have been surprised 
to hear that some little change 

we’ve made is saving 45 min-
utes a day,” Robinson says. “I 
consider something like that a 
pretty big win.”

These small victories are pay-
ing off in an even greater, intan-
gible way: The IT department 
is building credibility with the 
rest of the business and IT staff-
ers are regarded as being more 

approachable than they once 
were, Robinson says.

Generally, business people 
now see that IT has more empa-
thy for what they do and what 
their problems are. Because the 
two sides now have a rapport, 
users feel comfortable discuss-
ing problems openly instead of 
complaining about IT in pri-

vate. That 
gives IT staffers a chance to do 
something about problems they 
might not have known about in 
the past. 

The relationship also helps 
spawn some of the smaller proj-
ects that benefit Valco, such as 
an initiative that added a couple 
of columns to a report for the 

It doesn’t take much of an excuse 
to grab our safety glasses and  
get out on the shop floor.
mArk roBinSon, dIRECtOR Of It,  
vaLCO
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shop floor. “If they didn’t think IT would care, they would 
decide not to fight for it,” Robinson says. “Once they know 
IT cares about how the business works, about efficiencies 
and ultimately service to the customer, then they’re prob-
ably going to be more inclined to ask.”

It’s not always easy to coax the softer business skills out of 
his technology-minded staff, he concedes, citing his efforts 
to foster the art of “patient listening” — hearing all the facts 
before formulating an opinion. 

“For IT people, their minds are running so far and so fast 
ahead that they already know what the solution is before the 
sentence is complete from the business person,” Robinson 
says. “We need to not do that. It’s kind of tough at times.”

To keep listening top of mind among IT people, Robinson 
often holds debriefings after customer meetings to go over 
what transpired and suggest ways that his staffers can im-
prove their interpersonal skills. 

But there are also pitfalls to constantly driving IT people 
to interact with business people. “It does tend to thin the 
herd of your IT people,” Robinson explains, noting that 
some techies will always prefer staying in the back office. 

He urges managers to cultivate curiosity among IT em-
ployees. “Ask IT staff, ‘Why are you doing this? How does 
this help our end customer?’” he suggests. “It’s that curious 
nature that drives everything.” u

Collett is a Computerworld contributing writer. You can contact 
her at stcollett@comcast.net.
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T hese days IT veteran 
Deborah H. DeCor-
revont is just as likely 
to work in a hard hat 

and steel-toe shoes as she is in 
typical business attire.

DeCorrevont is a business re-
lationship manager at an Arizo-
na utility company. Her role has 
her working side by side with 
the operations, planning and en-
gineering staff. She’s in business 
meetings with directors and 
managers and out in the field so 
she can see firsthand what work-
ers need from technology.

DeCorrevont, who’s also the 
president of the board of the 
Arizona chapter of the Soci-

The Embedded IT Worker: 

Would You Fit in?

When IT workers can 
collaborate and share 
ideas with their business 
colleagues, good things 
happen for the bottom 
line. But it takes more than 
just sitting side by side — it’s a 
culture shift. BY MARY K. PRATT
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ety for Information Manage-
ment (SIM), estimates that she 
spends only 20% of her time 
within IT, devising plans to 
fit the business needs into the 
overall IT strategy.

She says this about the way 
she approaches her job: “It’s 
something I think more busi-
nesses should do because I think 
it improves the relationship 
between IT and the business.”

DeCorrevont is part of a cad-
re of IT professionals who are 
not just aligned with their busi-
ness but embedded in it.

The idea of embedding IT 
workers within business units 
has been promoted for years, 
but it has been slow to take 
hold: Only a fraction of technol-
ogy professionals work in de-
partments other than IT.

In Computerworld’s annual 
careers survey of IT profession-
als, 65% of the 221 respondents 
said they are part of an IT de-
partment, while 17% work for 

IT service providers and 18% are 
embedded in a unit outside of IT.

Of those respondents who 
reported that they’re embedded 
in the business, 10% said the 
organization implemented the 
embedded structure within the 
past year; 20% said the embed-

ded role was created more than 
a year ago but didn’t exist earlier 
than 2009; and 70% said their 
organization has had the em-
bedded structure for more than 
five years.

Those figures indicate that 
more organizations are moving 
toward embedding IT profes-
sionals within the business, but 
they also show that technolo-
gists are hardly switching de-
partments en masse.

Gaining Valuable Insights
More employers should move 
in that direction, however, say 
management consultants, CIOs 
and technology professionals 
who themselves are embedded 
in non-IT units.

“Everyone wants to be 
aligned with the business, but 
what becomes interesting and 
what’s rare is physically embed-
ding IT people, [where] you 
actually sit within that particu-
lar group so you have not only 

formal meetings with them but 
you get the normal minute-by-
minute vibe,” says Andy Woyz-
bun, senior director for the CIO 
practice at Toronto-based Info-
Tech Research Group. “There’s 
no question that that kind of 
embeddedness can lead to very 
close relationships. We don’t 
see that very often, but I think it 
should be more frequent.”

Embedding IT workers 
within the divisions they sup-
port can have significant ben-
efits, Woyzbun and others say. 
Those benefits include stronger 
relationships that foster com-
munication and collaboration 
between business users and 
IT, as well as a more complete 
understanding on the part of 
IT of operational workflows 
and proc esses. Those positive 
outcomes in turn allow IT to 
deliver systems that better meet 
organizational needs and goals.

Consider this example from 
Morris Yankell, principal of 

Sitting  
Tight in IT

Current role in the  
reporting structure:

embedded in a business 
unit other than IT 

Work for an IT  
service provider;  
our business is IT 

s O U R C e :  e x C l U s I v e 
C O m p U t e R w O R l d  s U R v e y,  

J U n e  2 0 1 4 ;  2 2 1  I t  R e s p O n d e n t s

Part of 
the IT 

depart-
ment: 
65%

18%

17%
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HRcomputes, a consulting firm 
in Moorestown, N.J. Yankell has 
worked side by side with human 
resources employees with his 
current company and at former 
employers. He remembers one 
project that left junior HR staff-
ers in the company’s call center 
fumbling through an applica-
tion that his team had just de-
ployed. “Being there, I could see 
the struggles,” he says. Seeing 
that they had trouble finding the 
right information and under-
standing the data once found, 
he initiated more training, sim-
plified parts of the system and 
developed ways to more easily 
present needed data. Yankell 
says he couldn’t have gained that 
insight if he was just reading 
reports and hearing in meetings 
that the junior HR folks weren’t 
resolving calls.

Charles Galda has a similar 
take. He’s CIO of GE Capital’s 
Technology Centers and Ser-
vices unit, which has embedded 

IT workers throughout the busi-
ness for years.

“It allows IT employees to 
stay more closely connected to 
our customers’ needs and busi-
ness processes, as well as our 
own products and commercial 
business partners,” he says, not-
ing that while embedded work-

ers are colocated with their 
business colleagues they still 
report back to IT.

Getting aligned With 
Business Goals
Roger Stiles, CIO at Fidelity 
Personal Investing, the retail 
business division of Boston-

based Fidelity Investments, 
agrees. He explains that his 
whole IT operation is part of 
the personal investing business 
unit and his technologists work 
throughout the department’s 
multiple geographic locations.

“You see this overlap of 
business and tech quite a lot, 

and that’s 
really the real 
value proposition, being part 
of the business unit so we’re 
aligned with all the business 
goals,” says Stiles. 

IT is grouped together, but 
Stiles says his analysts — about 
20% of his team — are some-

what colocated. “We try to get 
those folks as close to the busi-
ness as much as we can, because 
the key is to learn the business 
as well as you can,” he says.

Many organizations that em-
bed their IT employees within 
a business unit have a similar 
setup, with embedded work-
ers focusing most of their time 
on the business — regardless 
of where their desks are. That’s 
what makes the practice of 
embedding a worker different, 
and more complex, than simply 
colocating. In fact, embedded 
workers and their supervisors 
say colocating really isn’t the 
point — nor will it automatically 
deliver the results. They say 
organizations have to cultivate 
an environment where IT and 
business have equal stakes in 
success and leaders have to staff 
the embedded positions with 
professionals who have the right 
mix of qualifications to make 
this practice yield benefits.
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[embedding] allows IT employees 
to stay more closely connected to 
our customers’ needs and business 
processes, as well as our own products 
and commercial business partners.
ChARles GAldA ,  CIO,  GE CapItal’s  tEChnOlOGy  
CEntErs and sErvICEs unIt
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Getting a Jump on Ideas
Adam Noble, senior vice presi-
dent and CIO at GAF, a roofing 
manufacturer headquartered 
in Wayne, N.J., has business 
analysts embedded within busi-
ness units and even interacting 
with external customers. He 
estimates that they spend about 
90% of their time with leaders 
of the various company divi-
sions, helping to define strategy 
and determine where technol-
ogy fits in.

Noble says these embedded 
techies allow IT to be proactive. 
“If these individuals weren’t 
meeting and speaking with the 
business, it would be more chal-
lenging; then you’re in a more 
reactionary mode,” he says.

But Noble says that these 
embedded workers can’t en-
dorse every business request. 
They still have to manage users’ 
expectations and balance what 
their business colleagues want 
against what’s possible given 
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here are fIVe TIPs from orga-
nizations that have embedded 
IT workforces on how to struc-
ture the setup — and how to 
make it work long term.

1 establish a collabora-
tive environment be-
tween IT and the rest 
of the company before 

embedding technologists in 
other units. CIOs can’t build walls 
around IT and then expect embed-
ded employees to be successful, 
says Kristen Lamoreaux, president 
and CEO of Lamoreaux Search.

2 Give the embedded 
staffers specific 
duties, and make 
sure they are able to 

articulate their opinions and 
advocate on their own behalf, 
says Charles Galda, CIO for GE 
Capital’s Technology Centers and 
Services unit.

3 set up strong gover-
nance practices. Em-
bedded IT employees 
shouldn’t agree to every 

business request, and IT manage-

ment needs to back that up, says 
andy Woyzbun, senior director for 
the CIO practice at Toronto-based 
Info-Tech research Group.

4 Create mechanisms 
that ensure that em-
bedded staffers retain 
ties to IT. “They need 

to know it’s their responsibility to 
stay connected to the priorities of 
IT no matter where they sit — and 
[their managers] need to make sure 
this happens,” Galda says.

5 hire people who are 
leaders in IT and have 
the respect of their IT 
colleagues. “It doesn’t 

matter how well connected these 
people are with business stake-
holders. If they’re not well re-
spected in IT, they won’t get the 
support they need from the IT 
organization,” says risa Fogel, 
senior managing director respon-
sible for business solutions at 
Cushman & Wakefield.

— Mary K. pratt

Learn From the Masters

Early 
Adopters

How long has the embedded 
structure been in place in your 

organization?
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the organization’s overall IT  
capabilities, budget and priori-
ties. They can’t just blindly give 
business every desired applica-
tion without thinking about 
integration, security, total cost 
of ownership and ROI — and,  
of course, whether it will truly 
add value.

That requires an organiza-
tion, he and others say, where 
IT and the various business 
visions have a cooperative at-
titude, not an “us vs. them” 
mentality. And it requires the 
embedded IT employees to 
have strong influencing skills so 
that saying no doesn’t come off 
as obstructionist but rather as 
a step toward getting to where 
everyone needs to be.

Technologists at heart
Risa Fogel, senior managing 
director responsible for busi-
ness solutions at Cushman & 
Wakefield, a global commercial 
real estate firm headquartered in 
New York, embeds IT workers 
within the business, assigning 
each one to specific functional 
areas. Those people spend more 
than half their time meeting with 
business colleagues, connecting 
in person or via technology, de-
pending on location. (The geo-
graphically dispersed nature of 
the company is a significant bar-
rier for colocating IT and busi-
ness people together, Fogel says.)

“They work very closely with 
business colleagues, so they 
understand business strategies 
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[IT professionals] work very closely with business colleagues, so they understand 
business strategies and drivers and challenges, the impact of the marketplace on our  
business, and how we can use technology to solve business problems.
RisA FoGel ,  sEnIOr ManaGInG dIrECtOr,  busInEss sOlutIOns,  CushMan & WaKEfIEld
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and drivers and challenges, the 
impact of the marketplace on 
our business, and how we can 
use technology to solve busi-
ness problems,” she says.

However, those employees 
— like most embedded IT work-
ers — remain IT employees, 
answering up to IT managers or 
CIOs. Fogel says that’s important 
because they must retain their IT 
chops so they can provide rel-
evant guidance to their business 
counterparts — and so they know 
what IT can actually deliver.

“It’s a challenging role, be-
cause they have to know the 
business and they have to un-
derstand the position of the 
CIO. They have to know our IT 
strategy,” she says.

Louis Ernest III can attest to 
the balancing act. As corporate 
directory/applications adminis-
trator at University Hospitals of 
Cleveland, he sits — physically 
as well as functionally — within 
operations.

He says being part of opera-
tions means he’s more engaged 
with his business colleagues 
and gains more insight into 
their requirements. To do that, 
though, he says the role re-
quires him to hone his commu-
nication and collaboration skills 
as well as his knowledge of busi-
ness operations. Yet he still has 
to keep his tech skills up to date,  
and he says he attends meetings 
and events in IT “just to keep 
myself engaged, and for them to 
remember who I am.” 

Demand for IT professionals 
who can work within the busi-
ness is on the rise, says Kristen 
Lamoreaux, president and CEO 
of executive recruiting firm 
Lamoreaux Search, a member 
of the board of SIM’s Philadel-
phia chapter and founder of 
SIM Women. 

IT departments that have 
people in that role typically give 
them the title of business rela-
tionship manager and, to a less-

er degree, business analyst, with 
annual pay in the neighborhood 
of $100,000, she says. These 
employees generally report into 
IT leadership, with dotted lines 
to executives or managers in the 
business function they support.

An embedded role demands 
communication and collabora-
tion skills above what’s sought in 
a typical IT employee, says Lam-
oreaux. They must be willing 
to take the initiative, have good 
listening skills and be politically 
savvy in order to balance com-
peting demands and requests.

“They have to be able to 
focus on what’s best for the 
company as a whole,” she says. 
“They tend to be bigger-picture 
people who are good at manag-
ing details. They can prioritize, 
understand what’s right or 
what’s right but not right now.”

Moreover, “they understand 
what makes sense, the pipeline 
of IT,” she adds, “and they be-
come the champion of the proj-
ect and not the champion of the 
business or IT.” u

PRATT is a Computerworld 
contributing writer in Waltham, 
Mass. Contact her at marykpratt@
verizon.net.
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Plenty on 
Their Plates
Top 5 formal responsibilities 
outside the IT organization:

 1 staff management

 2  research and 
development

 3  Non-IT support 
functions

 4  facilities 
management

 5 finance

  human resources
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T here’s a seismic 
shift occurring in IT 
shops across North 
America. Traditional 

vendor relationships are giving 
way to a brand-new power 
paradigm in which IT leaders 
dictate terms and conditions 
while vendors scramble to meet 
them. No longer are techie-
vendor encounters limited to 
product pitches and service-
level agreements, with minimal 
contact between the two parties 
until license renewal time. 

Rather, as the vendor land-
scape changes, organizations 
are creating tighter partnerships 
with service providers and third-
party vendors. And those changes 

are requiring technology profes-
sionals to learn a new set of skills. 

For starters, progressive IT 
shops are assigning their most 
valuable assets — their employ-
ees — to work in business units, 
where they’re in charge of a 
growing number of complex 
vendor partnerships. In fact, in 
Computerworld’s 2015 IT Careers 
Survey, 40% of the respondents 
said vendors have become more 
involved with IT projects. Many 
user companies are pursuing 
deeper partnerships with ser-
vice providers and third-party 
vendors as a way of sharing skills 
and reducing overall costs. 

At the same time, today’s 
cloud-based approach to enter-
prise IT and the competitive 
marketplace are forcing vendors 
to step up their games and treat 
IT buyers as key decision-mak-
ers, not as replaceable end users.

“Our service providers and 
vendors are saying, ‘How can we 
partner with you?’” says Arthur 

Sharpen your 
Vendor Management 

SkillS

The changing vendor land-
scape means iT must forge 
tighter partnerships with  
service providers and third-
party vendors. Here are the 
skills you should have in your 
back pocket. By Cindy Waxer
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Linder, director of telecom-
munication services at Howard 
University Hospital in Wash-
ington. “They’re coming to us 
and asking, ‘How can we better 
serve you?’ They’re focused on 

what they can do to help us out 
even more.” In fact, Linder esti-
mates that he spends 20% more 
time talking to vendors than he 
did in previous years.

a cloud culture
Cloud computing is driving this 
new client-vendor relationship 
model. Market research reveals 
that IT’s embrace of the cloud 
is accelerating rapidly: In a re-
cent IBM study, 64% of CIOs 
identified the cloud as a crucial 
technology for customer engage-
ment, up from 30% in 2009. 
Moreover, 67% of the CIOs in-
terviewed said they are actively 
looking into how cloud technol-
ogies can help them better serve 
and collaborate with customers. 

In the bygone era of on-prem-
ises systems, vendors would 
essentially deploy and inte-
grate whatever new software 
or hardware was required and 
then fade into the background. 
Client contact revolved solely 

around maintenance tasks and 
updates. With cloud computing, 
however, that arm’s-length rela-
tionship is being replaced with a 
more hands-on approach. 

“We’re moving toward the 
software-as-a-service or cloud 
services model, so engage-
ment is a little different,” says 
Stewart Holbrook, application 

development manager for the 
Housing Opportunities Com-
mission of Montgomery Coun-
ty, Md. “In the past, if you were 
a self-hosted environment, you 
managed everything. You took 
care of the hardware, the up-
dates — virtually everything — 
and you didn’t have to involve 

the vendor quite as much.”
However, as cloud comput-

ing issues relating to “updates, 
licensing and patches” arise 
throughout a product’s life cycle, 
Holbrook says, “now we’re more 
engaged [with our vendors]. It’s 
a different relationship.”

The fact that cloud comput-
ing requires greater vendor par-

ticipation 
isn’t the only 
variable reshaping vendor-client 
relations. On-premises systems 
are typically exorbitantly priced 
and can take years to imple-
ment and customize — factors 
that discourage companies from 
switching to new systems. 
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Growing 
Partnership
In the past 24 months, have 

vendors become more or less 
involved in your organization’s 

IT projects?

s o U R c E :  E x c l U s i v E 
c o m p U T E R w o R l d  s U R v E y,  

J U n E  2 0 1 4 ;  2 1 7  i T  R E s p o n d E n T s

more involved

Less involved 

Vendor 
involve-

ment has 
remained 
the same: 

53%

We’re moving toward the software-
as-a-service or cloud services model, 
so engagement is a little different.
steWart holBrook, application development 
manager,  Housing opportunities commission, 
montgomery county,  md. 

40%

7%

http://www.computerworld.com


Cloud technology, on the 
other hand, “makes it really 
easy to develop applications,” 
says Keith Lubner, CEO and a 
managing partner at Channel 
Consulting Corp. (C3), a man-
agement consulting firm spe-
cializing in vendor relations. As 
a result, he says, “vendors need 
to have stronger relationships 
with their customers to mini-
mize the ability of competitors 
to take their business.” 

New skills in Demand 
As the client-vendor relation-
ship evolves, IT professionals 
are discovering that they need 
new skills. No longer playing a 
passive role in negotiations and 
budgeting, many must now de-
velop expertise in areas such as 
finance, accounting and law. 

In fact, according to Lub-
ner, “IT professionals can be 
extraordinarily valuable if they 
have further education on the 
business side.” After all, he says, 

afraiD To Lose a saLe, many 
vendors shy away from telling 
customers exactly how they feel 
about the vendor-client rela-
tionship. That’s a shame, because 
there’s a lot to be learned from an 
IT service provider’s day-to-day 
encounters with IT leaders. 

Fortunately, Karen Lewis is 
one business leader who’s willing 
to share her thoughts on how IT 
professionals can improve their 
interactions with vendors. a senior 
business analyst at CGI Federal, 
an IT and business processes firm, 
Lewis offers these important tips:

1 Understand 
technology’s 
business value.

Whether a vendor is helping you 
design a new ErP module or you’ve 
outsourced application develop-
ment altogether, it’s imperative that 

an IT team know exactly what busi-
ness value it wants to derive from 
a particular solution, and that this 
goal is communicated clearly and 
succinctly to an IT services provider. 

“There are a zillion ways to cre-
ate any application, or any applica-
tion code, but if you understand 
the business reason for it, you’re 
much more likely to code it in a 
way that will continue to support 
[an organization’s] ongoing expan-
sion or growth,” says Lewis. 

2 express your 
concerns. 
Pretending that you un-

derstand the business value of an 
IT project is never a good idea, 
according to Lewis. “One of the 
things that IT needs to do is be 
more forthcoming and open about 
what their limitations are,” she 
says. While she acknowledges 

that “nobody wants to say they’re 
weak” in a particular area, she 
says that it’s not enough to simply 
understand the technology layers 
of an IT undertaking. 

“I’ve found a lot of IT people 
these days know Java, C++ or 
whatever language du jour, but 
they don’t know how it all fits to-
gether, even within IT,” Lewis says. 
“IT needs to have an idea of what 
IT can do.”

3 stay abreast  
of change.
If there’s one thing IT lead-

ers and vendors share in common, 
it’s the need to stay current. Vendor 
services, product development, 
IT road maps — no matter what’s 
being delivered, or by whom, the 
strongest vendor relationships 
thrive on an exchange of up-to-
date and accurate information. “It’s 
never what you did for them yester-
day,” says Lewis. “It’s what can you 
do for them today.”

— cindy WaXer

Hello, IT? Service Providers Have 
Something to Tell You
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“the business side is where you 
truly understand how the tech-
nology is being applied for the 
betterment of the company.” 

Just ask Holbrook. He active-
ly participates in creating RFPs, 
determining pricing, receiving 
quotes, reviewing products and 
calculating the potential returns 
on IT investments. In fact, the 
only thing he says he doesn’t do 
is sign vendor contracts. 

In addition to crunching num-
bers, an increasing number of 
techies are being asked to actu-
ally tie technology investments 
to business outcomes. “You have 
to understand what the expecta-
tion of the organization is,” says 
Holbrook. “That’s usually key. It’s 
about making an organization 
understand that, by spending this 
money, it will make things better 
and that you can justify it. That’s a 
skill you develop over time.”

Linder agrees, emphasizing 
the importance of assessing a 
system’s total cost of ownership. 

“It’s not about implementing the 
technology; it’s about making 
sure it’s cost-effective,” he says. 
“You have to make sure that the 
product or the solution you’re 
purchasing doesn’t cost more to 
run than another solution. It may 
be cost-effective to purchase, 
but you have to look at the whole 
situation and how much it costs 
to maintain over the long term.”

Having to build a business 
case is a huge departure from an 
IT professional’s previous role 
of “just buying the product and 
maintaining it,” says Linder. 
Tighter vendor-techie partner-
ships are making acronyms 
such as TCO and ROI as much a 
part of an IT leader’s vocabulary 
as ERP, CRM and API.

Not above the Law
Yet with great power comes great 
responsibility. The more deeply 
IT professionals get involved in 
the negotiation proc ess and in 
hammering out contract details, 

the more important it is for them 
to understand the legal ramifica-
tions of their actions, whether it’s 
responding to a quote via email or 
orally agreeing to licensing terms. 

“Now everything is in this 
legal space where you almost 

have to watch what you say and 
send,” warns Linder, noting the 
importance of knowing your 
legal rights and responsibilities 
as an IT professional.

Although it can’t be taught in 
a lab or university lecture hall, 
patience is another skill that Hol-
brook says is essential to vendor 
management. Migrating from an 
on-premises environment to a 
cloud-based infrastructure means 
technical glitches won’t necessar-
ily be resolved overnight.

“Now we have to coordinate 
the effort with the vendor, and 
their services may not be avail-
able at that time,” says Holbrook. 
“Sometimes it can be a slow 
response in support. There’s that 
loss of control; that’s the most 
challenging thing we have with 
this new environment.”

say No to an mBa
For all the challenges that come 
with today’s evolving vendor 
landscape, there is some good 
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Filling  
a Need

Top skills/functions performed 
by service providers that were 

previously handled  
by in-house IT staffers:

 1  application/systems 
integration

 2  Programming/appli-
cation development

 3 Testing

 4 Project management

 5 Training end users
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news: Techies don’t have to earn 
MBAs to stay relevant. Rather, 
many IT leaders are discovering 
simple and cost-effective solu-
tions for improving their skills. 
Linder, for example, says techni-
cal writing courses have helped 
teach him to better communi-
cate with business-line leaders, 
write letters and draft contracts.

Another excellent source for 
learning about project pitfalls, 
vendor negotiations and cus-
tomer relations may be closer 
than you think: your colleagues 
in IT. “You have to work with 
your peers and get into peer 
groups where you can listen to 
their stories,” advises Linder. 

Holbrook says C-level execu-
tives in particular have plenty 
to teach IT professionals. “My 
additional skills were picked up 
by working with other higher 
staff — the CIO, the CSO, the 
president of the company,” he 
says, noting that he has worked 
for three very distinct organi-

zations over the past 16 years. 
“I’ve always been one of those 
individuals who picks things up 
along the way. Every office is 
different, and I learned early on 
that you need to work with the 
executive staff to understand 
the organization’s needs.”

However, even the sharpest 
skills may not have maximum 
impact without a solid strategy 
to govern how projects are man-
aged. C3’s Lubner says the cor-
nerstone of an excellent vendor 

relationship is a technology road 
map. This requires IT to adopt 
detailed plans of exactly what 
each department, from market-
ing to human resources, wants to 
achieve with technology. Those 
plans should include the size 
of each group’s budget and the 
timelines they’re working under. 

“IT should share information 
with the vendor as to the direc-
tion each line of business is tak-
ing so that the vendor can help 
illuminate for them how the 
technology can help,” says Lub-
ner. And because IT’s objectives 
often change over time, Lubner 
adds that “vendors need to look 
six months out and see what 
strategic initiatives the customer 
might want to engage in then.” 

With use of cloud comput-
ing on the rise, and with more 
organizations strengthening 
their vendor relationships, it 
makes sense that IT leaders are 
honing their skills and refin-
ing their strategies. Develop-

ing an in-depth understanding 
of business concepts such as 
TCO, learning to build strong 
business cases for technology 
investment and polishing nego-
tiation skills are critical to suc-
cessful vendor management. 
Copious amounts of patience 
can also help. But the benefits 
of all this effort go far beyond a 
company’s bottom line or an IT 
department’s partnerships. 

On an individual level, “the 
more an IT professional has 
an understanding of what the 
business side is doing, the more 
valuable they become to the 
organization,” says Lubner. And 
in today’s tough labor market, 
that’s an upside IT leaders can’t 
afford to ignore. u

Waxer is a Toronto-based freelance 
journalist. She has written articles 
for various publications and news 
sites, including The Economist, 
MIT Technology Review and 
CNNMoney.com.
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You have to 
work with 
your peers 
and get into 
peer groups 
where you can 
listen to their 
stories.
arthur linder, 
d irector of 
telecommunication 
services,  HoWard 
university Hospital
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Looking around at how things 
are done at my new company, 
it’s pretty easy for me to find 
security problems lurking virtu-
ally everywhere.

For example, the 
first thing I noticed 
was that my prox-
imity access badge was blank: 
no picture, no name, no rec-
ognizable icon to indicate that 
I’m an employee. I mentioned 

this to the people in human 
resources, but the concept of 
a personalized access badge 
seemed foreign to them. So I 

told them about 
something that had 
happened years 
ago at another 

company that used blank access 
badges. An intruder got hold 
of one and, claiming he was a 
new IT desktop support staffer, 

entered the office, picked up 
all the unsecured laptops he 
could carry and walked out. The 
stolen badge looked like all the 
other badges issued at that com-
pany, so the people he encoun-
tered as he gathered up his haul 
had no way of knowing that he 
wasn’t who he said he was.

My new company also has 
doors that don’t close properly 
and a data center door that’s 
secured with a key rather than a 
proximity badge and biometric 
technologies. There are cam-
eras at the exit doors and in the 
lobby, but no one monitors the 
video feed, and there’s no con-
sistent plan for retaining the 
recordings. 

infosec Woes abound
But as easy as it was to find ways 
in which physical security was 
lacking, my real concentration 
has to be information security. 
And there’s plenty to keep me 
busy in that area, too.

A good place to start is at the 
core of what this company does: 
writing software that’s made 
available to customers via the 
cloud and Web browsers. We 
make our application program-
ming interfaces (API) freely 
available to our customers so 
they can extend the functional-
ity of our software by using Web 
services to integrate their own 
or third-party applications with 
our software products. For ex-
ample, a customer might want 

Security Manager’s  Journal
Taking a gander at the 

Security Landscape

Trouble 
Ticket

at issue: a new 
job where you’re in 

charge of security can be 
overwhelming — you see 
problems everywhere.

action plan: Identify 
the most important 

area of operations and 
determine what security 
improvements it needs first.

find fuLL coverage of IT 
security at computerworld.com/

category/security0

as our manager settles in at his new job,  
he has begun to see security vulnerabilities  

everywhere he looks. MaThiaS ThurMan
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to expose Salesforce.com data 
within our application, or add 
Chatter, a chat collaboration 
tool, so that their chat com-
munications appear within our 
application. 

reST Stop
Our API is what’s known as a 
REST (representational state 
transfer) API. When custom-
ers want to integrate another 
app with our software, they 
install that API on their server. 
Then the API authenticates to 
our application to either get 
data out or put data in. The way 
the REST API authenticates 
is similar to the way a person 
authenticates himself, and the 
two scenarios share some of the 
same security concerns. Strong 
authentication, authorization, 
encryption and data validation 
are just some of the security 
controls that are needed. And I 
needed to find out if they were 
in place.

In reviewing several of the 
configurations that customers 
use, I noticed, for example, that 
many API integrations weren’t 
restricted by IP address. I’m a 
big proponent of the rule of least 
privilege, and I make no excep-
tion when it comes to APIs. If 
our API code exists on a custom-
er’s servers, then only those serv-
ers should be allowed to make 
an API call to our application; 
any other IP address should be 
locked out. This is a very simple 
configuration; it’s similar to 
what we do for user accounts.

Another problem that I 
found involved Web services 
accounts that were tied to a 
person. Web services accounts 
should be tied to an indepen-
dent system account, not a 
person. People leave, and when 
they do, their accounts should 
be deleted. You’ve got a prob-
lem if the deletion of one of 
those accounts affects the API 
integration. 

My review did turn up a bright 
spot: Encryption in transit isn’t 
an issue for us, since we force all 
connections over HTTPS, also 
called SSL Everywhere. 

By the way, if you’re inter-
ested in assessing the security 
of API or Web services calls in 
your company, there are many 
resources on the Internet that 
provide a wealth of information. 
My favorite is one published by 
the Open Web Application Se-
curity Project (OWASP). I also 
recommend hiring a trusted 
third party to review any devel-
oped code and architectures 
to ensure that you’re using this 
technology in a secure manner, 
since there’s potential for big 
trouble if you’re not. u

This week’s journal is written by 
a real security manager, “mathiaS 

thurman,” whose name and em-
ployer have been disguised for 
obvious reasons. Contact him at 
mathias_thurman@yahoo.com.

my review 
did turn up a 
bright spot: 

encryption in 
transit isn’t an 

issue for us.
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CheCk out Sharky’S blog, browse the Sharkives and sign up for home delivery.

latest requirements,” says 
a pilot fish working there. 
“But I store all my screen 
prints, samples, printouts 
and notes in a file cabinet 
with no locks. Locks are 
dirt cheap, and the cabinet 
already has a mounting 
hole for them, so I request 
one. (The bottom drawer, 
where I keep my stash of 

ramen noodles, would also 
be protected.) request is 
denied. apparently, if the 
papers are out of sight, 
that’s good enough. no 
one would ever go looking 
for something to steal in 
a filing cabinet filled with 
papers containing personal 
medical information and 
criminal records.”   

Let’s Not Go Overboard  
On This Security Stuff, OK?
Small government office handles medical records and law-
enforcement information. So everyone in the office has a 
pass card to get into the building, and the PCs auto-lock very 
quickly. But during an audit, it’s noted that custodial staffers 
aren’t screened, so all desks must be completely cleared of 
paper every day. “I adjust my process to accommodate the 
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Another Data Center 
Security Hole
This hospital takes secu-
rity seriously for its com-
puter room, even in the 
days before HIPaa: It has 
one entrance, through a 
secured room to the main 
floor of the hospital. “The 
glass was steel-reinforced 
safety glass,” says a pilot 
fish on the payroll. “The 
operators could only enter 
the computer room via a 
locked door that had a me-
chanical cipher lock. One 
day, during some required 
maintenance, user access 
to the computer was shut 
down. The operator on 

duty took the opportunity 
to take a smoke break. 
upon his return, he discov-
ered that the mechanical 
lock had broken. This was a 
less expensive lock without 
the backup regular cylinder 
lock. Facilities maintenance 
was consulted, and it was 
decided that a small ac-
cess door would be cut into 
the computer room from 
a dead space between the 
computer room and an ad-
jacent workroom. That door 
was deemed so essential 
that after I left the job, the 
unsecured access hole was 
reframed as an emergency 
door. I think a cipher lock 

upgrade would have been 
a better long-term solution 
than the security hole.”

Need to Know?  
(Yes, We Do)
It’s late in the day at the 
help desk when a call 
comes in from a user: “I 
would like to log in to the 
system.” What system is it? 
pilot fish asks. “you don’t 
need to know that.” OK, 
what is your username? 
“Why do you need to know 
that?” What software do 
you use? Do you have set-
tings for the system? “you 
keep asking me these ques-
tions, but you don’t need 

to know that stuff.” What 
group do you work with? 
What are you trying to do? 
“Listen, you don’t need to 
know any of these things.” 
Click. reports fish, “next 
day, I got called into the 
office. My manager said, 
‘I got a complaint that you 
couldn’t help a user yester-
day.’ I explained the situ-
ation. He sighed and said, 
‘I’ll take care of it.’ ” u

Sharky needS to know 
your true tale of IT life. 
Send it to me at sharky@
computerworld.com, and 
you’ll snag a snazzy Shark 
shirt if I use it. 

It was decided that a small access door would be cut  
into the computer room from a dead space between  
the computer room and an adjacent workroom.
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Regulatory Compliance Could 
Become an IT Competency

Some people object to any 
and all forms of regulation. 
Back in February 1996, Grateful 
Dead lyricist and co-founder of 
the Electronic Frontier Foun-
dation John Perry Barlow pub-
lished “A Declaration of the 
Independence of Cyberspace,” 
in which he advocated self-reg-
ulating the Internet via individ-
ualized adherence to the golden 
rule of reciprocity (treat others 
as you would like to be treated).  

Other people clamor for 
more regulation. They might 
be supporters of the USA Free-

dom Act who want to rein in 
the government’s collection and 
analysis of purportedly private 
communications, or they might 
be people who worry that the 
prone-to-excess financial sec-
tor will once again crater the 
economy. 

Most people, though, view 
regulation as a necessary evil — 
one that adds cost, slows things 
down and reduces innovation. 
They concede the need for 
some regulation, but in general 
they think we already have too 
many rules. 

In the business world, there 
are very few people who em-
brace, much less celebrate, 
regulation. 

My fraternity brother at 
Dartmouth, Jeff Immelt, CEO 
of General Electric and at one 
time the head of President 
Barack Obama’s Council on 
Jobs and Competitiveness, is 
worried that regulations are 
hurting the U.S. economy. 

In GE’s annual letter to 
shareholders, Immelt wrote 
that “the number of ‘major 
regulations’ — those with more 

Futurist ThornTon A. MAy is a speaker, educator and adviser,  
and the author of The New Know: Innovation Powered by 

Analytics. You can visit his website at www.thorntonamay.com 
and contact him at thornton@thorntonamay.com.

what if 
regulatory 
compliance 
was seen as 
something 
that added 

value 
to the 

enterprise?

http://www.computerworld.com
https://projects.eff.org/~barlow/Declaration-Final.html
https://projects.eff.org/~barlow/Declaration-Final.html
http://www.computerworld.com/author/thornton-may/?nsdr=true
http://www.amazon.com/The-New-Know-Innovation-Analytics/dp/0470461713/computerworld-20
http://www.amazon.com/The-New-Know-Innovation-Analytics/dp/0470461713/computerworld-20
http://www.thorntonamay.com
mailto:thornton@thorntonamay.com


ThornTon A. MAy   opinion

35January 2015 |  CoM puTerworld

than $100 million in impact 
— has exploded in the last few 
years.” 

It’s easy to understand Im-
melt’s point. Regulations cover 
just about everything, it seems. 
In his seminal work Rulemak-
ing: How Government Agencies 
Write Law and Make Policy, Cor-
nelius M. Kerwin concludes 
that “we are now as much a na-
tion of rules as we are of laws.” 
Regulation is so pervasive, it 
takes a daily publication of the 
U.S. government, the Federal 
Register, to document it all. 
Created by the Federal Register 
Act of 1935, the Federal Register 
contains executive orders and 
proclamations, proposed new 
rules and proposed changes to 
existing rules, final rules, and 
notices of meetings and adjudi-
catory proceedings. It’s not  
light reading. 

If you don’t care to read 
regulations themselves, you 

can read about regulation. A 
rich and growing literature has 
emerged from business schools, 
law schools and university po-
litical science departments 
addressing regulation, usually 
casting it in a negative light. 

Regulatory creep,  
capture and Failure
Scholars here and abroad claim 
that we are living in a regula-
tory age in regulatory states 
suffering from regulatory creep, 
capture and failure. (See Cass 
Sunstein, After the Rights Revo-
lution: Reconceiving the Regula-
tory State; Michael Moran, The 
British Regulatory State: High 
Modernism and Hyper-Innova-
tion; and Cindy Skrzycki, The 
Regulators: Anonymous Power 
Brokers in American Politics.) 

Sunstein, who left academia 
to serve as the administrator 
of the White House Office of 
Information and Regulatory 

Affairs in the Obama adminis-
tration, explains that “between 
the New Deal and the 1980s 
the United States witnessed a 
rights revolution — the creation 
by Congress of legal entitle-
ments to freedom from risks in 
the workplace and in consumer 
products.” These rights are se-
cured via regulations. Despite 
periodic spurts of deregulation, 
we still have a lot of regulations 
and a lot of regulators. 

Eight federal agencies have 
direct regulatory oversight roles 
regarding consumer product 
safety. An additional 12 agen-
cies have indirect oversight 
responsibilities. This makes 

As easy as it is to burlesque the 
ubiquity and sometime absurdity 
of regulation, government 
mandates are not going away.
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things very complex. The Food 
and Drug Administration regu-
lates one part of a baby’s spoon, 
and the Consumer Product 
Safety Commission (CPSC) 
another. The Highway Traffic 
Safety Administration regulates 
infant car seats while they are 
in a car, and the CPSC has juris-
diction when those same seats 
are not in a car.

the perfect-World Fallacy
But as easy as it is to burlesque 
the ubiquity and sometime 
absurdity of regulation, govern-
ment mandates are not going 
away. We do not live in a perfect 
world. Bad things happen to 

good people. Things go wrong 
all the time. And when things 
go wrong, citizens frequently 
expect the government to do 
something to fix it. From that 
simple mandate arise many 
shelf-feet of regulations. 

And I believe there might 
be a different and better way of 
thinking about regulation and 
regulatory compliance. What 
if, instead of being seen as a 
drag on a company’s operations, 
regulatory compliance was seen 
as a differentiator, something 
that actually added value not 
just to an amorphously defined 
“public” but to the customers, 
employees and stakeholders of 

the enterprise? 
I am working with several 

global organizations experi-
menting with this “regulatory 
compliance as an IT competen-
cy” mindset.

Independent of where your 
personal political views draw 
the line for government ac-
tivity, it is a fact that for the 
foreseeable future our world 
will remain heavily regulated. 
And if we are regulated, then 
businesses must comply with 
regulations. I was always in-
structed as a youth that if you 
are going to do something, you 
should do it as well as you can 
— even if you’d rather not do it 

at all. What would happen if we 
brought that attitude to regula-
tory compliance; if we made 
regulatory compliance not a 
bug but a feature of modern IT?

There is an opportunity 
here for IT to provide a much-
needed service to the enterprise 
and be a hero. What is to keep 
us from taking the skills we 
developed during the runup to 
Y2K, the integration chops we 
acquired through the ERP wars, 
and the program management 
acumen and patience we built 
during Sarbanes-Oxley efforts 
and lead the enterprise compli-
ance program? 

How tough can it be? u

if you are going to do something, you should do it was well as you can — even if 
you’d rather not do it at all. what would happen if we brought that attitude to 
regulatory compliance; if we made it not a bug but a feature of modern iT? 
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