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INTRODUCTION

As the consumerization of IT expands, with more 

employees bringing additional personal devices 

into their workplaces, the resulting complexities and 

problems related to network and security 

vulnerabilities continue to skyrocket. These IT 

challenges aren't just inspired by the devices 

themselves. The difficulties also come from the 

countless third-party apps that workers download 

and install on their devices to get their work done. 

When users can bring in their own apps, it means 

that IT staffs have to then attempt to manage a 

huge range of divergent apps and ensure that they 

are not taking a toll on costly networks and critical IT 

security systems.

So what's an enterprise and its leaders to do about 

these concerns? Lock down the devices and make 

users furious? Replace BYOD with corporate-owned 

devices at high cost and maintenance just so they 

can ultimately maintain better control of which apps 

are being used? What about the unimaginably 

drastic step of cutting out devices and going to 

back to pens and paper?

There’s a better way.

Though the list of BYOA problems and worries is 

long, there are things that businesses of all sizes – 

from small- and medium-sized businesses (SMBs) to 

large enterprises – can do to gain more control, 

oversight and leverage on the expanding BYOA 

problems that are facing them.

One of the biggest stumbling blocks, of course, is 

figuring out where to start in solving the problem. 

That's where this eBook can help.

We talked with five expert, independent IT analysts 

who shared their insights surrounding the BYOA 

trend to get their recommendations about how 

businesses from small to large can gain back control 

in today's BYOA world, whether they have 25 or 

250,000 employees. The analysts examined BYOA 

from multiple angles, which are addressed in the 

following sections.
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CONTROLLING
DATA LEAKAGE

One of the biggest problems with employees using 

their own apps on their devices is that it's counter to 

the typical corporate security needs of ensuring that 

corporate data isn't being exposed through their 

use. Those "data leakage" worries are very valid 

today, considering that many workers use their 

devices for both their work and personal content, 

while also often using unauthorized apps. At the 

same time, not all IT departments have begun 

efforts to manage those devices, their data and the 

apps that are being used by workers, which could 

leave them particularly vulnerable.

That gap needs to be filled to better protect 

business data from the worries of BYOA, says Dan 

Maycock, an analyst with OneAccord Digital, who 

has advised several Fortune 500 companies about 

mobile strategies in the past several years.

Companies have very different approaches to 

potential data leakage concerns depending upon 

their size and what kind of businesses they are in, 

such as retail, construction, healthcare or finance, 

says Maycock. 

"There are two groups," he says. "One approach 

sees this as security through obscurity, where the 

company says that because there is so much stuff 

out there that the chance that one of its employees 

and data could be affected is small. They say that 

with so much other data out there that they're not 

going to worry about it."

Then there's the other side, where companies want 

to lock things down because they know that if their 

data were to be exploited, they would be liable for 

the data loss, says Maycock. For those businesses, 

which would include data sensitive operations such 

as finance, healthcare and securities companies, 

effective BYOA controls would mean limiting and 

controlling which apps can be used on devices, 

including apps that allow employees to store 

corporate data outside of your firewall and network. 

This practice would help keep any risk of data 

leakage as small as possible.
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Most companies fall between these two extremes, according to Maycock. 

"You can't be cavalier with your information and data. Too much stuff 

happens and things can change in a heartbeat. At the same to be 

extreme about it for everything is not the right approach. You need a 

multi-pronged approach."

To best protect companies from data leakage due to BYOA, Maycock 

recommends that IT leaders carefully evaluate what kinds of data are 

being exposed by employees and their personal devices, and then apply 

the appropriate (multiple) levels of security and access based on the 

importance of the information. That could mean keeping some kinds of 

corporate data off of personal devices if necessary, says Maycock.  

Familiarity with device and app security is important as this is an evolving 

area of technology, he says.

Lastly, IT leaders should be decisive when protecting their companies 

from the dangers of apps and possible data leakage. "Be comprehensive, 

but be level-headed because going to extremes is costly and expensive 

but not being extreme enough exposes you to risks you might not know 

are there," he says. 
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Many industries, including law, healthcare, 
insurance, finance and government, have their own 

unique needs when it comes to BYOA due to 

regulatory compliance pressures and the need for 

extreme data privacy and controls, such as HIPAA 

compliance, Safe Harbor rules and more.  

That means that highly-regulated industries must 

begin their BYOA strategies by making sure that 

any BYOA policies that they put in place are in full 

compliance with their existing corporate 

compliance policies and regulations to properly 

fulfill those requirements and extra responsibilities. 

The problem is getting worse for companies and it 

has to be attacked head-on, says Charles King, the 

principal analyst at Pund-IT. "I'm definitely seeing a 

far higher level of concern and control by 

companies that are in highly-regulated industries," 

says King. "And it's not an even playing field in the 

public sector. The CIA and others have very 

different levels of need than school districts. But in 

all cases, these organizations have access to public 

records that can have sensitive information."

"Part of that is for simple security, as well as a 

reflection of security consciousness due to 

situations where fake apps can introduce malware 

that causes problems that corporations are trying to 

avoid," says King. "I think that it does represent a 

higher level of scrutiny and security concerns than 

we've seen in the past year or two."

Much of the BYOA discussion today harkens back to 

past situations, such as when employees return their 

company-owned laptops and other devices as they 

leave their jobs. In those cases, from a legal 

standpoint, the data and work left on the machines 

also belong to the company, says King. In the world 

of BYOD and BYOA, that extends to personal 

devices as well, but many companies are still 

figuring out how to cope with these new situations.

COMPLIANCE,
REGULATION,
POLICIES AND
SECURE ACCESS
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Organizations must keep a close watch on apps being used by 

employees whether they are on employee-owned or company issued 

devices, says King.  That can mean controlling the apps people install and 

use through monitoring systems, or even establishing in-house 

requirements that only allow approved apps to be used.

"It's not a surprise to me that there are monitoring solutions out there that 

allow companies to keep a close eye on the type of apps that are being 

used on a company network," says King. Such monitoring systems can 

track app usage and then allow company leaders to inform employees if 

they are using improper or non-approved apps for their work. "We're in 

an interesting, evolving landscape where I think that organizations are 

looking for ways to exert a greater amount of control without being too 

heavy-handed about it."
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BYOA and BYOD can be great strategies for 
companies to control costs and increase worker 

productivity, but at the same time, left unchecked 

and inadequately managed, both can cause serious 

operational problems for businesses of all sizes. 

How is that so? The problem, says Rob Enderle, the 

principal analyst at Enderle Group, is that when 

employees are downloading and installing their 

own apps on their own whims, it takes a company's 

IT department out of the equation which removes 

technology oversight and can lead to organizational 

IT chaos. In addition to employees using apps that 

could lead to security problems, it also means that 

the IT folks could be unknowingly wasting money by 

buying productivity apps for employees in bulk, 

while workers are instead using redundant or free, 

less-secure alternatives of their choice.

That's where being able to see and know what apps 

are being used by your workers on your network is 

an extremely very valuable tool, says Enderle. "The 

reason you want to know whether this is going on is 

because you want to know if you have a problem or 

not. If you don't know what's going on and what 

your exposure is, then you have no idea what 

monies are being spent."

Companies often find out about these scenarios – 

that workers are using apps outside of the ones 

supported by their employers – when the workers 

put the invoices for paid apps on their company 

credit cards, says Enderle. "That's how it gets 

caught. IT doesn't even know what is going on."

IT staffs will complain about such practices, he says, 

but the only way to fix it is for company 

management to set the rules about app usage and 

enforce those rules, says Enderle. "There's often 

this battle inside companies between people who 

are competent with doing their own IT and those 

who need to get help from the IT department," says 

Enderle. 

OPERATIONAL
INEFFICIENCIES     
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Part of the problem that causes this behavior, says Enderle, is that users 

are often not satisfied with how IT departments are serving them. "IT is 

seen as an obstacle, not as a service, and you have a bunch of unhappy 

customers. Right now it is getting easier and easier to [support one's own 

IT needs] because the richness of external services is getting better. At 

some point, you're going to see people revolt."

The answer to begin solving these problems, according to Enderle, is that 

companies should be using app monitoring applications and services 

which can help them define the issues; can visibly show what its legal and 

regulatory exposures are; and then find ways to contain them. "Don't 

start with limits on employees," he says. "You want to figure out the 

problem first."

App monitoring services can help companies see exactly what users are 

using over their network, which can help determine which apps are 

acceptable, which ones need to be controlled and which ones might 

need to be banned. This can include cloud apps, productivity apps and 

much more.

But being too controlling about apps can lead to other problems, 

including employee discord, suggests Enderle. "For the most part, it's 

still better to let users know why they need to use certain tools, rather 

than just mandate them."
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Having lots of apps can be seen as a great potential 
toolbox for a company's workers, but it leaves a 

huge problem hanging out in the air – who in the 

world is going to be responsible to support the 

myriad of apps that users want to use? That issue, 

says Dana Gardner, the principal analyst of 

Interarbor Solutions, is one that companies need to 

map out carefully as they confront the personal app 

usage of their employees. And it's a problem, he 

says, that's been around for a long time.

"People have been using applications, Websites, 

portals and whatever they could get their hands on, 

for years without official approval," he says. "So IT 

has a history with this. Fifteen years ago, people 

were bringing in their own screensavers, their own 

email accounts and their own floppies with software 

on them. This is an extension of a problem that IT 

has had for decades."

And adding in the world of smartphones, tablets 

and other devices makes it even more complicated, 

he says, because mobile capabilities add in unique 

requirements of their own. "It has to extend 

management to an additional domain. You have to 

move from two-dimensional chess to three- 

dimensional chess. It's adding another dimension to 

an already complex situation."

The place to start, says Gardner, is to remember that 

this is not a technology problem, but is instead a 

behavioral issue. "Companies need to get people 

to understand that's in their best interests as well as 

the company's" to use only certain apps, while also 

explaining that if workers don't comply, the company 

can bring in IT tools to control the problem.

IMPACT ON IT
DEPARTMENTS
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Businesses must carefully explain to employees which apps will and will 

not be supported by the company , says Gardner. "A user who has been 

given a green light to bring in their own device might think that it means 

they have the OK to get support for 300 different apps," he says. "Then 

they are calling the help desk and saying 'my Candy Crush app isn't 

working' and learning that the company doesn't support it."

On the other hand, some employee-introduced apps can be found to 

increase productivity and can be beneficial for other employees, says 

Gardner. In those cases, companies have to take a good look and 

measure the pros and cons of supporting an app that wasn't previously 

supported. "It does complicate things," he says. "We're adding a much 

larger potential group of software that users might want to use. If they get 

good productivity from it, does it become the responsibility of a company 

to support it and educate people about it? It is kind of an uncharted 

territory."

 

Certainly, those decisions about additional apps will also include 

discussions and evaluations about their impacts on data security, data 

leakage, privacy and more, says Gardner, as well as whether more help 

desk and support staff will be required to deal with an influx of supported 

new apps. "This puts a larger burden on companies, whether it is help 

desks, HR, business analysts and of course IT," he says. 

In the end, app discovery and management tools can help tremendously 

with such decisions, says Gardner. "IT departments are probably 

ill-prepared on their own for this," he says. "They need some tools and 

automation. Perhaps the bottom line is that while it's always essential for 

IT to know itself and to know the company, but that's now much more 

difficult because people are bring in their own stuff in much higher 

volumes. It's a whole new ballgame."

THE BUSINESS IMPACT OF  BYOA 9



When it comes to worker productivity, the utopian 

view of BYOA is that it gives workers the 

opportunity to customize their work tasks with the 

apps of their choosing to get their jobs done. By 

moving to BYOA, users get choice, companies plan 

for benefits such as higher worker morale, and 

everything is supposed to be great. 

But it doesn't always work out that way, which is why 

worker and company productivity when using the 

BYOA approach needs to seriously be reviewed in  

workplaces, says Maribel Lopez, the principal analyst 

of Lopez Research. "We've had collaboration tools 

forever," says Lopez. "Go into company of any size 

and you will find that there are pockets of 

collaboration. Even in a BYOA scenario groups 

choose tools that work together to make them more 

productive. There is a certain efficiency in that."

Yet just providing multiple options isn't enough, she 

says. "You're always going to have corporate 

systems that people have to use. But I don't 

necessarily think that choice out of the gate makes 

people more productive. That's the big issue."

IMPACT ON WORKER
PRODUCTIVITY
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So does that mean companies should limit the choices of users when it 

comes to BYOA? Could app limitations actually make workers more 

productive? Not necessarily, says Lopez. "You can give people the tools 

you want them to use, but it doesn't mean they're going to use them," 

especially if they say they can't complete their work with those tools. 

"People will continue to bring their own apps to get the job done."

Instead, BYOA productivity could be improved inside companies by 

integrating detailed analytics that show which apps are being chosen by 

employees, as well as a high-level picture of whether those apps are 

meeting company requirements in areas such as data security, privacy, 

compliance and the rest, says Lopez. By using app monitoring tools, the 

insights that can be gained are potentially huge. "I think that 

understanding what people use can tell you about inefficiencies in your 

system," she says. "BYOA can be used to help see what users are using 

and then companies can give them those tools instead of the ones they 

think users need. That's actually been proven out in some markets." 

App monitoring data can provide those kinds of unique and helpful 

insights, says Lopez. "You think you know what functionalities people 

need, but there are things you probably haven't thought of. You're 

wasting money if you are buying tools and maintenance agreements for 

apps that people aren't using." 
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Having lots of apps can be seen as a great potential 
toolbox for a company's workers, but it leaves a 

huge problem hanging out in the air – who in the 

world is going to be responsible to support the 

myriad of apps that users want to use? That issue, 

says Dana Gardner, the principal analyst of 

Interarbor Solutions, is one that companies need to 

map out carefully as they confront the personal app 

usage of their employees. And it's a problem, he 

says, that's been around for a long time.

"People have been using applications, Websites, 

portals and whatever they could get their hands on, 

for years without official approval," he says. "So IT 

has a history with this. Fifteen years ago, people 

were bringing in their own screensavers, their own 

email accounts and their own floppies with software 

on them. This is an extension of a problem that IT 

has had for decades."

And adding in the world of smartphones, tablets 

and other devices makes it even more complicated, 

he says, because mobile capabilities add in unique 

requirements of their own. "It has to extend 
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CONCLUSION

So what does this all mean in the worlds of BYOD and BYOA and 

business? Essentially, it boils down to the continuing goals for companies 

of all sizes to steadfastly recognize and master their changing 

responsibilities, worries and needs when it comes to the many apps their 

employees are using in their work. For that, bringing in quality app 

monitoring services that give high-level insights as well as detailed app 

usage reports from within corporate networks is a key recommendation. 

This critical data can show companies how many apps their employees 

are using on their devices as well as the potential problems that could be 

lurking. The lack of such data today is a serious omission, especially 

considering how errant apps use can negatively affect businesses.

BYOA and the concerns and potential problems it brings will likely only 

worsen as employees continue to explore new apps that appear regularly 

in the marketplace. By evaluating the apps being adopted by users and 

by learning how to watch, control and manage those apps, businesses 

and their leaders can finally gain critical information that can help bridge 

the sometimes conflicting needs of employees and their companies. The 

alternative – heavy-handedly blocking and limiting apps that are desired 

by workers while neglecting to view how those apps are actually being 

used inside your company – can backfire in big ways, according to 

Enderle. "If IT sets up a barrier and says 'we'll tell you what you can use,' 

people will go around them every time." 
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