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Two recent security events have rocked enterprises. First, was the breach of Target. It wasn't 
the breach that was shocking, because unfortunately breaches have become common. The real 
shock was the major effect it had on Target's finances and bottom line. The second event was 
the recent Heartbleed exploit. Heartbleed exposed the majority of SSL code used by a website 
to a major attack. A bad problem was made worse because the good and bad guys learned 
about it at about the same time. This required a super-fast response from security vendors. 
These two events, along with the constant attacks by hackers, make having good enterprise 
security even more critical.  
 
What Target and Heartbleed Taught Us 
 
The most important lesson of the Target breach and the Heartbleed exploit is that enterprises 
need to invest in good and comprehensive security solutions. A top-tier Next Generation 
Firewall is a critical part of that solution. 
  
Target's security breach points out several features we need in a security solution. First is that 
updates for malware and anti-virus are critical.  A Next Generation Firewall needs to tap into a 
large variety of sources for malware, virus and attacks. It is not enough just to depend on 
others. The vendor needs to be aggressively searching out these threats for itself. It then must 
rely on its own capability to turn this information into the signatures and filters its equipment 
needs to stop the latest attack.   
 
Next, a Next Generation Firewall needs to look at outbound traffic. The Target attack sent 
control information and data to its home. The Next Generation Firewall can't just be an expert at 
looking for threats as they head into the enterprise. It needs to be able to understand the 
signatures of threats leaving the enterprise.  
 
Target taught us that sandboxing can be important. The hope was that if the Target attack was 
placed in a sandbox, it would have been found; but the attack was a sophisticated attack. It 
waited to do its mischief, so maybe the sandbox would not have found it. But before such an 
attack gets to the sandbox, you need a good Next Generation Firewall (NGFW). An NGFW with 
the ability to handle Advanced Evasion Techniques (AET) will know enough to send it to a 
sandbox. Having a sandbox is no replacement for a super smart Next Generation Firewall. 
 
Target also shows that security professionals are a key part of the equation. A Next Generation 
Firewall solution needs to help make their jobs easier. Complexity is on the side of the hackers. 
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The solution should integrate with other security solutions to give a clear picture of what is 
happening. It should also limit the number of false positives, as they will quickly put your 
security staff asleep.  
 
The Heartbleed exploit showed that a good Next Generation Firewall vendor needs to deploy 
countermeasures very quickly. Since good and bad guys found out about Heartbleed at the 
same time, there was a race to stop the attacks before the attacker had a chance to exploit 
them. Enterprises could not wait on application fixes because they took too long, and took even 
longer to deploy the fixes.  
 
These breaches and exploits are going to continue, so enterprises need to understand how fast 
and effectively their security vendor can respond. The best security vendors will have their own 
internal group performing the research needed to figure out how to stop the exploit. It doesn't 
stop at just having a top-notch group that can quickly develop the signature or filter to stop the 
attack. The vendor 's solution needs to get it out to your security equipment quickly. You need 
the vendor to show you they have a top-notch research organization along, and you need toask 
them to explain how they can automatically get the fix out and how quickly it can be deployed.    
 
Stopping Advanced Evasion Techniques 
 
Heartbleed and Target contain important lessons, but a Next Generation Firewall needs to 
address more than these issues. It needs to be the focal point in stopping AETs. Hacker AETs 
are always advancing, getting better. They can take their attacks and break them up into pieces 
and spread them over the 
packets in a flow. The trouble 
lies not just in the network or 
transport layer, but can also be 
in the application data. The 
Next Generation Firewalls 
need to reassemble the packet 
flow and apply advanced 
techniques to find the attacks. 
Additionally, the attack 
shouldn't be able to hide 
behind encryption. The solution 
needs to be able to examine all 
the traffic, whether it is clear 
text or encrypted, without 
affecting latency. 
 
AET can also mutate causing AETs to present hundreds or thousands of different looks, 
requiring a separate signature for each mutated version. The best vendor will have a research 
group that understands the exploit and creates a solution that looks for the exploit, rather than 
creating thousands of signatures for one AET.  
 
What is a Next Generation Firewall? 
 
 A Next Generation Firewall is a purpose-built solution that can support complex deployments 
that include the data center, the network's edge and branch offices.  They have absorbed many 
independent security solutions to become the key part of any enterprise’s security strategy.   
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The diagram above shows all the functions that have come together to make up a modern Next 
Generation Firewall. The big improvement over older versions is that the firewall has the ability 
to inspect all the layers and the application data. This allows it to find attacks no matter where 
the hacker has hidden them. The IPS function is more powerful because it can find signatures 
that AETs have broken up, a technique that older solutions struggle with. One of the most 
important  advantages of a Next Generation Firewall is that it combines all these security 
functions in one solution, allowing it get a more complete picture of what is going on.  
 
The Challenge to the Industry 
 
It is clear enterprises need to upgrade to the next generation in security. But the question is 
“Which Next Generation Firewall solution?” All of them have the same goal of stopping the bad 
guy, but that doesn’t mean they are all the same. I have outlined a few of the important 
capabilities and features of a Next Generation Firewall. There are differences in their emphasis 
and solutions. You need to understand these differences, and then find the one that best fits into 
your existing security architecture.  
 
To help you decide between, I asked HP to explain their primary competitive differentiators. If 
HP tried to address all the important issues and features, they would need many more pages 
than I have given them. So, instead, I requested that they concentrate on where they excel and 
are different compared with their competition. Your next step is to read what they have to say, 
so you can understand how they can help you build the right next-generation security 
infrastructure for your enterprise.  
 
This document is just one part of The 2014 Next Generation Firewall Challenge. There are also 
two webcasts. In these webcasts, I bring together two experts to explore the topics in depth. 
Each one will help you gain a better understanding of what a Next Generation Firewall can do 
for you. The two webcast topics are: 
 

 Stopping Advanced Evasion Techniques; Learn how Next Generation Firewalls stop 
AETs, along with the role of sandboxing and how to select the right solution for your 
enterprise  

 Role of Research in Stopping Security Threats: What to look for when shopping for a 
Next Generation Firewall  

 
The webcasts address many of the issues I mentioned in more detail and provide greater insight 
into these issues. You can find the webcast at the challenge site at Next Generation Firewall 
Challenge site, 
 

http://solutioncenters.networkworld.com/2014_next_generation_firewall_challenge/?SOURCE=00977400121710NWWOE11UD2CZV
http://solutioncenters.networkworld.com/2014_next_generation_firewall_challenge/?SOURCE=00977400121710NWWOE11UD2CZV
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Bring-your-own-device (BYOD) programs and cloud computing have turned up the heat on 
security and prompted a new wave of security technology. But the best technology in the world 
is useless if you cannot easily implement and maintain it. And it is worse than useless if it keeps 
an already-stretched security team busy managing configurations and updates and chasing 
false positives. The HP TippingPoint Next-Generation Firewall (NGFW) combines a stateful 
packet-inspection firewall with an industry-leading intrusion prevention system (IPS) to provide 
application control, user-based policy control and improved security at the edge of the network. 
While others needed to acquire an IPS vendor to build an NGFW, we built the HP TippingPoint 
NGFW on the extremely effective and reliable HP TippingPoint Next-Generation Intrusion 
Prevention System (NGIPS)—a solution Gartner Group has placed in the leaders quadrant for 
NGIPS nine years in a row.  
 
We summarize our approach with the HP TippingPoint NGFW in three words: 
 

 Simple. 
 Effective. 
 Reliable. 

 
We suspect you already know something about network security, so we’ll skip the NGFW 
overview and just tell you what makes the HP TippingPoint NGFW different and what we are 
doing to deliver on the three promises mentioned above. 
 

Keep it simple 

Two things make HP TippingPoint NGFW easy to deploy and use. First, our Security 
Management Solution (SMS) is a central administration point that provides a view across all 
your HP TippingPoint NGFW and NGIPS devices. It lets you configure, deploy and manage 
these systems based on the role each plays in your security strategy. (You might treat an 
NGFW for a branch office and an NGFW at a manufacturing site differently, for example.) The 
SMS also lets you push Digital Vaccine (DV) and Reputation Digital Vaccine (RepDV) updates 
to all devices automatically or according to a schedule you establish. (More on the power of DV 
and RepDV below.) 
 



2014 Next Generation Firewall Challenge 
 

7  
 

Some NGFW solutions require ongoing tweaking of security settings, rules and filters to dial in 
the optimal security. We know you don’t have time for that, so we preconfigure our security 
appliances to provide the best protection out of the box. These are not the “lowest common 
denominator,” they are viable security parameters designed by experts to provide optimum 
protection while minimizing false positives. In fact, 60% of our customers use the factory 
settings in production. 

Make it effective 

Just as a computer is only as capable as the software that drives it, security is only as effective 
as the threat research behind it. The HP TippingPoint NGFW is powered by security intelligence 
from HP Security Research and HP TippingPoint DVLabs. We have received the Frost & 
Sullivan Market Share Leadership Award for Vulnerability Research four years in a row. In 
addition to the HP internal security research team, our Zero-Day Initiative pays independent 
researchers to find and report vulnerabilities. More than 3,000 researchers are working to keep 
HP TippingPoint customers updated with the latest security protection from known and unknown 
threats.  
 
Once we identify a vulnerability, we create a vulnerability filter—a virtual patch—and notify the 
application vendor so they can write a permanent patch. There are currently more than 8,700 
vulnerability filters available to HP TippingPoint customers right out of the box, and we push 
new filters to TippingPoint customers weekly. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
But the number of filters developed and distributed doesn’t tell the whole story. HP TippingPoint 
blocks attacks in a fundamentally different way. When hackers discover vulnerabilities in 
software, they develop “exploits” that attack via the vulnerability. Most security vendors develop 
filters that detect and block individual exploits. However, the hacker can easily develop 
mutations that exploit the same vulnerability but look different, so they are not caught by the 
exploit filter. The Zotob worm, for example, automatically mutated to create 382 variants. Trying 
to block them by conventional exploit filters means security vendors must create and deploy 382 
exploit patches to their customers. The hacker is always ahead. And this method can result in 
increased false positives which take security responders away from the real threat. 
 

Source: Frost & Sullivan, base year 2012  
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HP TippingPoint, on the other hand, develops a virtual patch keyed to the vulnerability rather 
than individual exploits. Rather than playing catchup with the exploit, we shut the door to all 
exploits no matter how they mutate. The fact that we find more vulnerabilities than other 
vendors is critical, because when we find a vulnerability, we develop and distribute digital 
vaccine for it quicker—usually before exploits are even seen—so you’re protected sooner. And 
we block new exploits targeting the same vulnerability, even before they are seen. Filtering at 
the vulnerability level rather than individual exploits also reduces the number of false positives.  
 
In addition to virtual patches, HP TippingPoint RepDV provides up-to-date reputation data to HP 
TippingPoint customers, so HP TippingPoint NGFW can automatically block traffic coming from 
or destined to known bad or suspicious IP addresses. We maintain a database of more than 2 
million IPv4 and IPv6 addresses and DNS names. RepDV assigns each IP address a reputation 
grade from 0 to 100. We update HP TippingPoint devices every two hours, and you establish 
the threshold at which traffic is blocked. One of our financial services customers turned on 
reputation filtering and experienced a 75% reduction in malware incidents over 15 months of 
operation—with no false positives. That let their security team focus on what really mattered. 

Make sure it is reliable 

With HP TippingPoint NGFW, IPS is not a bolt on. We built the NGFW leveraging the HP 
TippingPoint NGIPS, which has 12 years of proven performance and reliability in more than 
7,000 customer installations.  
 
Individual TippingPoint NGFW appliances maintain a throughput of up to 10 Gbps—5 Gbps with 
IPS enabled. IPS is a critical part of an NGFW and can cripple performance on some. When IPS 
is enabled on the HP TippingPoint NGFW, it is up to 40% faster than comparable competitive 
models.  
 

Part of a comprehensive security solution 

HP TippingPoint NGFW is deployable as a standalone NGFW solution, but it also snaps into a 
more complete security solution that includes HP TippingPoint NGIPS and is managed by the 
HP TippingPoint Security Management System (SMS) console. It even has out-of-the-box 
integrations with HP ArcSight Security Information and Event Management—a SIEM solution 
that doesn’t require you to become a network security expert. 
 
So why choose HP TippingPoint NGFW: twelve years of NGIPS experience, industry-leading 
threat research and proven reliability. We’re working to make HP TippingPoint NGFW as simple, 
effective and reliable as possible, so your security team can focus on the strategic issues that 
keep your company safe. 
 
 
 

For more information about HP TippingPoint security solutions described 
here, please visit: www.hp.com/go/NGFW or call 1-877-686-9637.

 

http://www8.hp.com/us/en/software-solutions/ngfw-next-generation-firewall/index.html?jumpid=va_R11374_us/en/large/eb/go_ngfw

