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By October 2015, merchants will have either 
replaced their magstripe credit/debit card 
technology with Chip and PIN devices, or face 
potentially costly consequences. Smartcard 
payment technology, embraced by most of the 
world years ago, is finally coming to the U.S.— 
and although it will entail replacing 15 million 
magstripe point-of-sale devices—it will greatly 
help eliminate glaring security flaws in the 
existing system.

first, a little background
Magstripe technology is more than 40 years old and 
criminals have become proficient at counterfeiting 
cards and stealing card account information. The cost of 
fraud to merchants, both in terms of actual costs—and 
in customer relations is high. High profile credit card 
information thefts at two well-known retailers last year 
affected between 70 million and 110 million people. 
The system is vulnerable. Using the current magstripe 
technology, while waiting for transaction authorization, 
credit card data is decrypted and briefly stored in 
memory. Hackers used this approach at the two retailers 
by installed “RAM-scraping” malware, designed to 
scrape the unencrypted data from memory and steal it. 
It is anticipated that when the dust finally clears, several 
hundred millions of dollars in costs are going to be borne 
by the banks, merchants, credit card companies, or some 
combination of these for these thefts. While the current 
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50% of world’s credit card fraud takes place 
in the US with estimates hitting $10 billion in 
2015!

configuration of the EMV devices to be deployed by 
the October 2015 deadline might not have prevented 
these thefts, over time as magstripe technologies are 
replaced by devices that only read smartcards, the 
incidence of fraud will decline. Additionally, if such 
fraud takes place after the deadline and the merchants 
haven’t upgraded their devices to EMV, they will be 
fully liable for the losses.  

Smartcards issued by the banks to consumers contain 
an embedded microchip and are verified automatically 
using a personal identification number. The customer 
places their card into a terminal and enters their 4-digit 
PIN. The terminal determines whether the two match. 
Because the chip generates a different, single-use code 
for every transaction, counterfeiting or hacking data 
becomes useless, as that data can’t be used again. 

Where adopted, the impact of chip and PIN on fraud 
has been impressive. In France, where this technology 
was introduced in 1992, card fraud has declined by 
more than 80%. In the U.K. from 2008 until 2010, card 
fraud fell by 40%. By 2013, these dramatic reductions 
in fraud had driven the adoption rate of chip and PIN 
to over 90% throughout Europe. 

Unfortunately, as this type of fraud became more 
difficult to carry out throughout much of the world, 
the criminals have focused on the less secure markets— 
mainly the U.S. Although the U.S. conducts 25% of all 
worldwide credit card transactions—50% of the world’s 
credit card fraud takes place here. With estimates of 
credit card fraud hitting $10 billion in 2015, that means 
U.S. banks, merchants, and credit card companies could 
be on the hook for liability totaling $5 billion. 

ready or not—Chip and PIN is coming to 
the U.S.

The adoption of the EMV initiative (Europay, 
Mastercard, Visa), in the states is voluntary—but 
the liability risks of failing to comply are potentially 
disastrous. October 2015 will introduce what is known 
as the “liability shift”. After the October deadline, 
when credit card fraud takes place, the liability for the 
costs must be determined. The liability for card fraud 
will become much clearer—it will fall on the entity with 
the lesser technology. 

What this means is if the merchant is still using 
the “swipe and signature” methodology and the 
customer has a smartcard, the merchant is liable. If 
the merchant has the new chip and PIN technology 
but the bank hasn’t issued the customer a chip and 
PIN card, the bank is liable. If the merchant uses chip 
and PIN technology on a customer’s smartcard and 
fraud still takes place, the credit card company bears 
the liability. The objective of the EMV initiative in the 
U.S. is not really to shift liability to one party or the 
other but to motivate merchants and card issuers to 
migrate to smartcards at the same time to reduce fraud. 
Consumers, more than ever concerned about credit card 
and identity theft, will likely use merchants offering the 
most secure transactions.

Randstad Technologies—fast, efficient 
smartcard technology deployment
For merchants, meeting the October 2015 deadline 
for Chip and PIN deployment will be challenging—but 
entirely possible. Using a partner with experience in 
rapid, large-scale point-of-sale technology deployments 
could mean the difference in making or missing the 
deadline. Randstad Technologies has more than 20 
years of experience performing rapid deployments 
across a wide range of industries throughout North 
America.

Working with Randstad Technologies, a 
partner with extensive deployment expertise, 
will ensure you meet the 2015 deadline for 
Chip and PIN deployment.

Failing to comply to the adoption of the EMV 
initiative by October 2015 could be potentially 
disastrous.
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Regularly work with Point-of-Sale 
equipment manufacturers including IBM, 
NCR, Radiant, Micros, POSitive, and others.

√

Equipment neutral but capable of 
supporting deployment of chip readers from 
Verifone, Ingenico, and others.

√

Our proven, adaptable project management 
methodology is tailored to each client’s 
operations and needs.

√

More than 200 years of collective project 
management experience tackling some of 
the most logistically challenging technology 
deployments.

√

Application of best practices using seasoned 
talent experienced in deploying point-of-
sale technology provides clients a successful 
and cost-effective project.

√

High levels of client satisfaction and 
retention attest to the quality of our services 
and our effectiveness.

√

The numbers tell our story—20+ years of 
experience, billions of square feet surveyed, 
and hundreds of thousands of devices 
deployed.

√

A long and successful history of designing, 
planning, and delivering cost sensitive point-
of-sale deployment services that meet our 
clients’ requirements and budgets.

√

what makes Randstad Technologies the best 
choice for Chip and PIN deployments?

Compare our offerings and experience:

Our capabilities and experience in deploying card 
reading technology provides value to our clients in:

• Understanding client priorities

• Surveying sites to assess existing equipment and 
identifying the number of impacted devices

• Obtaining insight into client requirements and 
constraints

• Creating a comprehensive project plan and 
deployment schedule

• Cabling, equipment staging, device configuration, 
installation, testing, and support

• Avoiding business disruptions that could impede 
operations and frustrate customers

• Customizing equipment to fit the client’s 
requirements and operations, and

• Just in time logistics and on-going communications 
with the client’s management and staff to ensure a 
smooth and successful deployment

Our varied experience in point-of-sale device deployment 
covers both small-scale projects and those that entail 
thousands of sites nationwide. Learn how Randstad 
Technologies can help you deploy smartcard technology 
before the 2015 deadline.

visit us at www.randstadtechnologies.com


