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he Software
Defined Networking
movement is still evolving, but profiles of SDN
users are becoming
more clear and we’re
getting a bead on some
of the common evaluation criteria companies are using to gauge
how to go forward.
We also have a sense
of when companies
expect to start the
process in earnest.

2

networkworld.com

July 2014

digital
spotlıght

SDN and Network Virtualization

Complicating the analysis of
all of this, however, is the fact that
there are a variety of SDN solutions
available and a variety of ways to
consume those solutions. Some
providers, for example, are focusing
on the dynamic movement of virtual
workloads and leveraging the server
hypervisor and techniques such as
encapsulation and tunneling, while
others are striving to achieve software control of the network by using
the OpenFlow protocol to manipulate the flow tables in switches.
Vendors such as VMware and
Nuage Networks are, for example,
in the first camp, while NEC is an
example of a company pursuing
the latter approach, which closely
resembles the model provided by
the Open Networking Foundation (ONF) with its emphasis on the
centralization of network control.
HP is an example of a company that
is attempting to bridge the gap by
integrating its SDN solution with
the VMware tools.
Cisco is in a class of its own. The
company has a number of solutions

that it refers to as SDN and some
of these solutions fit into these two
SDN approaches, but Cisco is different in that its Application Centric
Infrastructure (ACI) leaves some
of the control functionality in the
switches and routers and it leverages dedicated hardware.
Regardless of the variations on
the supply side, four distinct types
of SDN consumers are emerging.
The first type are hyperscale shops.
Google for example, built its own
SDN switches so it could run an
SDN backbone to interconnect its
data centers. But obviously there is
a huge gap between what Google can
do and what everybody else can do.
Network service providers, such
as Pertino and AT&T, are another
class of SDN consumer. Pertino
launched a cloud-based Network
as a Service product based on SDN
more than a year ago, and in September 2013 AT&T announced its
Domain 2.0 initiative, a key component of which is a commitment
to implement SDN going forward.
Given the interest that providers
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such as AT&T have shown in SDN,
combined with the fact that services
such as Pertino’s are already available,
it is likely that the first taste of SDN
that average IT shops get will be as
consumers of services.
Large financial firms such as JP–
Morgan and Goldman Sachs represent a third class of potential SDN
consumer. Some of these firms have
been active in driving the agenda of
the ONF, and many have conducted
trials of SDN and related technologies. In March Matthew Liste, managing director, Core Platform Engineering at Goldman Sachs, speaking
at the Open Networking Summit con-

ference in Santa Clara, Calif., said he
is optimistic about SDN but wouldn’t
divulge the firm’s specific plans.
It is likely, however, that these very
large enterprise shops will drive the
adoption of SDN in the short- to midterm. In fact, given the amount of
attention some of these financial firms
have paid to SDN, it is a safe bet that
some will start to deploy SDN in production networks sometime in 2015.
The remaining class of potential
SDN consumers: everybody else –
companies of all sizes and in virtually all industries. Market research
suggests this class of consumer has
deployed very little SDN to date. I

was the keynote speaker at the recent
Network World Open Network
Exchange (ONX) conference in Chicago and tested that belief by asking
the 200 attendees how many had at
least a modest SDN implementation.
Only a handful of hands went up.

Evaluation criteria

Given the great interest in SDN but
lack of deployment, here are some
key criteria you can use to begin the
basic job of evaluating SDN options.
The key (and most obvious) criteria
is to identify the problem or problems IT is attempting to solve. For
example, if IT wants to support the

dynamic movement of workloads,
than a network virtualization overlay is worth considering for. (See
a description of the differences
between the approaches.) However,
this approach can’t help IT respond to
some other challenges, such as being
able to centralize the provisioning of
physical switches and routers.
Other important criteria to consider
is the role of hardware vs. software,
and the degree to which control is centralized. VMware has been quite clear
that it doesn’t see a role for specialized
hardware in the data center. Cisco is
on the other side of this discussion
due to the fact that, as noted, ACI uses

Key SDN milestones

2011

The Open Networking Foundation (ONF)
was founded in 2011 and its vision is to make
OpenFlow-based SDN the new norm for
networks. To help achieve that vision, the ONF
has taken on the responsibility of driving the
standardization of the
OpenFlow protocol.

4
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2011
January

In January 2010
Google began a
project to implement SDN in the
WAN to interconnect its data centers.
The network went into production in
early 2012.

2012
JULY

In July 2012 VMware acquired Nicira for
$1.26 billion. The Nicira functionality provides the basis of NSX, which is VMware’s
overlay-based network virtualization platform that was
announced in
August 2013.
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specialized hardware.
Regarding where the network control functions should be located, the
majority of SDN solutions are based
on centralizing control. An exception
to that is Cisco’s ACI, which leaves
some control functionality in the
switches and routers.
The best way for IT organizations
to use these two criteria to evaluate SDN solutions is to ask the vendors for the rationale behind how
they designed their solutions. For
example, what are the advantages of
having specialized hardware other
than increased performance? How
do IT organizations balance the fact
that centralizing control simplifies

2013
August

In August 2013 VMware and
HP announced their intention
to federate HP’s SDN controller
with VMware’s NSX controller.
5
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the management of the switches and
routers, but may result in a performance bottleneck?
A key criterion for evaluating any
solution, but particularly a solution
based on centralized control, is scalability. It is important to understand
how many flow set-ups per second a
solution can realistically support and
how that changes if, instead of a single
controller, there is a cluster of controllers. It is also important to understand
how many switches and routers a
solution can realistically support.
A criterion that also gets a lot of
attention is whether an SDN solution
is open. Unfortunately, the term open
is used in a variety of different ways,

2013
SEPTEMBER

so the answers to this question
can be confusing. For example,
some vendors refer to their product as being open if it is based
on open source software or if it
is based on a specification that they
themselves developed and published.
A somewhat more common use of
open is support for industry standards such as the OpenFlow protocol, or if the solution is based on a
specification that was developed by
multiple vendors.
While I think open is important,
what IT organizations really need
is interoperability. Interoperability
is critical because, in the majority of
cases, IT organizations will not get

2013
OCTOBER

In October 2013 the ONF
In September 2013 HP
announced the Northbound
announced the HP SDN App
Interface working group.
Store which lets customers
browse, search, purchase and
directly download SDN applications onto HP’s SDN controller.

a complete solution, including
business applications and L4 L7 functions, from a single vendor. Because of this, you need a
high level of assurance that the
various components of the solution
will interoperate smoothly.
And, again, the criterion that
matters most to you will depend
on your environment and goals. If
your primary objective is to find a
way to dynamically move virtual
workloads, you’ll probably reach for
a network virtualization tool that
leverages the server hypervisor. But
if you want to be able control all of
the virtual and physical elements in
your network, you will probably lean

2013
OCTOBER

NEC introduced its ProgrammableFlow Network
Suite optimized to integrate with Microsoft’s
System Center 2012 Virtual Machine Manager,
delivering automated server and network
orchestration for virtualized data centers.
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toward a model that takes more hardware management into account.

A question of timing

Of course early adopters in large
financial shops have probably
worked all of this out by now, but
when should other IT organizations
start to get on board? When will the
technology be ready for what Geoffrey Moore called the “early majority”
in his book “Crossing the Chasm?”
Most articles about technology
adoption say one indicator that the
chasm has been crossed is when
15% of companies are using the new
technology. Other things I look for
include there being a high probabil-

2013
NOVEMBER

In November 2013 Cisco announced it
would spend $863 million to acquire
Insieme Networks. At that same time,
Cisco announced its Application Centric
Infrastructure (ACI) initiative, with many of
the key components of ACI being delivered
during the 2014 calendar year.
6
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ity the technology will work as advertised when implemented without
requiring a boatload of intervention,
and surprises relative to scalability
and security will be limited. Another
key indicator that a technology has
crossed the chasm is that IT organizations have roughly the same ability to manage the new technology as
they do traditional technologies.
Since few IT organizations will
implement SDN in the near term without doing a Proof of Concept (POC),
I asked attendees at the recent Network World ONX show how many
expected they would do an SDN POC
in the next 12 months. About 25% of
the attendees raised their hand.

2013
NOVEMBER

The Open Daylight Consortium, a Linux Foundation collaborative project, was announced
April 8, 2013. In February 2014 the
consortium released the first open
source version of its SDN and Network Function Virtualization (NFV)
software – code named Hydrogen.

Since the ONX attendees took two
days out of their workweek to attend
the conference, they likely work for
organizations that have more interest
in SDN than the average IT organization. And even some of the faithful at
the conference will undoubtedly face
shifting priorities, meaning some
will undoubtedly not get around to a
POC in the next year.
Because of these factors, my best
guess is that the percentage of IT
organizations that will actually conduct a POC in the next 12 months is
around 10%. Of course, those companies that successfully conduct a
POC will then move to a limited trial
before they implement SDN in a pro-

2014
MARCH

In March 2014 the ONF and the European Telecommunications Standards
Institute (ETSI) signed a
memorandum of understanding the goal of
which is to explore integrating SDN and NFV.

duction network.
I followed up the question about
POCs by asking attendees a series of
questions about the likelihood that
their organization will have implemented SDN sometime in the next
three years, either in their data center
LANs, their WANs or their campus
networks. I was impressed by the fact
that almost all of the attendees believe
that within three years they will have
implemented SDN in their data center
LANs. Roughly half of the attendees
believe that within three years they
will either have implemented SDN
in their WAN or they will be using a
WAN service that leverages SDN, and
approximately a third believe they
will have implemented SDN in their
campus networks.
Since overlay based network virtualization solutions are easier to
implement than the other two classes
of SDN solutions because they are
independent of the underlying physical network, I believe this class of SDN
solution will likely cross the chasm in
2016. I believe the other two classes of
SDN solution will likely cross late in
2016 or sometime in 2017.
July 2014
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Understanding

SDN Vendor Ecosystems
BY Ethan Banks

In this piece we’ll review how network vendors are
building relationships across the industry around
their SDN platforms, examining what they are trying
to achieve and what it means for consumers.

7
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ollowers of Software Defined Networking (SDN)
might recognize a sort of market maturation. We don’t
mean maturity of the product sets, or even how SDN is
technically achieved. Those elements are still coming
along. We mean vendor SDN strategies are settling in.
July 2014
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Cisco is firmly committed to its
Application Centric Infrastructure (ACI) strategy, aggressively
marketing the new technology
as it gets ready for ACI’s general
availability. VMware’s NSX SDN
approach has the distinction of
running in production environments. And even startups like Big
Switch Networks and Plexxi continue to find matches for their technology with customer needs.
That said, the most interesting
part of SDN isn’t SDN itself; these
days, what’s grabbing attention
is the rich functionality SDN is
enabling. Network engineers have
grabbed hold of the fact that automation of network provisioning is a
critical function enabled by SDN.
Another function SDN enables
is dynamic reaction to changing
network conditions. An interesting example of this is the rise of the
software defined WAN, in which a
major value proposition is the ability to route traffic across a mix of
Internet, private WAN circuits, or
LTE dynamically, depending on the
quality of the transport. Software

defined WAN solutions are able to
react to changing network conditions in real-time with no manual
intervention on the part of network
operators.
Yet another key function of SDN,
and the function we’ll focus on for
the rest of this article, is the ability
for applications to interact with the
network. The key here is the development of APIs that provide a way
for applications that traverse a network to communicate their needs
to that network. We’ll look at some
examples of this in a bit.
Software defined networking is
important not because it’s clever,
difficult for vendors to create, or
academically interesting. Rather,
SDN is an enabling technology.
Much like a foundation enables
a building to be erected, SDN is a
foundation that enables new network functionality. A key to understanding why an organization
should invest in an SDN-capable
network is because of what will be
possible as more and more applications are developed that interact
with the network.

I used to be
overwhelmed by
all the apps I had
to deliver.
Now it’s so easy,
I almost feel guilty.
Almost.

NetScaler with TriScale harnesses the power
of software so you can effortlessly customize
your app delivery for any business need.
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A network becomes a living thing
when powered by applications. SDN
is the catalyst allowing applications
and networks to react to each other.
Network vendors are well aware
of this and have built ecosystems
around their SDN platforms. By
“ecosystems,” we mean vendors have
formed strategic partnerships with
third-party vendors to enable applications and other network devices to
take part in their SDN system. Let’s
take a look at some of the SDN ecosystems, note the partnerships, and
highlight some key functionality
brought about as a result.

HP

HP has been a leader in the SDN
space for sometime, delivering OpenFlow functionality across more than
50 of the switches in its portfolio, as
well as an SDN controller it calls the
Virtual Application Networks (VAN)
SDN controller. HP has built its partner ecosystem around VAN, as well
as an SDN app store that is unique in
the network industry.
Like Apple does with apps that
are submitted for inclusion in its app
9
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store, HP certifies SDN apps that are
submitted to its app store so enterprise customers can be confident the
apps will work reliably on their HP
network infrastructure. What HP
has done is build an SDN consumption model that makes adding SDN
functionality to the network as simple
as could be imagined for IT departments. While this is an HP-specific
ecosystem, the model underscores the
power of SDN: improve network functionality by adding applications to an
extensible network framework.
One example of a third-party that
is leveraging HP’s SDN ecosystem is
Guardicore. Guardicore has developed a security function it describes
as an active honeypot. In security,
a honeypot is a fake host intended
to capture the attention of a probing
intruder. The intruder is occupied,
thinking it has found a point of vulnerability, when in fact the honeypot
neither houses nor provides a gateway to valuable data. The honeypot is
a trap. The problem with legacy honeypots is that they wait for intruders
to stumble upon them. In the Guardicore/HP active honeypot model,

In the Guardicore/HP
active honeypot model,
intruders are purposely
directed to the honeypot,

making the
honeypot a
much more
effective trap.

intruders are purposely directed to
the honeypot, making the honeypot a
much more effective trap.
The way the Guardicore solution works, network traffic is profiled; network mapping behavior is
detected by monitoring connections
dropped by existing security check
points in the network. Rather than
allowing the dropped connections
to be blocked, Guardicore asks the
VAN controller to redirect that traffic to the active honeypot, which then
holds the interest of the malware app.
As the app continues to probe the
honeypot, Guardicore algorithms
can infer the malware’s behavior and
work with VAN to contain the threat
and install tighter security policies to
further mitigate it.

Cisco

With Application Centric Infrastructure (ACI), Cisco has created a broad
SDN vision that will eventually be
capable of managing the entire data
center. While ACI execution is still
early, Cisco is already working with
a large number of partners to integrate their applications and services
July 2014
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with an ACI-capable network.
Cisco has termed this an “open
ecosystem,” clearly eyeing the
industry at large as potential
partners. This makes sense,
as Cisco has a great deal of
competition in the SDN space.
A large partner ecosystem
is a possible encouragement
towards adoption, enticing
consumers to spend their
network upgrade dollars on
ACI-enablement.
Part of the partner enablement strategy is OpFlex, which
Cisco describes as a protocol
used to express policy between
network devices up and down
the stack, as well as to a network controller. OpFlex is important, because
Cisco has opened it to the industry
as an IETF draft, meaning vendors
that wish to integrate with ACI can
use OpFlex. If OpFlex sees wide
industry adoption, the ACI ecosystem will continue to grow. This is key
to understand, as many third-party
vendors believe Cisco ACI is an appropriate technology to integrate with.
Why? It’s hard to bet against Cisco,
10
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The setup, teardown and
license management of
virtual appliances is a

into enterprises as organizations continue to virtualize
their infrastructure. Practically speaking, the tracking
of hundreds or thousands of
virtual appliances with transient existences must be automated. The Embrane Elastic
Services Manager (ESM) does
this work, and integrates with
ACI while doing so.
The integration between
Embrane and ACI is achieved
via ESM and Cisco’s APIC
(Application Policy Infrastructure Controller). ESM
and APIC know about each
other, using bi-directional
communication to make the other
aware of their capabilities and state.
For example, as new services are
added to ESM, ESM notifies APIC
so the new service is added to the
ACI services catalog. The result is
a virtual infrastructure that can be
automatically deployed. Not only will
ESM spin up and down virtual network appliances as required, it will
also request network resources from
APIC, such that a completely virtual-

complex task.

especially when it’s clear that the ACI
vision is gathering momentum.
One example of a third-party vendor that has integrated with ACI
is Embrane. Embrane is an SDN
startup tackling the challenge of
virtual application life-cycle management. The setup, teardown and
license management of virtual appliances is a complex task. Initially a
concern for cloud providers and IaaS
shops, the problem has trickled down

ized application environment will be
created across the physical network
infrastructure.

Plexxi

Big companies aren’t the only ones
developing ecosystems. SDN startup
Plexxi has partnerships with a
growing number of vendors that
integrate with its controller and
photonic switching environment.
Plexxi’s SDN logic is built around
the concept of affinities, where
Plexxi traffic analysis can automatically determine the requirements of
traffic flows between two endpoints
and implement appropriate policies
across its optical backbone. Plexxi’s
core algorithms build an optical
topology between its switches that
“fit” the network requirements.
This process of fitting the network
based on discovered affinities can
be informed directly by applications
traversing the Plexxi network.
One vendor taking advantage of
Plexxi affinities is SolidFire. SolidFire makes SSD storage clusters,
and the storage nodes in the cluster
demand a guaranteed path between
July 2014
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them across the network infrastructure. Plexxi discovers
SolidFire endpoints via a connector using a REST API that
reads the SolidFire topology published in JSON format. The Plexxi
controller receives this data from
the connector and learns where
all the SolidFire cluster members are
in the network. The Plexxi controller then builds affinities between the
SolidFire cluster members to guarantee their traffic flows. The result is a
self-contained storage network with
a guaranteed QoS without having to
build a physically separate network.

Others

There are other SDN vendor ecosystems. For instance, VMware has a
list of strategic partners for its NSX
platform, an SDN solution that has
been shipping since late 2013. One
NSX ecosystem partner is Palo Alto
Networks, whose virtual firewall
appliance can be inserted into the
data stream of a virtual NIC by NSX,
allowing PAN’s application layer firewall to secure virtual hosts.
Big Switch Networks is another.
11
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Since SDN is a means to an end,
but not the end in itself,

the partnerships become
quite significant.
This SDN startup has an interesting partner ecosystem, including
a long-standing relationship with
F5 Networks. One of Big Switch’s
main applications is its “Big Virtual
Switch” which presents an OpenFlow-capable network infrastructure as one logical switch that can
be managed centrally. Users of F5’s
application delivery controller are
aware that the platform functions
not only as a simple load-balancer,
but also as an application level service delivery platform.
An F5 Local Traffic Manager
(LTM) is able to deliver a rich set of
data manipulations and application delivery templates. Integration
between Big Virtual Switch and F5
LTM enables the Big Virtual Switch
to steer traffic to the LTM, tracking all of the IP addresses and MAC

addresses of the LTM infrastructure,
as well as informing the LTM of the
network topology. The result is automation of network infrastructure
configuration inside of the Big Virtual Switch to support an F5-based
application deployment.
In the open source community,
the OpenDaylight (ODL) project continues to attract new members who
wish to leverage the ODL controller
for their applications. As ODL grows
in scope and matures in usability, it
could become the de-facto standard
for application integration in the SDN
world. The ODL membership list is
one to watch.

What’s a consumer to do?

Consumers shopping for an SDN
solution need to keep an eye on vendor ecosystems as they continue to

develop. Since SDN is a means to
an end, but not the end in itself, the
partnerships become quite significant. What, exactly, can be achieved
with the SDN capabilities of a given
network? The answer should map
to an organization’s specific needs.
Not every vendor will have an SDN
solution that makes sense for every
organization; SDN is decidedly not
one-size fits all. Therefore, organizations evaluating SDN should carefully investigate vendor ecosystems
to understand how they fit into their
other network service alignments.
It’s possible that a customer’s existing relationship with a third-party
vendor will direct them towards one
vendor’s SDN solution or another.
By Ethan Banks, Owner, Packet Pushers
Interactive
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B Y ET h a n ba n k s

T
Incremental SDN:

he definition of Software Defined Networking (SDN) continues to broaden,
today including functions such
as configuration automation
and orchestration. While these
tasks aren’t strictly SDN, the
fact is software is used to define some aspect of the network
infrastructure in both cases,

Network Device Configuration

Automation is a logical next step in the SDN migration journey.
An overview look at emerging tools.

12

so vendors have stretched the
definition of SDN to bring configuration automation and orchestration platforms into the
mix. In fairness, the line gets
blurry, as some modern orchestration systems use programmatic interfaces to provision
the network instead of traditional configuration tools such
as SSH or SNMP.
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In many organizations, automating the configuration of network
devices is where “SDN” is initially
gaining traction. The impetus for this
is straightforward: configuring network devices is woefully complicated.
As vendors build more features into
their routers, switches, firewalls and
application delivery controllers, the
command line syntax required to configure those devices becomes increasingly loaded with options and syntactic choices. Web-based GUIs are
often a CLI alternative, but are slow to
navigate. Web GUIs also have a way of
obfuscating functions by hiding them
in unlikely pages, making access to
them a series of annoying clicks.
The point of commonality in traditional network device configuration
is humans – whether they use a CLI
or a GUI – and, for all our considerable merits, we aren’t as competent as
computers at syntax, perfectly inputting long strings of data, or remembering each step of a complex task.
In my experience, humans are the
No. 1 cause of network outages in the
form of network engineers making
an honest mistake. Asking a human
13
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to a make a change to a
production network is
akin to asking a human
to change the air filter
on a car. While the
car’s engine is running.
And the car is traveling
down the highway at
70 miles per hour.
Can it be done? Yes.
Should it be done?
Hmm. Seems a little
risky. And yet, organizations take exactly
these risks every day,
often mitigating that
risk with scheduled maintenance
windows. However, even those windows don’t change the fact that a
modern network is expected to be up
100% of the time.
For years now, server administrators have been automating repeatable
and complex tasks with several different tools. Network devices are not
servers, but of late, several tools from
the server world are being used by
the network community. These tools
are addressing the issue of complexity and human error in device config-

uration. These tools could also
be considered an incremental
step on the SDN journey. While
configuration automation isn’t
pure SDN, it certainly moves an
organization closer. Let’s take a
look at a few tools to introduce
this emerging trend.

Python.

Asking a human to a make
a change to a production
network is akin to asking
a human to change the air
filter on a car. While the

car’s engine is running.

And the car is
traveling down
the highway at 70
miles per hour.

The Python programming language comes
first in this list because it is
widely available, popular, welldocumented, and considered by
many to be easy to use. In addition, some other tools that might
be used for network configuration are
written in Python. Therefore, Python
is a flexible, multi-use tool that network engineers have been using to
help them with network configuration either directly or indirectly.
The big idea behind using a programming language to create network device configurations is that a
program both ensures a predictable
result and can iterate through repetitive tasks. For example, let’s say an
organization needs to build configurations for 100 switches, that are all
July 2014
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configured identically except
for details like the hostname
and perhaps VLAN membership. A program could be
written in Python to generate
the required configuration
over and over again, substituting in the unique elements
of a specific switch per iteration. Rather than an engineer
building each switch by hand, copying and pasting sections of configuration and making sure the unique bits
get swapped out as needed, a program
does all of that work.
Python is far from the only programming language that can do
this sort of work. For simple tasks as
described above, all sorts of options
are available. But Python has the
benefit of a powerful set of libraries
to access network devices and otherwise make it relatively easy to not
only create configurations, but also
apply those configurations. Notably,
network vendors are writing APIs
for their equipment with support
for Python. Cisco onePK supports
Python, for example, Arista’s EOSAPI can be accessed with Python,
14
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and Juniper has released
a “PyEZ” library to enable
access to Junos devices via
Python.

Jinja2. One example of
Python’s extensibility is
Jinja2. Jinja2 is a Python
library acting as a template
engine. Templates are used
for repeated bits of code, where perhaps just a few variables change from
device to device. In network engineering, templates are useful for configuring big chunks of code that are
identical on all devices of a certain
class, such as a router, or for paragraphs of code in a device describing
interfaces, VLANs, VRFs, and so on.
Jinja2 adds template functionality
to Python, making it possible for a
network engineer to iterate through
all the interfaces on a device, adding unique descriptions and VLAN
assignments for each one without
having to manually configure each
interface separately. As most data
centers have a standard set of commands used on all of their interfaces,
Jinja2 templates both save time and

reduce potential errors when generating configuration with Python.

Puppet.

For those not wanting
to learn a programming language,
there are several configuration tools
popular in the server world that
could be considered for network
device configuration. Puppet, Chef,
Ansible and Salt are most frequently
named. In the network community,
Puppet and Ansible have the strongest followings.
Puppet is a model-driven configuration tool that relies on a clientserver architecture to deliver configurations from the controlling server
to the client device being configured.
In the network world, this is a challenge in that a Puppet server needs
to talk to a Puppet agent running on
the client system. The requirement
for an agent has ruled out many network devices, as Puppet agents simply aren’t available for most network
gear. The initial drive for Puppet
in the network space was to extend
the functionality of a tool already
deployed in many enterprises to
manage servers. Why use a different

tool for network device configuration if Puppet is available and already
being used by the organization?
Puppet uses its own humanfriendly language that allows people
to describe how they want a device
configured. The Puppet server translates that manifest into a configuration suitable for that device, generating a catalog. The Puppet agent polls
the Puppet server periodically to
retrieve any new catalogs, and make
the required changes.
Puppet can be used to configure a
limited number of Cisco devices, as
well as certain devices from Juniper,
F5, Mellanox, Arista, and presumably others. Note that “Puppet support” does not mean that every network device function will necessarily
be supported by Puppet. In fact, most
network engineers find that the functions they can actually configure via
Puppet are limited.
Puppet is available in both open
source and commercial variants.

Ansible.

Similar to Puppet in
overall scope, Ansible is growing in
popularity in part because the design
July 2014
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is an agentless push architecture.
Ansible interacts with a remote network device via SSH, NETCONF, or
other means as specified in the module written for the remote device. SSH
is used frequently, although this is
not something the Ansible consumer
has to be overly concerned with. The
module handles the work of getting
the intended configuration to the
remote device, whatever the means.
Network engineers describe what
they would like the network configuration to be using playbooks. Playbooks are written in an easy-to-read
language called YAML. Just like
Puppet is limited in what specific network functions it supports, Ansible
is limited by the functions described
in a device’s module.
In addition to its agentless nature,
Ansible is gaining popularity due
to reported ease of use and flexibility. Like Puppet, there are both open
source and commercial flavors of
Ansible.
A few other tools network engineers
find useful as they look to automate
their network configurations include:
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Github, a free-to-use
online repository for code that
includes a versioning system.
Of late, Github has been the
go-to site to obtain code related
to network configuration automation. Cisco, Arista, Juniper, Mellanox,
and other network vendors maintain
freely available code that supports
configuration of their network devices
or integration with cloud computing
platforms such as OpenStack.

Vagrant, which is used to automate the creation of virtual machines.
As many network devices are available as a virtual machine, Vagrant
becomes useful as a way to automate
the spinning up of network device
VMs on VirtualBox, VMware and
other hypervisors. Vagrant can also
call to Ansible or Puppet to provision virtual machines once they have
been instantiated.

What’s next?

Network consumers interested in
automating their network device
configuration need to pay close attention to emerging technologies in the

In fact, some SDN platforms take
the network device configuration
work out of the hands of human
beings altogether.
SDN space. APIs continue to grow
in importance, providing access to
SDN controllers, software modules
that plug into controllers, and the
network devices that sit underneath
those controllers. The configuration
work done by a home-grown Python
program or Ansible playbook today
could (and in some cases can) be done
by a software defined application
communicating network needs to
a controller that provisions the network devices.
In fact, some SDN platforms take the
network device configuration work
out of the hands of human beings altogether. For example, about the only
work a network engineer does on an
NEC ProgrammableFlow switch is to
point the switch to the controller’s IP
address. The rest of the configuration
is done via the controller itself.
Put another way, automating the
configuration of network devices
using tools as described in this article
is truly incremental. Humans are still

articulating the specifics of minutiae
like VLAN numbers and routing configurations, but using better tools than
the CLI or GUI to generate and install
the required configuration.
Ultimately, SDN purports to take
even those sorts of requirements
away, allowing businesses to express
their needs as policies related to
security and application importance.
Those abstract policy descriptions
will result in software defined network device configurations that
meet business needs and ensure user
experience and regulatory compliance. The battle the industry is fighting now is about exactly how that
complexity should be abstracted,
expressed and programmatically
implemented. For now, automating
network configuration using powerful tools is a very good place for organizations to start.
By Ethan Banks, Owner, Packet Pushers
Interactive
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Network World Editor in Chief John Dix sits down for Q&As
with Neela Jacques, Executive Director of the OpenDaylight project
and Dan Pitt, executive director of the Open Networking Foundation.

where the
standards stand
OpenDaylight is a Linux Foundation Collaborative project
that is building an Open Source SDN controller. To find out
how the effort is going Network World Editor in Chief John
Dix caught up with Neela Jacques, who joined the OpenDaylight project last November as Executive Director.
Where does OpenDaylight stand today?
When I was considering taking this job people
gave me all these reasons why OpenDaylight
couldn’t succeed. And I think to a large extent
that’s been proven wrong. It’s not that the challenges aren’t there. It’s that
with enough smart people working really hard to overcome them, they
can be overcome.
Let me start by describing the elephant in the room. There have been
a lot of questions about the project’s governance, and specifically around
Cisco’s involvement. You could consider them one of the two co-founders of
16
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The Open Networking Foundation (ONF) is the public face
of the Software Defined Networking movement, spelling
out requirements and defining standards. The group’s
board includes Google, Facebook, Yahoo, Microsoft and
Goldman Sachs on the data center side, and Verizon,
Deutsche Telekom and NTT Communications on the
service provider side. Additionally, there are close to 150
members, from global telcos to startups. To get a sense
of where the movement stands, Network World Editor
in Chief John Dix tracked down ONF Executive Director
Dan Pitt, who spent 20 years developing network architecture, technology, standards,
and products at IBM Networking Systems, Hewlett Packard and Bay Networks.
How would you characterize what the ONF has
accomplished to date?
ONF has successfully championed the notion of SDN that everybody is linJuly 2014
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the project, the other being IBM, which actually drove the creation of the
group. But Cisco is the leading vendor in the industry and, because they
haven’t been very involved in open source in the past, there are naturally
questions around their involvement. “Who would collaborate with Cisco?
They’ll dominate every build, and everything is going to go Cisco’s way.”
What I think surprised a lot of people is we’ve had very mature governance. What you’ve seen is a community that is growing, that is diversifying, that is really moving in the right direction. Cisco’s role is still relatively large, but pretty much every month more people are joining, more
projects are coming into the larger project.
So I think we represent hope in the industry, that the industry can
change, both technically as well as in terms of how the members work with
each other. A lot of people would like to see OpenDaylight succeed, but there
is recognition of how challenging that is, so there is healthy skepticism.
OpenDaylight just recently issued the so called Hydrogen release
of code. Bring us up to date.
The vast majority of people downloading the code are developers. In fact,
if you look at how OpenDaylight is going to be consumed, we are first and
foremost building a code-base that will act as a platform on which other
people will build their solution. While you will see some people download and use OpenDaylight in Test/Dev and eventually in production, a
large percentage of the consumption of OpenDaylight will be code OEM’d
within a broader solution.
Cisco and IBM are examples of that, but so are ConteXtream and Ciena,
companies that have a choice: do I reinvent the wheel and build the 31st
controller in the world, or do I pick up a piece of code that’s ready for me to
use and build on top of that?
So if I compare it to Linux. Linux is in my computer, in my car, it’s in a
million things outside of the server room. In the same way I think a large
17
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ing up behind, regardless of their
definition of it. Everyone is saluting
the SDN flag. In addition, we have
championed and standardized
aspects of and built-out architectures for the OpenFlow protocol,
which is the sole vendor-neutral
way to connect the forwarding
plane and the control plane.
We have also taken many steps
to advance the experience of adopting and deploying SDN with our
plugfests, our conformance testing, laboratory sanctioning and
through the work we’re doing with
everyone from chip vendors to
software solution architects. We
feel a responsibility to drive the
whole movement forward, and I
think we’ve succeeded, with vendors wanting to abide by the same
principles we have been advocating, of openness and multivendor
inclusion and a real focus on software as being the center of value in
networking.
Are you where you thought you
would be by this point?
I didn’t have explicit expectations

of where we would be in three
years. We had expectations of
the first year and maybe into the
second year. We exceeded those
by every measure, including the
scope of our technical work activities, the scope of our market education activities, and just the sheer
numbers of both member companies and individual participants.
And even in the mindshare that
seems to have travelled around
the world. I was at a conference in
Silicon Valley and saw a terrific
presentation on SDN security by
a researcher from Northern Ireland, and she was totally conversant about SDN, the principles and
what we’re trying to do and where
security comes into play. We’ve
got these great minds all over the
place working on these issues and
problems, and advancing networking in this way. This is nothing we
could ever imagine doing alone or
ever expected to. I’m astonished
every day at the caliber of the brain
power that’s being applied all over
the place.
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…we’re in a period
of great change,
which means that a
lot of innovation, a
lot of seeds are being
planted, but not

percentage of OpenDaylight will be
used and leveraged that way. You
will have a few people who grab
the code, compile it themselves and
deploy it in their environment, but
mostly for a proof of concept (POC).
If an end user hears about SDN and
thinks it’s great, they might find
themselves needing to POC 15 different solutions. Do I need an overlay? Well, you’ve got to look at three
or four overlays out there because they all do things differently. And if you
want to figure out how to use OpenFlow, well there are different flavors of
OpenFlow, so you’re going to pull a couple of different ones.
So with something like OpenDaylight you can very quickly kick the
tires on SDN itself. “I want to experience a couple different flavors of overlays. I want to experience what it’s like programming flows as opposed
to doing things with BGP the way that I have been doing it.” So that’s the
immediate end-user use case. But frankly Hydrogen is early in its maturity cycle, and therefore I wouldn’t recommend it.

every seedling
will grow into a
tree.

Cisco is a core supporter of OpenDaylight, but then says it thinks
some intelligence should remain in the switch. Doesn’t that fly in
the face of the bigger-picture SDN.
There’s a huge debate going on in the industry. In general, everybody,
including Cisco, agrees some level of intelligence needs to be centralized.
The debate is how much intelligence?
One side says all the intelligence is in the center, while the other says some
intelligence is in the center, but still a lot of execution intelligence is at the
edge in the switches and routers. And that raises the next question, which is,
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Anything that you didn’t achieve
that you had hoped to achieve by
this point?
Good question. Our success measure as an organization and my
personal goal is to see SDN implemented, adopted and deployed.
That’s happening in lots of corners,
but it’s taking longer than I wanted.
But it’s not longer than I expected.
What I’ve come to understand is
that it is way more than just a technical change. We knew it was a new
way of thinking about networking and computing combined, but
it is also an organizational and a
human challenge, because the roles
of IT organizations and the people
therein are changing. We’re very
interested in the training aspect, the
skills aspect, and helping organizations get there from here.
Version 1.4 of OpenFlow is out
now, and some analysts call it
the first version that’s ready for
prime time, but would you agree
with that statement?
I think 1.3 was ready for prime time.
That’s why we declared it a stable

target for implementers anywhere.
Software people are implementing it and deploying it. But 1.4 continues to improve on it and we’re
working on 1.5 beyond that. Prime
time very much depends on your
application. We have people that are
thrilled with OpenFlow 1.0. I think
the diversity of applications and
requirements, and the diversity of
value for the different kinds of businesses that will benefit from SDN,
is so wide it’s hard to say “this is the
ultimate answer for everybody.”
When does 1.5 come out?
We’re looking at about one a year.
And every time we do a new release
we are taking the new features and
bundling them as an extension
package to OpenFlow 1.3, so people
who made use of that as a stable target will find it easy to adopt.
I presumed by this point, three
years in, that more of the vendor
community would be embracing
OpenFlow. Some have thumbed
their nose at it, saying they’ll
add support if and when needed.
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if you have some level of centralized intelligence, is it imperative or not? Are
you keeping all flow information centralized and then simply giving instructions, or are you instead capturing the needs of application, communicating
that to the fabric, and letting the fabric make optimization decisions?
I think this is the defining debate of our industry for this decade. Will
it go all one way or the other? Or will it be a combination of both? I don’t
think anybody knows. And unfortunately, most of the brilliant people in
the industry are all employed by companies that have a lot to gain from
one model versus the other, so the views they’re espousing are incredibly
self-serving.
But everybody agrees the network has to change. We ran a survey and
found something like 95% of people think they’re going to deploy SDN by
the end of next year, which is ludicrous if you think of SDN the way that I
do. So there’s tremendous desire, yet to some extent the market is stalled
because of the risk of picking the wrong solution, and this is even for the
big guys. It’s even riskier for the little guys.
Standards aren’t going to be the way we resolve these differences. So it’s
either going to be all-out war among proprietary solutions, or we create a
community where people can leverage code to demonstrate out the pros
and cons through multiple revs of the different technologies. And this
is why in OpenDaylight we have the service abstraction layer, which, I
think, has been very misunderstood.
People ask the question, “If OpenFlow is the answer in the future, why
would you create an abstraction layer that allows a whole bunch of old
protocols and old technology to interoperate with these wonderful new
methods?” And the answer is because we don’t yet know whether the
OpenFlow model is going to work or whether it will be something else.
Are overlays going to win or are they a transitional niche technology?
We don’t know. And so what we’re trying to do with OpenDaylight is provide a core controller that can work with multiple models, allow them to
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What do you make of that?
There are two reasons why you
might see this response from the
vendors. One is the hardware vendors had some legitimate reason
to say it’s been hard to implement
OpenFlow beyond 1.0. But we
addressed that with the later versions. And the other is that, when
the playing field has been leveled,
you have to compete on price, quality and features. It creates a more
competitive market, which is great
for customers, but it does change the
business models for some vendors.
We understand that this is a transition for them. We’re trying to keep
it going as fast as possible. It’s like
we’re pulling this gang with an rubber band. We don’t want it to be a
rigid pole because they can’t move
as fast as we move, and we don’t
want it to be stretched so far that it
breaks and we go on and they don’t
have any incentive to follow us. So
when it’s something elastic we can
surge ahead and they will catch up.
More or less we do move forward
together. It’s not instantaneously at
the same rate.

We knew it was a new
way of thinking about
networking and computing combined,

but it is also an
organizational
and a human
challenge.

Good analogy. How about with
Cisco? They want to leave some
control in the network gear, so
they are not really embracing
the full decoupling idea.
That’s certainly not the philosophy
we’re advocating. We believe that
having this logically centralized control will bring all three of the benefits
that operators want, CapEx savings,
OpEx savings and increased revenue velocity. But they are making
business decisions— every company is — and finding their way to
get there from here. Cisco has been
a member of ONF since the very
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develop over many years, leverage them. Because I don’t think that the
world in 15 years has eight different southbound protocols, 30 controllers, five overlays, and so on and so forth. I think there will be a shake-out.
Today, however, we need that brainstorming, and that’s why so much
investment is going into that abstraction layer.
So OpenFlow isn’t critical to the success of SDN?
Scott Shenker (a professor in the Electrical Engineering and Computer
Sciences Department at UC Berkeley) talks about SDN 1.0 and SDN 2.0.
And I think OpenFlow, in its first iteration, was a really, really interesting
departure from the past. It was a theoretical exercise, in a sense, to turn
the world of networking on its head. And I think it did its job brilliantly.
I think the ONF did their job brilliantly.
On the other hand, it’s really, really hard to invent something from
scratch and get it right the first time. OpenFlow 1.0, in a sense, works better in theory than it works in practice. It can solve a few narrow problems
decently well, but when you start to think about deploying it in production
networks, you have to optimize not for one thing, but for 15 attributes, all of
which are critically important – performance and QoS and cost and OpEx,
etc. – and what you found is OpenFlow 1.0 wasn’t going to work. Like any
1.0 product or 1.0 solution.
So they revved it again and got to 1.3, and 1.3 solved some problems.
But guess what happens? You know those typical regressions, you solve
some problems and you create new ones. So I think OpenFlow has great
promise, and it serves some really good purposes, but here’s what we don’t
know yet. Will this evolve?
There are folks who believe it’s just early and that it will evolve and we’ll
go to 1.5 and 1.6 and 1.7 and 1.8 and 1.9, and over time it will continue to get
refined and it will be the protocol that changes the industry. You’ll eventually be able to do everything with OpenFlow. And that’s possible. It may
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beginning and they have participated very well. But they have their
own business decisions to make and
their own path to follow.

What do you make of Cisco
OpFlex, which it describes as a
policy framework “to transfer
abstract policy from a network
policy controller to a set of
smart devices capable of rendering abstract policy”?
Our philosophy is that we want the
network elements to be as simple
as possible so they are just highperformance packet-processing
devices. They need to be able to
interpret models. We don’t think
they need to have a lot of custom
ASICs in them, and we see the value
of being in software up on the control plane, and so we are pursuing
all the means we have to make the
philosophy that we hold available in
products and services.

Our philosophy
is that we want
the network
elements to be
as simple as
possible
so they are just
high-performance
packet-processing.

network virtualization as an
application of SDN, as some say?
I think it’s a use case of SDN. It
comes in handy in lots of scenarios and has been very useful
for a number of organizations to
get started. But some users say,
“Virtualization is nice, but I’m not
doing overlays. I’m going to do real
SDN. I’m going to control the whole
forwarding plane.”
And as we build out the OpenFlow substrate, we’re getting the
Then you have VMware, which is conversation around to what is
pushing network virtualization, truly important to the enterprise,
which again is a bit different than and that’s the stuff you build on top
of it. Some people debate whether
your SDN vision. Do you view
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do just that.
But other folks say, “Actually, no. OpenFlow was a great start. But there
will be another protocol that overcomes it.” And then still others that say,
“Networks don’t change overnight. No point in throwing the baby out
with the bathwater. OpenFlow does flow programming really, really well.
In parts of your network OpenFlow works great. But BGP does a great job
for certain things. And we need other protocols out there. ”
And the truth is we don’t have one programming language in the world,
we have many. It’s fine that there is Java and C and Python and Ruby. Our
world can deal with multiple solutions to many different problems. Networking is likely to evolve that way. What we need are systems that are
able to work with and integrate with other systems.
I do believe we will see a shake-out. This industry has been sleepy and
has not changed for so many years, and now we’re in a period of great
change, which means that a lot of innovation, a lot of seeds are being
planted, but not every seedling will grow into a tree. I think we will end
up with a few trees. I think OpenFlow has some critical mass. I don’t see
OpenFlow disappearing. But I just don’t know that it’s going to be the silver bullet that works for everything everywhere.
You’ve mentioned overlay networks a few times, is network virtualization the low-hanging fruit?
I do think it is the low-hanging fruit, which is what’s nice about it. It’s very
accessible. It appears non-disruptive. It gets you out of having a million
silos in networking. And it offers the promise, I think, of a programmable
network. But I don’t think it solves every problem, and it creates some
new problems. So I think network virtualization makes some sense, and
I understand why the data center is looking at it and why it’s gaining a lot
of traction. But I think there is a lot more to SDN than just network virtualization. And I think longer term we need more profound change to net21
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this protocol is better than OpenFlow for this or that use, and I say,
let’s get beyond that. The outbound
protocol is just a vehicle, just a carrier of these things. The real importance to enterprises is the orchestration, the automation and the
central policy management. This
just carries those commands down
to do those things. It’s figuring out
how those couple to organizational
objectives that really matters to
people who operate networks.
So we have quite a number of
activities in that area, and we’re
going to see, I think, great progress in helping organizations put
these pieces together so they have a
functioning system that does bring
them the business value that SDN
promises.
We continue to work with
VMware. They have championed
and deployed the overlay approach,
which a lot of people have liked and
it’s gotten SDN in the door. We think
there will be some significant industry battlegrounds for giving customers what they want and, as always,
the market decides who wins.

We continue
to work with
VMware.

They have
championed
and deployed
the overlay
approach.

Switching gears a little …
how critical is OpenDaylight –
the vendor-lead effort to build
an open source SDN controller –
to the success of the SDN
movement?
We certainly believe that as networking becomes more a software
play, open-source software will
have an increasingly significant
role. So we cooperated in a number
of ways with OpenDaylight, and
OpenDaylight has a lot of control
modules that are useful and important and we’re delighted to see people contributing to those.
They have a lot of southbound
protocols. We’re not sure the indusJuly 2014
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working than what network virtualization brings.
Given VMware is the major proponent of that approach,
why do they want to be a part of OpenDaylight.
OpenDaylight has the potential of changing the networking industry, of
slowly becoming a community with the greatest minds, the biggest questions in the industry. And that can be disruptive to anybody who either
makes a lot of money or has designs to make a lot of money.
And so VMware, like everybody else, has to figure out, “How do I want
to participate? How many resources do I want to put in? Is this a force that
I can make money from, or is it something that is going to disrupt my ways
of making money?”
On the other hand, OpenDaylight and VMware have some different
views of the world. OpenDaylight has some different technologies, some different players, some of which are competitors with VMware, and therefore
they have to be careful in determining how much to get involved, how much
to contribute. And I think that’s something that’s going to evolve over time.
OK, the last question. Helium is up next. Is that more than a
developer release?
Hydrogen was all about getting something out, getting real code out people could leverage, showing that these technologies could work with each
other, showing that these people could work with each other. The Helium
release will continue to refine and evolve the existing components while
adding a set of new functions and capabilities. Areas of focus for the community include stability and performance, North-Bound Policy interfaces,
improved clustering and federation, further support for OpenFlow, application developer engagement, documentation, support and integration
with OpenStack, and support for additional South Bound Protocols. It is
scheduled to come out this fall.
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try needs to spend that much time
on those. It’s better if they focus on
the orchestration, automation and
central policy management. So
we’re making sure their OpenFlow
southbound protocol option is of
high quality and available.
They’re targeting particular use
cases, which is exactly what they
should be doing, but not all use
cases. We’re cooperating particularly with them in the architecture
for the northbound interfaces.

Given most organizations have
loads of money invested in legacy
gear, what are the incremental
steps they can take to get there?
That’s a great question. That’s why
we started our migration working
group about a year and a half ago (see
“A Q&A with the Chair of the Open
Networking Foundation's Migration Group”). And we are showing
examples of how people have done
it. We are building some tools and
some metrics. Basically there is a
combination of things. There’s a way
of introducing SDN software with
existing infrastructure. You don’t get

There’s a way of
introducing SDN
software with existing
infrastructure.

You don’t get
all the benefits
of SDN by any
measure, but
you get some.

all the benefits of SDN by any measure, but you get some, and you learn
about how to couple your business
priorities to some of the orchestration software.
You gradually move into a forwarding plane that is optimized for
packet processing and does not have
the legacy functions. And you can
introduce this a network element
at a time. The vendors are going to
choose a variety of ways of doing
this with either stand-alone devices
or hybrid devices, and there will be
a lot of experimentation to do that.
But what you want to make sure you
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have is some understanding of what’s happening
in your network. That’s why we work on configuration of management methodologies integrated
into existing management methodologies.
So it’s really a combination of deploying new
software, coupling new management schemes
and deploying new switching hardware, and
then it’s going to be understanding that more
and more servers and switches are built on
exactly the same components of Ethernet, x86
and OpenFlow.
I see that in October in Germany the ONF
is going to be showcasing some SDN solutions. Will those be actual users up there
speaking?
The SDN Solution Showcase will be part of the
Expo area and we’re putting together six or seven
themes and I’m not ready to publicize those yet.
But every theme we demonstrate will involve at
least two vendors and one [user]. So this is different from the normal Expo where every vendor
goes out by himself and shows his own stuff.

Anything else that I didn’t hit on that you
think the world should know about ONF
and OpenFlow and where we are?
One thing that hasn’t changed in the three years
that we’ve been around is our mission to accelerate the adoption of open SDN for the benefit of
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I think now that
people are starting
to understand

that networking is very
much about
software.

users. And I can say that we’re really grateful
for the efforts of everyone in the industry in
contributing to making this a successful movement. It’s been amazingly successful so far. It
has a long way to go, but the benefits are so clear
to people who operate networks that there is just
no turning back.
I think now that people are starting to understand that networking is very much about software, we’re going to see more emphasis on software skills in arenas that used to be just about
networking. So we’re very happy and inspired
to be leading this movement. We take our obligations very seriously. We’re working hard
to make it successful for operators and users
everywhere.
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