
 

M ODE RNI Z ING E NTE R PR ISE  I T    

�  Introduction 2

� Converged storage and the    
      software-defined revolution  4

�    The evolving role of flash 9

� Object storage: Big, cheap,  
      and essential 13

�    Cloud Backup and Disaster 
Recovery 17

The New Enterprise 
Storage

DIGITAL SPOTLIGHT   S U M M E R  2 0 1 4

http://www.infoworld.com


2  infoworld.com 

I N S I D E

Introduction 2
B Y  E R I C  K N O R R

Converged storage and the  
software-defined revolution 4
Scattered proprietary storage systems require too much 
time and effort to maintain. Converged storage systems 
and management software promise vast gains in efficiency. 
B Y  B O B  V I O L I N O

The evolving role of flash 9
Flash storage is finding its way into servers and a host 
of dedicated storage devices, accelerating storage 
performance and making round trips to the SAN a less 
frequent. 
B Y  PA U L  V E N E Z I A

Object storage: Big, cheap,  
and essential 13
As the demand to save everything rises, so does the need for 
distributed storage for large chunks of data. Object storage 
provides the solution.
B Y  PA U L  V E N E Z I A

Cloud backup and disaster 
recovery 17
Cloud backup can provide amazing capabilities at an 
unbeatable price — but when expectations don’t match 
reality, calamity can result.
B Y  B O B  V I O L I N O

  

   
   

 D
IG

IT
A

L
SP

O
TL

IG
H

T

THE NEW ENTERPRISE STORAGE

The big shift in        
   enterprise storage

OR OVER A DECADE, enterprise storage has almost exclusively 
centered on the reliable stalwarts SAN and NAS. Today, a slew of 
exciting technologies and architectures are shaking things up.

The two most disruptive trends, converged storage and software-
defined storage, go hand in hand. Converged storage brings us back to 
combining computing and storage in a single server, reducing latency for 
distributed applications — and marking a dramatic shift from the “islands 
of storage” philosophy behind the rise of the SAN. Software-defined stor-
age, like software-defined networking, centralizes control logic, enabling 
admins to manage huge, heterogeneous swaths of storage across the data 
center much more easily.

We also examine the role of flash storage, which in employing non-vola-
tile memory vastly improves storage performance, and can even be pooled 
across servers so that spinning disk is accessed less often. On the opposite 
end of the performance scale, object storage — originally developed by 
cloud service providers — introduces a new file system to manage giant 
repositories of backups, rich media, virtual machine images and similarly 
large chunks of storage. Finally, our examination of cloud backup services 
details how backing up to the cloud should be done in concert with, rather 
than as a replacement for, local backup solutions.

Together, these innovations represent a true paradigm shift for enter-
prise storage. We hope this Digital Spotlight provides useful resources for 
taking advantage of unprecedented advances in technology.

—Eric Knorr, Editor in Chief
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Scattered proprietary storage 

systems require too much 

time and effort to maintain. 

Converged storage systems and 

management software promise vast 

gains in efficiency. B Y  B O B  V I O L I N O 

4

HEN IT COMES 
to enterprise 

storage, con-
vergence is in 
and silos are out. 

The days of huge, 
proprietary storage “islands” are 
waning. Today, new methods of 
bringing high performance, high 
scalability, and high availability 
to commodity hardware, as well 
as new ways of consolidating 
heterogeneous storage systems, 
are raising the prospect of truly 
centralized storage manage-
ment for organizations.

WREVOLUTION

http://www.infoworld.com
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Converged storage is an ar-
chitecture that melds storage 
and computing hardware 
into a single entity. This 
combination stands in stark 
contrast to the traditional 
enterprise storage model, in 
which computation happens 
on servers and storage is con-
signed to the SAN or NAS. 
That older model is creat-
ing a bottleneck for many 
companies, as data sets grow 
dramatically larger and the 
time needed to access critical busi-
ness data grows ever shorter.

The aim of storage convergence is 
to obliterate the physical, logical, and 
management barriers that have hin-
dered data storage and retrieval in 
the past. The promise of this strategy 
is that it can speed delivery times, 
enhance the performance of applica-
tions, and reduce the costs of power 
and cooling in the data center.

Storage convergence comes at a 
time of tremendous data growth, 
driven by the embrace of big data and 
its imperative to save everything. At 
the same time, data center architects 

are realizing that flexible, scalable in-
frastructures require separating con-
trol logic from the familiar systems on 
which the data center is based.

Software-defined storage
That separation is the basic concept 
behind SDS (software-defined stor-
age), which helps enable storage 
convergence. SDS decouples stor-
age hardware from the software that 
manages the storage infrastructure, 
so a single, intelligent software con-
trol center can handle multiple stor-
age systems. In many cases, admins 
no longer need to configure storage 

systems manually, one by one.
As a result, pooled storage infra-

structure resources in an SDS envi-
ronment can be automatically and 
efficiently allocated to sync up with 
the changing demands of an organi-
zation. In decoupling storage hard-
ware from the software that man-
ages storage, SDS allows companies 
to deploy heterogeneous storage 
hardware without being concerned 
about such issues as interoperability, 
whether specific storage resources 
are being used optimally, or manual 
oversight of storage resources.

The software that enables an 

SDS environment provides policy 
management for capabilities such as 
data deduplication, replication, thin 
provisioning snapshots, and backup. 
Among the key benefits of SDS com-
pared with traditional storage are 

Digital Spotlight | SUMMER 2014                                                                                                                          infoworld.com

The aim of storage  
convergence is to 
obliterate the 
PHYSICAL, LOGICAL, and MANAGE! 
MENT barriers that have hindered  
data storage and retrieval in the past. 
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cost efficiencies, increased flexibility 
with hardware implementations, and 
automated management.

SDS is sometimes confused with 
storage virtualization. Whereas vir-
tualization involves separating ca-
pacity from specific storage hardware 
resources, SDS involves separating 
the storage capabilities and services 
from the storage hardware.

New approach, new systems
A number of vendors are offering 
what they refer to as software-defined 
storage products. Because these 
companies tend to have different 
definitions of SDS, the functions, 
capabilities and features of these 
products vary. However, a common 
theme is the use of distributed clus-
ters of commodity machines and 
software that automates everything 
from data replication to load balanc-
ing to disaster recovery.  

Nexenta, for example, offers 
NexentaStor, an SDS platform 
that provides unified file and block 
storage services, runs on industry 
standard hardware, scales from tens 
of terabytes to petabyte configura-

tions, and includes data manage-
ment functionality. Among its key 
features are dynamic disk pools and 
RAID-Z1, RAID-Z2, RAID-Z3, 
periodic asynchronous replication, 
and thin provisioning.

Optional solutions include Nexen-
ta MetroHA, a high-availability clus-
ter configuration of Nexenta Stor that 
provides storage redundancy, 
high availability and disaster 
recovery over campus- and me-
trowide distances. Nexenta 
MetroHA configurations con-
tain at least two complete copies 
of specified file systems or data 
volumes separated by geographical 
distance. Copies can be synchro-
nously updated for full redundancy 
and fail-over.

Hewlett-Packard offers StoreVir-
tual VSA Software, a virtual storage 
appliance that provides array func-
tionality of HP StoreVirtual 4000 
Storage on top of VMware vSphere 
or Microsoft Hyper-V environments 
without external array hardware.

By virtualizing up to 50 terabytes 
of disk capacity on a server running 
VMware vSphere or Microsoft Hy-

per-V, StoreVirtual VSA eliminates 
the need for external shared storage 
required to implement advanced 
hypervisor features, HP says.

Like HP StoreVirtual 4000 Stor-
age, StoreVirtual VSA uses scale-out, 
distributed clustering to provide a 
pool of storage with enterprise stor-
age features. Organizations can run 
multiple StoreVirtual VSAs on mul-
tiple servers to create a clustered pool 
of storage. Adding more StoreVirtual 

SDS is easier 
to implement, 
costs less than hardware-
based storage, and "ts well with 
Opus Interactive’s VMware virtual-
ization strategy because it runs on 
VMware, says Opus CTO Brady Wilson.

http://www.infoworld.com
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VSAs to the cluster increases the 
storage pool.

Early adopters
Companies that have deployed soft-
ware-defined storage products are 
already claiming to see various busi-
ness and technology benefits.

About two years ago, Budd Van 
Lines, a provider of moving and stor-
age services, began using Nexenta-
Stor to replace an existing SAN in a 
heavily virtualized IT environment.

“At first we were going to use it 
just as a file server for big file shares 
and to let people restore their own 
files,” says Doug Soltesz, vice presi-
dent and CTO. “But we became so 
enamored with the system that we 
gave it all of our VMs, and it ran 
great.” Budd later expanded its roll-
out of the SDS product.

The company is using the system 
in large part to support the expand-
ing data storage needs of its video 
security system. Among the main 
benefits of the storage technology are 
cost efficiencies and increased hard-
ware flexibility, Soltesz says.

Managed hosting provider Opus 

Interactive, another company that is 
relying on server virtualization in its 
data center, began using HP’s SDS 
offering at the end of 2012, replacing 
a hardware-based HP storage system.

SDS is easier to implement, costs 
less than hardware-based storage, 
and fits well with the company’s 
VMware virtualization strategy be-
cause it runs on VMware, says Opus 
CTO Brady Wilson.

Another advantage of the technol-
ogy is that it provides less compli-
cated storage, so Opus does not need 
to have dedicated in-house storage 
experts. “It gives us the ability to do 
hardware the way we want to do hard-
ware, and makes financial sense for 

us,” Wilson says. As a service provider, 
Opus is constantly looking for ways to 
keep costs down so it can pass those 
savings on to customers, he adds.

A growing market
Ashish Nadkarni, an analyst at 
IDC, sees no end in sight for soft-
ware-defined storage. “In recent 
times, general purpose computing 
platforms have become powerful as 
well as versatile, and suppliers have 
realized that these platforms work 
very well in handling storage work-
loads,” he says.

This eliminates the need for spe-
cialized storage hardware, and all 
storage functions can be offered via 

the software layer, “which runs on 
this commodity general-purpose 
computing platform,” Nadkarni says. 
“In most cases, such platforms have 
internal storage that is then used for 
persistent storage.”

Converged storage and software-
defined storage are interrelated “in 
the sense that software-defined com-
pute (which we know as server virtu-
alization) software-defined network-
ing and software-defined storage can 
leverage the same hardware abstrac-
tion layer via a general-purpose oper-
ating system,” Nadkarni says.

The move toward converged stor-
age is underway in multiple markets, 
says Henry Baltazar, an analyst at 

“With so#ware-de"ned storage,  
organizations can  
automate their provisioning  
and accelerate their client’s access to storage resources.”
 – HENRY BALTAZAR, analyst, Forrester Research

http://www.infoworld.com
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Forrester Research.
“In the high end, the fastest flash 

[storage] is flash that is closest to a 
server’s CPU,” Baltazar says. “For 
this reason, we would expect to see 
converged server/storage hardware to 
run applications.”

In the big data space, platforms 
such as Hadoop already have con-
verged architectures blending stor-
age and servers, Baltazar says. “No 
one wants to move hundreds [of 
terabytes] of data to an application 
when it would be far easier to run an 
app closer to the data that needs to 
be processed,” he says.

At the mainstream midrange space, 
organizations want tight integration 
between storage and server manage-
ment. Vendors such as Simplivity and 
Nutanix are bringing converged sys-
tems to the market, Baltazar says.

The compelling advantages that 
these software strategies can poten-
tially offer for organizations will con-
tinue to fuel growth in the market, 
experts say.

“Provisioning has been a major 
area of [end-user] dissatisfaction over 
the years,” Baltazar says. “With soft-

ware-defined storage, organizations 
can automate their provisioning and 
accelerate their clients’ access to stor-
age resources. I do not equate soft-
ware-only storage with software-de-
fined storage. But I do believe SDS 
will eventually allow customers to 
transition to software-based storage 
running on commodity hardware.”

Storage appliances are still the 
preferred product for enterprises, 
“and any box you purchase today will 
be in your organization for at least 
the next three years,” Baltazar says. 
“A realistic SDS strategy would allow 
[companies] to blend legacy storage 
appliances with future software stor-
age products and services.”

As for the future of converged and 
software-defined storage, “we should 

see expanded adoption of 
both of these technologies,” 
Baltazar says.

With these newer storage strate-
gies, organizations “can decouple 
hardware purchases from software 
purchases,” Nadkarni says. “This al-
lows them to seek lower acquisition 
costs by acquiring hardware from 
server vendors at lower costs than 
what the storage vendors sell it for. It 
also decouples hardware upgrades 
from software upgrades and allows 
organizations to stretch their asset 
investments.” !

Bob Violino is a freelance writer who 
covers a variety of technology and  
business topics. You can contact him  
at bviolino@optonline.net.

“In the high end,  
the fastest $ash [storage]  
is $ash that is closest to  
a server’s CPU.”  
— HENRY BALTAZAR, analyst, Forrester Research 

http://www.infoworld.com
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F
LASH STORAGE HAS already become 
a key component of enterprise servers and 
a host of dedicated storage devices, vastly 
improving storage performance. With data 
volumes reaching unprecedented heights, the 
timing couldn’t be better.

Flash storage is 
finding its way 
into servers and a 
host of dedicated 
storage devices,  
accelerating storage  
performance and 
making the round trip 
to the SAN a less  
frequent prospect.    
B Y  B O B  V I O L I N O

Digital Spotlight | SUMMER 2014 infoworld.com
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Flash storage comes in 
a couple of basic varieties, 
which are named accord-
ing to the logic gate used 
by nonvolatile memory in 
the flash device. NAND 
flash architecture is suited 
for devices that require 
high-capacity data storage. 
NAND is ideal for enter-
prise storage needs, and is 
changing the way organi-
zations are managing storage.

One of the key differences be-
tween NAND flash storage and 
physical hard disk drives is the 
fact that NAND does not require 
as much space — and devices de-
signed with NAND technology de-
liver higher performance in storage 
systems. NAND flash storage deliv-
ers the speed, reliability and lower 
power consumption that many orga-
nizations seek.

Several novel approaches have 
come to market that involve virtual-
izing flash in servers and creating a 
pool, some for caching and some for 
tiering, says Arun Taneja, founder 
and president of Taneja Group, an 

research and consulting firm fo-
cused on storage and storage-centric 
server technologies.

“The interest level in flash is now 
universal, with no enterprise-level 
company without at least some 
flash initiatives,” Taneja says. “We 
have gone from ‘What is flash?’ to 
‘How best should I use flash tech-
nologies?’ [It’s a] big change in one 
year.”

Given the potential benefits of 
flash, this shift should not be sur-
prising. These include an order of 
magnitude reduction in latency, 
massive improvements in IOPS (in-
put/output operations per second) 
and throughput, low power and 

cooling requirements,  
and lower space requirements.

Flash on the rise
The increase in adoption of flash 
storage has been dramatic, according 
to research from IDC. The firm sur-
veyed 1,036 organizations worldwide 
in the fall of 2013, and 52 percent of 
the respondents said they were cur-
rently using flash and/or SSD (solid-
state drives) in their external disk 
storage environment.

“Then we asked about purchase 
intentions over the next 12 months, 
and all the rest of [the survey respon-
dents] said they plan to deploy flash,” 
says Eric Burgener, an IDC storage 

analyst. “Everyone is going to have 
at least some type of flash storage in 
their environment by [the end of] 
2014.”

Flash-optimized array shipments 
will continue to grow at a rapid rate, 
according to IDC. The hybrid ar-
ray market will grow at a 21 percent 
compound annual growth rate 
through 2016 — to $12.3 billion — 
and the all-flash array market will 
increase at a rate of 59 percent per 
year to $1.6 billion over that period.

“Although flash can be deployed 
in servers, in appliances or in arrays, 
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“We have gone from ‘What is $ash?’  
to ‘How best should I use $ash technologies?’  
[It’s a] big change in one year.”    — Arun Taneja, founder and president of Taneja Group
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in the past more flash has been de-
ployed in existing arrays because of 
the ease of integration,” Burgener 
says. “In the future, we expect to see 
that shift toward more flash being 
deployed in new storage arrays that 
offer flash-optimized architectures.”

Flash-optimized architectures 
maximize the performance and 
economic benefits of flash deploy-
ment, which include not only lower 
power and cooling costs but also 
the ability to meet any given storage 
performance requirement with sig-
nificantly fewer storage devices.

Flash arrays and hybrid arrays will 
take over as the “main workhorses” 
of enterprise storage, Burgener says. 
“They might not be taking over en-
terprise storage entirely, but we’re 
moving in that direction,” he says.

What is still not known is whether 
it will be all-flash arrays or hybrid 
flash arrays in these environments. 
“What will determine that is how 
much the dollar-per-gigabyte cost of 
all-flash solutions will come down,” 
Burgener says. “You’ve got vendors 
out there saying they can provide all-
flash arrays at the same price as regu-

lar arrays. That’s not really 
true yet, but they are getting a 
lot closer.”

As the cost-per-gigabyte 
continues to come down, 
there will be a huge impact on 
the market. “With the finan-
cial justification IT organiza-
tions have to go through to 
bring these systems in-house, 
it makes it that much easier as the 
number goes down,” Burgener says.

In addition, flash optimization 
technology has improved — particu-
larly during the past 12 months — to 
the extent that many feel it is suitable 
for enterprise storage environments. 
In the past, flash optimization tools 
were typically designed to meet 
limited requirements, such as when 
a user had a single application that 
needed a lot more performance.

“Most of the array vendors came 
out with a flash product that just met 
that requirement, but they did not 
have an enterprise-class” offering, 
Burgener says. “As they move to the 
2.0 or 3.0 releases of flash optimiza-
tion, they are incorporating features 
that make these products much 

more usable across multiple work-
loads in an enterprise,” he says.

One of the biggest changes has 
been the addition of QoS (quality-
of-service) controls on these storage 
systems so organizations can es-
sentially guarantee service levels in 
mixed workload environments. The 
right QoS controls ensure that the 
specified level of performance is con-
sistently delivered at the application 
level, regardless of what else may be 
running on the system.

“The higher the workload density 
per storage array, the more cost-effec-
tive the overall solution is,” Burgener 
says. “The vendors have made major 
strides in this area, and you can get 
much better total cost of ownership 
with flash storage systems if you can 

load up five or 10 or more applica-
tions on them rather than a single 
application as in the past.”

Greener data centers
One of the primary benefits of flash 
storage is energy savings, an impor-
tant consideration at a time when 
many organizations are looking to 
run greener data centers.

“Flash-based systems drive signifi-
cant savings in power, cooling, and 
floor space,” Burgener says. “Because 
flash devices like solid-state disks can 
deliver up to 1,000 times the IOPS 
of performance-optimized spinning 
disks, you need far fewer of them to 
meet any given IOPS requirement.”

Vendors continue to bring out 
flash products that promise more 

Digital Spotlight | SUMMER 2014 infoworld.com

Flash arrays and hybrid arrays will 
take over as the “main workhorses” 
of enterprise storage.
 – Eric Burgener, storage analyst, IDC.
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savings. In April 2014, SanDisk 
announced the Optimus MAX 
SAS (serial attached SCSI) solid-
state drive, which it claims is the 
industry’s first 4TB SAS SSD.

The product achieves a capac-
ity point that far outpaces today’s 
highest-capacity 2.5-in. 10K and 
15K rpm SAS hard-disk drives, the 
vendor says. Optimus MAX SSD will 
enable enterprises to experience sig-
nificant power cost savings because 
fewer racks and power supplies are 
needed.

One of the drawbacks to flash 
storage is the relatively high upfront 
costs of systems. The cost per giga-
byte of flash memory is still signifi-
cantly higher than that of hard disks.

“When we asked people in the 
survey why they hadn’t deployed 
flash, the No. 1 reason was cost,” 
Burgener says. “While a single SSD 
may cost more than a performance-
optimized spinning disk of compa-
rable capacity, evaluating the value 
an SSD brings to the table using cost 
per gigabyte is short-sighted. Newer 
metrics like dollars per IOPS, IOPS 
per watt, and particularly total cost of 

ownership, much more accurately 
reflect the value a flash-based system 
delivers over time.” The bottom line 
is that organizations need to look at 
the long-term costs savings and per-
formance gains in order to get past 
the initial sticker shock.

Other possible shortcomings of 
flash include a finite and limited 
number of writes on each cell, Taneja 
says. But this issue has been all but 
mitigated during the past two years, 
“with vendors doing smart things like 
writing linearly before rewriting a cell 
and other similar schemes,” he says.

“The other limitation is the 
smaller amount of capacity you can 
get, apples to apples, versus HDD,” 
Taneja says. “But the flash capacities 
have come up significantly over the 
past two years, even if it is not equiv-

alent to HDD. If an application is 
heavily capacity-based, a hybrid is 
the way to go. I think we are in an 
era of ‘all pluses and no minuses’ 
with flash now.”

As for the future of flash storage, 
vendors are preparing products such 
as 3D NAND flash, which stacks 
memory cells on top of one another.

This has several benefits: it pro-
vides a higher capacity-to-volume 
ratio in a smaller physical space and 
improves electrical performance by 
shortening the interconnect length 
between cells. Companies such as 
IBM, Samsung, and Toshiba are de-
veloping 3D NAND flash offerings.

Other improvements are coming. 
“We should be getting usable 3-bits-
per-cell technologies next year for 
production,” Taneja says. “This will 

increase capacities, albeit at the 
cost of lower performance and write 
fidelity.”

Given the potential benefits and 
the relatively few drawbacks, experts 
predict strong growth for flash stor-
age in the years to come.

“I expect the top 15 percent or so 
of the [external storage] market to be 
available to all-flash arrays, and the 
next 50 percent of the market to es-
sentially be eligible for hybrid arrays,” 
Taneja says. “Flash will play a major 
role in the makeup of the [next -gen-
eration] architecture, and the market 
size is several billion dollars.” !

Bob Violino is a freelance writer who  
covers a variety of technology and  
business topics. You can contact him at 
bviolino@optonline.net.

“When we asked people in the survey 
why they hadn’t deployed $ash,  
the No. 1 reason was cost.” 
 – Eric Burgener, storage analyst, IDC.
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As the demand to 
save everything rises, 
so does the need for dis-
tributed storage for large 
chunks of data. Object stor-
age provides the solution.  
B Y  P A U L  V E N E Z I A

O
BJECT STORAGE IS one of the most important 
technology developments to emerge from the 
cloud computing explosion. Essentially, object 
storage is the file management facility used by such 
large-scale data storage frameworks as Amazon’s 
S3, Google Cloud Storage, and Microsoft Azure.
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Those cloud services 
needed it. Operating on a 
gargantuan scale, they real-
ized conventional storage 
schemes would not cut it. So 
they invented object storage 
to handle their own massive 
deployments and deliver appropriate 
scalability, security, and reliability. 
Today, this next-generation storage 
technology is available to all.

Conventional vs. object  
storage
To understand object storage, you 
need to know how garden-variety file 
systems work in conventional storage.

Billions of devices use file systems 
to store and access data, from home 
routers to high-powered servers. 
When you save a file on a C: drive 
in Windows 7, you’re storing that file 
in an NTFS file system. If you save a 
file on a Linux system, you’re proba-
bly using the ext3 or ext4 file system.

Each of these file systems handles 
data files in a similar fashion. The 
file system prepares a disk or hard 
drive by formatting it to certain 
specifications, including the defini-

tion of data blocks. Each block is a 
portion of storage — literally a col-
lection of 1s and 0s that can be used 
to save data, typically 4,096 or 1,024 
bytes in size. When a file is stored, it 
is poured into however many blocks 
are required to store the file. Thus, a 
24K file would require six 4,096-byte 
blocks, but a 26K file would require 
seven 4,096-byte blocks — resulting 
in a waste of 2,048 bytes. 

The file system maintains a hierar-
chical record of which files are stored 
on which blocks. Contiguous blocks 
shorten retrieval times. When you 
defragment your hard drive, that’s 
the goal — the file system tries to 
reassemble fragmented files together 
into a contiguous set of blocks to 
reduce access times. A heavily frag-
mented disk is a slow disk.

File systems are used on single 
disks, as well as on arrays of disks in 

RAID groups. A RAID device may 
be comprised of three or more hard 
drives or logical disks, and the data is 
stored on blocks across all the disks. 
A file system like ext3 or NTFS is 
used on a RAID volume, just as it is 
on a single disk, and files are stored 
in blocks as usual. The use of RAID 
allows for greater data reliability be-
cause it protects against disk failure, 
but it still uses traditional file systems 
to do so.

Scaling up, way up
At the scale of cloud storage plat-
forms, the use of traditional file 
systems presents many problems. 
For one, the number of disks and 
storage servers in use is massive, and 
maintaining data integrity across 
hundreds of storage servers is a huge 
challenge. In addition, there are re-
quirements to provide for redundant 

storage and backups. The logistics 
are prohibitive when running hun-
dreds or thousands of what are essen-
tially small islands of data storage.

But what if you could collect all of 
those islands together under a single, 
large data management umbrella? 
Then you’d get massive storage 
alongside resiliency and data integ-
rity. This is essentially what object 
storage does. Object storage abstracts 
the actual file storage to a higher 
level, and does so across many stor-
age devices. 

Big storage server clusters
Picture racks and racks of storage 
servers. Each server contains dozens 
of hard drives and connects to other 
storage servers on a fast network.

Today, you may also see storage 
controllers running on other servers 
that are managing the object stor-

Object storage abstracts the actual "le storage to a 
higher level, and does so across many storage devices. 
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age infrastructure. Through 
the use of an API, applica-
tions can communicate with 
the controllers, authenticate 
themselves, and either retrieve 
or store data on the object stor-
age cluster via the controller 
interfaces.

When a file is stored with 
object storage, it is placed on 
a storage server in an object, 
with a set of metadata describing 
the object and the data within the 
object, and that metadata may be 
stored on different servers than the 
object itself. The controllers keep 
track of what’s stored where and ref-
erence the metadata only when data 
is requested.

This means that a large file may 
be stored in many objects placed 
across dozens of storage servers. In 
addition, object storage can use flex-
ible container sizes, thereby reducing 
the waste found in block storage. In 
general, object storage results in less 
wasted storage space.

When an object is stored on a stor-
age server, it can also be replicated 
to other storage servers in the same 

cluster, or even in different loca-
tions. So if an important file is stored 
within a dozen objects across six 
storage servers, the controller could 
ensure that those objects are repli-
cated to a different set of six storage 
servers in an adjacent rack, or even 
in a remote data center. Some object 
storage technologies actually allow 
for the definition of storage server lo-
cation down to the rack level in order 
to make sure that the controllers are 
replicating objects to storage servers 
residing outside of the primary stor-
age location.

Thus, if objects are stored in mul-
tiple places, the loss of a single disk 
in a single storage server is inconse-
quential, because the data on that 
disk is replicated on another storage 

server — possibly on three or four 
other storage servers. Spreading data 
across servers in this fashion even 
allows an entire storage server to go 
down without any data loss. 

It’s the job of the controller to 
spread around replicated data, and 
in some cases even enable custom-
ers to modify the object replication 
scheme. For example, a customer of 
a cloud storage company could pay 
for increased or off-site replication 
for their data, while other customers 
could pay less for single-site replica-
tion.

As you can see, object storage is 
tuned to manage massive file storage 
operations, not the day-to-day stor-
age requirements of servers, work-
stations and other general-purpose 

Object storage is tuned to manage  
massive "le storage operations,  
not the day-to-day storage require-
ments of servers, workstations and 
other general-purpose computers. 
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computers. When compared 
to block-based file systems, 
object storage is slow, be-
cause it has to assemble files 
from a dispersed collection 
of storage servers, rather than 
from a single disk or array of 
disks. You wouldn’t use ob-
ject storage for booting an op-
erating system, for instance. 

Big storage jobs
Facebook, however, can and does 
use the massive scalability of object 
storage to handle hundreds of bil-
lions of photos stored across many 
petabytes of storage hardware. The 
same is true of Google’s storage infra-
structure, including the back end of 
Gmail. Object storage for that kind of 
massive read/write work is what en-
ables those services to exist at all. 

Object storage is very useful in the 
cloud, because it can be managed 
through an API. Multiple applica-
tions and services can all interface 
with object storage through the use 
of object storage protocols, such as 
the API used by Amazon’s S3 stor-
age service, which has been adopted 

by others. Google Cloud Storage, 
Ceph, Cloudian, and OpenStack 
Swift all offer the S3 API for use with 
their object storage systems.

Nonetheless, object storage is not 
limited to storing massive data for 
massive numbers of users. It’s also 
a very good way to provide near-
line and archival backups of corpo-
rate data. You can maintain large 
amounts of data on relatively few 
storage servers using object stor-
age and large, slow disks. The data 
stored is not latency-critical, as it 
would be for an application or data-
base server. For the most part, the 
extra time required for object stor-
age is a non-issue.

Another significant use of object 
storage is in big data environments. 

Big data tends to be made up of un-
structured data — an area that ob-
ject storage excels in. In fact, Apache 
Hadoop can host data sets on S3-
compatible servers, allowing big 
data analysis to be run on Amazon 
EC2 servers, reading and writing to 
Amazon S3 object storage contain-
ers. A form of high-performance 
object storage can also be used in 
supercomputing, such as the Lustre 
object-based file system.

Because you can present object 
storage via a browser, you can store 
objects directly to an object stor-
age system and retrieve them with a 
browser, such as assets for a website 
or even the site itself. The S3 API 
supports a default Web page to dis-
play to casual queries. Interestingly, 

the page comes straight 
from the object storage 
controller itself, not from a 
Web server.

Objects are larger 
than they appear
The bottom line is that 
object storage is best suited 
to handling large data sets. 

These might be spread among thou-
sands or even millions of users, as you 
find with commercial SaaS applica-
tions. Other likely jobs include man-
aging machine images for a large user 
base, wrangling big data repositories, 
or implementing large-scale backups.

Remember, object storage does 
not replace standard block storage — 
which is still the right choice for ap-
plication servers, databases, or other 
highly transactional workloads. But 
if you need to store and manage doz-
ens or hundreds of terabytes worth 
of semi-structured data in a safe and 
highly available manner, object stor-
age is the only game in town. !

Paul Venezia is an InfoWorld senior con-
tributing editor and a veteran consultant. 
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The bottom line is that 
object storage is best 
suited to handling 
large data sets. 
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Cloud backup can provide amazing 
capabilities at an unbeatable price 
— but when expectations don’t match reality, 
calamity can result.     B Y  B O B  V I O L I N O 

C
LOUD BACKUP AND disaster recovery offers relatively 
cheap, easily accessible, and geographically diverse backup 
capabilities. All of this can be available precisely when you need 
it and scale such that you only pay for what you use. However, it’s 
exactly this apparent ease of use that draws some into imagining 
that the cloud is magic and can do anything. Of course, it can’t. 

DISASTER
RECOVERY

CLOUD 
BACKUP 
AND
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The key to leveraging the cloud 
effectively is carefully defining your 
expectations and comparing your 
options against those expectations. 
Often, this isn’t done or isn’t done thor-
oughly. In other cloud usage scenarios, 
that might result in poor performance 
or even the failure of a project. Not 
good, but you’d be able to course-
correct relatively easily and find a new 
way of accomplishing your goals.

However, in backup and disaster re-
covery scenarios, the stakes are much, 
much higher. In many cases, a fail-
ure of a backup and disaster recovery 
system to live up to expectations isn’t 
detected until it’s actually needed — 
pretty much the worst time possible 
to make that sort of realization. To 
avoid that fate, you need to ask some 
basic questions as you consider how 
to leverage the cloud to satisfy your 
backup and disaster recovery needs.

Do I need the cloud  
in the first place?
The most frequent use case for the 
cloud is organizations that want their 
backups located elsewhere for disas-
ter recovery purposes (fire, natural 

disaster, etc.). You can almost always 
roll your own backup infrastructure 
on your premises for less than what 
it would cost to do in the cloud, but 
chances are you won’t be able to do 
that and also locate it off-site some-
where that’s far enough away 
to make you feel secure for the 
same money. That’s where the 
cloud can do things you can’t do 
on your own — a great indica-
tion that it’s a good fit.

That said, it’s important to 
realize very early on that cloud-
based backup is rarely going to 
replace your on-premises back-
ups all on its own — it’s much 
more likely to augment them. 
Why? The off-site nature of the 
cloud-based storage that you want for 
disaster recovery purposes usually 
makes it unsuited to be a primary 
backup storage method. 

Most failures that require you to 
restore data are not due to, say, a fire 
in your building (thankfully). You’re 
more likely to need to restore data 
because someone deleted a file, a 
service pack didn’t install correctly 
and left a server unable to boot, or a 

database became corrupted. In those 
situations, it’s almost always prefer-
able to have the data you need to 
restore on your premises so you don’t 
have to wait for it to copy down from 
the cloud — especially if the data set 
is substantial.

What do I want to back up to 
the cloud?
My default answer to this is almost 
always “everything” — if you can 

make it work. Most organizations 
I work with use the so-called 3-2-1 
Rule to gauge whether their backup 
infrastructure is designed correctly. 
It basically states that you should 
have at least three copies of your data, 
they should be stored in two differ-
ent formats or media, and at least 
one of them should be off-site. In this 
scenario, the cloud can satisfy one 
or more of your copy requirements, 
one of your format requirements and, 

In many cases, a failure of a backup and 
disaster recovery system to live up to expec-
tations isn’t detected until it’s actually 
needed — pretty much the worst time pos-
sible to make that sort of realization. 
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of course, the off-site requirement. 
However, I don’t believe that you can 
really count it if it’s not a copy of ev-
erything that you think is important 
enough to back up in the first place.

Traditional on-premises back-
ups (tape, removable disk, etc.) are 
cheap, huge and of fixed capacity — 
meaning that you don’t save money 
by leaving them only half full. After 
you sink a few grand into buying a 
tape drive, a single tape costing a 
bit over a hundred bucks can store 
literally terabytes of data. When 
you’re using that kind of backup gear, 
it’s rarely worth the time to weed 
through all your data and specifically 
target which data is important and 
which is not. Instead, most people 

just back everything up and know 
that they’ve got it covered. 

This is where we get into one of the 
unfortunate truths of the pay-as-you-
go nature of the cloud. As you might 
expect, once you start paying for what 
you’re actually using, you suddenly 
become interested in using less to 
control costs. This makes all the sense 
in the world, but it can lead to corner-
cutting — which is dangerous when 
it comes to disaster recovery. 

Though it may make sense to trim 
the fat in some ways (leaving out test-
ing systems, for instance), this slip-
pery slope requires some degree of 
vigilance to ensure that you’ll actually 
have your critical systems available 
to restore in the event that you really 

end up using them. In most use cases, 
the cloud will be an organization’s last 
resort for getting its data back — and 
it’s important to treat it that way.

How quickly do I need  
to be able to restore?
This truly is the $64,000 question 
because the answer will determine 
exactly which technologies you can 
use and how much they’ll cost. To 
illustrate this, let’s say you’re trying 
to provide disaster recovery capabili-
ties for an organization that manages 
about a terabyte of data. Perhaps a 
tenth of that is actually business-crit-
ical data, but it is sprinkled among 
a number of different systems and is 
difficult to identify with 100% ac-

curacy, so you decide to back up all 
of your data. Out of all that data, let’s 
say 5% of it changes every day.

Five days
If your organization is fairly small, 
being able to restore quickly in the 
worst-of-the-worst cases may not 
be the biggest priority. If your busi-
ness was a popular dentist’s office, 
for instance, getting backups prob-
ably wouldn’t be the most important 
thing if your office burned down — 
thus destroying the onsite backups 
and necessitating a restore from the 
cloud. Meeting with insurers, figur-
ing out where to get replacement 
equipment and finding a new loca-
tion would probably be higher on the 

At the end of the day, cloud-based disaster  
recovery can be a terri"c way to get the bene"ts  
of o%-site backup for a fraction of what it would 
cost to do yourself. 
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list. So if it took a few days to copy 
the data back down from the cloud 
(or have it shipped on a disk) and 
restore it onto new hardware, that’s 
probably acceptable.

In this case, the challenge is really 
boiled down to just making sure you 
can get your backups into the cloud 
and keep them current. In other 
words, you just need an Internet con-
nection hearty enough to keep up 
with your change rate. In the case of 
a dentist’s office, that would mean 
something that was capable of mov-
ing about 50GB per day (5% of 1TB). 
If you wanted to do it overnight, you’d 
need a connection capable of around 
15Mbps to do it in under eight hours 
or 7Mbps to do it in 16 hours. 

That’s not an enormous Internet 
connection, but such performance 
levels aren’t available everywhere. 
In some rural areas, it might be 
possible to get an Internet connec-
tion with a downstream capacity 
of 20Mbps to 30Mbps, but the up-
stream on that connection might 
only be a few megabits. Since it’s the 
upstream we’re concerned with, that 
can be a show-stopper.

One day or less
If your recovery time 
is objective less than 
24 hours, things can 
get pretty exciting. 
The challenges on 
the backup side are 
the same — you still 
need to get your data 
shipped up into the cloud and stay 
current. However, the restore side be-
comes a much bigger challenge. 

Since 24 hours is rarely enough 
time for a cloud vendor to restore 
your data onto removable media and 
ship it to you, you’ll be depending on 
yourself to copy the data back down 
from the cloud. That means you 
need an Internet connection that 
can handle the job. In our example, 
pulling a terabyte down in, say, 16 
hours (to leave some time to restore 
it afterward) would require about 
200Mbps of bandwidth. In well-
developed urban areas, 200Mbps 
of Internet bandwidth is a no-joke 
recurring investment. In rural areas, 
it’s often simply unavailable.

And Internet bandwidth isn’t the 
whole story. You’ll also need some 

gear to restore onto. Let’s imagine 
you had your whole infrastructure 
running on a single virtual host. 
That would mean that you’d need 
another standby host stored some-
where else where you could count on 
being able to restore the data and get 
it back online. That would of course 
have an upfront capital cost associ-
ated with it.

If you really think about it, though, 
what have you actually accomplished 
by using the cloud in this scenario? 
You’ve paid for a massive Internet 
connection and a duplicate amount 
of compute horsepower, and you’re 
paying for cloud storage on top of that. 
Is that worthwhile? Couldn’t you just 
put the compute and storage gear that 
you had to buy somewhere else (a col-
location facility, for instance) and ship 

your backups to that 
and skip the cloud 
entirely? Sure — a lot 
of people do that. Of 
course, the downside 
of that is that you’d 
have to manage that 
gear, replace it when 
it breaks and pay to 

scale it when you outgrow it. 
If that doesn’t sound like your idea 

of fun, another option that seeks to 
derive more value from the cloud 
can be found in the various DRaaS 
(disaster recovery as a service) offer-
ings that have become available in 
the past few years. With those, you 
ship your data from your premises up 
to the cloud with the expectation that 
if you encounter a true disaster (site 
loss, catastrophic storage failure, etc.), 
you’ll fail over into the cloud rather 
than trying to restore on-premises.

That sounds great, and it abso-
lutely can be when it’s done properly. 
However, there are more than a few 
caveats to consider when betting the 
farm on such an offering. First and 
foremost: Is your infrastructure really 
built to be brought up and accessed 

http://www.infoworld.com
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in the cloud? For instance, if your infrastruc-
ture is based on thick workstations with locally 
installed applications, what good is having a 
few file servers and a database server restored 
in the cloud without any desktops to access it? 
Most organizations find that shifting to some 
form of server-based computing (or at 
least having it available as an option) 
can cross the bridge. RDS and/or 
Citrix can do the job. 

Another caveat to consider is 
whether you can access your cloud-
hosted environment in the event 
that the loss you suffer isn’t a physi-
cal premises loss. In other words, 
imagine you lose a number of drives 
out of a RAID array simultaneously. 
Your server is effectively broken and 
your local restores are useless without some-
thing to restore them onto. In that instance, 
you might want to fail over to the cloud even 
though your office is just fine. However, if 
your local network isn’t built in such a way 
that it can dynamically redirect requests to 
the cloud versus keeping them on-site, that 
can make things much more complicated.

Finally, it’s critically important with DRaaS 
(and really, any form of disaster recovery sys-

tem) to test it and test it frequently. All kinds 
of things can change over time that can ruin 
even the simplest DR plans and preparations. 
The more complex they become (and make 
no mistake, DRaaS is complex), the more 
likely problems will crop up if you don’t test to 

identify them.
At the end of the day, cloud-

based disaster recovery can be a 
terrific way to get the benefits of 
off-site backup for a fraction of 
what it would cost to do yourself. 
However, leveraging it economical-
ly can require difficult and some-
times dangerous choices surround-
ing what data to back up. It also 
requires a close eye on managing 
your expectations about how quick-

ly you’ll be able to be up and running in the 
event that a disaster strikes. If you have truly 
demanding recovery time requirements, us-
ing a DRaaS offering or simply moving your 
primary operations into the cloud may be a 
better option. !

Bob Violino is a freelance writer who covers  
a variety of technology and business topics. You  
can contact him at bviolino@optonline.net.
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Gartner 2013 Magic Quadrant for 
Enterprise Backup/Recovery Software
CommVault continues to be the most 
vocal and articulate about the future of 
backup, shifting toward the exploitation 
and management of storage array and 
NAS replication and snapshots, seeking 
to serve as a manager of managers over a 
variety of backup and storage options from 
a central console. See why CommVault was 
positioned as the #1 leader in Gartner’s 
2013 Magic Quadrant for Enterprise 
Backup/Recovery software for the 3rd  
year in a row.

G DOWNLOAD HERE

Forrester Wave for Enterprise  
Backup and Recovery 
Top analyst firm, Forrester, has recognized 
CommVault as a leader in, “The Forrester 
Wave: Enterprise Backup and Recovery 
Software, Q2 2013. CommVault earned the 
top score for the current offering category 
with our Simpana 10 software, which merited 
a 4.45 out of a possible 5, a strong validation 
from a respected international research firm 
that the market is clearly embracing the 
value of our integrated approach to data and 
information management. Read this report 
to see how CommVault continues to outpace 
its competitors and why Forrester positioned 
CommVault Simpana as the top backup and 
recovery solution in the market.

G DOWNLOAD HERE

Value of Simpana Software
Today, IT departments are grappling with 
explosive data growth, particularly on 
endpoint devices such as tablets and 
phones. In addition, IT is now managing 
multiple hypervisors, adding to management 
complexity and costs. In this paper, IDC 
analyzes how a consolidated information 
management platform can help reduce 
complexity, mitigate risk, and allow end users 
greater access to their data. It also highlights 
how CommVault customers have realized 
the value of the single platform approach 
through their use of Simpana software.

G DOWNLOAD HERE

The Value of Simpana Software 
Infographic
CommVault recently surveyed its customer 
base to document and quantify the value of an 
integrated approach to data management. This 
infographic represents a few of the key findings.

G DOWNLOAD HERE
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