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Introduction: Archiving Benefits More than Just E-mail 

Some IT professionals assume that archiving is mostly related to e-mail and that it is done mainly to support 
regulatory compliance. Nothing could be further from the truth. As a data-management process, archiving yields a 
wide variety of operational benefits beyond regulatory adherence. Furthermore, other types of data—files and 
database records specifically—can benefit as much if not more than e-mail when it comes to having a solid 
archiving process in place. 

Why Organizations Archive 

The term “archive” has at least three definitions in the IT industry right now—definitions that span the tactical to 
the strategic. They are: 

 “Archiving equals tape storage.” Backup-industry professionals may be most familiar with the common 
wisdom that “you back up to disk, and you archive to tape.” In other words, disk serves as the rapid, 
granular recovery medium, and tape is the long-term retention tier. Fundamentally, that presumption may 
be technically correct, but it is actually not quite as true today as it was even just few years ago. 

 “Archiving equals grooming/migrating.” IT pros also associate the term archiving with the act of grooming 
data to clear out old, no-longer-needed bits, and then migrating those bits from expensive production 
arrays to less-expensive storage media. This activity reduces the burden that stagnant data puts on primary 
storage, allowing the capacity to be occupied instead by newer data with more business impact. Removing 
old and unused data from primary storage also improves the performance of production servers from a 
caching perspective, and it enhances the backup environment as well—because it’s no longer necessary to 
continually back up data that hasn’t changed. Grooming definitely has its 
place, but it still falls short of explaining why everyone needs to archive. 

 “Archiving equals data preservation.” Then, there’s the truer definition of 
archiving—archiving is the act of preserving data (as opposed to simply 
scrubbing it and moving it to another spot). This definition doesn’t 
necessarily negate the first two bullets; it just ties more tightly into the actual 
value of the archival information: Tape plays a role in long-term retention. 
Grooming and migration are important archiving-related best practices. But 
by themselves, they don’t do much to explain why archiving should be done. 

Performance Optimization 

To one degree or another, the performance of the underlying storage will affect most applications. Poor storage 
performance constrains them, but with a good archiving strategy in place, primary storage performance almost 
certainly improves. As a result, application performance increases. 

Some applications see substantial performance improvements because the data they generate/use is being 
groomed more frequently, with the stagnant data being removed. And of course, if the stagnant data is no longer 
on the production storage, then it will eventually roll off of the secondary (backup) storage, lessening its burden 
and improving its performance as well. 

Copying data is a “preservation” effort, while moving data is a “grooming” effort. Figure 1 depicts the prevalence of 
the practice of copying data compared with moving it, with the chart appearing to show a rather confusing range of 
thinking and practice. More than half of the IT professionals ESG surveyed (63%) report they are moving data. 1 

                                                     
1 Source: ESG Research Report, Backup and Archiving Convergence Trends, April 2014. All ESG research charts and statistics in this white 

paper have been taken from this research report. 
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Figure 1. What Kind of Archiving Does Your Organization Do? 

 
Source: Enterprise Strategy Group, 2014. 

Additionally, when ESG asked IT professionals how they optimize their overall primary/secondary/tertiary storage 
footprints, the three most frequently mentioned answers revealed that storage grooming is actually not the most 
common optimization method. According to the survey, 61% use data compression on primary storage; 53% use 
grooming; and 50% have implemented data tiering across the environment. Those steps are quite acceptable 
operationally, but from an archiving perspective, by themselves, they are not comprehensive enough. 

Footprint Optimization 

An organization that tiers its data is essentially just letting intelligence in the array migrate older data to less-
expensive storage. One doesn’t need entirely separate products or defined policies in place to perform that 
operation, making it a kind of “lazy person’s way” of shrinking a footprint. They just tell the arrays to “store better.” 
Unfortunately, even the less-expensive containers will fill up eventually. More importantly, the approach does not 
accomplish an important goal of grooming: preservation. 

ESG research shows that in organizations that do groom their data, the footprint-optimization benefits are clear—
26% of respondents say they see improved performance of primary storage and applications, and 23% report 
shrinking their consumption of expensive primary storage capacity. Other benefits mentioned by organizations that 
move data for long-term retention/reference include improved backup environment performance (12%), reduced 
backup capacity (11%), and even reduced power and cooling usage by the primary storage systems (5%). 

Applications see benefits because the primary storage sees benefits. And the primary storage sees benefits because 
the data it holds is being groomed more frequently. 

Real Archiving 

As mentioned, many IT professionals tend to regard “archiving” as a process related to tape storage and to 
activities tied to migration (in this case, the grooming-out of old or unused data). But probably the most useful and 
accurate explanation of what “real archiving” is concerns the creation and leveraging of a retention container. 

Real archiving happens when an organization stores its data according to the contents or attributes of the data 
itself (i.e., based on how a file applies to a business process or how a particular e-mail message falls under a 
regulatory condition) rather than by arbitrary criteria such as when it was created or last accessed. 

We actually move 
data from 

primary/production 
systems to 

secondary/tertiary 
systems, 63%

We simply make a 
copy of data, which 
we retain on a long-

term basis, 36%

Don’t know, 1%

Which of the following statements best reflects your organization’s typical process for 
storing information on a long-term basis? (Percent of respondents, N=353)
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Real archiving manages data in a thoughtful way, similar to how paper records 
slated for long-term retention historically have been treated. For example, 
organizations preserved their most important financial hard copies under a 
standard of care that was far more rigorous than their standards for keeping 
routine petty-cash invoices, old cafeteria menus, or similar ephemera. 

In contrast to that philosophy, IT-centric backup of digital data usually involves 
copying/moving data based on some time- or date-specific retention policy. 
Qualitative considerations regarding the nature of the information may not factor 
in at all, other than perhaps regarding what storage volume or directory it is in. 

Archiving boils down to choosing to store some subset of data based on an aspect 
of the data itself, whether it applies to an operational process, a regulatory 
condition, an internal mandate, or something else. It does not boil down to, “I’m 
storing this data because I made a copy of it, and that copy will expire in seven 
years.” Rather, it boils down to, “I’m storing this data because it is in some way 
important to our business or because it will keep us operationally or legally 
compliant.” 

Modern-day archiving moves today’s digital record keepers (i.e., the IT pros) beyond the “commodity” attitude of 
treating all data as essentially equal bits moving through a tiering process defined by date or some equally simplistic 
vetting process, to preserving data using an approach that is sensitive to the data’s value. 

Changes to Archiving Processes Are Anticipated 

E-mail, file data, and databases all do receive varying degrees of archiving-related attention today. According to ESG 
research (see Figure 2), file data is currently being archived most often (more than e-mail). But ESG expects that 
over the coming months and years, all three content types will level out regarding archiving rates and eventually 
become nearly equivalent. 

Figure 2. Formal Processes to Store Data on a Long-term Basis, By Content Type 

 
Source: Enterprise Strategy Group, 2014. 
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Yes, we currently have processes and technologies in place to store this type of content on a long-term basis

No, but we plan to implement processes and technologies to store this type of content on a long-term basis within 6 months

No, but we plan to implement processes and technologies to store this type of content on a long-term basis within 12 months

No, and we have no plans to implement processes or technologies to store this type of content on a long-term basis
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Regulatory, IT Policy, and Legal Compliance 

Most compliance mandates grew out of the idea that it is important to keep copies of company records. In other 
words, compliance is not an outgrowth of some “techie” principle; it is an outgrowth of longstanding common 
sense. You keep copies of data for the same reasons people always have kept copies of cancelled checks or old tax 
returns: It’s prudent. Regulatory compliance is a legal mandate compelling the same behavior that responsible 
people already engage in anyway. Such mandates are often imposed, at least in part, because irresponsible people 
weren’t doing what they should have been. 

That being said, compliance in a business environment happens because a regulatory or an internal IT policy 
requirement is in place, with equal emphasis on internal policy. “Regulatory” results from some outside 
governmental or industrial agency/entity requiring compliance. IT policy-based compliance, on the other hand, 
might stem from a mandate from the CFO or COO that the company should keep this data. Often the two marching 
orders will overlap, but not always. 

In many cases, the main reason one is required to retain data, other than to pass an auditor’s inspection, is to stay 
prepared in case of an e-discovery event. As part of litigation, some party may request that the organization 
produce or surrender electronic information, and it will have to comply. 

e-Discovery 

e-Discovery would be merely an interesting lawyerly topic if it weren’t for the fact that it has become an 
increasingly mission-critical IT capability, too. With a combined 78% of surveyed IT pros telling ESG that their 
organizations have had to draw upon their internal e-discovery capabilities within the last two years to deal with a 
legal or compliance issue (see Figure 3), it is a necessity. 

Figure 3. Involvement in Legal Proceedings/Regulatory Inquiries Requiring Search/Retrieval of Electronic Records 

 
Source: Enterprise Strategy Group, 2014. 

The widespread use of e-discovery solutions may even be expanding the practice, encouraging more fishing 
expeditions by regulators and attorneys and thus putting more strain on archiving environments. ESG found that 
about half of the organizations it surveyed had to handle 50 or more e-discovery requests in 2013—in other words, 
at least one request every two weeks (see Figure 4). 

Yes, and I have been 
directly involved in 

these situations, 63%

Yes, but I have not 
been directly involved 

in these situations, 
15%

No, 20%

Don’t know, 3%

To the best of your knowledge, has your organization been involved in a legal 
proceeding or regulatory inquiry that necessitated a search for and/or retrieval of 

electronic records over the last 24 months? (Percent of respondents, N=353)
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Figure 4. Number of Legal and Regulatory Inquiries/Matters Handled in 2013 

 

Source: Enterprise Strategy Group, 2014. 

Those requestors weren’t just looking for e-mail messages. In fact, 
database records and financial statements were most commonly 
requested (both cited by 57% of the surveyed respondents), with e-
mails and attachments following closely (56%). Many requests involved 
invoices and other customer records (49%), general office productivity 
documents (48%), digital images (42%), phone call recordings and 
other audio files (39%), instant messages (35%), and video files (34%). 

Presumably, some of those e-discovery events will encompass 
databases; financial information is often database powered. And a 
variety of unstructured file data obviously is involved, reinforcing the 
fact that “archiving is more than e-mail.” Any organization dealing with 
an inadequate e-discovery solution risks being unable to locate a wide range of needed information—or they risk 
suffering real pain as they try to find what should have been preserved. 

Deletion 

Grooming data from primary storage is important. Retaining data properly for long-term preservation is important. 
But deleting data must factor into any solid approach to archiving as well. An IT organization needs to know how 
long to retain data, and when/how that data should be destroyed. 

Otherwise, data simply is stored indefinitely … until at some point, the organization decides it would like to scrap 
some or all of it. At that point, the process of determining what to delete can be daunting, particularly considering 
that different regulators have been known to issue a variety of (at times) contradictory retention mandates. Yes, 
some records should live forever, but most data declines in value with time and may have a legally mandated 
retention period of just a few years. 

Here, the principles of efficient storage grooming and responsible legal compliance meld to help an IT organization 
create a defensible policy aimed at matching retention requirements to data characteristics. 

Having a defensible plan/policy in place for getting rid of data is important because: 

 The less you store, the lower your OpEx and CapEx will be. Even small, regularly scheduled deletions can 
make archiving more manageable and help IT to postpone additional storage investments. 
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 Anything that an organization isn’t required to retain but has been holding onto nevertheless represents 
potential risk from an e-discovery standpoint. Pointlessly preserved data can still be used against you in a 
lawsuit or regulatory complaint. 

A deletion policy must be clear, consistent, and thoroughly documented. After all, deletion efforts not clearly tied 
to a formal policy could be viewed as deliberate efforts to dispose of undesirable information. However, the 
bottom line is that the less information that is stored, the lower the likelihood is of someone finding something to 
hang legal action onto. A defensible deletion policy reduces risk—making it, by definition, good business. 

More than half of the companies that ESG surveyed (55%) have a formal deletion policy. That’s the good news. The 
bad news is that, of the remaining respondents, 36% are disposing of data on an ad hoc basis only, and 9% are not 
disposing of their data at all. 

The Business Value of Archiving 

Archiving is not a point solution; it is a business function reflected in good practices, good policies, and good 
technology. 

Consider this: If your business/technical goal was rapid data recovery, you’d deploy a snapshotting product. If your 
goal was to retain data for a set period, you’d deploy a backup/replication product. For almost every data-
protection goal in IT, you’ll have your choice of products: Just define your goal, identify the category of 
software/hardware to achieve it, and choose your favorite product(s) from the various vendors’ portfolios. 

Because archiving is not a single-business-benefit technology, it is sometimes overlooked in the hope that someone 
else will do it. Instead, organizations need to recognize that archiving benefits multiple teams within an 
organization, and while IT may drive the solution, others should be equally advocating (and perhaps co-funding) it. 

The effort to uncover the right solution is worthwhile. Good reasons to archive abound. Or, to put it another way, 
long-term archiving is not a one-benefit, one-trick-pony deal. According to ESG survey respondents, some of the 
biggest factors driving long-term information storage include: 

 Achieving compliance with record-retention regulations. 

 Improving end-users’ access to information in the interest of ongoing knowledge management and better 
business intelligence. 

 Litigation support—improving the company’s ability to produce electronic information requested during a 
legal proceeding. 

 Reducing the time and cost associated with restoring data in the event of a disaster/outage. 

 Adherence to internal records management policies. 

Remember, by definition, a good archive at some level understands the characteristics of the data it contains; it is 
not simply behaving like a container filled with random bits and bytes. The best archives are strengthened with rich 
cataloging, indexing, and content-searching functionality, which means you’ll have more luck quickly finding a file 
stored in a long-term archive than one held in a file system or Exchange server mailbox. 

Confirming that archiving efforts really do pay off, organizations that previously implemented archiving are now 
experiencing benefits across multiple areas (see Figure 5). 
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Figure 5. Benefits Realized as a Result of Storing Information on a Long-term Basis 

 
Source: Enterprise Strategy Group, 2014. 

Use the ‘Positive Potential of Archiving’ to Find Funding for the Purchase 

As ESG’s research shows, myriad reasons exist to strive to archive effectively. Many areas of a business will feel a 
positive impact. 

Here’s an interesting way to look at it: When an IT organization wants to improve the environment with a better 
backup solution, it is, honestly, facing a rather tactical type of purchase. The IT manager driving that purchase 
typically has only one or two places to go internally, hat in hand, for budget to acquire whatever backup software or 
appliance is desired. The same thing goes for storage, for applications, etc. It’s rather unfortunate, but it is reality. 

Archiving, on the other hand, is a data management platform yielding business-value benefits across many 
initiatives and departments. There’s a wide range of reasons to archive, and retrospectively, there’s a wide range of 
benefits stemming from archiving. Thus, IT managers looking into acquiring an archival solution could conceivably 
cast a wider net—soliciting funding, not to mention corporate support and sponsorship—from a wider variety of 
business units and executives than one typically would with a traditional backup purchase. With archiving’s 
relevance to risk management and compliance, it could even generate particular attention from the C-suite. 
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Symantec Enterprise Vault 

Perhaps no software company is as well known for its myriad data protection capabilities as Symantec, with its 
security portfolio, two backup software offerings, and what many in the industry consider the flagship of archival 
solutions, Enterprise Vault—with archiving capabilities also seen in its cloud service, EnterpriseVault.cloud, and the 
archival (EV-powered) features within its backup offerings. The newest release of Enterprise Vault, EV 11, addresses 
the continually evolving needs of users with features such as: 

 Expanded Mac and mobile device access through its IMAP-powered Mail Connect feature. 

 Broadened support for e-mail services, including Microsoft Office 365, Gmail, and Zimbra. 

 Enhanced administrative workflow support for PST migrations to help ensure that all of an organization’s 
data is within the administrative purview of the IT and compliance teams. 

 Enhancements to its Enterprise Vault Search to provide a superior browser-based search capability. 

 Improved manageability of EV through the Microsoft System Center management framework. 

The Bigger Truth 

Archiving is not a “break-glass-in-case-of-litigation” situation. That is, it should not be focused primarily around 
regulatory compliance. Archiving also is about enabling end-users (helping them find data better), about grooming 
production storage to better use the resources that you have, about improving storage and application 
performance, and last but not least, about being compliant with industry and operational requirements by 
facilitating agile e-discovery. 

And, notably, none of those operational achievements is e-mail specific. None of those advantages has any more to 
do with e-mail than with unstructured file data or databases. In the same way that archiving is not synonymous 
with regulatory compliance exclusively, neither is it synonymous with e-mail. Archiving is about good data 
management. That data being managed comes in many forms. Practically all of it will benefit from a better 
archiving solution. 

Archiving is associated with a wide range of business improvement goals, and a single robust archiving platform can 
help achieve all of them. Many parts of a business could see a benefit from having a comprehensive, more-than-
just-e-mail archiving solution in place. 

 

https://www.symantec.com/index.jsp
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