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Using the cloud to complement on-premise IT 

resources is one of the nirvana states envisioned 

for cloud computing, because it would let organiza-

tions architect for normal workloads and spill over 

to the cloud when necessary, say nothing about 

providing new options for disaster recovery and 

business continuity planning. But is it feasible?

inside

THe
seamless
cloud 

http://www.networkworld.com
http://www.citrix.com/solutions/hybrid-cloud/special-offers.html


The

networkworld.com March 2014

digital 
spotlıght  

3

the seamless cloud

B Y  r o B e r t  L .  s c h e i e r

i l l U s t r a t i o n  B Y  J o s h  c o c h r a n

Turns out it is still a pipe dream,  
 but ‘hybrid’ cloud may be good enough. 

Seamless cloud bursting is often portrayed as 
the ultimate nirvana state of cloud comput-
ing because it would allow customers to 
complement their onsite resources by spin-

ning up public cloud servers on the fly to accommo-
date demand spikes. That capability would, of course, 
reduce the need to build massive on-site private 
clouds that sit idle between occasional peak loads. 
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But vendors, 
analysts and IT 
professionals 
agree that it will 
be years before 
organizations can 
easily move run-
ning applications 
among clouds as 
business needs or 
cloud costs shift.  
However, if cus-
tomers are willing 
to limit their choice of virtualization 
platforms and cloud providers, they 
can get much of the cost and flexibil-
ity they need today by moving non-
running applications, and their asso-
ciated services, between their own 
data centers and the public cloud. 

While it usually involves some 
application downtime and planning, 
this asynchronous, off-line migration 

of applications and data may actually 
be a better fit for most current appli-
cations and business needs. 

Moving applications and workloads 
“can’t be done real time or live,” says 
Scott Hazdra, principal security con-
sultant for Neohapsis, a security and 
risk management consultancy. “It’s 
more like, turn it off, move it, and turn 
it on. The ability to move a running 
VM from your cloud to a public cloud 
doesn’t really exist in any useful way.”

As IT organizations plan for this 
off-line migration of applications, 
they must take into account the lack 
of standards among cloud providers, 
the cost and delay of moving data to 
where it is needed, and the need to 
configure the supporting mix of data-
base, security, load balancing and 
other services that will be required 
across multiple public clouds. They 
must also ensure they have pro-
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cesses in place to handle everything 
from management to security in this 

“hybrid” cloud environment, not to 
mention assuring the cloud makes 
economic sense.  

seamless? not yet
It has long been possible, and even 
routine, to move running servers 
in the form of virtualized machines 
among physical servers, as long as 
the same hypervisor is in use at both 
ends and the migration involves 
clouds run by the same public or 
private provider. But if you want the 
freedom to use a second hypervisor 
format or cloud provider, things get 
much trickier.

“Taking an existing, running 
workload and moving it to another 

cloud requires encapsulating that 
workload in a series of standardized 
templates” or recoding the applica-
tion itself so it can take advantage 
of features such as load balancers 
in the second cloud, says Forrester 
Research Analyst Dave Bartoletti.  
He says tools such as Dell Cloud 
Manager (formerly Enstratius), 
RightScale, CSC ServiceMesh and 
many others can be used to translate 
VMs into the formats required by 
other clouds. 

But Gartner analyst Kyle Hilgen-
dorf warns that such tools “often 
require manual configuration or 
don’t always work.” Most of the tools 
that not only convert a VM to another 
vendor’s format but move it “from a 
VMware or Hyper-V environment 

to an external Amazon, Microsoft, 
VMware or Google public cloud…have 
a laundry list of caveats” and require 
a series of confirmations and qual-
ity checks to ensure the VM can still 
find the data and associated services it 
needs in its new location, he says. 

“Most clients who have tried this 
automatic conversion said it’s suc-
cessful (about) one out of 10 times,” 
Hilgendorf says. “Sometimes it flat 
out fails. Sometimes it fails in the 
middle after running for eight hours. 
You run it again, then turn on the VM 
and get a blue screen of death or a 
purple screen of death.”

Customers often struggle to con-
vert and migrate such workloads, 
then try it “again and again and 
again,” says Hilgendorf, when they 

could instead just create a fresh VM 
in the cloud. “Just as with a PC,  rein-
stalling the operating system and 
rebuilding the system from scratch 
may be the best, or even only way, to 
fix a problem or assure the highest 
performance, although that takes 
much manual effort.“ 

Rather than face such frustrations, 
many organizations deploy only 
new, more cloud-friendly applica-
tions on an outside provider, keeping 
legacy apps in their own data cen-
ters where they can be kept running 
with less work.

needed: supporting services
One reason the seamless cloud is so 
difficult to build is that moving a VM 
is only the first step to migrating a 
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Implementation/transition/
integration costs too high

Integration with
existing architecture

Data loss and
privacy risks

Loss of control Lack of visibilty into future
demand, associated costs

A lack of standards
between cloud providers

(interoperabilty)

General
security risks

Risk of intellectual
property theft

Legal and regulatory
compiance

Transparency of operational
controls and data
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complete application. Each applica-
tion also requires services ranging 
from database connections to load 
balancers, security (such as authenti-
cation and identity management) and 
backup and disaster recovery. 

The more complex 
those services, and the 
more difficult they are 
to configure in the new 
environment, the lon-
ger, harder and more 
expensive it is to move 
the application. Con-
figuring these services 
and issuing commands to spin up 
or remove VMs as demand changes 
requires writing to unique APIs 
maintained by each cloud provider. 

As a result, says Marten Mickos, 
CEO of open source cloud software 
vendor Eucalyptus, moving among 
clouds “will require you to issue com-
mands to a new image, to convert an 
image, to spin up a new image, and 
to activate an auto-scaling function 
on the other cloud. It’s not without 

manual work.” 
Sticking to a single public cloud 

makes things easier. For example, 
Eucalyptus’ open source software for 
building private and hybrid clouds 
claims to significantly reduce the 

effort of migrating com-
pute, network and stor-
age resources to Amazon 
Web Services through 
its support for the Ama-
zon API. But for other 
clouds, says Mickos, 

“we have to test it on the 
other side, we have to 

add scripting code, or so-called glue 
code, to negotiate…the differences.” 

The complexity extends to other 
important IT functions such as 
backup. Nathan McBride, vice presi-
dent of IT at AMAG Pharmaceutical, 
is building a unified communica-
tions backup layer in AWS that will 
replace the independent backups it 
now performs on about 32 cloud sys-
tems. This will allow him to control 
his own backups, “rather than trust-
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ing a cloud provider…without any 
way to verify the backup was done 
and the data could be restored.” 

While it is possible to use the APIs 
of various cloud vendors to spin up 
new servers in a public cloud, this 
provides only “very limited function-
ality,” says Steve Pelletier, a solution 
architect for IT solutions and man-
aged services provider Logicalis.  
Such bursting is also best suited for 
a limited subset of applications, such 
as Web sites with mostly static con-
tent, he says.  

Finally, since each cloud provider 
maintains a different set of APIs, so 
bursting into more than one cloud 
would require using multiple moni-
toring tools or writing links to each 
API from an organization’s own mon-
itoring software, making such burst-
ing more complex and less seamless. 

Cisco recently moved further into 
the workload migration market 
with its InterCloud software, which 
allows organizations to  move work-
loads and networks and storage 
from their on-premise infrastruc-
ture to a public cloud provider, or 
back, along with security features 

such as access control lists, “without 
changing a single IP address,” says 
Fabio Gori, director of worldwide 
cloud marketing at Cisco.

However, InterCloud currently 
provides native support for only the 

AWS and Microsoft Azure cloud 
services. And while it doesn’t require 
Cisco switches or other gears run-
ning it on Cisco equipment provides 
additional features, he says, such as 
the ability to protect server images 

with a checksum to detect if they 
have been modified by malware dur-
ing the migration process. 

Open source software vendor Red 
Hat claims that the combination of 
its Red Hat Enterprise Linux, KVM 
hypervisor, OpenStack cloud oper-
ating system and Gluster storage 
software acts as a “scale-out infra-
structure platform” across the public 
clouds it supports. But again, the 
focus is on off-line migration, not real-
time bursting. 

Rob Fox, vice president of applica-
tion development at cloud services 
broker Liaison Technologies, says 
the technologies to provide seamless 
bursting are not yet mature enough 
for comfort. He also warns that the 
complexity of managing a multi-cloud 
environment could make a “seam-
less” cloud more difficult to achieve.  

“There’s such an explosion of APIs for 
services, but…someone has to con-
nect all the dots and manage all of 
this. What happens when you change 
something or someone else changes 
something, such as a service provider? 
If they change their interface…it intro-
duces a whole new complexity.”  
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Many cloud providers reduce the 
need to configure supporting ser-
vices such as load balancing, security 
and disaster recovery by allowing 
customers to extend their existing 
internal networks into their pub-
lic clouds. Tony Velleca, CIO of IT 
services provider UST Global, says 
Amazon’s Virtual Private Cloud “cre-
ates integration so tight that he con-
siders the Amazon infrastructure 

“part of our internal network.” 
Microsoft’s Azure public cloud has 

taken it a step further, says Hilgen-
dorf, thorough a partnership with 
AT&T. Customers using AT&T’s Net-
Bond can extend their AT&T virtual 
private networks to the Azure net-
work, says Hilgendorf.  This reduces 
the need for manual reconfiguration, 
such as issuing new IP addresses 
to servers and making changes to 
domain name servers when moving 
workloads to Azure. 

 However, many such “network 
extensions,” such as Cloud Sigma’s 

“direct private patching, which allows 
customers to connect their own infra-
structure to the virtual local area 
networks within CloudSigma’s pub-

lic cloud, work only with one public 
cloud provider.  

Where’s the data?
Even if you can adequately address 
the movement of the VM, then there 
is the question of the data the VM 
needs.  Moving a virtual server and 
the services on which it depends does 
little good if the data it needs is so 
far away that it slows the application, 
says Praveen Asthana, chief market-
ing officer of cloud services broker-
age Gravitant. 

Knowing how much data to 
migrate where requires an in-depth 
understanding of the application’s 
architecture, not to mention security 
or compliance concerns, such as gov-
ernment requirements about storing 
citizen data locally. Only moving data 
that has to be moved also holds down 
costs, as “migrating data will always 
carry a tax proportional to its size and 
the need to keep it live and in synch 
during the migration process, says 
John Blumenthal, CEO and co-founder 
of Cloud Physics, whose SaaS analyt-
ics platform helps companies assess 
the cost and performance impacts of 

moving to the cloud.  
Customers can deploy on-premise 

cloud storage gateways, in the form 
of virtual or hardware appliances, 
that “can talk to the APIs of major 
cloud providers” as well as to storage 
hardware from major vendors. These 
gateways can order, for example, 
that “this five terabyte LUN needs to 
move to Azure storage, or Amazon 
S3” with the transfer occurring over 
several days, says Hilgendorf. The 
appliances handle functions such 
as restart protocols and checksums 
to assure data integrity. However, if 
such appliances work only with one 
public cloud it makes it difficult to 
easily move data among providers. 

Attempting to run applications 
across clouds also requires preserv-
ing their “state,” or the status of all 
updates and operations among the 
servers, databases and other compo-
nents. This assures that transactions 
such as customer purchases or bank 
balance transfers are not lost if one 
component fails during the migration. 

“Maintaining state across two clouds…
is a challenge that hasn’t been com-
pletely solved yet,” says Mickos, and 

fear 
of “lock-in

To onecloud  
provider

IS a vendor  
marketIng ploy  

to unSeat the  
cloud IncumbentS.”

DaVe BartoLetti, 
forrester research analyst
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is another reason why most organiza-
tions stick with off-line migration. 

security concerns
The more “seamless” the cloud 
becomes, with applications and data 
spread among multiple off-site data 
centers, the more difficult it can be to 
verify that only the appropriate users 
or applications have access to the 
right data.

One approach “is to have a uni-
fied storage pool, exposed as an NFS 
mount” in a customer’s on-prem-
ise network exposed to compute 
resources in the public cloud, says 
CEO Robert Jenkins of public cloud 
provider CloudSigma. “The data is 
not in the cloud, but in your private 
infrastructure. But VMs can access 
that data when they need to” and 
scale up to meet increased compute 
needs while keeping the data secure.

But if the data is going to be in the 
cloud too, organizations need to 
check the security configuration of 
the destination “just to be on the safe 
side,” says Hazdra, which means 
more work and potential error. Again, 
the more you standardize on a single 

vendor, the less effort and risk. “If 
you’re familiar with a VMware plat-
form, and moving from VMware to 
VMware, your knowledge of what you 
have to check for (security) settings…is 
probably more developed,” he says. 

No cloud can be “seamless” if it 
introduces new security vulnerabili-
ties. For that reason, says Hazdra, an 
organization’s cloud security policy 
should go beyond securing users 
to address questions such as “Who 
has the authority within the organi-
zation to create a workload or start 
something in the cloud? How do you 
classify your data – how sensitive is 
the data moving to the cloud? What 
rules should be followed if it is sensi-
tive, like credit card numbers, etc. If 
data is classified as non-sensitive, are 
there different rules for it?” 

To ensure proper security in a 
seamless cloud, several custom-
ers also said they’d like better ways 
to extend their on-premise secu-
rity and authentication tools to the 
cloud. McBride, for example, says it’s 

“almost impossible” to run an authen-
tication directory such as Microsoft’s 
Active Directory in both an internal 

data center and the cloud. “The two 
have to mirror each other, and there 
are all sorts of synchronization prob-
lems. It’s a constant juggling act.”

Finally, to capture the hoped-for 
lower costs of the seamless cloud, 
customers should examine public 
cloud pricing in detail to ensure it is 
actually less expensive than  their 
existing private cloud.

To help in such price 
comparisons, Gravi-
tant’s cloud-
Matrix CSB 
(cloud ser-

JoHn BLUMentHaL, 
ceo and co-founder of 
cloud physics

and In Synch durIng the 
mIgratIon proceSS.”

migraTing daTa will always 
carry a Tax proporTional To  
iTs size and THe need
To keep iT live
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vice broker) platform provides what 
Asthana describes as an “Expedia for 
cloud computing.” Customers enter 
information about the amount and 
type of cloud services they need, and 
Gravitant compares the price, perfor-
mance and other features offered by 
various cloud providers.

CloudPhysics aims to help custom-
ers with their cloud purchase deci-
sions with its resource management 
as a service (“RMaaS”) that, it says, 
continuously analyzes and simulates 
workloads across public and private 
clouds to help customers choose the 
most efficient platforms for the vari-
ous services they need.

Moot point?
All the talk about a hoped-for truly 
seamless cloud may be beside the 
point, as many customers, analysts 
and vendors say today’s off-line ability 
to migrate applications and data off-
line, even if only to one public cloud at 
a time, fills most business needs.  

“When you talk (about) what users 
want, what businesses require, it’s 
not so obvious that” seamless, uni-
versal instant  bursting is even a 

good idea,” says Manag-
ing Director Andrew 
Dailey of MGI Research. 
There are a limited num-
ber of cases “where you 
really want to be shifting 
workloads around dra-
matically, or frequently. 
It’s  an issue of maturity, 
and frankly, you need 
to have enough user 
demand to drive enough 
experience, which then drives the 
ease of utilization curve.”  

“It’s one of those things that’s nice to 
talk about, but too difficult…to make 
sure it really works,” says Asthana.

Mickos says most of his custom-
ers use the cloud for development 
and test systems rather than for pro-
duction applications that have the 
highest levels of variable demand. 

“Dev and test is the easiest place to 
get going, the fastest place to see the 
benefits and to validate the technol-
ogy,” he says. “It’s the use case where 
everybody starts” with the cloud. 

“From there, it extends into produc-
tion workloads and other use cases.” 

Among the application types best 

suited to migration to the cloud, 
argues Hilgendorf, is high-perfor-
mance grid computing applications 
such as molecular modeling for drug 
development or complex financial 
trading algorithms. This lends itself 
to the off-line migration model, he 
says, because it allows an organiza-
tion to create many copies of identical 
compute nodes that are easy to con-
figure in a horizontally scalable cloud 
architecture. “When the job is done, 
you essentially take the result set, and 
that can be sent back to the (internal) 
data center for analysis, or sometimes, 
directly to the end user,” he says. 

“People used to talk about needing 
to move workloads from one cloud 

provider to another, as they may 
change pricing or have issue with 
data centers in different parts of the 
world,” says Mariano Maluf,  the 
president of the board of directors of 
the VMware User Group. “But the 
reality is, they aren’t going to be able 
to do that (or want to) on a monthly 
basis.”

“You really have to have a highly 
efficient app with very well-under-
stood demand patterns if you plan 
to bounce it around between cloud 
providers, take on the migration 
effort and costs, and still hope to save 
money with some slightly cheaper 
infrastructure,” says Bartoletti.

He calls fear of “lock-in” to one 
cloud provider “a vendor market-
ing ploy to unseat the cloud incum-
bents. You don’t fear getting locked 
into a service that keeps getting 
cheaper and more useful, and AWS 
and Azure are lowering costs and 
improving services all the time. For 
most developers and company lead-
ers the focus should be first on deliv-
ering better experiences to the cus-
tomer and way, way down the list, 
avoiding lock-in.”  

no cloud 
can be 

“seamless 
if iT inTroduces 

new securiTy 
vulnerabiliTies. 
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cloud  
as  
compuTe 
supplemenT

AS you weigh your options for using 
the cloud to supplement on prem-
ise computing resources, here are 
considerations to take into account 

and questions to ask your hardware, software and 
service providers: 

Questions To ask
B Y  r o B e r t  L .  s c h e i e r

i l l U s t r a t i o n  B Y  J o s h  c o c h r a n
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how do you move the services and 
dependencies on which VMs depend?  

“Where a lot of the challenges come into 
play is there’s no standard for defining 
the complexities” and dependencies 
associated with a single VM, says Gart-
ner analyst Kyle Hilgendorf. 

And while Amazon AWS “will import 
those definitions directly” and makes 
it easy to configure those services, adds 
Tony Velleca, CIO of IT services pro-
vider UST Global, “it’s not easily por-
table to another environment.

“I can take a VM and use the AWS 
import tool and I can convert a Win-
dows Server 2012 VM into an Amazon 
AMI” (Amazon Machine Image), says 
Hilgendorf, but still have a lot of “legacy 
leftovers” from the VMware configura-
tion. These include system interfaces, 
DLLs and drivers for video or network 
devices which may have to be replaced 
to work with the second cloud. However, 
the other drivers “don’t necessarily go 
away” and may cause significant, and 

very difficult to diagnose, problems 
with applications or networks. 

 QuesTions To ask 
G  If the vendor provides tools to translate 

VMs among different vendor formats, ask 
for customer references that can vouch 
for the accuracy and completeness of 
the translation. If the vendor provides 

“containers” that package applications 
for migration to other providers, ask how 
much custom coding and reconfigura-
tion is required to make them work in the 
other cloud or clouds. Also ask which VM 
formats and cloud providers these prod-
ucts support.

G  If the vendor allows you to extend your 
network into the cloud, which cloud pro-
vider or providers do they support? 

G  With what level of detail can you define 
services such as load balancing? Once 
defined, how easy is it to move these defi-
nitions to other cloud environments?
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how do you migrate and synchronize large 
amounts of data? 

Even with today’s high speed networks, databases 
have become so large that, “if you move an applica-
tion in say, an hour,” it could take days to move the 
associated data to the cloud, says Praveen Asthana, 
chief marketing officer of cloud services broker-
age Gravitant. Rather than pay extra network costs 
or wait for data to flow over wires, many customers 
physically ship disk drives to cloud vendors to pre-
position them for use by applications.  

 QuesTions To ask 
G   If the vendor provides a physical or 

virtual storage gateway, ask which 
cloud providers and database for-
mats the gateway supports.

G  If the cloud provider offers a central-
ized data repository to move data 
closer to the servers that process it, 
what databases does it support?

G   Does the cloud provider enable seamless management of 
pooled data across public and private environments?     

G   What technologies does the vendor provide to reduce the 
time and bandwidth required to migrate data?

http://www.networkworld.com
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how do you manage security of both data and users? 

It’s relatively easy to maintain security settings as long as you’re 
within the same vendor’s environment, say, moving from a 
VMware private cloud to a VMware cloud run by a cloud provider, 
says Scott Hazdra, principal security consultant for Neohapsis, a 
security and risk management consultancy.  “If you stay on the 
same platform,” the systems recognize “much more configuration 
data than if you move among platforms.” 

Identity manage-
ment is a “huge” 
issues says Eric 
Henze, an enter-
prise architect with 
graphics processor 
vendor NVIDIA. He 
says a multi-cloud 
environment with 
complex process 
flows requires a 
move beyond tra-
ditional identity 
management based 
on a user’s name. 
Instead, he argues 
for authentication 
based on roles such 
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as “developer” that makes it easier to provide consistent, secure access 
across multiple private and public cloud platforms.

With the rise of mobile technology and the use of social network-
ing, “the next security model is going to be more application-to-appli-
cation,” says Velleca, working from “a seamless set of roles” that will 
assure users only access the proper information across many applica-
tions and services.

Nathan McBride, vice president of IT at AMAG Pharmaceutical, is 
working to use technologies such as authentication and single site log-
in to give users “access to all of our applications in the cloud, (so they) 
can freely jump from one to another using the same credentials.”  

        QuesTions To ask 
G  Go beyond high-level questions, such as which security certifications the 

provider holds, to details about their change control processes, which are 
vital to assuring security, as well as how open they are to sharing details of 
their security processes.

G   How does the provider assure the workload the customer sent has not 
been corrupted by malware in transit? 

G   Can the customer limit administrative access to workloads in the public 
cloud to administrators who have such access in the private cloud?

G   How does the public cloud provider authenticate not only users and ad-
ministrators, but workloads? 

G   Does the customer need to maintain multiple directories in the cloud and in 
their own infrastructure? If so, who is responsible for synchronizing them? 

can you help me compare the cost of my private cloud, 
vs. various public clouds?
Asthana says many custom-
ers make the wrong pur-
chase decisions because 
they fail to take into account 
the prices of all the services 
they will need in the cloud. 
For example, he says, Amazon 

“may price the VMs or compute 
very low, but some of its higher 
level services may be very 
expensive, like disaster recovery, 
or the right kind of security. You 
could wind up paying far more 
in Amazon than if you sourced 
it correctly and used some other 
cloud provider.” 

He says it’s common for cus-
tomers to choose the first cloud 
provider they think, and base 
their comparisons on only the 
cost of one of the services they 
will need. 

 

     QuesTions To ask 
G   Can you act as an impartial cloud 

broker, with up to date, accurate 
pricing on server, network storage 
and other services from multiple 
providers?

G   Can you provide reliable industry 
benchmarking of the costs of pri-
vate clouds as well as public? 

G   Can you provide accurate, up-to-
date pricing for special services 
from cloud providers such as 
content delivery networks or 
protection from “noisy neighbors” 
whose excess demands might 
harm my performance? 

http://www.networkworld.com
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how much cross-platform 
support do you provide?  
 
Moving non-running applications, 
much less “bursting” live applications, 
gets much more complicated when the 
switch involves multiple hypervisor or 
cloud providers. That’s intentional, says 
Bryan Che, general manager of the Cloud 
Business Unit at open source software 
vendor Red Hat. He argues that “most of the 
vendors are focused on how do I get most 
of the users on our technology stack and 
keep them there? If you’re on another stack, 
that’s your problem to figure out.” 

 QuesTions To ask 
G   Which of your “seamless” capabilities  

do I lose if I employ multiple hypervisors, 
multiple cloud providers, or third party 
hardware?  

G   Which current, or emerging,  
cloud standards do you support? 

how do you handle management 
and governance?  
 
Making the cloud “a seamless extension 
of your data center...means you should not 
care where you run your applications,” says 
Asthana.  “You should have a control system, 
a control panel, that allows you to select the 
best place to run it,” and to monitor its SLA 
for performance as well as its costs.

 QuesTions To ask 
G   What tools and processes do you provide  

to help me extend my corporate manage-
ment and governance into your cloud  
environment?

G   Can I track the resources I am using in your 
public cloud in my configuration manage-
ment database?

G    Can you provide a “single pane of glass” to 
manage my resources in both my private 
and your public cloud? Can this tool monitor 
just the performance of the infrastructure, 
or the applications on which they rely?

http://www.networkworld.com
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If 
you know you’ll be moving 
more of your computing 
requirements to the cloud, 
but you don’t know what 

you’ll be running on which cloud, 
and how much you will rely on infra-
structure as a service vs. platform or 
software as a service, a services-ori-
ented approach to app development 
can help pave the way.

Why? Because it’s easier to link 
services built on common standards 
to various public and private clouds, 
observers say. They also advise, 
however, that you craft your private 
cloud with an eye to what public 
cloud, or clouds, you might want to 
migrate workloads to. That helps 
ensure the specific tools and services 
you use in your private cloud will be 
compatible with the public cloud you 
think you’ll be using.

Creating a service-oriented archi-
tecture was “one of the keys” to UST 
Global’s successful integration of 
multiple SAP SaaS applications with 
UST’s core in-house SAP implemen-
tation and other systems, says Tony 
Velleca, CIO of the IT services pro-
vider. Creating applications services 

digital 
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the firm can expose through IBM’s 
Websphere application server eases 
the process of sharing data between 

the cloud-based and in-house sys-
tems. UST Global also uses an 
integration broker that can link 
multiple such services, rather than 
earlier point-to-point integration 
efforts “that were difficult to main-
tain” and required a “roll back” of 
both systems to an earlier state if 
the interface failed, he says.  

Such a service-oriented approach 
“makes all the difference in the 
world because you can put the ser-

vices into a catalog and access them 
as needed,” says Praveen Asthana, 
chief marketing officer of cloud ser-
vices brokerage Gravitant. Rather 
than creating a new interface every 

time, say, a business system needs 
access to a database or a mobile appli-
cation server, a developer can simply 
subscribe to a service on either a pub-
lic or private cloud from a catalog.

In a service-oriented environment, 
“applications call each other, and 
those individual services can sit on 
different parts of the infrastructure” 
such as public and private clouds, 
says Rajeev Shrivastava, vice presi-
dent of product marketing at public 
cloud provider Rackspace.    

This is one area where technolo-
gies such as the REST (representa-
tional state transfer) architecture for 
Web communications are becoming 
de-facto cloud standards. “Having 
REST-based APIs is very important, 
and pretty much the new model for 

integration (for) these cloud-first 
workloads,” says Forrester Research 
Analyst Dave Bartoletti.  “When you 
build a new application, if you build 
to a standard set of templates you 
own, you can automate that deploy-
ment to any cloud you want” by 
drawing on a service catalog. “Let’s 
say I have this application defined, if 
I want to deploy it to Amazon, they 
take care of all the configuration 
required, or I deploy it to Azure, they 
take care of it. But the templates…stay 
the same.” 

Steve Pelletier, a solution archi-
tect for IT solutions and managed 
services provider Logicalis, argues 
that one major cloud design require-
ment is “decentralized data,” mean-
ing locating data close to the servers 

you may find some of THe sofTware 
you cHoose inTernally is noT going 
To be compaTible.” 

If you buIld your InTernal prIvaTe cloud InfrasTrucTure 
and jusT assume IT’s goIng To work wITh any cloud provIder,

kYLe HiLGenDorF, gartner analyst
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that need it, to reduce 
the inevitable slow-
downs that come if data 
must move hundreds 
or thousands of miles 
before being accessed. 

He cites Pivotal’s 
GemFire distributed 
data management plat-
form as a technology 
that allows customers 
to distribute standard 
SQL data, retrofitting 
traditional applications 
for the cloud model . 

The data could be dis-
tributed either by rep-
licating it to multiple 
sites, or sharding (split-
ting) large databases 
into smaller units. A retail site, 
for example, might create one 
database for products whose 
names begin with the letters 

“A” through “F”, another for 
those whose names that begin 
with “G” through “O,” and so 
on, says Pelletier.  

One way to achieve scalabil-
ity without tricky real-time 

bursting is to split an appli-
cation into services, some of 
which run on a customer’s 
private cloud, others which 
run on one or more public 
clouds. For example, says 
Rajeev Shrivastava, vice presi-
dent of product marketing at 
managed hosting provider 
Rackspace, the user interface 

portion might run on 
one cloud provider’s 
multitenant architec-
ture where it can be 
easily scaled via the pro-
vider’s APIs if demand 
suddenly rises. The 
database layer might 
run on more dedicated 
internal infrastructure 
to provide higher per-
formance, and to ease 
security concerns.

Hilgendorf advises 
organizations with 
applications that could 
benefit from bursting 
to a public cloud to start 
thinking about which 
public cloud they want 

to use early in the development 
process. If you build your 
internal private cloud infra-
structure “and just assume it’s 
going to work with any cloud 
provider, you may find some of 
the software you choose inter-
nally is not going to be compat-
ible” with what that provider, 
he says.  
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