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Mobile devices have become the new focus for cyberattackers today. With enterprises embracing employee-owned smart 
phones and tablets as part of a Bring Your Own Device (BYOD) strategy, these devices are proliferating in the corporate 
world at a record rate. However, because these devices are far less secure than desktop, office-bound PCs, they are also 
becoming a point of vulnerability that attackers are working to exploit in order to steal corporate data.
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threats that mobile devices represent to enterprises today, and what companies can do to protect themselves. Read on 
for news, research, opinions and advice on the hot topic of mobile security.
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Georgia Tech Warns of Emerging 
Threats in Mobile
By Antone Gonsalves • CSO

The Georgia Institute of Technology released its 2014 

Emerging Cyber Threats Report, giving its researchers’ 

take on the security landscape and how companies 

should respond. 

The prestigious university is warning that the bring-your-

own-device (BYOD) trend among employees using their 

smartphones for work will present unique challenges that 

will need to be addressed. 

While malware infection rates of mobile devices remain 

minuscule, the threat of cybercriminals entering a corpo-

rate network through an employee’s smartphone is real. 

This is particularly true as the number of employees using 

their own mobile devices for work grows. 

Companies that want to take advantage of the BYOD 

trend for its productivity gains and cost savings will have to 

take a variety of approaches toward security, Georgia Tech 

said. Those measures will range from compartmentalizing 

trusted apps and sensitive data in secure containers to us-

ing network access controls to lock out untrusted devices. 

Employees that use only trusted online stores to down-

load apps, such as the Apple App Store and Google Play, 

are highly unlikely to encounter malware. However, Geor-

gia Tech researchers have shown that infection is possible. 

At the USENIX Security Conference last year, four re-

searchers showed how intentional vulnerabilities could be 

added to an application and go undetected by Apple’s 

vetting process. Once in the app, attackers could exploit 

the flaws later. 

“A number of countermeasures could help restore the 

security of the application marketplace model, including 

a more fine-grained permission system, control-flow integ-

rity checking, or mandating that developers use a type-

safe programming language,” the report said. “How likely 

these security measures are to be adopted remains an 

open question.” 

For years, companies have approached security by 

building layers of technology between computer systems 

and attackers. This has led to the deployment of ex-

Research

Study finds the threat of cybercriminals entering  
a corporate network through an employee’s  
smartphone is real

http://www.cso.com
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pensive technologies, such as security information and 

event management, identity and access management, 

application firewalls and more recently, mobile device 

management. 

But with IT security budgets expected to rise as much 

as 10 percent this year and with the majority of security 

professionals expecting to spend more next year, compa-

nies are looking for ways to reduce costs.

Georgia Tech believes companies can hold down costs 

by taking a more data-driven approach to security. Rather 

than just trying to keep attackers out, companies should 

gather and act on so-called threat intelligence to get more 

bang for the buck.

Steps to take include identifying and mapping networks 

and assets and then prioritizing defenses based on value, 

vulnerability and criticality, the university said. Companies 

also should focus on attackers by using kill-chain analysis 

to figure out how intellectual property could be targeted.

“The goal is to quickly determine the current state of 

the network and assets, what the attacker may be target-

ing, and the pre-determined business impact if the attack 

succeeds,” George Wright, a principal research engineer at 

the Georgia Tech Research Institute, said in the report. “The 

process should help defenders prioritize incident response.”

Rather than just trying to keep attackers out, companies 
should gather and act on so-called threat intelligence to 
get more bang for the buck.

More for the money

http://www.cso.com
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There’s little doubt that the bring-your-own-device (BYOD) 

trend with smartphones and tablets has rattled a lot of 

nerves for IT managers.

The situation will only get more nerve-wracking in 2014 

because of the 30% annual growth through 2017 expect-

ed for smartphones purchased under a BYOD approach, 

and the further emergence of Windows Phone as a third 

platform behind Android and iOS.

Businesses are concerned about supporting three 

smartphone platforms, and while HTML 5 was expected 

to solve the headaches of supporting multiple platforms, 

HTML 5 just has not progressed fast enough, “leaving IT 

managers to wrestle with issues related to cross-platform 

applications,” research firm IDC wrote in a note.

“Trying to support all these devices and manage them 

along with end user problems is a nightmare, and a lot 

still has to be ironed out,” IDC analyst Will Stofega said in 

a telephone interview.

One emerging method for clamping down on employee 

access to sensitive corporate data is geo-fencing, Stofega 

said. With geo-fencing, an employee with a BYOD device 

might only be able to access some less-sensitive corpo-

rate apps at a certain distance from a secured building. 

Geo-fencing for security “could be an elegant and simple 

way to solve problems,” Stofega said.

IDC predicts that 175 million workers globally will bring 

their own smartphones to work in 2014, up from 132 mil-

lion in 2013 and far above the 88 million in 2012. By 

2017, the number will reach 328 million, IDC said in its 

latest forecast.

Those BYOD numbers are for smartphones purchased 

by workers, usually from a list of company-approved 

phones. For companies that purchase phones for their 

workers, the numbers will also increase at an 11% annual 

growth rate, increasing from 61 million in 2013 to 69 mil-

lion in 2014, and up to 88 million in 2017.

IDC said in its January predictions that the current era of 

platform diversity across devices, including desktops, tab-

lets and smartphones, will gradually come to a close and 

will be replaced by a “common platform approach across 

all devices that incorporate a variety of applications.”

Key to this happening will be the emergence of the Win-

With BYOD Smartphones on the Rise, 
IT Headaches Will Become Migraines

Windows unified code is important to IT, IDC says

By Matt Hamblen • Computerworld

News

http://www.cso.com
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dows operating system used across devices. “We believe 

that despite the missteps made by Microsoft in the past, 

its purchase of Nokia, coupled with Office, SkyDrive and 

the Windows OS, can deliver a true multimodal experi-

ence, helping users transition seamlessly from home to 

work,” IDC said. “...Microsoft must work quickly to create 

a common code base that runs across all devices.”

Stofega said that Microsoft Office is a big driver for the 

eventual success of Windows as a common platform. “Of-

fice is what students are trained in, but there is something 

happening there in terms of how Office will be coupled 

with the cloud through SkyDrive [now to be called One-

Drive], IT managers tell me.”

Windows tablets will also benefit from the apps that 

are already commonplace in enterprises, such as Word, 

Excel, and PowerPoint, Stofega said.

“What’s going to need to start to happen at Microsoft is 

that it hits that unified code base to all IT managers for one 

set of apps across a number of form factors,” Stofega added.

Stofega said it will be difficult for Google and Apple 

to challenge the predominance of Microsoft productivity 

software in corporations.

But the burden on Microsoft is still great, and IDC rec-

ognizes that in its forecast.

Android devices will make up 111 million of the 175 

million BYOD smartphones shipped in 2014, IDC said. 

Apple’s iOS devices will make up 52 million and devices 

running Windows Phone will comprise just 9.9 million, 

jumping to 38 million in 2017, IDC recently forecast. IDC 

gave much smaller portions of the market to minor smart-

phone OSes such as Tizen, Linux, Firefox and BlackBerry.

Other analysts, including Patrick Moorhead at Moor In-

sight & Strategy, said Android is seen as becoming more 

enterprise secure, posing a challenge to any future pos-

sibilities for Windows.

“The aperture for Microsoft to capture uplift in enter-

prise Windows phones is rapidly narrowing as Android is 

becoming more enterprise-worthy,” Moorhead said. “For 

Microsoft to fully take advantage of this opportunity, they 

need to immediately accelerate their linkages between 

Windows Phone, Outlook, Exchange, SharePoint, Yammer 

and Skype.”

“We believe that despite the missteps made by Microsoft in the past, its purchase 
of Nokia, coupled with Office, SkyDrive and the Windows OS, can deliver a true 
multimodal experience, helping users transition seamlessly from home to work.”

—IDC

Microsoft a la mode

http://www.cso.com
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Advanced Persistent Threats Now  
Hitting Mobile Devices

Smartphones, tablets and other mobile devices have become 

the target of malware and are even getting hit by highly targeted 

attacks known as “advanced persistent threats” intended to 

steal sensitive data, according to a survey of 676 IT and security 

professionals.

About two-thirds of the respondents said the mobile end-

points used in their organizations had been hit by malware and 

40% also said these endpoints were the entry point for an APT-

style attack aimed at specific individuals to gain access to cor-

porate information. The Ponemon Institute’s survey, titled “2014 

State of Endpoint Risk”, states that on average 63% of an or-

ganization’s employees are now using mobile devices, with IT 

managers anticipating the number of devices that have to be 

actively managed rising from 5,000 on average to 7,000 in the 

next three years.

“Just when many IT security practitioners were hoping to 

get their endpoint security risks under control, the exploding 

growth of mobility platforms and public cloud resources has 

turned these dreams into a security nightmare,” the survey re-

port asserts. The respondents perceive “mobile devices such 

as smartphones” to be the greatest potential IT security risk in 

the IT environment, more than PC desktops and laptops.

The survey indicates that over half of the IT security experts 

learned of APT attacks against endpoints when they found 

anomalous exfiltration traffic on the network. About a quarter 

said the endpoint security technology they use alerted them to 

a possible breach and 21% were notified by law enforcement 

directly. APT attacks often commence with phishing e-mails to 

employees, Web-based click jacking, fraudulently signed code 

or digital certificates, they said.

As far as the applications considered to have the highest 

IT risk, the top three choices were: Adobe; Google Docs; and 

Microsoft OS/applications.

Just over half of the survey’s respondents say they have a 

“Bring Your Own Device” (BYOD) plan that lets employees use 

their own mobile devices for work purposes, and slightly over 

half of them are relying on “voluntarily installing the endpoint 

protection agent” for BYOD.

The survey also asked about perceived risks associated 

with third-party cloud services, and 54% of the respondents 

said their organization has a “centralized cloud security poli-

cy,” up from 40% that did the year before.

Having to focus more on endpoint security is putting pressure 

on IT security budgets, according to the report, with only 44% 

expecting their overall IT security budgets to increase in 2014.

By Ellen Messmer • Network World 

Market research

Enterprise IT security pros 
say smartphones and tablets  
are bigger potential risk  
today than PCs and laptops

http://www.cso.com
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BYOD Became the ‘New Normal’ in 2013

Over the last 12 months, CIOs have had to swallow their 

pride and embrace BYOD, mobile device management 

vendors convincingly pushed their compliance messaging 

out, business managers got serious about security, law-

yers started doing their jobs, and BYOD users, well, they 

continued to swell their ranks and types of devices.

“A big shift in attitude for BYOD in 2013,” says Aber-

deen Group’s Andrew Borg.

To understand what happened with BYOD this year, we 

need a starting point: An Aberdeen Group survey in Janu-

ary of 2013 found that three out of four respondents had 

a BYOD program in place. Yet two-thirds of those with a 

BYOD program had an “anything goes” philosophy, not 

enforcing compliance or security policies. BYOD was also 

a way for business users to revolt against IT, which tradi-

tionally threw up roadblocks to new technology, especially 

consumer tech.

CIOs get their heads in the game
So this was BYOD at the beginning of the year, barreling 

ahead with reckless abandon with IT falling quickly out of 

the loop.

The year was critical for IT to change its ways and get 

back in the game, and it did. Many CIOs began aggres-

sively changing the IT department’s culture into one that 

embraces consumer tech and new-fangled mobile apps.

Generally speaking, IT became more responsive and 

positive to business user requests. For instance, National 

Geographic’s IT department opened the floodgates and 

let employees use whatever apps they wanted. It wasn’t 

easy. CIOs wanting to bring about an open-door policy 

needed to transform technology to handle BYOD.

“At the end of that road is one where IT has an infra-

structure that is much more resilient and more tolerant 

of devices that are not well configured,” says Forrester 

Research’s David Johnson. “We’re seeing companies look 

at things like zero trust models in which every device is 

assumed compromised, [where] there is no concept of a 

trust network anymore. This is what we’re seeing in some 

of the leading edge, extreme cases.”

CIOs can thank mobile device management vendors for 

pushing their messages of compliance to business users 

and, as a result, helping bring IT into the discussion as 

a BYOD enabler. The vendors’ message that the cost of 

compliance is a fraction of the cost of non-compliance 

was bolstered by the chilling effect of the Snowden affair. 

More than a few business managers realized the conse-

By Tom Kaneshige • CIO

Industry trend

Unbridled enthusiasm over the BYOD mega trend 
had threatened to overrun IT departments and 
perhaps put many out of work — that is, until 2013

http://www.cso.com


8 of 13

Mobile Security eGuide

Emerging Threats  
in Mobile

Advanced Persistent Threats 
Hitting Mobile Devices

BYOD the  
‘New Normal’

IT Headaches Will 
Become Migraines

Mobile Malware Heightens 
BYOD Security Concerns

Realist’s Guide 
to BYOD

Resources

quences of poor BYOD security and the dollars at stake, 

and so they began reaching out to IT for help.

“The education cycle by the vendors and analysts be-

gan to sink in,” Borg says. “Line of business managers 

don’t want this liability on their hands.”

BYOD doomsday delayed
Not everyone, though, jumped on board. A lot of com-

panies are still struggling with BYOD policy and security, 

Johnson says. Part of the problem is that there wasn’t 

a high-profile BYOD breach in 2013. CIOs warned of a 

doomsday that didn’t happen. Despite all the hand-wring-

ing, BYOD data risk was a non-starter this year and thus 

perceived by some as another sneaky attempt by IT to 

regain control in the name of security.

On the bright side, BYOD policies are in the process of 

getting a legal makeover and becoming more balanced. In 

the first half of 2013, companies were pressuring employ-

ees to sign draconian BYOD user policies heavily weighted 

toward a company’s right to monitor, access, review and 

disclose company or other data on BYOD mobile phones 

and tablets, and gave short shrift to an employee’s expec-

tation of privacy.

But the second half of 2013 saw the General Counsel 

of the National Labor Relations Board (NLRB), a group 

tasked with the investigation and prosecution of unfair 

labor practice cases, taking aim at BYOD policies that 

violate Section 7 of the National Labor Relations Act. In 

other words, those policies “chill an employee’s ability to 

communicate with others about wages, hours and work-

ing conditions or to engage in otherwise protected activ-

ity,” according to the NLRB.

The General Counsel’s focus on confidentiality policies 

is causing companies to re-think their BYOD policies “out 

of fear of prosecution,” Heather Egan Sussman, a lawyer 

at McDermott Will & Emery, told CIO.com.

Tablets and laptops enter the  
BYOD picture
BYOD developments in the latter half of the year weren’t 

confined to maturing policies. A Forrester survey of 

35,000 IT decision-makers, business-decision makers, 

business technology end users and channel partners con-

ducted in the latter part of the year uncovered a number 

of interesting developments.

For starters, BYOD had always been mostly a smart-

phone play, but the Forrester survey showed BYOD tab-

lets and laptops gaining traction. Apple iPads still rule 

BYOD tablets in the enterprise, although Android tablets 

are quickly closing the gap, perhaps even catching up to 

Apple in the near future. Surprisingly, Microsoft Windows 

8-based tablets, which were practically non-existent in the 

enterprise this year, may be in store for a leap in 2014.

“We started to see more PCs and tablets falling under 

the BYOD policy,” Johnson says.

Perhaps even more interesting are the things that didn’t 

happen this year.

Concerns over hidden costs, hard-to-measure worker 

productivity gains, and employee privacy didn’t derail the 

BYOD movement. The simple convenience of having a sin-

gle mobile device that blends business and personal lives 

far outweighs privacy issues for the majority of people. It 

also doesn’t matter what companies think about BYOD’s 

shaky return on investment; employees are in the driver’s 

seat now, and they want BYOD.

Reading work email on the golf course and checking 

Facebook in the cubicle, says Borg, “has become an ex-

pectation, a requirement of the modern era.” This year 

went a long way toward making BYOD the new normal.

http://www.cso.com
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Tablets, Mobile Malware Heighten 
BYOD Security Concerns

In a Forrester survey of 213 U.S. IT managers released in 

late 2013, three out of five respondents reported a lost or 

stolen smartphone within the last year, while two out of five 

reported a lost or stolen tablet. Twenty-six percent of re-

spondents said their organization had data loss or leakage 

on a smartphone, and 23 percent said they had data loss 

or leakage on a tablet.

Ninety percent of respondents support BYOD activity, 

mostly smartphone use, but BYOD tablets are on the rise. 

One in five respondents reported supporting BYOD tablets 

today. As tablet penetration grows among consumers, For-

rester expects BYOD tablets to track along with it.

Losing a BYOD smartphone is risky business given sen-

sitive data that could end up on it, but imagine losing a 

BYOD tablet. The amount and type of corporate data find-

ing its way onto a powerful tablet, basically a working lap-

top, compared to a smartphone increases the exposure risk 

exponentially.

BYOD’s security problem also hasn’t escaped the watch-

ful eyes of malware writers. Whether tablets or smartphones, 

the common denominator is that employees use this mobile 

device for both work and personal activities. This means that 

a security threat can hit a company by coming through the 

oft-absent-minded doors of an employee’s personal use.

By Tom Kaneshige • CIO

News

If you’ve got BYOD smartphones — it’s a good bet you 
do — then you’ve got a big security problem that’s only 
going to get worse with the emergence of BYOD tablets

http://www.cso.com
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The Realist’s Guide to BYOD and Why 
It’s a Long-Term Trend

You don’t have to be a reader of tea leaves to know the 

long-term viability of today’s hottest technology trends. 

You just need a reliable model that accurately reflects the 

key factors in determining its success.

Bubble or trend, a lot has been said about BYOD that 

might lead you to believe you need a crystal ball to know 

whether this sourcing strategy is here to stay. But all it takes 

is a practical understanding of three key questions around 

the adoption of BYOD to know where to place your bets.

Assessing the long-term viability  
of the latest technology trends
 To predict the success of a new technology, you only need 

to assess three variables:

•Are the customer and consumer different people? 

(Reminder: Customers make buying decisions about 

a product or service, in contrast to consumers, who 

are the people who use it.)

•Will the “wallet” (the source of money) find the 

expenditure off-putting?

•Will the technology be disruptive when mixed to-

gether with the installed base?

If the answer to all three of these questions is no, the 

new technology has a chance.

I stumbled on this formula many years ago (circa 

1990), when I was managing my company’s PCs. A sales 

rep from NeXT Computer gave the CIO and me his sales 

pitch, asking us what it would take to place some of his 

systems in front of our top executives.

“When they can log on to our Novell servers, and read 

and write WordPerfect documents and Lotus spread-

sheets, we might have a use for them,” I told him. “But 

even then, at more than twice the cost of what we spend 

on PCs right now, it would be an uphill battle.”

“Steve Jobs’ philosophy,” he told us, “is that you can’t 

start a revolution without breaking some eggs.” I told him 

we weren’t in the revolution business, while trying to get 

the uncomfortable image out of my head of Karl Marx as 

a short-order cook, making an omelet, and we went our 

separate ways.

When I thought about the interchange later, it occurred 

By Bob Lewis • InfoWorld 

Advice

BYOD will continue to be a successful IT trend because 
there’s nothing standing in its way

http://www.cso.com
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to me: I was the customer, even though I wouldn’t be one 

of the machine’s users; it cost way too much—at the time 

the company was skittish about buying plain-old MS-DOS 

machines; and nothing about NeXT computers was com-

patible with what we had.

I’ve since applied the formula to a variety of new technolo-

gies, from OS/2 to desktop Linux to server-side Linux to Larry 

Ellison’s late and unlamented network computer, up to and 

including the cloud. The formula seems to work quite well.

So let’s apply it to another hot industry trend—BYOD— 

and see what develops. A caveat: BYOD is more of a 

sourcing tactic than a technology, so the formula might 

not fit the situation perfectly.

Putting BYOD to the test
The three-variable breakdown for the long-term success of 

BYOD looks something like this:

•Customer vs. consumer: By definition, with BYOD 

the customer and consumer are the same person, 

unless the customer is a relative of the consumer—

for example, when a teenaged offspring helps a par-

ent decide which smartphone to buy. For all intents 

and purposes, the customer and consumer are the 

same. No problem with success on this front.

•Affordability: The wallet is the employee, not the 

business. By definition, the wallet has no problem 

with the expense. If the wallet did have a problem 

with the expense, the employee wouldn’t own the 

device in question, and the issue of whether he or 

she might bring it into the office would never come 

up. Affordability isn’t a barrier, either.

•Disruption: BYOD might cause disruption in three 

major areas—integration, information security, and 

support—but as it turns out, not by very much.

For the most part, BYOD means smartphones and tab-

lets. Their need for integration is mostly limited to hooking 

them up to a company’s email, directory, and calendar 

systems. This never was a huge deal, and it’s become a 

progressively smaller deal ever since the iPhone augured 

in the BYOD era. Right now, integration is close enough to 

a nonissue that we can ignore it.

In the future, we can expect companies to develop mobile 

client front ends for at least some of their core applications 

(in the case of commercial applications, we can expect their 

vendors to develop the mobile client front ends). When that 

starts to happen, BYOD integration could become a more 

disruptive force. But by then, it will be too late.

Integration doesn’t pose any barrier to BYOD’s success. 

How about information security?

As this topic has received almost as much attention as 

cloud security, we aren’t going to play dog-pile-on-the-rabbit 

here at Advice Line headquarters. This is how it shakes out 

(in intentionally superficial terms because the question isn’t 

whether BYOD poses security challenges; it’s whether BYOD 

is disruptive when it comes to security practices):

The need to support mobile employees and telework-

ers led information security to shift its focus before BYOD 

became an issue, and this shift is all BYOD needs to be 

acceptable on the information security front. 

The shift is away from protecting the periphery—say, 

relying on one or more firewall shells—to protecting the 

assets, relying on, for example, column encryption tech-

nology so that even in the event of a security breach, the 

data that’s stolen won’t be of any value.

Also, as threats have shifted from penetrating techni-

cal vulnerabilities to Trojan horses and phishing attacks, 

there’s less and less that’s unique to BYOD tech with re-

http://www.cso.com


12 of 13

Mobile Security eGuide

Emerging Threats  
in Mobile

Advanced Persistent Threats 
Hitting Mobile Devices

BYOD the  
‘New Normal’

IT Headaches Will 
Become Migraines

Mobile Malware Heightens 
BYOD Security Concerns

Realist’s Guide 
to BYOD

Resources

spect to where the dangers lie.

Information security? Not a barrier to BYOD, or it 

shouldn’t be if it’s current in its practices.

That leaves user support. Back when PCs were new and 

employees considered them mysterious, user support was 

a big, hairy deal. Now it isn’t. An increasing fraction of 

the workforce uses technology for recreation and a variety 

of personal purposes; many grew up with it. They’re the 

ones who are bringing in their own devices. As BYOD isn’t 

mandatory, they don’t need IT’s help to use this stuff, so 

“support” mostly consists of letting employees know when 

the email system is down.

Analysis: The customer and consumer are the same. The 

wallet (the employee) has already made the decision to buy. 

Disruption is minimal. BYOD has no reason not to succeed.

Of course, it’s already succeeding, so to some extent 

this analysis is merely predicting the present—a less haz-

ardous task than predicting the future. Still, there’s a dif-

ference between a bubble and a trend, and with BYOD 

there are plenty of skeptics left who still think it’s more of 

a bubble. Perhaps, after this, there will be fewer of them.

The customer and consumer are the same. The wallet (the employee) has 
already made the decision to buy. Disruption is minimal. BYOD has no 
reason not to succeed.

In a  nutshell

http://www.cso.com
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Emerging Threats  
in Mobile

Advanced Persistent Threats 
Hitting Mobile Devices

BYOD the  
‘New Normal’

IT Headaches Will 
Become Migraines

Mobile Malware Heightens 
BYOD Security Concerns

Realist’s Guide 
to BYOD

Resources

Mobile Device Security Resources
Tips and tools

Gain insights you can use  
regarding the state of mobile 
security and effective ways to 
manage your mobile security  
risk posture.

Download white paper >>

Managing Mobile 
Risk: Threat  
Management  
and Security

Download this SC Magazine 
Security Brief. It is the first step 
in moving your BYOD security 
strategy forward.

Download brief >>

SC Magazine: Mobile 
Moves Forward

Understand the core requirements 
of enterprise mobile security, 
including mobile app scanning, 
personal VPNs, secure browsing 
and more.

Download white paper >>

Learn about nine critical threats, 
why they succeed and how  
cutting-edge mobile security  
technologies render them  
ineffective.

Download white paper >>

UBM: Protecting  
Mobile Device Users 
from Advanced  
Persistent Threats

Nine Critical  
Threats White Paper

Discover SMS text messaging  
vulnerabilities and what you can  
do to make texting secure across 
mobile device platforms.

Listen to podcast >>

How Secure Are Your 
Text Messages

http://www.cso.com
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http://resources.csoonline.com/show/200022067/00928850111282CSOYM8RZZBC43/

