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WHAT I LEARNED USING ONLY 
GOOGLE PRODUCTS

24 Columnist Mike Elgan learned nine surpris-
ing lessons from using only a Chromebook 

Pixel, Nexus 10, Nexus 4 and all-Google software.

DIGITAL SPOTLIGHT | BYOD/CONSUmERIzATION Of IT

BYOD BRINGS POWER 
TO THE PEONS

20 BYOD is only the beginning of a shift away 
from bureaucracy, as companies tap a 

deep creative asset — their employees.

mOBILE mANAGEmENT mORPHS

12 MDM software now does much more  
than control physical devices.

By now, it’s clear: the consumer is king, not just in the marketplace, but 
in the workplace too. Exhibit A: an invasion of little green robots as Android 

devices infiltrate the enterprise. We profile three com-
panies that are learning valuable lessons as they adapt to 

Android. And as IT embraces platform agnosticism, its mobile device manage-
ment needs are escalating. The good news: MDM tools are up to the challenge. 
Meanwhile, another consumer darling, Google, is likewise making corporate 
inroads — and columnist Mike Elgan discovers that an all-Google ecosystem is 
surprisingly powerful. But the revolution isn’t just technological, it’s social, and 
empowered employees just might stage an enterprise uprising. Get ready! n

— TRACY mAYOR, features editor. Contact her at tmayor@computerworld.com.

EDITOR’S NOTE
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In the marriage of 
life and work, it’s now 
safe for people to bring 

their own devices 
to the relationship.
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How three companies are coping — even thriving — 

amid the Android explosion.  By tam harBert
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as the little green roBot 
known as Android wends its way 
into the enterprise, it’s teaching 
useful lessons that are 

reshaping corporate attitudes 
toward the BYOD movement.

Analysts and CIOs say the 
multifaceted nature of the mo-
bile operating system is forcing 
companies to make key deci-
sions about what they will, and 
won’t, control in bring-your-
own-device programs — and 
those decisions are in turn cas-
cading across all operating sys-
tems and devices.

While Google’s operating 
system has far surpassed Apple’s 
iOS in worldwide mobile mar-
ket share — Android had more 
than 79% of the smartphone 
market in the second quarter 
of 2013, while iOS fell to 13%, 
according to IDC — Apple still 

dominates 
the enter-
prise. Ac-
cording to a 
June 2013 
activation 
report 
from 
mobile 
software maker 
Good Technology, 75% of the 
mobile activations at Good’s 
Fortune 500 clients were for 
iOS devices. 

Why? Corporate IT views 
iOS, a closed system, as a stan-
dard it can rely on. In contrast, 
the common wisdom is that 

Android’s fragmentation makes 
it dangerous, difficult and costly 
for corporate IT to manage. As 
of July, at least 11,868 different 
Android-based devices were 
available from more than 1,700 

different brands, according 
to a report by 
OpenSignal, 

which re-
searches wire-

less networks 
and devices. 

Android’s 
huge consumer 

market share 
makes it a big tar-

get for hackers. 
It’s also vulnerable 

because it has an 
open-source archi-

tecture and comes in multiple 
flavors. A July 2013 report by 
the U.S. Department of Home-
land Security and the FBI found 
that 79% of all mobile malware 
threats last year targeted An-
droid (see story, next page).

With statistics like that, it’s 
no wonder corporate IT gets 
nervous about Android. 

inching its way in
Nevertheless, as IT depart-
ments start to embrace BYOD, 
it’s only a matter of time before 
the predominant consumer mo-
bile platform starts raising its 
profile in the enterprise.

There are signs that that is 
starting to happen. The per-
centage of corporate iOS activa-
tions has been declining. Good 
Technology reports that figure 
fell five percentage points since 
early 2012, while the share of 
Android activations rose by five 
points. In fact, Android tablet 
activations nearly doubled dur-
ing the first quarter of this year, 
making up 12% of tablet activa-
tions, according to the report.

“It’s inevitable that [Android 
devices] are going to be used 
for work, whether the company 
allows it or not,” says Christian 

H U A N  T R A N
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Kane, an analyst at Forrester 
Research. “So for any organiza-
tion, it’s not a question of if, it’s 
a question of when and how.”

Today, IT departments are all 
over the map in terms of when 
and how they allow Android 
into the corporate fold. “They 
might be still trying to figure it 
out, or they may be a ways in,” 
Kane says. 

Regardless of where they are 
on the Android curve, however, 
most enterprises know that the 
days of standardizing on one 
mobile operating system are 
over. “Everyone acknowledges 
that you have to be as platform-
agnostic as possible,” says Kane. 

tackling tough Questions
Most enterprises treat An-
droid tentatively, at least at 
first. They’ll start by allowing a 
limited number of devices and 
operating system versions and 
only allow access to email. That 
reduces the risk and gives IT a 

According to A recent study 
by the U.S. government, 79% of  
all malware in mobile operating 
systems resides in Android. 

That malware can come from 
a variety of sources, says Bob 
Egan, CEO and founder of Seph-
arim Group, a mobile enterprise  
consultancy. Legitimate applica-
tions can be infected within 
the Google Play store, and 
some users “sideload” ap-
plications from sources other 
than the Play store. 

But the biggest threat 
is the free-for-all nature of 
upgrading and patching the 
many versions of the operat-
ing system. The study, con-
ducted by the Department of 
Homeland Security and the 
FBI, found that 44% of An-
droid users still have versions 
of Gingerbread that were re-
leased in 2011 and have known security holes that 
were patched in later versions.  

The report, which was published to alert police, 
fire, EMS and security professionals to the problem, 

cited known threats and suggest-
ed mitigation strategies for each.
n threat: SMS Trojans repre-
sent nearly half of the malicious 
applications circulating on older 
versions of Android. 
n mitigation: Install Android 
security suite designed to combat 
such Trojans. It’s available for 

purchase or free download 
from the Internet.
n threat: rootkits log a us-
er’s location, keystrokes and 
passwords surreptitiously. 
n mitigation: Install Car-
rier IQ Test, a free application 
that can detect and remove 
the rootkits.
n threat: Fake Google Play 
domains trick users into install-
ing malicious apps that can 
then steal sensitive informa-
tion from the mobile device.
n mitigation: Install only 

approved applications and follow IT department 
procedures to update the operating system. Install 
and regularly update antivirus software.    

— TAM HARBERT 

79%  
Percentage of all malware 

in mobile operating systems 
that resides in Android. 

android’s 
malware 

ProBlem

http://www.computerworld.com
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chance to work through thorny 
questions as they arise, says 
Bob Egan, CEO and founder of 
Sepharim Group, a mobile en-
terprise consultancy. “You have 
company email and personal 
email, so it starts the process of 
thinking about things like pri-
vacy and support,” he says. “You 
have to start educating users, 
changing your IT support proc-
esses and building in policies.” 

Egan adds that this learning 
applies to more platforms than 
just Android. As IT gains expe-
rience, it will ultimately figure 
out how to protect enterprise 
applications and data regard-
less of which mobile platform 
is used. “Android is perhaps 
the poster child that is driving 
IT to wise up and decide that it 
should trust nothing,” he says.  

Most companies haven’t 
allowed BYOD access to corpo-
rate applications yet, but Kane 
says he expects that to begin 
to change within the next six 

months. As more organizations 
decide to give employees access 
to enterprise systems via their 
personal devices, they will have 
to figure out how to handle ap-
plication security. “That’s some-
thing most companies haven’t 
tackled yet,” he says. “That, 
along with data security in gen-
eral, will be the next challenge.”

Computerworld asked three 
CIOs to explain where they 
stood with Android and their 
BYOD programs. Here’s what 
they had to say.

starz entertainment: 
Managing Android’s 
diversity
Starz Entertainment, a pre-
mium cable content provider, 
had been supplying corporate-
owned BlackBerries to quali-
fied employees for years. Then 
employees started bringing 
in their own phones — first 
iPhones and later various An-
droid devices. They all wanted 

The Computerworld LinkedIn Forum
is a community for all things IT:

news, analysis and discussion about
topics within IT, including careers, 

management and hot topics.
If you are an enterprise IT practitioner
at any level we’d love to have you join.
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to connect to the network. 
IT tried to accommodate the 

requests, but “the frequency 
of the releases and the quirks 
and differences between the 
Android devices drove us nuts,” 
says Judy Batenburg, vice presi-
dent of IT infrastructure and 
operations at Starz. “We had 20 
to 30 different Android phones 
floating around the enterprise. 
Trying to keep up with it all just 
became impossible.”

To impose some 
order on the chaos, 
Starz recently ad-
opted a new pro-
gram under which 
employees can use 
either corporate-
owned or personal 
devices. Batenburg 
calls the approach 
“managed diversity.” (Both the 
concept and the term come from 
Gartner, she says.) The new 
policy gives employees a say over 
their mobile devices, but also 

provides a way for IT to control 
costs and rein in confusion. 

The program consists of 
three categories: corporate-
liable, shared liability and true 
BYOD. Employees are placed in 
one of the categories based on 
their jobs. Executives and road 
warriors — those who are highly 
mobile and/or highly depen-
dent on a mobile device — are 
in the corporate-liable category 
and are eligible for company-

issued phones. 
Shared liability is for people 

on technical teams who may 
not travel widely but still de-
pend on mobile devices to do 
their jobs. These employees buy 
their own mobile phones or tab-
lets, and the company helps pay 
for the service plan. 

The true BYOD category is for 
everyone else — employees who 
want access to the network and 
are willing to pay for their own 

phones and data plans. 
The company uses 

mobile device manage-
ment (MDM) software 
from MobileIron on all 
devices that connect to 
the corporate infrastruc-
ture, whether they’re 
company- or employee-
owned. That software 

enforces password policies, 
allows the company to search 
a device if it is subject to e-dis-
covery in a lawsuit, and enables 
Starz to wipe devices that are 

lost or stolen, says Batenburg. 
In the corporate-liable cat-

egory, the company gives users 
a choice of iPhone or Android, 
but it has standardized on the 
Samsung Galaxy S3 and S4, 
which limits the time and en-
ergy that IT needs to invest to 
provide full support. 

For the shared-liable and the 
BYOD programs, employees can 
use any Android phone. IT offers 
limited support for network con-
nectivity problems and issues re-
lated to the MDM software. For 
anything else, “we’ll refer them 
to the vendor,” Batenburg says.

Some of the problems associ-
ated with Android have eased 
as the operating system has 
matured, says Colin McGuire, 
director of infrastructure at 
Starz. “After [Android 2.3] Gin-
gerbread, things kind of calmed 
down,” he says, noting that 
some of the biggest problems 
regarding connecting with email 
have been fixed. And iOS isn’t 

DIGITAL SPOTLIGHT | BYOD/CONSUmERIzATION Of IT

The quirks and differences 
between the Android 
devices drove us nuts.
JUDY BATENBURG, VP OF IT  INFRASTRUCTURE  
AND OPERATIONS,  STARZ ENTERTAINMENT

http://www.computerworld.com
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immune to such hiccups: “We 
had similar problems with iOS 
early in its life,” he says.

Starz is phasing out BlackBer-
ries, which still make up about 
30% of the mobile phones in the 
organization, says Batenburg. 
She expects that most BlackBer-
ries will be replaced by iPhones. 
Currently, 57% of the phones are 
iOS devices and 12% are An-
droid, while 95% of the tablets 
are iPads, she says. 

Batenburg doesn’t expect 
Android devices to predomi-
nate, even in the BYOD group. 
Perhaps because Starz is in the 
entertainment industry, where 
Apple products have always 
ruled, iPhones are far more 
popular. “The novelty of the An-
droids wore off,” she says. “We’re 
seeing less interest in those.”  

But if more Androids do 
come, Batenburg is ready. The 
segmented approach allows 
full support for employees who 
most rely on their mobile de-

vices, while freeing the 
company from having to 
support a multitude of 
devices. 

Batenburg’s advice to 
others confronting an An-
droid invasion is to stan-
dardize. “Pick a vendor 
and a couple of devices 
and say, ‘This is what we’ll 
support,’” she says. “If they 
want anything else, they 
are responsible for their 
own device.”

ricoh americas:  
All devices Welcome
Ricoh Americas started 
allowing its 9,000 em-
ployees to bring their own 
mobile devices to work more 
than three years ago. At first, 
fearing the chaos that Android 
fragmentation might cause, the 
IT department imposed restric-
tions, allowing only iOS and one 
particular version of Android, 
says Tracey Rothenberger, CIO, 

senior vice president and chief 
process officer.

Within nine months, those 
restrictions came off. “It was 
much easier than we thought it 
was going to be,” says Rothen-
berger. “The reality is that [An-
droid’s multiple flavors] have 
not been that significant of a 
challenge for us.”

Today, Ricoh maintains a cor-
porate-liable program, primarily 
for back-office and administra-
tive employees, says Rothen-
berger. The standard platform 
for that program has been An-
droid, but “recently we’ve been 
getting great pricing on prior 
generations of iPhones,” he says. 

Everyone else in a BYOD 

We don’t 
dictate 
whether 
employees 
should buy 
Apple, 
Android, 
Windows 
mobile 
or even 
BlackBerry.
TRACEY ROTHENBERGER,  
C IO,  SVP AND CHIEF 
PROCESS OFFICER,  
R ICOH AMERICAS

http://www.computerworld.com
http://www.computerworld.com/s/article/9227638/The_Grill_Tracey_Rothenberger_wears_two_hats_at_Ricoh_Americas
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program can choose any type of 
device they wish. “We don’t dic-
tate whether employees should 
buy Apple, Android, Windows 
Mobile or even BlackBerry,” 
Rothenberger says. The break-
down of devices in the company 
today is 60% Android, 30% iOS 
and 10% other, he says. 

In order to access corporate 
email, employees must agree to 
a “code of conduct” and down-
load an app, part of Lotus Notes, 
that allows Ricoh Americas to 
enforce certain policies, such as 
password requirements and the 
ability to wipe the device. 

IT manages the mobile devic-
es through Notes, but is looking 
for a new MDM system. Rothen-
berger expects that BYOD will 
spawn an environment where 
employees build their own apps, 
and he wants an MDM system 
capable of handling that. “Em-
ployees at all levels are going to 
be able to start creating apps,” he 
says. “Someone in finance may 

come up with a great way to au-
tomate a workflow,” for example.

Rothenberger says he hasn’t 
experienced many problems 
with the diversity of Android 
versions. Most of the Android 
devices get automatically up-
dated on a regular basis, either 
by the manufacturer or the 
carrier, who thoroughly vet the 
software before pushing it out 
to users, he points out. Ricoh 
Americas seems content to 
leave it at that. The degree to 
which fragmentation causes 
problems for IT “depends on 
how much the company is try-
ing to control versus how much 
they are letting the users con-
trol,” he observes. 

That said, there are occa-
sional challenges with Android. 
When the company develops its 
own internal apps, for example, 
IT has to ensure they run secure-
ly across all Android versions, 
says Rothenberger. “But it’s not 
something that adds significant 
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cost or time to our project de-
ployments,” he says. If there’s a 
problem, IT decides whether it’s 
easier to fix it or simply tell users 
that it won’t work on a particular 
version of Android. “I can only 
remember one or two situations 
where we had to tell them an 
app was not appropriate for a 
particular version of Android,” 
says Rothenberger.

Meanwhile, the company is 
replacing complicated enter-
prise applications with simpler, 
perhaps cloud-based, software, 
Rothenberger says. The BYOD 
program and the move to sim-
pler applications are both com-
ponents in a broader consum-
erization of IT strategy at Ricoh 
Americas, he says. 

careerBuilder:  
gaining control with MdM
CareerBuilder has had a BYOD 
program, along with a corpo-
rate-liable program, for mobile 
devices for two years, according 

to Roger Fugett, senior 
vice president of IT. For 
the 20% of the devices 
that are company-issued, 
CareerBuilder has stan-
dardized on iPads for tab-
lets, but users can choose 
any iOS or Android phone. So 
far, the company is solid Apple 
territory: 78% of mobile devices 
are iOS, 20% are Android-based 
and 2% are other. 

The jobs website and staff-
ing firm is just now deploying 
an MDM tool to assert some 
control over the personal de-
vices, says Fugett. It’s not that 
Android has caused many prob-
lems, but rather that Career-
Builder is preparing for broader 
device access in the future, he 
says. The company has encoun-
tered a few problems related to 
ActiveSync configuration and 
the variety of Android versions, 
but “we really haven’t had any-
thing that negative with An-
droid, surprisingly,” he says. In 

fact, he points out that IT had a 
bigger problem with the release 
of iOS 6.1, which had a bug that 
“basically brought down our 
Microsoft Exchange server.” 

Most employee-owned de-
vices just access email. Some 
workers do use certain hosted 
applications to do their jobs, but 
in those cases security is built 
in to the service and therefore 
is not a worry. However, Fugett 
acknowledges, security will 
become more of a concern “as 
we turn on more services that 
allow employees to connect to 
internal, behind-the-firewall 
applications.”

That’s one of the reasons 
the company is implementing 
MDM — so IT can be more of 

a gatekeeper. Although 
decisions have yet to be 
made, Fugett expects to 
control access by requir-
ing specific operating 
system versions, prohibit-
ing jailbroken devices and 

imposing other security poli-
cies. “Then we’ll focus more on 
exposing internal apps or on-
premises apps to mobile devices 
with more confidence,” he says. 

Best Byod approach
In the end, the best approach to 
Android and BYOD in general 
is to start with good policies ap-
plied across all devices, Rothen-
berger advises. “You can’t al-
ways foresee what will happen,” 
he says, but if you have robust 
policies that cover contingen-
cies, “that helps take a big worry 
off the mind of the CIO.”  n

HARBERT is a Washington, D.C.-based 
writer specializing in technology, 
business and public policy.
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MDM software 
now goes way 
beyond controlling 
physical devices.  
By robert l. mitchell

http://www.computerworld.com
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ask any three IT profession-
als what they’re looking for in 
mobile device management 
software and you’re likely to 

get five different answers. Customers 
are pushing the limits of the software — 
asking it to do much more than it was 
originally created to 
do — and vendors 
are happy to oblige.

For instance, when senior 
enterprise engineer Jeff Ro-
man went looking for soft-
ware to manage a mix of 3,000 
smartphones at construction 
management firm Skanska, his 
top three priorities were ease 
of use, hardware security and 
cost — in that order. On the 
other hand, for Arun Abraham, 
director of network service at 
publisher Scholastic Inc., the 

issue was asset management. 
“I need to know all devices that 
are active and polling our serv-
ers at any time,” he says.

Julian Bond, head of informa-
tion, communication and tech-
nology at Hillarys Blinds, a Not-
tinghamshire, England-based 
maker of window blinds, needed 
to control and manage the user 
experience for 1,000 sales rep-
resentatives who use Samsung 
Galaxy S3 devices. Among other 
things, he needed to be able to 
put critical applications on each 
device into a “walled garden” 
and to troubleshoot problems 
with Bluetooth-connected re-
ceipt printers on the fly.

When Computerworld sur-
veyed 97 IT managers for this 
story, 78% of the respondents 
said they use or plan to use 
mobile device management 

(MDM) software for basic hard-
ware management, while 68% 
mentioned using an MDM tool 
for security and 59% cited ap-
plication management.

But many are looking for ad-
ditional features in areas such 
as network management (33%) 
and content management 
(27%), too.

So how do you choose? By 
finding tools that offer the 
right mix of features and then 
carefully testing to make sure 
they work as advertised, IT 
managers say.

These days, MDM tools need 
to be all things to all people for 
all mobile platforms, and ven-
dors are responding. Eventually, 

Unified endpoint management 
is the strategy. . . . If you 
separate PC and mobile into 
silos, you end up with gaps.
SHAHIN PIROOz ,  EVP,  CSO AND CTO,  CENTERBEAM 

H U A N  T R A N
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analysts say, MDM software 
will converge with more tradi-
tional software for managing 
PCs and laptops, providing a 
single control point for manag-
ing and implementing policies 
across all endpoint devices.

As the use of enterprise apps 
on mobile devices grows more 
common, users will expect a 
consistent experience — and 
a single help desk resource 
that can solve any problem — 
whether an app is running in 
the cloud, on a desktop PC or 
on a smartphone.

options galore
All MDM systems support the 
basic hardware management 
functions available through the 
Android and iOS APIs, but many 
vendors now support extended 
management API sets. One ex-
ample is Samsung for Enterprise 
(Safe), which adds features such 
as the ability to disable Wi-Fi and 
Bluetooth connectivity and to 

manage Bluetooth-connected 
devices such as printers.

Many tools also now enable 
automated provisioning and 
provide a protected space for 
enterprise apps and data. Many 
have also added network man-
agement features such as usage 
monitoring and reporting, and 
the ability to only allow down-
loads via Wi-Fi connections, not 
cellular connections — func-
tionality that helps curb data 
and roaming costs.

Vendors are differentiating 
their offerings in other areas  
as well. Symantec’s mobile 
management suite includes 
anti-malware capabilities.  
Citrix has relaunched its  
Zenprise acquisition under 
its XenMobile MDM brand 
name and now supports virtu-
alized access to users’ desktop 
applications through Cloud-
Gateway, which, along with 
XenMobile, is part of Citrix’s 
Mobile Solutions Bundle. And 

IBM, SAP and Symantec all of-
fer tools for managing desktops 
and laptops as well as mobile 
devices,  with consoles that en-

able access to both sets of man-
agement tools.

Many organizations are still 
looking for the right tools. Of 

Deployment Plans
Have you implemented software or services 
for managing mobile devices, apps or data?

yes, have deployed     45%

in the process of deploying     8%

Plan to deploy in next 12 months     16%

currently evaluating     16%

Have not implemented/no plans     11%

don’t know     4%

S O U R C E :  C O m p U T E R w O R L D  S U R V E y  O f  9 7  I T  m A N A G E R S ,  A p R I L  2 0 1 3
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survey respondents who said 
they support the use of smart-
phones and tablets for business 
use, just 45% said they had al-
ready deployed MDM software, 
while 24% said they were either 
in the process of deploying or 
planned to deploy an MDM sys-
tem within the next 12 months.

While 54% said their mobile 
management software meets 
most or all of their needs, 38% 
said it meets only some of their 
needs. One reason is that the 
tools are still maturing, says Jim 
Guinn, a managing director 
at business consultancy PwC. 
“There are more than 50 dif-
ferent vendors out there, and 
they’re all fragmented. Many 
are acquiring features they 
don’t have, so things are being 
bolted on,” he says.

what users choose,  
and why
CenterBeam, a managed ser-
vice provider, uses IBM’s End-

point Manager for Mobile 
Devices, a Tivoli product that 
manages servers, PCs and mo-
bile devices for all clients’ ma-

chines from a single console.
Ultimately, IT needs a prod-

uct that takes a holistic view 
of all endpoints, says Shahin 

Pirooz, executive vice presi-
dent, chief security officer and 
CTO at CenterBeam. His com-
pany manages many different 
types of customer endpoint de-
vices in 49 countries. “Unified 
endpoint management is the 
strategy. The ability for us to set 
custom policies consistently for 
fixed and mobile endpoints is 
huge for us. If you separate PC 
and mobile into silos, you end 
up with gaps,” says Pirooz.

Ultimately, the big vendors 
of asset management tools will 
“own this market,” Guinn says.

But specialty best-of-breed 
tools remain popular because 
they tend to be first to offer 
innovative features, and be-
cause most IT organizations 
aren’t ready for an integrated 
approach, says Phil Redman, 
an analyst at Gartner. “The 
majority of organizations don’t 
manage endpoints in the same 
place,” he says. “Only 20% [of 
Gartner’s clients] are interested 

Most Important Features
Which mobile device management technologies 
/ features do you use or plan to use?

Hardware-level device management      78%

security and compliance      68%

Mobile app management      59%

secure container/sandbox     35%

network management     33%

content management     27%

S O U R C E :  C O m p U T E R w O R L D  S U R V E y  O f  I T  m A N A G E R S ,  A p R I L  2 0 1 3 .  
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in managing PCs and mobile 
from the same group.”

At Skanska, the infrastruc-
ture group manages both, but 
Roman says he’s fine using dif-
ferent tools to manage Win-
dows PCs, BlackBerries and iOS 
devices. He’s still using Black-
Berry Enterprise Server (BES) 
but has added AirWatch for 
iPhones and iPads because, he 
says, it was much less expensive 
than other options he evaluated 
and BlackBerry’s multiplat-
form MDM tool, BlackBerry 
Enterprise Service 10 (BES 10), 
wasn’t available at the time.

At Hillarys Blinds, Bond 
chose SAP’s Afaria primarily be-
cause its support for Samsung’s 
extended management APIs 
enables his staff to control the 
user’s Wi-Fi, camera and Blue-
tooth and to manage wireless 
printers. But the ability to man-
age both mobile and desktop 
apps from the same console is a 
checklist item for the future.

“We’d prefer one 
tool, definitely,” says 
Scholastic’s Abraham. 
But today, he adds, 
“You must focus on 
what is the best plat-
form for what you 
want to do.”

At Hillarys, Bond 
says, “we have two dif-
ferent support groups 
working alongside 
of each other. That 
causes a surprising 
amount of grief.” For 
example, the internal 
sales management 
app has desktop and 
mobile versions, but 
users must talk to two 
different groups to 
get problems fixed. 
“As we are starting to 
move enterprise apps 
onto mobile, I’m having to re-
think how I support that.”

At Kadlec Health Systems in 
Richland, Wash., vice president 

of information systems Dave 
Roach chose Good Technology’s 
Good for Enterprise tool to 
manage 2,500 Android and iOS 

devices that employees 
bring to work. He likes 
Good’s mature con-
tainerization technol-
ogy, which isolates the 
healthcare provider’s 
business applications 
and data within a secure 
container on the user’s 
phone. He also found 
that the administra-
tive user interface was 
easier to use than those 
of other systems. But 
now he’s testing desktop 
virtualization to pro-
vide access to electronic 
medical records soft-
ware, and he likes the 
idea of enabling virtual 
access to that same ap-
plication on mobile 
devices through Citrix’s 
mobile management 

suite.
Like many organizations, 

Kadlec still has BlackBerry us-
ers — about 500 of them — so 

Overall MDM  
Satisfaction
How fully do the capabilities of to-
day’s mobile management tools 
meet your organization’s needs?

Fully meet our needs       11%

Meet most of our needs      43%

Meet some of our needs      38%

don’t meet our needs    2%

don’t know    6%

S O U R C E :  C O m p U T E R w O R L D  S U R V E y  O f  I T  m A N A G E R S , 

A p R I L  2 0 1 3 .  b A S E :  8 2  R E S p O N D E N T S
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Roach’s staff is evaluating BES 
10. The new release, launched 
in January, can now man-
age Android and iOS as well 
as BlackBerry devices. “Had 
[BlackBerry] been able to sup-
port Android and iOS before, 
we wouldn’t have looked at 
Good and we would have had 
one solution to manage,” Roach 
says. But with the BlackBerry 
population shrinking, the deci-
sion is no longer a slam-dunk. 

For its part, Scholastic is 
moving off of BoxTone MDM 
software and going with Air-
Watch’s hosted offering to sup-
port 1,000 BlackBerries, 1,200 
iPhones and 100 or so employ-
ee-owned smartphones. “Box-
Tone is on-premises, and we 
spent a lot of time and energy 
to keep it going,” he says. While 
the vendor introduced its own 
software-as-a-service option 
last year, Abraham felt that Air-
Watch’s implementation was 
more mature. “AirWatch aligns 

well with our cloud 
strategy,” he says.

recommendations
When you’re select-
ing an MDM product, 
Abraham recommends 
testing the quality of 
support and making 
sure the core features 
work as advertised. 
“BoxTone does a bet-
ter job than AirWatch 
managing BlackBer-
ries,” he says. But he 
adds that he has ex-
perienced problems 
with the accuracy of 
BoxTone’s inventory 
screen (BoxTone says it 
has remedied the prob-
lem). “Whatever you 
look at, ensure that it does your 
basics and does them well,” 
Abraham says.

Containerization approaches 
also differ — there are no in-
dustry standards — so it’s im-

portant to test. With BoxTone, 
for example, when a new app is 
pushed to the secure container, 
the user has to log in to the con-
tainer to find and use it, says 
Abraham. Whereas with Air-

Watch, he adds, “it just 
kind of appears.”

CenterBeam’s Pirooz 
is looking for a tool with 
tight integration with 
email. Some MDM soft-
ware can disable an ac-
count that was hacked 
but can’t take down the 
user’s mailbox itself, he 
says. One reason he likes 
IBM Endpoint Manager 
for Mobile Devices is 
that if it detects a jailbro-
ken device, it can shut 
down the user’s mailbox. 
That prevents the user 
from getting his email 
from any device until he 
comes forward to resolve 
the problem.

The tools are chang-
ing quickly, so it’s important 
to periodically reassess your 
MDM system, Pirooz says. He 
was required to use IBM End-
point Manager in his previous 
position at EDS and wasn’t 

Written Policies
Do you have a written 

mobile use policy in place?

S O U R C E :  C O M P U T E R W O R L D  S U R V E y  O F  9 7  I T  M A N A G E R S ,  A P R I L  2 0 1 3

yes     
68%

no     
30%

don’t know    2% 
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impressed. But IBM has since 
acquired and integrated BigFix 
into Tivoli and now, he says, 
“it’s much better.”

Most of the prominent 
MDM tools also support the 
creation of an enterprise app 
store — a feature that IT execu-
tives say their users find help-
ful. Hillarys has a homegrown 
app that its sales representa-
tives can download, but its 
store also includes other recom-
mended Android apps, includ-
ing Flashlight and Tape Mea-
sure. “Rather than forcing them 
to go to Google Play, it’s easier 
to just point them to a corpo-
rate area with all of the apps we 
recommend,” Bond says.

At Skanska, Roman uses Air-
Watch to both push out home-
grown enterprise apps and to 
provide access to others on 
demand through an app store, 
which has both a corporate and 
a public apps page. Users are 
assigned to groups based on 

location, and each 
group has different 
policy controls that 
lock out or enable 
features based on the 
needs and regulatory 
restrictions in each 
region.

“In some places, 
we’re not allowed to have a 
camera active on the device,” 
Roman says. “In others, man-
agement wants only business 
resources on the phones, so we 
whitelist or blacklist apps.” The 
app store provides quick access 
to apps that the user knows are 
approved.

caveats
Users can sometimes get 
around policy controls. For ex-
ample, jailbreak detection can 
be defeated by jailbreak spoof-
ing apps that make it look like 
a device hasn’t been jailbroken, 
says Guinn, noting that such 
apps are available for download. 

“If technology doesn’t enable 
them to get access to the data, 
there’s probably two or three 
ways they can work around 
that,” he says.

“Apple will not allow MDM 
software to password-protect a 
root-level MDM profile on the 
user’s device, so any user with 
a little knowledge can unenroll 
themselves without putting 
in a password,” says Roman. 
“And with Android, it drives 
me crazy that I cannot deliver 
my Microsoft Exchange Ac-
tiveSync settings down to the 
phones without using a third-
party application.”

When a user is unenrolled, 

MDM can remove the certifi-
cate on iOS devices. “But with 
Android we have to do a com-
plete device wipe or send some-
one from IT to unenroll them 
and remove the certificate man-
ually,” he says.

Neither iOS nor Android 
allows mobile device man-
agement software to control 
when users can install operat-
ing system updates, and that 
drives Bond nuts. “We have a 
complex, heavyweight app” that 
measures and designs custom-
built blinds, he says. “[A ven-
dor] could release an update 
that breaks my application for 
1,000 users.”

We’d prefer one tool, definitely.  
[But] you must focus on what is the 
best platform for what you want to do. 
ARUN ABRAHAm, DIRECTOR OF NETWORK SERVICE ,  SCHOLASTIC
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Mobile operating system 
update requests get pushed to 
users before Bond’s team has a 
chance to test them, and while 
he warns users not to jump the 
gun, he says they’re so accus-
tomed to updates that they tend 
to accept them without think-
ing. “The user doesn’t know 
whether it’s a big or a little 
update. And you can’t expect 
people who aren’t employees to 
exercise the same level of care,” 
he says.

costs vs. Benefits
MDM software can also be  
expensive. IT pros say prices 
typically range from $25 to 
$50 per device for a perpetual 
license, and maintenance fees 
can tack on another 20% or 
more per year.

But there’s room to negoti-
ate. “MDM vendors are still 
trying to figure out their price 
points,” says Abraham, who 
recently reviewed pricing from 

BoxTone, MobileIron, Good 
Technology and AirWatch.

Several MDM vendors either 

currently offer or are adding 
SaaS versions of their systems, 
and those usually have differ-

ent licensing models. AirWatch 
offers both perpetual licensing 
and subscription pricing for its 
cloud service.

Abraham found that paying 
the one-time perpetual licens-
ing fee plus annual mainte-
nance locked in a lower overall 
cost for the contract period 
than paying the annual sub-
scription fee, which typically 
runs between $3.50 and $7 per 
month per device. It’s impor-
tant to work out the numbers, 
he says.

Even if it’s not perfect, mo-
bile management software is 
much better than it was just a 
few years ago — and it’s defi-
nitely better than the alterna-
tive, says Bond. “MDM tools 
have a steep learning curve and 
cost curve, too,” he says. “But 
in the future you’re going to be 
mobilizing apps more than you 
think, so if you think you can 
get away without using MDM, 
you’re selling yourself short.”  n

It’s easier to just point [users]  
to a corporate area with all 
of the apps we recommend.
JULIAN BOND, HEAD OF INFORMATION,  COMMUNICATION 
AND TECHNOLOGy,  HILLARyS BLINDS

H U A N  T R A N
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BYOD is only the beginning of 
a shift away from bureaucracy, 
as companies tap a deep creative 
asset — their employees. 
By lucas mearian

Power to       
 the Peons

BYoD  
BRiNgS

H U A N  T R A N
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microsoft, dell, intel 
and Hewlett-Packard have 
something in common:  
They all came late to the 

mobile revolution.
Why? Because they’re com-

panies where management is 
top-down, and responsibility 
for innovation and change is 
concentrated among executives 
with strict bureaucratic control 
over workers.

That has to change, said  
Gary Hamel, a consultant 
and management educator at 
London Business School, in a 
presentation at the CITE Con-
ference & Expo in June. And he 
isn’t alone in arguing that the 
next revolution in corporate 
America will be social, not tech-
nological.

Businesses are on the cusp 
of a leadership revolution be-
cause millennials moving into 

the workforce are “the most 
authority-phobic” generation in 
history, Hamel says.

“We have a generation with 
a completely different set of 
expectations — and probably 
the most core expectation they 

have is that if you’re a leader, it’s 
only because people are will-
ing to follow,” he says. “The real 
problem we’re up against is not 
technology, it’s management 
DNA. . . . When you concentrate 

the responsibility 
for innovation at the 
top, you’re holding 
hostage your capac-
ity to change. It dis-
empowers the little 
people.”

Hamel points 
to the bring-your-
own-device (BYOD) 
trend as heralding a 
larger change, one 
that will allow em-
ployees to be more 
creative and have 

more decision-making power.
Employees should not only 

be rewarded for being creative, 
they should also be given the 
power to spend corporate mon-
ey on research and develop-
ment, he says. 

“If you don’t [allow] that, 
you’ll never change that innova-
tion curve,” Hamel says. “BYOD 
is a great start, but I think it’s 
the beginning of something 
more radical. Bureaucracy has 
to die.”

While many companies al-
ready encourage employees to 
speak up when they see prob-
lems, they don’t allow them to 
pick their own leaders and get 
rid of people who shouldn’t be 
in leadership.

Kevin Jones, a consulting so-
cial and organizational strategist 
for NASA’s Marshall and God-
dard space flight centers, agrees 
that traditional corporate cul-
ture needs a radical shake-up.

Jones, who participated in a 
CITE conference panel discus-
sion about gamification and 
the social enterprise, says that 
while companies tend to focus 
on how technology can pay 
off, business leaders should be 
pushing for a more innovative 

H U A N  T R A N
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and collaborative workforce.
“The values of management 

today are different from the val-
ues of the social enterprise and 
different from the values of the 
consumerization of IT — and 
they’re not mixing very well,” 
Jones says. “That’s where we’re 
having the battle.”

The default in organizations 
today is control from the top, 
when it should be control from 
the bottom up.

Tom Petrocelli, an indepen-
dent industry analyst, says inter-
nal social networks, for example, 
allow lower-level employees 
to collaborate on innovation. 
But 40% of knowledge workers 
never even use such networks to 
collaborate because they were 
rolled out without a use case.

“No one went in and said, 
‘This is the use case where  
this will help you get this task 
done.’ There’s no purpose to 
it,” Petrocelli says. “You need 
to start small and look for pur-

poseful use cases.”
“This is about finding a busi-

ness solution. It’s not about be-
ing social,” Jones adds.

a new Business model 
One question corporate lead-
ers should ask themselves, says 
Jones, is whether they even 
need management.

Hamel offers several exam-
ples of successful companies 
that eliminated management 
— even CEOs — and replaced 
the old hierarchy with a setup 
where employees could set their 
own goals, design their own 
jobs, approve their own expens-
es and even choose their own 
bosses by committee.

Morning Star, a Sacramento, 
Calif.-based tomato processor, 
allows its employees to manage 
themselves, being accountable 
only to their colleagues.

When employees are hired at 
Morning Star, they must write 
their own mission statement 
describing how they’ll create 
value for the company. Then 
they sign on to a letter of under-
standing with other colleagues 
that spells out what they’ll be 
responsible for.

“This is a company with 
about 500 people, 22 business 
units, and there’s not a single 
supervisor, manager, director, 
vice president — no boss at all. 
You negotiate this thing with 

your colleagues,” Hamel says.
Employees can even issue 

their own purchase orders for 
new equipment.

“There’s a lot of competition 
to take on more responsibility to 
grow your job and add more val-
ue,” Hamel says. “So [there are] 
a lot of opportunities to improve 
your skills and take on bigger 
projects, but no promotions.”

Employees also elect com-
pensation committees that de-
termine how much workers are 
paid based on their productiv-
ity. Committees also determine 
when an employee should be 
fired.

Every employee at Morning 
Star has real-time information 

BYOD is a great start,  
but I think it’s the beginning of something more 
radical. BUREAUCRACY HAS TO DIE. 
GARY HAmEL ,  MANAGEMENT EDUCATOR,  LONDON BUSINESS SCHOOL
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about the profitability of the 
business, and every employee 
sees the returns on the invest-
ments that other employees 
are making. That way, if an in-
vestment doesn’t make money, 
other employees will question 
it — and the employee who re-
quested it, Hamel says.

About half of all of Morning 
Star’s employees have also been 
taught accounting and business 
skills, moving business exper-
tise further down the ranks.

Another example of a com-
pany that embraces employee 
empowerment is HCL Technol-
ogies, Hamel says. The IT ser-
vices and consulting company 
allowed all workers to choose 
their own managers and set 
their own compensation, and 
gave them the ability to initiate 
trouble tickets for internal ser-
vice providers — such as IT, HR 
and legal — that aren’t helping 
them do their jobs.

“If you don’t think you’re 

getting the help you need, you 
don’t agree with a decision, 
something’s getting in your way, 
then you fill out a ticket on that 
department or that individual,” 
Hamel says. “They have to come 
close the ticket with you. Only 
the employee can close the tick-
et. If you don’t close the ticket, 
24 hours later it get escalated 
to the level of management. So 
it’s only about three or four days 
away from [the CEO’s] desk.”

In the first month the trouble 

ticket program was rolled out, 
workers created 30,000 tickets, 
Hamel says.

“The moment you stop add-
ing value, your power, your in-
fluence should start receding,” 
he says. “Power and influence 
needs to be like 
water. It flows to 
the competent 
and away from 
the incompetent 
with very few 
barriers.”  n
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The values of 
management today 
are different from 
the values of the 
social enterprise 
and different from 
the values of the 
consumerization of 
IT — and they’re 
not mixing 
very well.
kEvIN JONES,  A CONSULTING SOCIAL 
AND ORGANIZATIONAL STRATEGIST, 
NASA’S MARSHALL AND GODDARD SPACE 
FLIGHT CENTERS
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the 9 surprising 
things i learned 
using only a 
Chromebook Pixel, 
Nexus 10, Nexus 
4 and all-Google 
software. 
By mike elgan

OPINION

S T E p H E N  S A U E R
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moBile technology is like language.  
You learn it best through total immersion.

As a former Windows and current Apple 
user, I wanted to understand the full Google 

platform experience firsthand. So I went all-in.
Sure, I’ve used Android devices and even 

a Chromebook casually before. But I never 
tried to rely on them full time.

Boy, did I learn a lot about Google (and 
Apple). And my opinions on many things 
have changed. Here are nine shocking things 
I learned, and how my mobile computing 
buying and usage have been transformed.

the experiment
When I started, I packed away my MacBook 
Pro, iPad and iPhone and used a Chrome-
book Pixel, Nexus 10 and Nexus 4 exclusive-
ly, which Google loaned to me for the dura-
tion — at my request.

I initially intended to do the full diet for a 
month, but I dropped the Nexus 4 and broke 
it with a few days to go. So it turned into a 
three-week experiment.

I switched from Evernote to Keep for 

notes, from Apple’s Pages to Google Docs 
for writing, from Dropbox to Google Drive 
for cloud storage, from Mailbox to the 
Gmail app for email, from a variety of Mac 
photo-editing applications to Google+ for 
photo editing, and from a wide range of 
apps on the iPhone and iPad to versions 
made by Google.

I was already a primary user 
but became an exclusive user of 
Gmail, Search, 
Google+, Calen-
dar, YouTube, Lati-
tude, Alerts, Chrome, 
Voice, Now, Hangouts 
and (with sadness) Read-
er, Google’s RSS reader 
that was dis-
continued 
July 1.

Within my experiment, I also embarked 
on a Google Now diet — everything you 
can do with Now, I forced myself to do with 
Now instead of alternatives — actions like 
launching apps on the phone, getting navi-
gation, getting the weather, searching the 
Web and so on.

 
the nine shocking 
things i learned using 
google exclusively:

1
 
the chrome-
book Pixel 
is a joy to 
use. The 
Pixel both 

boots and shuts down 
in a couple of seconds. 
Everything is in the 
cloud, so there’s noth-
ing to manage or 

http://www.computerworld.com


26NOvEMBEr 2013 |  COm PUTERWORLD

DIGITAL SPOTLIGHT | BYOD/CONSUmERIzATION Of IT

configure or hunt 
down.

The screen, 
keyboard, touch-
pad, sound system 
and clamshell 
build are all very 
good. Still, the 
Pixel is generally 
slower and less 
polished than a 
MacBook Pro. 
Performance is 
determined to a much larger 
extent by bandwidth speed.

People think it would be too 
limiting or confining, but it’s far 
less so than I imagined. I could 
— I did — easily function using 
nothing but a Pixel as my main 
computer.

The Pixel is a great main 
computer for a wide range of 
people, from C-level executives 
to everyday businesspeople 
who want simplicity above all. 
And it’s a perfect secondary 
computer for even power users.

2
 
all-cloud comput-
ing is better. I’ve 
long been a cloud-
computing skep-
tic, but living in 

the cloud for three weeks has 
changed my opinion. 

Like most people, I’ve used 
a mix of cloud- and non-cloud-
based systems. Going cloud-only 
is liberating, and it’s reassuring 
to know that a device can be lost, 
stolen or broken and you can 
continue working on any other 
machine without a loss of data.

3 
 
retina-quality dis-
plays are wonder-
ful. After using the 
Pixel’s incredible 
239 pixels-per-

inch screen, I will never again 
buy ordinary pixel densities on 
any device. My 110 pixels-per-
inch MacBook Pro screen looks 
terrible to me now.

4
 
apple makes the 
best hardware. 
While the Pixel 
is higher quality 
than your aver-

age Windows laptop, it’s not 
quite as polished and elegant as 
Apple laptops like the MacBook 
Air and MacBook Pro.

The Nexus 4 is a very nice 
handset (made by LG) — it’s 
light, and it has a really great 
screen and other solid attri-
butes — but its build quality is no 
match for the iPhone. The Nexus 
is easily the best $300 unlocked 
phone on the market, though.

And the Nexus 10 tablet 
(made by Samsung) is nowhere 
near the iPad in terms of hard-
ware quality.

5
 
google now is 
amazing. When 
you really use it — 
as I did for three 
weeks — Google 

Now feels like the future. It’s a 
constant presence watching out 
for you and helping you.
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6 
 
android phones 
could be better 
than iPhones, 
but they’re not 
— yet. I never 

liked using Android phones 
before I went on my all-Google 
diet. Compared with iPhones, 
I found them to be unpolished, 

clunky and retrograde. But now 
that I’ve conducted my experi-
ment, it’s the iPhone that feels 
unpolished, clunky and retro-
grade to me, and here’s why:

7
 
the best phone 
is the one that 
best delivers in-
ternet services. 
Let me explain. 

The thrill of using Google Now 
voice commands to launch 
navigation (“Google, navigate 
home” is all you need to say 
to launch turn-by-turn direc-
tions), launch apps, search the 
Web and do many more things 
made me realize that the era of 
hardware and software primacy 
is over.

In recent years, hardware 
and software have become 
more commoditized and less 
differentiating. Services are 
what’s really important now. 
And there are a few services, 

such as Now, Search and Maps, 
that Google does better than 
any other company.

The right kind of Android 
phone (though, unfortunately, 
most are not the right kind) can 
give you a “wheeee!” feeling 
every time you use it, as you 
seamlessly and rapidly shift 
gears from Now to Search to 
Gmail to Google+ to Hang-
outs to Calendar and back. A 
simple gesture (which I can 
do even without looking at the 
phone) launches Google Now. 
I say “Google,” then “navigate 
to Starbucks,” “launch Gmail,” 
“post on Google+” or “play ‘Get 
Lucky’ by Daft Punk” (which I 
don’t own and which is not on 
the phone but which plays any-
way, from YouTube).

In my opinion, the ability 
to launch and interact with 
Google services and converse 
with Google’s giant machine 
brain in natural language is  
the best overall experience in 

mobile right now.
Apple offers the best hard-

ware, but a compromised expe-
rience with using Google and 
other services. This is especially 
problematic with Google Now, 
which has limited functional-
ity on the iPhone. For example, 
you can’t launch apps or initiate 
use with voice alone.

The only exception to this 
primacy of services is camera 
quality, which is very important 
to me. After using the iPhone’s 
excellent camera, I would not 
be willing to use a Nexus 4 be-
cause the much lower picture 
quality is a deal-breaker.

8 
 
google makes 
the best android 
phone experience. 
Companies that 
make the bet-

ter Android phones, such as 
Samsung, HTC, Acer and Sony, 
create their own user inter-
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faces, which in my opinion are 
inferior to the one Google puts 
on its own Nexus and Motorola 
phones, specifically when it 
comes to accessibility and the 
integration of Google services.

This is the central conun-
drum in the Android handset 
market: The best hardware and 
the best user interface are never 

on the same phone. Google Play 
editions of the Samsung Galaxy 
S4 and HTC One are now avail-
able, but they lack the apps opti-
mized for the hardware, such as 
cameras.

9
 
it’s easy to 
use nothing 
but google 
products. 
You won’t 

get the ultimate mobile 
experience by using Google 
products alone, but it is 
possible — and enjoyable — 
to go all-Google. 

making some changes
As a result of this experiment, 
I’ve made a few changes.

n I’ve decided to buy a Retina 
MacBook Pro and use it like a 
Chromebook running almost 
everything via Google’s Chrome 
browser for OS X. Call it a  
Machromebook Pro.

n I’m going all-in on cloud 
services, and sticking with 
Drive, Keep and Docs. I would 
love to own a Pixel, but I need 
my iPad and can’t carry three 
devices as I travel the world. 

n I have purchased, and now 

heavily use, a Motorola Moto X, 
which I believe offers the best 
integrated Google service expe-
rience of any phone. As a bonus, 
the Moto X offers hands-free 
use via its “always listening” X8 
technology. The biggest down-
side is the camera. Moving from 
an iPhone camera to the Moto X 
camera is a serious downgrade 
in terms of picture quality. 

And even though I love iOS 7, 
I’m happy with the Moto X 
because, for me, maximizing 
the integrated Google services 
trumps all other considerations.

Getting off of Apple and go-
ing all-Google increased my re-
spect for both companies. The 
best mobile experience right 
now is built on a foundation 
of Google services on Apple 
hardware. I just wish that Apple 
would allow more Google inte-
gration on the iPhone. If it did,  
I wouldn’t have to switch.  n

mIkE ELGAN writes about technology 
and tech culture. You can contact 
Mike and learn more about him 
on Google+, and read more of his 
columns on Computerworld.com.

Getting off of Apple and going all-
Google increased my respect 
for both companies. The best 
mobile experience right now is built 
on a foundation of Google services 
on Apple hardware. 
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