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Your workers’ smartphones could be 
the weakest link in your security plan. 
Here’s how to protect the devices and 
secure the data. by Mary k. Pratt

A k i n d o

http://www.computerworld.com
http://www.computerworld.com/s/author/9000504/Mary+Pratt


The Toronto-based 
bank, with 83,000 
employees worldwide, 
deployed company-
owned BlackBerries 
several years ago to 
personnel who require 
them to do their jobs 
more effectively, and 
has since asked select 
staffers and IT support 
people to pilot other 
smartphone brands as well.

The approach to securing 
those mobile devices is typical, 
too. The bank uses BlackBerry 
Enterprise Service mobile de-
vice management (MDM) soft-

ware. It also requires 
employees to sign 
statements saying that 
they agree to let IT 
erase data from devices 
that are lost or stolen, 
and to take control of 
devices if there’s a legal 
investigation, says 
Greg Thompson, vice 
president of enterprise 
security services and 

deputy chief information secu-
rity officer at Scotiabank. 

But as both the demand for 
mobility and the bring-your-
own-device (BYOD) trend 
grow, so does the need for more 

Digital spotlight | security

Greg thompson, vice 
president of enterprise 
security services and 
deputy ciSo, Scotiabank

 tHe MarcH toward Mobility at 
Scotiabank is pretty typical: first 
laptops to enable alternative work 
arrangements for employees, now 

smartphones and tablets to give workers 
anywhere access to information.

M
obile uSerS ofteN unwittingly open the 
door to security breaches when they down-
load apps. Sure, most apps are fine, but a 
growing number contain malicious code. 
Moreover, that malware won’t just slow 

down or hinder the way a smartphone or tablet works — it 
usually goes after either money or data.

in its June 2013 consumer Mobile trends report, “free 
apps, freedom, and free Money,” security vendor Mcafee 
reported that some free apps contain malicious code. when 
people download the apps, the software asks for “permis-
sions.” if the user provides the “permissions,” the app then 
harvests either the user’s personal data or information 
about the device, activates malware that sends or receives 
premium text messages (with money going to the scammers), 
or just plain takes over the device and uses it as a vehicle 
from which to conduct further criminal activities.

— Mary k .  Pr at t

watch your apps
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advanced mobile security poli-
cies, procedures and technolo-
gies, says Thompson, who is 
a member of the board of the 
International Information Sys-
tems Security Certification 
Consortium, or ISC2, a non-
profit IT security professional 
organization.

The challenge, as Thompson 
and others see it, is allowing 
workers access to the informa-
tion they need when they need it 
without compromising the data 
or the IT infrastructure.

On its face, that’s not much 
different from what IT depart-
ments have been doing for de-

cades, first with desktops and 
then with laptops.

But mobile throws new 
wrenches into the works, be-
cause IT is now supporting sev-
eral different types of devices 
that can access data through 
various channels from any-
where in the world.

At the same time, threats are 
on the rise, and they’re growing 
more sophisticated. Hackers 
are increasingly targeting mo-
bile devices as the weak link, 
introducing malicious code 
through downloaded apps and 
launching targeted attacks to 
access propriety data.

To be sure, there is no plug-
and-play defense mechanism to 
counteract such threats, and IT 
leaders want more protection.

“We have to think about 
securing the mobile workforce 
as opposed to securing mobile 
devices,” Thompson says.

That’s a tall order that many 
are struggling to fill.

A Multitentacled Problem
In a recent survey of 790 IT 
professionals conducted in the 
U.S., Canada, the U.K., Ger-
many and Japan, 93% of the 
respondents said that mobile 
devices connect to their corpo-
rate networks. Some 67% said 

A June survey of 790 IT professionals by Dimensional Research 
and sponsored by Check Point Software Technologies gave a 
glimpse at the kinds of costs that IT leaders face when there’s a 

breach involving mobile devices. Of those who have mobile devices on their networks, 79% said they had had 
a mobile incident during the prior year, and they had the following estimates of the costs of those incidents:

n  16% reported that the total costs of their 
mobile security incidents added up to more 
than $500,000 in staff time, legal fees, 
fines, resolution processes, etc.

n  13% said the incident cost their 
organizations a total of $250,000 to 
$500,000.

n  13% said it cost $100,000 to $500,000.

n  15% reported the costs at $10,000  
to $100,000.

n  Only 22% said it cost them less than $10,000 
to handle a mobile security incident.

— Mary K.  Pratt

Paying the Price
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that they already allow personal 
devices to connect to corporate 
networks, and nearly all — 96% 
of those respondents — said 
the number of personal devices 
connecting to corporate net-
works is growing.

The survey was conducted 
by Dimensional Research and 
sponsored by IT security vendor 
Check Point Software Technolo-
gies. The respondents were IT 
professionals who had responsi-
bility for securing enterprise sys-
tems; they included executives, 
managers and hands-on workers 
from companies of all sizes in a 
variety of industries.

Quite telling is the fact that 
63% of the respondents said 
they don’t manage corporate 
information on personal devices 
and 67% said securing corporate 
information is the greatest chal-
lenge around BYOD policies.

Perhaps it’s not surprising 
then that 53% reported that 
there is sensitive customer in-

formation on mobile devices 
(up from 47% the previous 
year) and 94% indicated that 
lost or stolen customer infor-
mation is a grave concern in a 
mobile security incident.

Such findings don’t surprise 
Joe McCray, founder and CEO 
of Strategic Security, an IT se-

curity consultancy in Washing-
ton, and lead security instructor 
and course author for Train-
ACE, a provider of online and 
classroom-based IT training.

Many organizations haven’t 
focused on mobile security as 
much as they should, because 
“most people have so many oth-

er irons in the fire,” says McCray. 
And some just haven’t allocated 
the money needed to create a 
secure environment, especially 
if they’re adopting BYOD poli-
cies to try to save money. 

“If they’re willing to dump 
the money into it, they can 
clean it up and secure it,” he 

says. “But it’s not cheap. And 
people don’t spend money until 
something blows up. There are 
companies [that are investing 
in mobile security]. But on the 
list of priorities, it’s a top 10- 
level priority, not a top five pri-
ority. Each year it will become 
more important.”

It has to, if the growth of 
mobile threats in the past few 
years is an indication of what’s 
to come.

In a recent report, G Data 
SecurityLabs analyzed the 
number of new malicious files 
in order to count Android mal-
ware; it recorded 139,818 new 
malware files in the second half 
of last year — five times as many 
as in the preceding six months.

Meanwhile, antivirus software 
maker Kaspersky Lab reported 
that it detected just over 6,000 
mobile malware samples in 2011 
but more than 30,000 in 2012. 

There’s some good news in 
all this, however: Frost & Sulli-
van estimates that only 0.5% to 
2% of smartphones in the U.S. 
are infected with malware. On 
the other hand, CTIA, the wire-
less industry trade group, esti-
mates that the rate of infected 
smartphones in other countries 
can be as high as 40%.

McCray and others say the 

there are companies [that are 
investing in mobile security]. But on 
the list of priorities, it’s a top 10-level 
priority, not a top five priority. each 
year it will become more important.
Joe Mccray,  FOundER And CEO,  STRATEGIC SECuRITy
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Android platform is more vul-
nerable because it’s more open 
and Android users can down-
load from more sources; in fact, 
Kaspersky estimates that 94% 
of all mobile malware is written 
for Android. But experts say  
any smartphone or tablet can  
be attacked.

Jim Guinn II, a managing 
director in the Pricewater-
houseCoopers advisory practice 
focused on IT security, privacy 
and risk, breaks security threats 
into categories.

First, there’s loss of physical 
control of the device through 
misplacement or theft. Then 
there’s malware, which can en-
ter the network when users un-
knowingly download malicious 
code or click on phony links that 
give criminals access to corpo-
rate systems.

Like the attacks on PCs, at-
tacks on mobile devices come 
from both lone hackers and 
criminal syndicates.

And while some organiza-
tions, such as the federal gov-
ernment and financial institu-
tions, are regular targets, no 
one is safe from mobile attacks.

“Everyone’s getting hacked,” 
says R “Ray” Wang, an analyst at 
Constellation Research. “And be-
cause the platforms are so wide 
and different, it’s a security night-
mare. You have to secure the net-
work, the operating system those 
devices are on, and whatever 
pieces of content you’re putting 
on top of it. So security, it’s [about 
the] device, the content on the 
system, the operating system and 
the network. Those are the four 
layers you have to worry about as 
an organization.”

evaluating risk
But even with mobile security 
needs laid out like that, it’s not 
easy to get the job done. Securing 
all of those layers involves multi-
ple steps; there’s no single system 
that will secure an entire organi-

everyone’s getting hacked. and 
because the platforms are so 
wide and different, it’s a security 
nightmare.
r “ray ” Wang, AnALyST,  COnSTELLATIOn RESEARCH
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zation, nor is there one plan that 
will work for all organizations.

“There is no single software 
solution that cures all your mo-
bile security ills,” Guinn says.

Thompson says that’s the 
challenge he encountered when 
Scotia bank started to support 
mobile. He says his solution was 
to turn to the security principles 
his organization had adopted for 

laptops and to think about how 
to apply them to the world of 
smartphones and tablets.

“A lot of the same risks exist, 
and although the off-the-shelf 
controls don’t always exist for 
mobile devices, the ways to 
secure them are very similar  
[to the way laptop security is 
handled],” he says.

There are a number of matur-

ing and evolving security tech-
nologies, as well as best practices 
now recognized as important to 
an enterprise’s ability to provide 
a secure mobile environment.

On the technical end, that 
generally means starting with 
the basics, which security 
experts define as password-
protecting devices, deploying 
anti-malware tools and us-

Jim Guinn ii, a managing director in the Pwc advisory practice focused 
on it security, privacy and risk, suggests that it managers start with 
three key steps when developing their mobile security strategies.

1 identify your critical data and the risks your organization will 
face if it’s stolen. Emails that say “the meeting’s at 9:00” don’t have 
much value. But it’s a different story if, for example, a spreadsheet 

with financial data is attached to an email or stored on a worker’s mobile de-
vice. Such data warrants a higher level of protection. “you have to risk-rank 
your data, and you have access controls based on that,” Guinn says.

2 understand what the business units need. “until the business 
gets involved and tells you what’s critical and what’s not, the IT 
folks will have a harder time figuring out what device to deploy,” he 

says, noting that too many times, IT isn’t involved in that discussion before 
a decision is made to allow mobile devices. 

3 implement. IT needs to go back to the architecture, consider busi-
ness transactions in the new mobile environment and implement 
controls — especially if the mobile plan was rushed. Says Guinn: 

“you need to [ask]: What do you want this for? What kind of access are we 
going to allow? How important is it if it’s stolen or lost?”

— MARy K.  PRATT

the first 3 Steps

there is 
no single 
software 
solution that 
cures all 
your mobile 
security ills.
JiM guinn ii, MAnAGInG 
dIRECTOR, PwC
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ing an MDM system. With an 
MDM system in place, the IT 
department can securely enroll 
devices, configure and update 
settings, remotely wipe or lock 
devices that are lost or stolen, 
and monitor user compliance 
with corporate policies.

layered Protection
A mobile security tool that’s 
gaining more traction is mo-
bile application management 
(MAM) technology. Through 
a variety of means, MAM pro-
vides “ways that corporations 
can best protect against data 
leakage or can provide protec-
tion when data is traveling,” 
says Gartner analyst Lawrence 
A. Pingree. Essentially, MAM 
lets corporate users securely ac-
cess business applications while 
also ensuring that they adhere 
to corporate policies.

“It gives you the concept of 
an enterprise app store that al-
lows you to say what users can 

download and can’t download. 
It gives you that very deep con-
trol,” Pingree adds. 

Additionally, analysts say 
MAM software enables IT de-
partments to give different 
degrees of access to different 
categories of employees. 

Not surprisingly, the features 
available in MAM offerings 
vary from vendor to vendor, but 
analysts point out that MAM 
systems generally work both 
in BYOD environments and in 
settings where all devices are 
company-issued.

Another security option, 

which can be part of an MAM 
platform, is containerization. As 
the name suggests, this approach 
involves setting up an encrypted 
“container” on mobile devices 
to hold business applications 
and the data they use. Access to 
the container requires secure 

authentication. With contain-
erization, business software and 
data are kept separate from the 
personal apps, which makes it 
possible for IT administrators to 
wipe business data without de-
leting the user’s personal stuff.

There are some trade-offs with 
containerization. Managing a 

containerized environment can 
require a lot of staff time. And 
Guinn says users often can’t use 
device-based features, such as 
a touchscreen function, when 
accessing apps in the container 
(although he notes that this is 
becoming less of a problem as 
vendors improve their devices 
and platforms).

Another emerging approach 
to mobile security that’s similar 
to containerization is application 
wrapping.

Pingree likens application 
wrapping to application con-
trol for laptops and desktops, 
explaining that it involves ap-
plying a management layer 
to each application. With this 
approach, administrators set 
up guidelines governing the use 
of each app. For example, they 
decide whether authentication 
is required, whether the app 
can be stored on a device and 
whether data contained in the 
app can be shared.

although the off-the-shelf controls 
don’t always exist for mobile 
devices, the ways to secure them 
are very similar [to the way laptop 
security is handled].
greg thoMpson, VICE PRESIdEnT OF EnTERPRISE SECuRITy 
SERVICES And dEPuTy CISO,  SCOTIABAnK
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access and 
authentication
Steve Hanna, a member of the 
Trusted Computing Group, a 
nonprofit international indus-
try standards organization, says 
that approach meshes with the 
emerging view that an organi-
zation has to secure not neces-
sarily the device, but the infor-
mation on it. The goal is to use 
existing and emerging technol-
ogies to control access to data 
based on need assessments.

One option under this ap-
proach is network access control 
technology, which resides in the 
network architecture itself and 
controls access based on criteria 
established by corporate policy. 

Hanna says another option is 
the Mobile Trusted Module, an 
emerging Trusted Computing 
Group specification that calls for 
the use of a security component 
built into the device to authenti-
cate users and devices when they 
access corporate networks.

Others say companies that 
need an extra layer of security 
may require mobile device 
users to access the corporate 
network via a virtual private 
network. Or, McCray says, they 
might use security tokens — ei-
ther physical devices or soft-
ware mechanisms for creating 
one-time passwords — as a way 
of authenticating users.

a familiar balancing act
Like all technologies, every 
security system takes time to set 
up and maintain, costs money 
and has limitations, say analysts 
and security experts.

Whatever the trade-offs, or-
ganizations must find tools that 
will keep their systems and data 
secure while allowing users to 
do their jobs. It’s the same bal-
ancing act they faced when first 
securing desktops and laptops, 
says Debbie Christofferson, an 
information security analyst at 
a Fortune 1000 company who 

also serves on the board of di-
rectors of the Information Sys-
tems Security Association.

“Enterprises need to have their 
own app stores or limit what peo-
ple can download, because they’ll 
download [what they want] if it’s 
convenient,” she says.

Given that perpetual tug of 
war between security and con-
venience, Christofferson gives 
the same advice that has ruled 
security for desktops, laptops 
and other IT systems: “Auto-
mate as much as you can.”

But that’s still not happen-
ing. The Dimensional Research/
Check Point Software survey 
found that only 66% of compa-
nies with 5,000 or more employ-
ees manage corporate informa-
tion on personal mobile devices. 
And the rate is lower at smaller 
companies: Only 47% of orga-
nizations with 1,000 to 5,000 
employees manage corporate 
information on personal mobile 
devices, and a mere 17% of those 

enterprises 
need to have 
their own 
app stores 
or limit what 
people can 
download, 
because they’ll 
download 
[what they 
want] if it’s 
convenient.
DeBBie 
christoFFerson,  
BOARd OF dIRECTORS 
MEMBER,  InFORMATIOn 
SySTEMS SECuRITy 
ASSOCIATIOn
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with fewer than 1,000 employees do so.
Meanwhile, the 160,000-member Information Security 

Community on LinkedIn generated similar findings in an 
April survey with 1,650 responses from information security 
professionals worldwide. 

Mandatory use of encryption is the most common risk-
control measure for mobile devices, the survey found, with 
40% of respondents saying they use it. But 34% said they 
have no risk control measures in place at all.

Moreover, just 40% of the respondents said that their or-
ganizations use MDM tools to monitor and govern mobile 
devices, and 22% said they had no tools for managing mobile 
devices. Usage rates were even lower for other types of securi-
ty mechanisms: Just over 30% said they use endpoint security 
tools, about 25% reported using network access controls, and 
less than 25% said they use endpoint malware protections.

Christofferson says the level of security required depends 
on what organizations want their workers to have on their 
mobile devices, what they actually put on their mobile de-
vices, and how sensitive those applications and the data on 
them are. Those factors will help determine whether off-
the-shelf software will suffice or whether a customized or 
homegrown version will be more suitable.

“Most companies aren’t managing like that because it’s 
expensive,” she says. u

pratt is a Computerworld contributing writer in Waltham, Mass. 
Contact her at marykpratt@verizon.net.
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Supply Chain 2013: 
stop plAYing 
 WhAc-A-mole 
 With securitY threAts

As supply chain threats grow ever more sophisticated, 
companies tap new technologies to protect their assets 

and deliver the goods. by Howard baldwiN
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And those are just the highly 
publicized issues. Increasingly, 
CIOs are being challenged to 
find IT-based ways to protect 
their companies’ supply chains 
from theft, counterfeiting and 
commodity shortages while 
dealing with regulatory man-
dates such as requirements to 
remove lead from materials. 
Welcome to Whac-a-Mole, sup-
ply chain style, where you at-

tack one problem, only to have 
another pop up elsewhere.

Experts say the situation is 
only going to get worse. 

“Globalization lengthens 
supply chains and increases 
complexity,” says Emma Scott, 
spokeswoman for the Chartered 
Institute of Purchasing & Supply 
(CIPS) in London, an organiza-
tion for procurement profes-
sionals. “When supply chains 

are leaner, any disruption affects 
you more” — and, thanks to a 
decade or more of globalization 
and cost-cutting, supply chains 
these days are very lean.

This makes the issue of vis-
ibility into the supply chain 
— or the lack of same — that 
much more critical, says Matt 
Smith, founder and chief strat-
egy officer of Icix, a cloud-based 
exchange for supply chain 
partners based in South San 
Francisco, Calif. “Companies 
have visibility into purchas-
ing and logistics, but not into 
where materials or ingredi-
ents or components are actu-
ally grown or manufactured. 
When you lose visibility, you get 
horse meat in meatballs, E. coli 
in spinach, lead in toys and 
worse,” he says.

Then there’s velocity to con-
sider. “You have to move in-
formation faster to enable the 
supply chain to react to chang-
es. Velocity allows us to plan 
more aggressively. That’s what 
wakes me up in the morning,” 
says Nathan Johnson, CIO of 
Ports America, which manages 
42 ports around the U.S. One 
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it leaderS can be excused for feeling 
like their supply chains are one 
link away from disintegration these 

days. The news over the past few years has 
been alarming, from outcries over horse 
meat in Europe and mislabeled fish in New 
York to events that could have longer-term 
impacts on supply chains, like the tsunami 
in Japan, monsoons in Thailand and the 
volcano in Iceland.

the world is 
changing at 
such a fast 
pace. people 
have to think 
on their feet. 
the risks 
are unprec-
edented.
eMMa scott,  CHAR-
TEREd InSTITuTE OF  
PuRCHASInG & SuPPLy

http://www.computerworld.com


of his big concerns: spikes in 
transportation costs because of 
fuel prices. “The only way to get 
around that is more productiv-
ity and more efficiency.”

The good news: Technology 
can address the problems that af-
fect productivity, efficiency, vis-
ibility and risk. The challenge: 
When supply chain experts say 
“technology,” they mean more 
than RFID tags, GPS tools and 
temperature sensors.

What CIOs really need to 
think about is supply chain 
metadata — the information 
about the supply chain — and 
how it can be stored, transmit-
ted and updated in a way that 
enables IT to help procurement 
experts monitor and protect all 
of the intricate, interconnected 
pieces of the supply chain.

“The world is changing at 
such a fast pace,” says Scott. 
“People have to think on  
their feet. The risks are un-
precedented.”

Monitor Points of 
vulnerability
When it comes to supply chain 
security, the biggest challenge 
may be dealing with the fact 
that any given link can fail — an 
increasingly likely scenario with 
today’s extended, multi-tier 
supply chains. “The points of 
vulnerability are greater than 

they ever were,” says Ben Zelin-
sky, director in the supply chain 
technology practice at Price-
waterhouseCoopers. “Because 
supply chains are outsourced and 
subcontracted, controlling each 
point becomes more difficult.”

Explains his colleague Glen 
Goldbach, a director in PwC’s 
operations and supply chain 

practice, “You may have pro-
tected yourself by having two 
Tier 1 suppliers for the same 
component, but if the same Tier 
2 supplier serves both of them, 
and that company fails, you lose 
the entire chain.”

At the same time, analyzing 
all the elements of an entire 
supply chain is “an arduous and 

complex task,” says Goldbach. 
Even documenting something as 
simple as a hamburger with just 
seven ingredients might involve 
20 Tier 1 suppliers, and even 
more at the next tier down. “You 
have to understand where the 
potential is for failure and con-
tamination,” he says.

Supply chain complexity 

isn’t an issue that’s limited to 
the food industry — media cov-
erage of problems in the food 
supply chain notwithstanding. 
Makers of big-ticket items such 
as designer clothing, perfume, 
pharmaceuticals and wine, for 
example, must monitor their 
supply chains to ensure the 
authenticity of their products 
— if they don’t know all of their 
suppliers, they can’t know for 
sure that counterfeit goods or 
inferior ingredients aren’t being 
introduced at some point along 
the line. “You’ll never eliminate 
all your risk,” says Icix’s Smith. 
“You have to mitigate it.”

apply technology  
early and often
Technology can help untangle 
the web of risk and lack of visi-
bility. The challenge CIOs face is 
applying technology — or, more 
likely, multiple technologies — 
to their specific industries.

Ports America, for example, 

you’ll never eliminate all your risk.
you have to mitigate it.
Matt sMith,  FOundER And CHIEF STRATEGy OFFICER,  IC Ix
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uses optical character recogni-
tion (OCR) cameras to scan a 
cargo container’s equivalent of 
a license plate. It also relies on 
RFID tags to match container 
contents with trucks, and uses 
GPS sensors to locate equip-
ment and plan routes.

CIO Johnson, who says he 
has increased his investments 
in supply chain technology over 
the past few years, says he’s 
also exploring how these tech-
nologies can improve safety. 
For example, if dock workers 
clipped GPS sensors to their 
safety vests, GPS tools could be 
used to monitor the locations 
of both people and containers, 
and the system could automati-
cally sound an alarm or shut 
down equipment if there was a 
chance of a container coming 
within a few yards of an unsus-
pecting worker.

But in addition to improv-
ing safety and reducing risk, 
the system could help cut costs 

GeorGe lawrie, a Forrester research 
analyst who specializes in retail tech-
nologies, co-wrote a report in 2011 
about supply chain visibility technolo-

gies, and he says the findings still apply today.
Here are steps he recommends taking as you 

embark on a project to improve supply 
chain visibility:

n   establish a firm 
foundation of master 
data and processes.

n   Consider sensor 
technologies.

n   Use the cloud to syndi-
cate supply chain data 
among suppliers.

more specifically, Lawrie 
divides supply chain visibility 
tools into the following four categories 
of software, which handle both data and 

metadata about the supply chain:

n   Asset tracking and management systems.
n   Goods-in-transit visibility tools.
n   Systems designed for highly granular  

supply chain visibility.
n   Systems designed for document-level  

supply chain visibility.

In the report, Lawrie and 
colleagues identified a half-

dozen vendors in each catego-
ry, some of whom — epcSolutions, 

Ibm, SAp and Savi technology — have 
products in multiple categories. the 
key, of course, is to identify products 
that fit your company’s needs and pro-

vide, as the report says, “visibility [that] 
benefits buyers and sellers in complex 

value chains while reducing wasteful fluctua-
tions in logistics capacity utilization.”

— HOWARd BALdWIn

Supply chain Shopping list
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and improve delivery times. “A 
majority of our operating costs 
relate to managing productivity 
in the loading and unloading of 
ships,” says Johnson. “If we can 
work with our shipping part-
ners and their customers to bet-
ter streamline the information 
flow, we can build a process so 
that shipments have the proper 
release and clearance, and we 
can unload it from the ship 
right onto the truck.”

Everyone benefits in that 
scenario: The ship is unloaded 
faster, the carrier waits a short-
er time and the customer gets 
the shipment faster, he says.

In the pharmaceutical in-
dustry, supply chain security 
is a big issue, says Ian Rosen-
blum, associate director for IT 
at Weston, Mass.-based Biogen 
Idec. “Counterfeit products en-
danger patients, but also dimin-
ish revenue,” he says, noting 
that some reports indicate that 
up to 40% of pharmaceutical 

products in developing coun-
tries may be counterfeit. “The 
entire industry is concerned 
about it, and we’re starting to 
see global regulations aimed at 
preventing it.”

The result is a marked in-
crease in traceability and seri-
alization mechanisms. Biogen 
Idec tries to enhance trace-

ability within its supply chain 
by using two-dimensional data 
matrix bar codes (similar to QR 
codes) to label packages. While 
these bar codes must be within 
the equipment’s line of sight, 
Rosenblum says, they add valu-
able functionality: You can read 
each code, create a new label 

for the case, scan the cases, and 
create a label that’s associated 
with everything on the pallet. 
(It isn’t feasible for Biogen Idec 
to use RFID for this purpose, 
he adds, because “with biologic 
products, we have to make sure 
the RFID waves don’t affect 
their efficacy.”)

Carlos Alvarenga, global 

lead for operations, finance and 
risk at consulting firm Accen-
ture, sees such track-and-trace 
capabilities being used more 
frequently with high-end items 
such as cosmetics and wine, 
which are vulnerable to theft 
and counterfeiting. “You apply 
the track-and-trace seal to the 

bottle. You can see if the seal has 
been tampered with, but it also 
tracks where the bottle has been 
to determine if it deviated from 
its designated route,” says Alva-
renga, calling the seal a “product 
passport” that authenticates 
where a package has been and 
ensures that the contents haven’t 
been compromised.

Serialization involves creat-
ing unique numbering on each 
unit to be sold. “The number 
conforms to a standard [GS1] 
that lets you track a container 
from the time it’s manufactured 
to the time it’s dispensed, the 
same way you’d track a pack-
age,” says Rosenblum. At Bio-
gen Idec, the supply chain and 
security teams are working to 
implement these capabilities.

capture and analyze data 
Even with advanced track-and-
trace technologies, reducing 
supply chain vulnerabilities can 
be cumbersome, says Rosen-

counterfeit products endanger 
patients, but also diminish revenue. 
the entire industry is concerned.
ian rosenBluM, ASSOCIATE dIRECTOR FOR IT,  B IOGEn IdEC
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blum. Echoing a common con-
cern among IT executives, he 
says, “You have to be able to 
manage the data from an IT per-
spective. These new serializa-
tion systems generate unique 
numbers, and we have to allo-
cate them to sites that do pack-
aging, whether we own those 
sites or contract with them.

“That means making chang-
es to the printing equipment on 
the assembly line, making sure 
they’re readable on the pallets, 
compiling the unique numbers 
and transferring them accu-
rately among all the parties in 
the supply chain,” Rosenblum 
says. It involves systems and 
standards issues, training and 
exception handling.

Indeed, for CIOs, the chal-
lenge is not just getting the data 
— it’s sharing the data, analyzing 
the data and acting on the data.

At Ports America, Johnson’s 
aim is to use information and 
analytics to drive productivity. 

The company’s ports are run 
as store-and-forward opera-
tions with 200-acre warehouses 
where containers are kept until 
they’re ready for the next leg 
of the journey. There are often 
issues with unloading items or 
customs clearance.

“In a perfect world, I can 
optimize the supply chain by 
knowing exactly what was 
loaded overseas and streamline 
clearance through customs. All 
the technologies to do that are 
available today, but the chal-
lenge is getting the information 
to feed the technologies,” John-

son explains. “The velocity of 
that information has to exceed 
the velocity of the product it-
self. You don’t want to just re-
act — you want to be able to 
plan and adjust.”

Toward that 
end, Johnson 
has launched a 
business intel-
ligence initia-
tive to integrate 
the systems and 
upgrade existing 
data warehouses 
that track the data, which can 
be startlingly granular when it 
comes to the contents of pal-
lets or containers. “It’s not re-
ally a big-data challenge — it’s a 
small-data challenge. But to get 
to the small data, you have to go 
through the big data.”

In addition to potentially 
smoothing out operations at the 
beginning of the supply chain, 
analytics can also help later on.

That can be especially im-

portant when supply 
chain glitches can 

be a matter of 
life and death, 
says Ranjit Thak-

er, CIO at Broom-
field, Colo.-based Network 
Global Logistics (NGL), a third-
party logistics service provider 
specializing in time-critical 
deliveries and aftermarket sup-
port for the healthcare industry. 
“The supply chain challenges 
are totally different when you’re 
a manufacturer getting sup-
plies to a retailer versus getting 
an organ to the hospital when 
someone is being prepped for 
surgery,” says Thaker.

you don’t 
want to just 
react — you 
want to be 
able to plan 
and adjust.
nathan Johnson, 
CIO,  PORTS AMERICA
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For example, with one of 
NGL’s clients — a manufacturer 
whose medical devices cost six 
to seven figures each — “there’s 
a high level of analytics in-
volved in calculating where you 
need to warehouse replacement 
parts for those devices,” he says. 
In order to avoid warehousing 
expensive parts that may be 
used infrequently, NGL’s ana-
lytics systems map the physi-
cal locations of manufacturers’ 
warehouses, the ages of the ma-
chines at the medical facilities, 
the mean time between failures 
(MBTF) of those machines, the 
importance of the parts, and 
the cost of getting equipment to 
locations.

“It’s complicated, because 
the parts may be critical but 
they cost thousands of dollars 
and may only have been needed 
10 times in the past five years,” 
Thaker explains. “Doing the 
analytics helps them optimize 
their inventory.”

calculate cost vs. risk
Cost, of course, is a key variable 
to consider when figuring out 
how to safeguard supply chains, 
because the price of the product 
may go up when the integrity of 
the supply chain is improved.

Such improvements are of-
ten made with the consumer 
in mind, especially in the mar-
kets for food and expensive 
goods. Supply chain advances 
are “changing in the food in-
dustry, or any place where the 
product touches or goes into the 
human body,” Alvarenga says. 
He believes the day will come 
when shoppers will be able to 
use smartphone cameras to scan 
packages and see exactly where 
products came from.

The question is, will people 
pay more for goods whose qual-
ity can be verified because they 
came through a highly secure 
and transparent supply chain? 

Maybe they won’t have to. 
The costs of some supply chain 

it’s a small-data challenge. But to 
get to the small data, you have to 
go through the big data.
nathan Johnson, CIO,  PORTS AMERICA
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technologies are coming down. RFID chips are cheaper 
(though antennas aren’t), XML has made it easier to inte-
grate electronic data interchange (EDI) feeds, and sensors 
are cheaper and easier to deploy. With sensors becoming 
inexpensive enough to use in packaging, pallets, trailers and 
warehouses, it’s easier for shippers to track their packages.

Cheaper technology helps bring down other supply chain 
costs, says Thaker. “In the old days,” he says, “we would have 
someone hand-carry a live organ to the transplant destina-
tion to ensure it was properly handled. But now you can buy 
temperature control sensors for $100 that keep the organ at 
the proper temperature when it’s shipped as cargo.”

“Companies can use [technology] to reduce inventory in 
order to save capital,” says PwC’s Goldbach. “That’s especially 
true for industries such as technology, where products have 
a short life cycle and you don’t want to be caught with inven-
tory whose value goes to zero quickly. With the right technol-
ogy, you can now substitute information for inventory.” u

BalDWin is a frequent contributor to Computerworld.

With the right technology, 
you can now substitute 
information for inventory.
glen golDBach, dIRECTOR, 
PRICEWATERHOuSECOOPERS
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pennsylvania’s department 
of public welfare establishes 
a security risk framework that 
rationalizes 4,000 regulations 
into 350 integrated requirements. 
By Stacy collett

Best 
 Offense? 
 A GOOd defense
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When she was told that an 
IRS audit report was due in a 
few months, a mild panic set in. 
“I saw all this paper and said, 
‘Where is everything?’ It was 
very disorganized. I could never 
find anything that I needed,” 
she recalls. That was just the 
start of a risk compliance odys-
sey for Skelton and her team.

The Department of Public 
Welfare must safeguard the 
financial and medical data of 
its 2.7 million participants. Yet 
with more than 4,000 federal 
and state regulatory require-

ments and policies to comply 
with, trying to gather and re-
view data and take corrective 
action in response to myriad au-
dits became nearly impossible.

By 2010, record keeping had 
gotten so murky that the depart-
ment’s annual security review 
had fallen by the wayside. “We 
had not given a response back 
to the IRS in years,” says Clifton 
Van Scyoc, the department’s 
chief information security of-
ficer. Other required audits had 
fallen behind, too, he adds.

While there are no official 

penalties associated with a lack 
of response, the missed dead-
lines pointed to a harsh reality: 
“We do not have the most secure 
environment if we are not ac-
tively reviewing this information 
and creating responses to them. 
They aren’t even able to appro-
priately define where our [secu-
rity] gaps are if we aren’t making 
these responses,” says Van Scyoc.

That same year, the depart-
ment began building an ambi-
tious security risk framework 
that would capture all of the con-
trols it had to comply with and 
drop them into an Excel spread-
sheet. Then a team analyzed the 
individual requirements in each 
control and decided which one 
was the most stringent and then 
used that one control to cover 
all similar requirements. As a 
result, some 4,000 individual 
regulatory requirements were 
rationalized into 350 unique 
integrated requirements. 

Three full-time staffers spent 

 it waS like fiNdiNG a Needle iN a HayStack. 
On her first day as security and risk 
manager at the Pennsylvania Depart-
ment of Public Welfare, Pamela Skelton 

was met with piles of disorganized compli-
ance files and random pieces of paper that 
her predecessor had left behind.
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seven months pulling together 
all the controls and putting 
them into the spreadsheet. Van 
Scyoc says the file eventually 
reached an “astronomical” size, 
so he added a governance, risk 
and compliance (GRC) tool 
from RSA Archer, which gave 
the department “one electronic 
version of all of our controls 
down to the individual level,” 
as well as historical records and 
the ability to perform timely 
audits and develop corrective 
action plans.

“We now have an improved 
focus on what [audits] are still 
outstanding and are able to 
more proactively manage and 
monitor getting those complet-
ed on time,” says James Weaver, 
deputy CIO for the Department 
of Public Welfare. 

The size and complexity of 
the department’s task impressed 
one industry analyst. “For a 
state agency of this size, it’s a 
huge undertaking and probably 

a gigantic investment for them,” 
says Renee Murphy, a security 
and risk management analyst 
at Forrester Research. “It also 
speaks volumes about them — 
that they were willing to take 
it that seriously and go to that 
length to solve the problem.”

The department’s road to 
an IT risk management system 

wasn’t an easy one, given the 
complex interweavings of regu-
lations to deal with and the fact 
that new requirements are add-
ed monthly. But those staffers 
who were involved in the proc-
ess say there were many aha 
moments and newly discovered 
benefits along the way.

100% Paper-driven to 
100% automated
Before adding the compliance 
tool, the department’s audit 
process was 100% paper- 
driven, Van Scyoc says. Mak-
ing matters worse, each time 
an employee left the group, the 
department was losing some of 
the audit responses it had given 

in the past, as well as some of 
the records they would need 
to present, such as contracts, 
paper policies, emails and files 
that were kept in random loca-
tions and often on individual 
PCs. Facing such obstacles, the 
audit team sometimes took 
three months to take corrective 

action on a security gap.
“Now we have one electronic 

version of all of our controls 
down to the individual level, but 
at the same time we have all of 
our audits. So every time we have 
an audit, we have each and every 
response and finding also elec-
tronically stored,” Van Scyoc says.

For example, the framework 
and GRC tool now accelerates 
completion of the department’s 
annual generally accepted ac-
counting principles (GAAP) 
audit. “We can turn over our 
self-assessments to the audi-
tors coming in from GAAP, and 
they can obtain responses to use 
within the GAAP audit. So next 
year, even with a new employee, 
they can look at last year’s re-
sponses. Or a new auditor can 
look at last year’s audit. This 
level of organization was not 
available before,” Van Scyoc says.

The real beauty of the auto-
mated system, he adds, is that 
the department can perform 

every time we have an audit, we 
have each and every response and 
finding also electronically stored. 
cliFton van scyoc ,  CHIEF InFORMATIOn SECuRITy OFFICER,  
PEnnSyLVAnIA dEPARTMEnT OF PuBLIC WELFARE
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audits and give corrective action 
plans through the system, too. 
When taking corrective action, 
the system assigns a “product 
owner” who is responsible for 
making the response, Van Scyoc 
says. “Since their questions are 
tied back into our framework 
that includes the finite controls, 
we can make a response in a 
matter of hours,” he says.

Forrester’s Murphy says she 
views GRC tools as a natural pro-
gression of governance in many 
large organizations. Today about 
22 GRC vendors can address the 
needs of Fortune 500 compa-
nies, Murphy says. Even more 
GRC vendors serve midsize and 
smaller businesses and govern-
ment agencies. The right vendor 
depends on the organization’s 
maturity, the volume and scope 
of its data, and what it wants to 
do with the data, she says. 

“There’s no one who 
wouldn’t find what they’re look-
ing for somewhere in the mar-

ketplace, and the vendors are 
becoming more mature,” she 
adds. Some of the companies 
have been around since 1995 
and others since 2006 or 2007, 
when Forrester saw the market 
expand. Those who can’t afford 
to bring GRC software in-house 
can look to software-as-a- 
service models, Murphy adds. 

refining controls
In creating the IT risk frame-
work, the Department of Pub-
lic Welfare IT team first had to 
wrangle with the sheer size of 
the controls and requirements 
of each governing body, and 
then complete the arduous 
process of grabbing every one 
of these controls and dropping 
them into one location.

In Pennsylvania, the Depart-
ment of Public Welfare umbrella 
covers eight agencies, includ-
ing providers of youth services; 
developmental programs, such 
as those serving people with 

intellectual disabilities; provid-
ers of Medicaid waivers for the 
elderly; Medicaid programs; 
and the Office of Income Main-
tenance, which handles welfare 
benefits such as food stamps and 
medical assistance. The depart-
ment also provides IT services to 
the Department of Aging and 
the Pennsylvania Insurance 
Department. “Those [agencies’] 
regulatory requirements are also 
incorporated into this frame-
work,” Weaver says.

Staff then reviewed each of 
the 4,000 controls, looking for 
the most restrictive require-
ments that would cover other 
less stringent requirements. 

“Just within the IRS, there are 
eight different ways to define 
access controls, for example,” Van 
Scyoc says. “We take the most 
stringent of the eight that are 
available” and use it in the system. 

The next labor-intensive 
proc ess will be reviewing these 
controls annually and updating 

there’s no 
one who 
wouldn’t find 
what they’re 
looking for 
somewhere 
in the 
marketplace, 
and the 
vendors are 
becoming 
more mature. 
renee Murphy,  AnALyST, 
FORRESTER RESEARCH
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them as needed in the system. 
But some federal agencies are 
already making the task easier 
by combining their own require-
ments. For instance, the IRS, the 
Social Security Administration 
and the Centers for Medicare & 
Medicaid Services now follow 
the NIST 800 series of recom-
mended security controls for 
the U.S. federal government. 
“As long as we’re covering NIST 
800, that helps shrink the 
amount of controls we have to 
look at,” Van Scyoc says.

When new controls must 
be added, as with the recently 
adopted Criminal Justice In-
formation System controls, the 
framework helps staff compare 
the new requirements to the 
department’s existing controls 
and identify security gaps. 

aha Moments
The risk framework and GRC 
tool together have yielded some 
surprising new benefits. For 

starters, staffers can now track 
the entire procurement process. 
For example, when purchasing 
software, procurement officers 
can track the documentation 
process from start to finish, and 
if they need additional informa-
tion, they can send the docu-
mentation out to others, such 
as experts in the subject matter 

related to the product. Also, if 
a product must be renewed in 
a certain year and the renewal 
requires approval, the system 
tracks historical information 
needed for the approval process.

The framework has also al-
lowed the welfare department 
to share information with other 
agencies. “They may not nec-

essarily have the same [risk 
framework and GRC tool], but 
we can take exports of existing 
frameworks and share that out 
to our other sister agencies,” 
Van Scyoc says. The Governor’s 
Office of Administration, for 
example, has started using the 
exports on a small scale to man-
age its own security audit re-

quirements, he notes.
Communication between 

department programs has also 
improved, allowing the depart-
ment to respond to audits and 
track remediation responsibili-
ties. Gone are myriad emails 
sent to various groups asking 
them to respond to control in-
quiries — many often lost or 

ignored. “Now we can assign 
[through the GRC tool] ques-
tions to a specific individual 
within that program office. It 
makes the responses much more 
efficient,” Van Scyoc says. “We 
also get to track it for complete-
ness.” The deputy CIO can look 
at a dashboard that shows per-
centages of completeness and 
compliance for each control.

Beyond helping organiza-
tions become more organized, 
GRC tools can enable users to 
gain new levels of visibility into 
their environments. “The more 
data you put into it, the more 
proc esses you link to it,” the 
more visibility and efficiency 
that can be realized, Murphy 
says. “If you’re going to use risk 
management, then use it in the 
tool. If you’re going to do ven-
dor management, then do it in 
the tool, or incident response 
management,” she adds. “Once 
all that data is together, you can 
feed it into risk analysis or audit 

[With the risk framework] one answer 
can satisfy five audits. i think we’re 
pretty on top of it.
paMela skelton, SECuRITy And RISK MAnAGER,  
PEnnSyLVAnIA dEPARTMEnT OF PuBLIC WELFARE
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modules,” which can talk to the risk module to show residu-
al risk, for instance. “That data becomes very powerful from 
[a] risk management perspective,” Murphy adds.

Measuring ROI
The security risk framework and GRC tool were fully imple-
mented by August 2011, and the department now has real-
time compliance with its controls. But measuring specific 
returns on investment remains elusive.

“I hate to use the term 100% compliant, but we are aware 
of 100% of all the requirements that are out there and are 
able to proactively go against them to make sure we’re meet-
ing needs from both a federal and state perspective,” Weaver 
says. He adds that ROI “is so difficult to achieve because 
we’re talking about opportunity costs and losses. But it has 
helped us increase our awareness and education.”

Van Scyoc says the biggest lesson learned is that “you 
can’t just buy a tool with the expectation that it’s going to be 
the have-all end-all. You have to lay the groundwork and be 
able to take all these disparate controls into one organized 
framework. Without it, it’s destined to fail every time.”

Meanwhile, Skelton has audits under control. The risk 
framework “cut down a lot of time because you’re able to 
respond to audits a lot quicker,” she says. “One answer can 
satisfy five audits. I think we’re pretty on top of it.” u

Collett is a Computerworld contributing writer. You can contact her 
at stcollett@comcast.net.
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