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Managing identity
in the enterprise
Learn all about the benefits and building blocks of identity management—
and how to choose the right solution for your organization
BY ROGER GRIMES

Identity management is the single most
important aspect of your organization's security
profile. Done well, it can ensure with reasonable confidence that the people who access
your network are who they claim to be and have
the access privileges they are trying to assert. If
someone attempts to gain unauthorized access
to information or systems, a good identity system
will leave an audit trail for you to follow.
When identity management is done poorly,
you could be in for a world of hurt: prone to hack
attacks and data spills, as well as the theft of sensitive information and intellectual property. Your
organization could find itself in violation of state
and federal statutes, in breach of industry guidelines, or on the wrong end of a class action lawsuit.
If news of the breach goes public, your organization could suffer massive damage to its reputation.
In short, identity management is no laughing
matter. Yet a simple glance at today's headlines
recounting innumerable hack attacks and data
spills reveals that it's also one of the most misunderstood concepts in network security. This Deep
Dive will cover the subject of identity management,
starting with the key concepts you'll need to be
familiar with and finishing with the significant
changes that will impact us all in the next few years.

Basics of identity management
Simply put, identity management is a comprehensive system of identifiers and controls that allow
you to impose security boundaries on any system,
whether it's a corporate network, a specific server
or application, a data store, a printer, a cloud
service, and so on. The systems work by assigning
unique digital labels to every user and resource

(“subjects”) participating in the system, and then
granting access rights based on each subject's
security attributes. This is how your organization ensures that only HR employees can access
personnel records or that only those in finance
can log in to the corporate accounting software.
No matter what it's applied to, every IdM is
comprised of the same five elements: identity,
authentication, assurance, access control, and
auditing. Here's what each one means and the
best practices for implementing them.

Identity
Every user and every resource within an IdM must
have a unique identity. For users of the system this
typically is a log-on name, although organizations
can use other digital items such as employee ID
numbers, digital certificates, or other types of
unique identifiers. No matter what type of identifier you use, it must be absolutely unique within
every system that participates in your IdM.
For example, say you have two employees
with the same first name (Eric) and last initial (K)
in different departments in your organization.
You cannot have two subjects with the identity
of EricK in the same namespace – that would
increase your security risk while reducing accountability. However, you can have two EricKs if one
identity is associated with, say, HR, and the other
is associated with Accounting. In that instance,
“EricK” is the relative identifier of each user, while
HR\EricK or Accounting\EricK would be called
their absolute identifiers.
Even though no two subjects in the same IdM
can have the same absolute identifier, one subject
can have multiple identities, with different access
privileges assigned to each. For example, HR's EricK
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could have a regular user account ID and another
that gives him systemwide administrative privileges. As long as only one EricK has access to these
identities, then everything should remain secure.

Authentication

Thousands
of Gmail and
Live.com
cloud email
customers
have their
log-on names
and passwords
stolen each day,
usually through
phishing or
malware
attacks.

After requesting the identity of a subject, the
IdM must then require the subject to provide
proof that he or she has sole ownership of that
identity, a process known as authentication. Proof
of ownership can be accomplished using one or
more factors. Factors are typically described as
either “something you know” (a password or
PIN), “something you have” (a smart card or USB
token), or “something you are” (a fingerprint or
the pattern of blood vessels in your retina).
The most common – and commonly abused
– form of authentication is the simple password
or PIN. In theory, only the subjects will know the
password or PIN; once they supply the correct
one, their ownership is authenticated and they
are allowed access. Log-on names with passwords
are among the easiest to implement, and their
strengths and weaknesses are well understood.
Unfortunately, because hackers also understand their strengths and weaknesses, they're
frequently compromised. Literally thousands of
Gmail and Live.com cloud email customers have
their log-on names and passwords stolen each
day, usually through phishing or malware attacks.
Because log-on names and passwords are
so easily stolen, many systems require participating subjects to use more advanced forms of
authentication. Identity and authentication can
be provided by a wide assortment of digital bits
and devices, including smart cards, USB tokens,
biometrics, and proximity mechanisms (such as
a wireless chip embedded under the skin). In
the corporate environment, smart cards holding
digital certificates are probably the second most
common authentication scheme. Biometrics,
usually involving fingerprints, hand geometry, or
retina scans, come in a distant third.
Of course, smart cards and USB tokens can
also be lost or stolen. That's why most IdM
systems also require the use of passwords or
PINs to establish proof of ownership. Even most
biometric systems, which should simultaneously
provide both identity and proof of ownership

(who else would have your retina blood vessel
design?), typically require both. This is known as
multifactor authentication, and it is becoming
increasingly common for enterprise users and
consumers alike. The reason? The more factors
you require, the harder it is for the bad guys to
steal and reuse your identity.
Many public cloud services are starting to offer
out-of-band authenticators. In this scenario the
user begins by using a traditional form of authentication, like a log-on name and password; the
remote service then sends the user a unique singleuse authenticator via a second pathway, or band.
For example, after the user types in a log-on
name and password at his computer, the service
sends a random set of six to eight characters
to his cell phone via SMS messaging, which he
must input into the log-on screen to gain access.
The idea is that an attacker trying to log on as a
particular user is unlikely to have both the user’s
password and cell phone. The reality is that a
determined hacker can compromise this scheme
as well. Still, multifactor authentication is more
secure than single-factor authentication, and a
great deal safer than simple passwords.

Assurance
Each form of authentication comes with its own
level of assurance, indicating the trust others can
have that it is in fact secure. Because they can
be abused so easily, simple passwords have very
low levels of trust. Smart cards, which are more
difficult to acquire and typically feature cryptographically protected digital certificates, offer a
higher level of assurance. The more factors an
authenticator requires, the greater the assurance
others usually place in it.
Often, though, the same type of security
authenticator can have varying levels of assurance, depending on the processes required to
obtain it in the first place. Public digital certificates, encrypted documents that rely on a trusted
third-party authority to verify the identity of their
owners, are a great example of this. Certificates
come in assurance levels that run from Class 1 to
Class 5, and these classes are often documented
in the certificate name or attributes.
Class 1 certificates, which can often be
obtained for free or with minimal confirmation of
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The symbiotic
processes of
authentication,
authorization,
and auditing
are collectively
known as
AAA and are
essential parts
of every good
IdM system.

the subject requesting it, offer the lowest level of
assurance. In general, Class 1 certificates should
not be trusted, especially not for business. Class 3
certificates are often used when accessing trusted
public websites. They usually require a moderate
fee ($300 or more), a verified physical presence,
and often legal documentation establishing the
identity of their owners.
At the other end of the spectrum, a subject
obtaining a Class 5 certificate has usually undergone a lengthy validation process (often including
a comprehensive background check), and must
show up in person with multiple acceptable IDs to
obtain one. Class 5 certificates are usually used by
government and other high-security applications.
Most early IdM systems offered only one level
of assurance. Today’s emerging IdM systems often
offer multiple classes of assurance. In this case it
is up to you – and anyone else relying upon your
authenticators – to determine if the stated level of
assurance meets your risk acceptance goals.

Access control
No matter what authentication method you
use, once you've successfully logged in you are
assigned a digital security token (really just a bunch
of bytes) that represents you and the outcome of
your authentication. This security token is used to
compare the access you're requesting – to, say, an
application running on the network – to the access
rights assigned to your identity.
The process that performs this comparison is
often called the security access control manager,
and it may contain many other subject-specific
attributes (age, department, assurance level, and so
on). The access control manager has such an important role in computer security that it is among the
most highly protected processes in the enterprise.

Auditing and accounting
Any good IdM system also offers auditing and
accounting. Auditing, if enabled, records what
the subject did within the confines of participating
systems and when trying to access particular
objects. In general, most auditing systems do not
garner high marks for user friendliness or understandability. Accounting is like auditing, but with
the goal of tracking how long a particular subject
used a system and how it was accessed, some-

times calculating overall costs for chargeback.
The symbiotic processes of authentication, authorization, and auditing are collectively known as AAA
and are essential parts of every good IdM system.

Problems with
advanced authentication
You might think that with the many wellpublicized abuses of log-on names and passwords, every IdM system would have moved
on to more advanced forms of authentication.
Unfortunately, advanced authentication comes
at a price. First you have the cost of the authenticator itself (such as a smart card or USB token)
as well as devices that can read the authenticator at each location where it will be used.
You'll often have to install additional software
at each location, and hire staff to operate and
troubleshoot the devices. Compatibility problems between devices and their software are
unfortunately common.
Many advanced authenticators tend to be
computer specific and can't spread across a
network of computers the way passwords can.
For example, if you decide to use fingerprints
as an authenticator, the subjects providing the
fingerprint may only be able to log on to the
specific machine they enrolled on. If they want to
use the same fingerprint on another computer,
they have to start the enrollment process all over
again. In contrast, a single password can typically
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Whether you
use a simple
password
scheme or
sophisticated
multifactor
authentication,
the security
token that is
issued remains
the same. If
that token is
compromised,
then all bets
are off.
This little
understood
fact has big
implications
on the overall
security of
an IdM
environment.

be used on any device across the enterprise.
Advanced authenticators can also be a bear
to replace or repudiate. Forget your password
and you can usually get it reset in a few minutes
by calling a help desk or visiting a Web portal.
Lose your smart card and you may have to wait
a day or longer to get a new one approved and
distributed. If your biometrics database gets
compromised by a bad guy, you're in for a world
of trouble. Your legitimate users can't exactly
replace their own fingerprints.
Worse yet, you may spend all that money and
not fix the most common exploits impacting your
organization: security at the endpoints. You can
definitely get better authentication for your money,
but it may not make you that much more secure.

Better authentication may not
mean better security
How you log on and get authenticated is usually
very different than the security token used behind
the scenes for access control. Whether you use a
simple password scheme or sophisticated multifactor authentication, the security token that is
issued remains the same. If that token is compromised, then all bets are off. This little understood
fact has big implications on the overall security of
an IdM environment.
Although stronger authentication mechanisms make it more difficult for hackers to
pretend to be you, especially when logging in
remotely, if the attackers have compromised the
device you log on from or captured your security
token, they're in. A man-in-the-endpoint attack
will be just as successful against someone using a
smart card (or biometric identity, and so on) as it
would be for a person using just a password.
For example, in the current attack space,
PtH (pass the hash) attacks are quite popular. In
a PtH attack, the attacker compromises a single
endpoint node, gains administrative access
to that node, and can then capture one or
more security tokens. Because the attacker has
captured the token after authentication has been
successful, how the user authenticated himself is
irrelevant. Once captured, these security tokens
can be used across the network with the attacker
posing as the legitimate user(s). This has even
scarier applications for networks that rely on SSO

(single sign-on) mechanisms (see below).
It’s important to understand the distinction
between an authenticator and a security token
and what level of security you get with both. Some
defenses are better at improving authentication and
others at access control. You need to make sure you
choose the right solution for the right problem.
An IdM system is only as secure as all of its
component parts and participants. A mature IdM
solution must enforce strong security across its
namespace, authentication database, transport
method, authentication protocols, operational
controls and defaults, memory protection, and so
on. Once IdM systems hand off the authenticator or
security token to a computer system, the computer
system must also be protected against attacks.

Identity management
enters a new age
The holy grail of many IdM systems is the concept
of SSO. In today’s world of cloud computer and
social interconnectedness, users want a simple
way to access all their devices and applications,
whether they're on a local system or on the other
side of the world.
With SSO, users can sign in once and gain
access to every system and resource they need.
This can be accomplished by having enough
participating systems to fulfill the requester's
desires or by using a shared set of data exchange
protocols so that IdMs from a variety of sources
can seamlessly operate with each other. If done
correctly, all authentication sharing is invisibly
done in the background.
In some cases, the relying IdM system accepts
the original authenticator and asks for the user to
re-prove ownership. In more seamless systems, the
relying system simply trusts that the originating
IdM system did its job correctly, authenticating the
subject and issuing the appropriate security token.
SSO IdM systems have always been a tradeoff between seamless integration and usability.
Creating an SSO credential that can connect you
to every resource you want to access isn’t difficult
but building one that remains secure as you
connect to various systems is a much harder task.
An SSO identity management system is only as
strong as its weakest link.
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As noted above, a single security token
compromised by a PtH attack can unlock access
to a wide range of resources attached to the SSO
system. The success of PtH and similar credential
theft attacks is making SSO vendors work harder to
prevent reuse attacks, while still trying to maintain
the seamlessness that users have come to expect.

Identity metasystems
The need for authenticated digital identities to work
across a multitude of disparate systems is resulting
in the creation of what are known as identity
metasystems, which allow consumers to connect
to providers of identity, networks, and services,
and vice versa. With this paradigm you can have
very large separate IdMs, both public and private,
which serve their individual constituencies. But they
also follow a set of rules and protocols that allow
them to communicate. Then users can choose to
participate in one or more big IdMs, which can cover
a large collection of computers and services.
In this scheme, consumers are free to pick one
or more identity providers; they may also be able
to pick what level of assurance they want or need
for a particular identity. Network providers are the
pipes to get consumers and their identities to the
content or services they want. Like consumers,
content or service providers can choose one or
more identity providers to work with and what
level of assurance is adequate.
For example, an online stock trading company
may require that a user pick an identity management provider that positively identifies the user’s
real name and requires out-of-band authentication. Or a consumer can choose to do business
only with identity providers that can assure
that the real identity remains anonymous. This
already occurs on many business networks and
e-currency trading networks.
A user can be pseudo-anonymous as well. With
pseudo-anonymity, the user’s true identity is verified by the IdM provider but is not shared with the
content provider; however, the content provider
can require that the pseudo-anonymity identity
provider attest it has verified the user’s identity
to a real person. Thus, a great level of assurance
is provided to the content provider without the
consumer’s real identity being compromised. Of
course, pseudo-anonymity providers who know

the real identity might be forced to disclose the link
to real identity by legal authorities.

Claims-based authentication
A growing trend in IdMs is claims-based authentication. Each identity can include one or more
data attributes (called claims in IdM-speak), which
the participating identity vendor verifies. When
the consumer connects to a service provider that
requires a particular identity attribute, the IdM
provider can provide appropriate information.
Claims-based authentication is celebrated
because it may lead to less information being
shared when a consumer needs to access a
particular service. For example, you must be 18
or older to gamble in many countries. A user
wishing to gamble at a particular website can
choose an IdM provider that attests to this claim
by including a field in the consumer’s security
token that is tagged when the user is 18 or older
and then passed along to the gambling site
along with a trusted pseudo-anonymous name.
The gambling site can attest to legal authorities
that it has verified the participant’s age without
having to know all the user’s other identifying
information. Another provider could handle the
conversion of money to and from the gambling
site and the consumer. The list of potential
services and identity claims goes on and on.
Using claims-based authentication reduces
security risks for consumers, IdM providers, and
websites. If hackers compromise a particular IdM
provider or site, they may not have enough information to do any real damage. It's much harder to
siphon money from a user’s bank account when
the attackers don't have any credit card information, real name, or address.

New paradigms and technologies
Certainly, cloud and social networking technologies have had the biggest impact on large IdM
systems for the past five years. When you have
hundreds of millions of users (such as Facebook,
Google, Live.com, Twitter, and Yahoo have),
you not only need an IdM solution for your own
services, you also need one for the services your
customers want to interact with. Further, all of
today’s authentication services must work over
HTTP/HTTPS; work with XML, SAML, and Web
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services; and participate using open standards.
Enter OAuth. Backed by Google, Twitter,
Facebook, Microsoft, and others, OAuth is quickly
becoming the open authentication standard. The
IdM provider services and content they provide
is, or is becoming, OAuth accessible. OAuth 2.0
is the current specification and is detailed in RFC.
Perhaps the biggest blow to OAuth is security, or
lack thereof. Many security experts believe that
for an open protocol designed to work across
the very dangerous Internet, OAuth contains far
too many exploit avenues. This is something even
many of its strongest proponents admit.
Though not as widely accepted as OAuth,
OpenID is a popular competing open standard
authentication framework. OpenID works by
relying on third-party identity providers, allowing
service providers to work directly with each other.
For a few years it seemed as if OpenID would
take over the world (some sources claimed more
than 1 billion users), but now there is a sense that
its promise has come and gone, and it is being
replaced by OAuth or even newer, emerging
standards.

Choosing the right IdM
It’s not hyperbole to say that IdM systems are the
glue that holds the connected world together.
Without them we wouldn’t have networking or
the Internet. Each IdM offering has a different set
of features and capabilities.

Another big component of an IdM system is
its scope. How widely can it be used in a particular
environment or set of environments? Some IdM
systems only work on the local computer or
device. Others work across all the systems on a
network. Large IdM systems may have hundreds
of millions of participants. These attributes, along
with cost and support, should be considered
when evaluating an IdM offering.
As complex as IdM systems may seem today,
they are in the process of getting far more complicated and harder to defend.

Complexity increases
We now live in a world of cloud computing
networks, some of which may be located on
your premises. These cloud services will require
digital identities, some of which will be private
and others that will be part of huge public identity
metasystems. Many of these identities may be
shared with other sites you may not be aware of
or don't necessarily trust. You will see more IdM
systems appear, more digital identities, more
gateways, and more people heading into and out
of your computing environment.
In the fully interconnected world of the near
future, your IdM space could consist of multiple
IdM systems, both public and private, connecting
to resources outside the company. You might be
charged with allowing outsiders to log on to your
network using public IdM credentials.

Key components of an IdM system
Look for these important features when reviewing or considering a new IdM system:

Platform coverage
Application coverage
Security controls
Ease of implementation
Role management
Compatibility with other IdM services

User account lifecycle

(provisioning to deprovisioning)

Claims awareness
Auditing and accounting
Popularity
Support of open standards
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Be aware that
the field of IdM
is changing
rapidly. If you
don’t already
understand
the new technologies, read
up on them.
Concentrate
on where they
are likely to
be used and
their security
strengths and
weaknesses.

For example, there is a significant push to let
the huge identity metasystems (such as Facebook,
Google, or Live.com) into private networks and corporately owned assets. Should you allow a public digital
identity, which we know entails more risk, access to
your private corporate assets? Most computer security
experts will say no. But that fate may be thrust upon
you, just like instant messaging, social networks, and
other once bleeding-edge technologies that were
initially scorned by security professionals.
The arrival of the latest IdM paradigm requires
reexamining all your security policies and controls
to see if they consider the newer technologies. If
their scope does include the new IdM schemes,
what policy and control changes need to be made?
How does that change enforcement and auditing?
Suppose you are required to allow one of the
public IdM systems into your network, and your
current password policies require 12-character passwords, multiple character sets, a 4-guess account
lockout, and a password change every 90 days.
How are you supposed to enforce those policies
when you have nearly zero control over the controls
or implementation? How can you perform normal
auditing or accounting if you do not have access to
the IdM vendor’s log? It is sometimes impossible.
The implications of the newer IdM paradigms
are that with few exceptions, everything becomes
harder to defend.

What can you do?
First, be aware that the field of IdM is changing
rapidly. If you don’t already understand the new

technologies, read up on them. Concentrate on
where they are likely to be used and their security
strengths and weaknesses.
Second, be sure to document the concerns
you have with each, in case top management
asks your opinion or demands that you support a
particular solution.
Third, be sure to check out the Cloud
Security Alliance. This organization is rapidly
becoming the most respected open body on
the topic of clouds and their security controls.
IdM systems aren’t always clouds, but all the
newly emerging ones are. Understanding how to
measure cloud security, and even what questions
to ask, will go a long way toward evaluating
the different IdM services. The CSA’s educational materials, especially regarding the “cloud
controls matrix” and the “GRC Stack,” are great
places to start. Some material is free.
Fourth, another great resource for learning
about emerging authentication standards
and their practical enforcement is the Trusted
Computing Group. It is a vendor-neutral open
standards group that has been largely involved
with real authentication solutions that work. I
guarantee that if you get to know this information well, you’ll be among the more knowledgeable IdM experts in your environment.
Last, consider purchasing or using a tool that
can help you manage IdM management across
your space. There is no need to go it alone.
Everyone is facing the same problems, and many
vendors in the IdM space are ready to assist. n
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Identity Management Resources
Resource Center

Great Information Leads to Great Decisions
Is your understanding of Cloud Single Sign-on and federated identity a
little ... cloudy? From basic tutorial to technical explanations, our resource
center can provide the background and benefits for implementing identity
security standards that meet the growing demands of your enterprise identity
and access management strategy.
					

Learn more

Research Report

Executive Buyer’s Guide to Identity and
Access Management Solutions
According to Gartner, Federated Single Sign-on will be the predominant SSO
technology needed by 80% of enterprises through 2016. Are you ready? This
guide will help you assess your current and future requirements, with exclusive
insights from global analyst firm Gartner, Inc.
					

Learn more

Solutions

Securing Identity in a Connected World
Cloud, mobile and social have changed the way users access applications and
information, forcing organizations to rethink their identity and access management strategy. Helping over 900 customers and half of the Fortune 100, Ping
Identity delivers the expertise and identity security solutions to meet every
identity challenge.
					

Learn more
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