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Solution brief

Enhance the security of your 
mobile environment
HP Security Intelligence Platform
Mobility brings with it a unique set of security challenges. The 
HP Security Intelligence Platform delivers security capabilities  
to protect and defend business functions despite mobile access.

Mobile security challenges

Most enterprises have established security and 
risk management policies and have invested 
in security systems. But as threats have 
become more “industrialized”, it is critical that 
the ability to identify, protect, and remediate 
threats evolves as well. Mobile access brings 
with it some unique challenges for security 
monitoring and management that require 
careful review and adjustment to security 
strategies, tools, and policies.  

Devices may belong to the user 
(bring-your-own-device, or BYOD) where 
the enterprise has no management over the 
end-point, or devices may be co-issued where 
the enterprise has management capabilities 
of the end-user device. BYOD represents the 
most significant challenge—and the most risk.

Mobile devices, especially BYOD, and public 
Wi-Fi networks are inherently not secure. 
Additional security controls are required to 
protect IT infrastructure (server) and business 
applications. Challenges unique to mobile 
environments include:

• Expanded attack surface

• Legacy environments

• Compliance 

• Information-centric security

Understanding what capabilities become 
critical in a mobile environment is critical. 
This brief outlines which  enterprise security 
products from HP provide these capabilities.

Expanded attack surface

Mobility requires security of the device,  
network traffic, and server.  

Mobile devices are easily lost or stolen.  
Thieves can obtain unencrypted credentials 
or cached sensitive data; or they may install 
malware to enable ongoing malicious activity. 
The ability to spot anomalies in access  
patterns can identify attacks earlier. Doing  
so requires tools that can map the address  
of a generic ISP IP address to a specific user  
(via login credentials), and ideally to their  
organization/department and role.

Network traffic can be viewed, intercepted, 
and even modified, risking SQL injection or 
cross-site scripting on the server. Public Wi-Fi 
access enables credential stealing or access 
to sensitive data, especially if only the login is 
encrypted. Visibility into who is logged on, to 
what and from where is critical.

Risk and compliance management
Security metrics within business risk context 
for oversight and prioritization; compliance 
management—HP EnterpriseView

Information security and intelligence
Visibility for compliance and threat detection; 
collect, correlate, analyze—HP ArcSight

Application security
Application security testing and vulnerability 
identification—HP Fortify

Network/operational security
Next-generation intrusion prevention, secure 
virtualization, Web app firewall—HP TippingPoint

Data and payment security
Encryption key management and cryptographic 
hardware—HP Atalla

Threat research
Threat intelligence from worldwide experts and 
HP customers—HP DVLabs

Context awareness
Reputation integration (HP RepSM) and application 
vulnerabilities (HP Fortify Runtime) integrated with 
SIEM (HP ArcSight)
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Vulnerabilities grow exponentially with 
Web-based applications, remote users, and 
data transfer outside of the walls of the 
enterprise. A risk-based strategy is essential 
where each layer of architecture is secured, 
security events are correlated across layers, 
and threats are continuously monitored 
relative to business risk.

Critical capabilities include:

• Mobile application assessment to identify 
vulnerabilities with actionable remediation 
(HP Fortify)  

• Security information and event monitoring 
(SIEM), integrated with threat intelligence 
(HP ArcSight)

• Role-based identity management 
(HP ArcSight)

• Intrusion prevention with the ability to block 
sites, applications, and events in real-time 
(HP TippingPoint)

• Vetted, reputation-based threat intelligence 
to identify communication with known bad 
threats, even if the threat is from a trusted 
source (HP RepSM).

• Encryption of critical data at rest and in 
motion (HP Atalla)

Legacy environments

Applications that were not designed for 
mobile access may be exposed to new threats 
introduced via wireless network access or 
revisions for mobile environments. New 
applications should be designed with security 
built-in for protection, monitoring, and audit. 
Existing applications should be assessed, even 
if they were not designed with security logging 
and auditing built in.  

Critical capabilities include:

• Application scanning, (even those without 
security logs), during development and 
during run time (HP Fortify)

• Application vulnerabilities passed to intrusion 
prevention to block threats while the 
application is updated (HP AppDV)

• Application vulnerabilities included 
in risk calculations in order to assess 
risk and prioritize remediation efforts 
(HP EnterpriseView)

Compliance 

Mobile environments can be complex and 
introduce new vulnerabilities to the enterprise. 
Is your view of compliance and policies as 
dynamic as the environment it measures? More 
importantly, if attacked, could you identify the 
source and stop it from happening again? 

Critical capabilities include:

• Visibility into who accessed what, and the 
ability to restrict access by role (HP ArcSight)

• Compliance checklist (HP ArcSight)

• Top-down compliance management, 
adjusted real-time for current security 
events; audit once and report against many 
regulations (HP EnterpriseView)

Information-centric security

With a plethora of security information 
available, and provided in so many different 
formats, finding the threats of most concern 
can be like the proverbial “finding a needle in 
a haystack”. Tools to continuously monitor, 
filter, and prioritize are important to enable 
focus on areas with greatest business risk. 
And, the ability to rapidly respond, or even 
predict attacks through anomaly detection and 
pattern recognition can give an enterprise an 
advantage over would-be attackers.

Critical capabilities include:

• Universal log collection, translation, 
correlation, and monitoring (HP ArcSight)

• Top-down dashboard, highlighting security 
threats with the greatest business risk, with 
risk modeling and dynamic reporting as 
conditions change (HP EnterpriseView)

Learn more 

To know more about how you  
can protect your enterprise in the  
wake of security threats posed by 
mobile access, visit:  
hpenterprisesecurity.com/products.
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In the first edition of this two-parter, we gave 
you an overview of the challenges posed by 

mobile devices in the enterprise. Here, we 
delve deeper into potential action plans.

Mobile 
Security:  

A Closer Look
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For companies coming to terms with per-
sonal devices being used for work, there are many 
details to consider. What kinds of changes are 
needed for the internal network to account for new 
risks? What are the must-have security features 
when making Wi-Fi available? And with all the secu-
rity standards now written, which common elements 
should IT security specialists be focusing on?

In the first article, Taylor Armerd-
ing looks at the challenges posed by 
Wi-Fi hotspots. There are more now 
than ever, which is great. However, 
many of them are insecure, which is 
not so great.

To help you mount a proper defense, 
we offer a checklist for making the 
right choices when it comes to config-
uring hotspots and setting policies for 
what employees can and cannot do 
when connecting to outside Wi-Fi.

Next, Armerding looks at the 
networking part of the puzzle. He notes that the task of maintaining network 
security for enterprises in the mobile age is a bit like herding cats — thousands 
of cats from random places doing random things — except the stakes are a lot 
higher. It doesn’t have to be this way, however. While nobody in the field claims 
that 100 percent security is possible, there are multiple ways to make it much 
better.

Finally, we look at the myriad security standards that have been established 
and find the common elements in each.

Our hope is that you’ll walk away with all the pieces you need to establish 
ironclad mobile security.

–Bill Brenner, managing editor
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Pick Your 
Spots
wi-Fi hotspots are everywhere, and new ones are springing 
up all the time. while they may be convenient, they may 
not be secure. For security’s sake, encourage employees 
to connect safely. BY TaYlor arMerding

p
ick your spots” is such 
fundamental common sense that it 
has become a cliché. the message is, 
don’t take unnecessary risks. so, in 
the world of mobile security, wouldn’t 
it make sense to pick your mobile 

hotspots wisely?
it would if you could. But the reality is that 

there aren’t any truly secure public hotspots. 
that’s why you need to equip your company’s 
employees with multiple defenses against inse-
cure hotspots. kent Lawson, president and 
cEo of private communications corp., wrote 
recently in the blog Digital Matters that “sur-
vey after survey shows that most Wi-Fi users 
aren’t protecting their information at public 
hotspots.” Lawson cites a 2012 survey by the 
identity theft resource center with private 
Wi-Fi that found while 24 percent of respon-
dents said they made purchases and 57 percent 
accessed confidential work-related informa-
tion at public hotspots, only 27 percent said 
they used a virtual private network to protect 

their data. Forty-four percent said they were 
unaware that they could protect their sensitive 
information when using a public hotspot.

Meanwhile, the number of hotspots where 
people can get in trouble is exploding. the 
Wireless Broadband Alliance reports that 
there will be 5.8 million in the united states by 
2015. Big-city mayors from around the world 
have declared their intent to make “free” Wi-Fi 
available to everybody. the London borough of 
camden just announced a deal with Arqiva to 
deliver 30 minutes of free public Wi-Fi per day 
to users of smartphones, tablets and laptops 
along streets and open spaces.

the convenience of hotspots is, obviously, 
irresistible. But without significant defensive 
measures in place, the millions of people who 
use them are sitting ducks for hackers and iden-
tity thieves. how can they get into a device? Let 
us count the ways.

it could be as simple and low-tech as “shoul-
der-surfing” — where a bad guy sits behind 
someone and notes what he types. if he cap-

http://blog.lifestore.aol.com/2013/03/10/public-wifi-hotspot-security/
http://blog.lifestore.aol.com/2013/03/10/public-wifi-hotspot-security/
http://lifestore.aol.com/category/computer-security/privatewifi-30-0/?ncid=txtlnkusstor00000413
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shared connection. Any illegal activity initiated 
by the client device will appear to originate from 
the ip address allocated to the mobile hotspot,” 
says Botezatu. “if you harbor a spam sender on 
the network (either willingly or unwillingly, as 
a result of a bot infection), the access point’s ip 
address will get blacklisted and, most likely, all 
mail sent from the respective ip address will 
get rejected indiscriminately.”

Botezatu says hotspot providers can protect 
themselves and their users by improving their 
hardware. “Most of the businesses rely on 
home-grade routers that dramatically sacrifice 
security features for convenience and ease of 
deployment,” he says. “specialized, business-
grade wireless gear allows the owner to con-
figure VLANs [virtual local area networks] 
and designate different levels of security per 
VLAN, thus isolating the private network from 
the guest network. this way, airports and busi-
nesses can offer a critical service to users while 
keeping their own network’s security.”

that all sounds scary, but users need not be 
defenseless. there are multiple methods that 
mobile device users can employ to protect their 
identity and data — and the company’s — or 
at least make snagging it difficult enough for 
attackers that they will go looking for some-
body more careless and easier to hack. csos 
should continuously encourage employees to 
follow these security tips:

Abstinence: don’t use public hotspots. this is 
the only bulletproof option, and it can make 
sense if you plan to use smartphones to access 
sensitive corporate and personal information 
within your home country. For a relatively small 
monthly fee, smartphone and tablet users can 
expand their data package so that they don’t 
need to connect to a hotspot.

While traveling abroad, data roaming charges 
can be extremely expensive. if using a public 
hotspot is the only viable option, don’t conduct 
any financial or other transactions that require 

passwords or user details.
Prevent shoulder surfing. this is not much of a 

concern with a handheld device such as a smart-
phone. on a laptop or tablet, privacy screens 
can inhibit unwanted snooping. if you don’t 
have one, simply look over your own shoulder 
or make sure you have your back to a wall.

Use your device’s built-in security features.
 N Disable ad hoc networking. Wi-Fi runs 

in either infrastructure mode (the user con-
nects to a network) or ad hoc mode (connect 
directly to another pc). With ad hoc mode en-
abled, anyone can connect to your computer 
without your knowledge. A number of sites 
provide instructions for turning off ad hoc 
wireless, or nonpreferred, networks in both 
Windows and Mac os X. one of them, from 
kenyon college, is here.

 N turn on your firewall. here again, both 
Windows and Mac os X have built-in firewalls 
that a user can enable in security settings.

 N turn off file sharing, an option available in 
security settings or preferences.

Use only locked, encrypted websites. check the 
address bar of websites to see if they start with 
https (encrypted) rather than http (not en-
crypted) and/or if there is a padlock icon in the 
browser’s status bar. Even that does not guar-
antee the safety of your session, however, since 
some Web mail programs encrypt the login 
page but not the rest of the browsing session. 
Make sure the setting in your email program 
requires using https or ssL encryption for 
the entire interface.

Botezatu says that “even some payment gate-
ways still don’t offer full support for ssL, as it 
is believed to impact the server’s performance, 
which is absolutely inaccurate.”

While not all websites encrypt, the Electronic 
Frontier Foundation offers a link to HTTPS 
Everywhere, an add-on download that will 
force an encrypted connection on many popu-
lar sites through Firefox and Google chrome.

tures a password or log-in information, he is on 
his way to hacking the device and perhaps that 
person’s personal and professional networks.

Bogdan “Bob” Botezatu, senior e-threat 
analyst at security company Bitdefender, 
says shoulder surfing “can reveal a great deal 
of information about the device owner, such 
as his job position and the level of security of 
the device — since the taskbar usually shows 
whether or not the user is running antivirus—
and [it] can also hint about the technical skills 
of the user.”

however, hackers more commonly use tools 
that take advantage of the openness of public 
Wi-Fi. so-called sniffer software lets them mon-
itor the traffic traveling to and from devices on 
a public network. if that traffic is not encrypted, 
the hacker can eavesdrop on emails and chats, 
capturing log-ins and personal or financial 
information without victims ever suspecting 
their information has been compromised.

Botezatu says that especially in highly popu-
lated areas, “it is common for cyber-crooks to 
run wireless honey traps — systems whose sole 
meaning in life is to be the victim of attacks 
by techno-anarchists so researchers can study 
their methods — which log all data to and from 
the client who connects to the internet, and 
then to extract sensitive information that flows 
unencrypted.”

Another technique hackers use is address 
resolution protocol (Arp) spoofing, in which 
an attacker sends fake Arp messages to a local 
area network (LAN) in an effort to associate the 
hacker’s MAc address with the ip address of 
another host and redirect the network traffic 
to the hacker, modifying it or blocking it alto-
gether without being detected.

that, in turn, is used to launch other kinds 
of attacks such as “sidejacking,” or session 
hijacking, in which an attacker sniffs and then 
exploits a hotspot user’s Web session. Gener-
ally, this lets the attacker steal a magic cookie 

used to authenticate a user to a remote server. 
that information is used to clone the user’s 
account, allowing the hacker to do anything 
the user can do while logged into a website. 
sidejacking typically happens when victims 
type in their user names and passwords when 
connecting to a website that’s not locked or 
encrypted (carrying a padlock icon and “https” 
in the urL).

And then there are “rogue hotspots,” which 
show up as an option at many coffee shops, 
airports, hotels and other popular public Wi-Fi 
venues. some appear as just “Free Wi-Fi,” but 
others may have names that sound more trust-
worthy because they mimic the characteris-
tics of the network that victims expect to use. 
these are sometimes called “evil twin” access 
points. once a user connects, the bad guys are 
connected to his device.

Even legitimate hotspots are risky, since so-
called ad hoc networks create a direct com-
puter-to-computer network that bypasses 
typical wireless infrastructure such as a wire-
less router or access point. if a user has ad hoc 
networking enabled, an attacker can get access 
to his or her device.

there are also security risks to the hotspot 
providers themselves. “Most of the time, the 
Wi-Fi hotspot provider does not know which 
hosts are connecting to the internet through the 

So-called sniffer 
software lets 
hackers monitor the 
traffic traveling to 
and from devices on 
a public network.

https://lbis.kenyon.edu/snap/adhoc
https://www.eff.org/https-everywhere
https://www.eff.org/https-everywhere
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Don’t enter passwords. there are browser add-
ons available that will store your passwords in 
the cloud so that you don’t have to type them 
and they won’t be saved on your computer.

Disable automatic system/software updates. it is 
important to keep your system and software 
up to date, but never allow software programs 
to update automatically — if an update is ready 
while you are using a public hotspot, it will 
launch it without your ok. Also, never launch 
an update by clicking a link in an email or any 
other kind of notification. Go to the vendor’s 
website and do it from there.

Botezatu says most operating system and 
antivirus updates are digitally signed and 
would fail to validate if there were any tamper-
ing during the download. But, he says, “a large 
number of applications do not validate their 
updates and would rather execute whatever 
they receive as an update, which can result in 
updates being substituted with malware.”

Avoid rogue hotspots. Ask the vendor for the 
correct hotspot name, and remember that “evil 
twin” hotspots may have names and designs 
similar to those offered by a legitimate vendor.

Use security software. this should include a 
robust firewall to help prevent certain attacks 
and antivirus tools to detect malicious files that 
someone may try to install remotely on your 
device.

Use a virtual private network. A VpN is the best 
way to protect all your information, since it en-
crypts all the data traveling to and from your 
mobile devices by sending it through a secure 
tunnel that’s invisible to hackers. Many com-
panies provide them for their employees, who 
should always use them, and there are multiple 
vendors who rent them by the month or by the 
year.

 ■ Taylor Armerding is a freelance writer based in 
Ipswich, Mass.

On a laptop or 
tablet, privacy 
screens can inhibit 
unwanted snooping.

CSO Forum on
Share best practices and insight and 
discuss your challenges with your 
security executive peers.
The CSO Forum is where members of the security 
community can connect and collaborate to move their 
security and technology initiatives and careers forward. 
If you are a senior security or IT professional, we’d love 
to have you join—apply for membership today.

www.CSOonline.com/linkedin

CSO_LinkedIn_ad_full_v2.indd   1 8/28/12   8:07 AM

http://www.csoonline.com/linkedin
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this has led to increased collaboration and 
productivity. But it also makes it much harder 
to deal with risks that were easier to contain 
with stationary devices under the limits and 
control of it.

Eric Maiwald, research vice president at 
Gartner, notes that the risks themselves are not 
all that different from those that have existed 
for years with any endpoint device: malware, 
hacking, phishing, identity theft, social engi-
neering, spam, Web injections and more. But, 
he says, mobile devices “generally exist on the 
wireless network and not on the wired network.”

since most companies now permit, or even 
encourage, ByoD (bring your own device), 
an it department faces multiple challenges 
in trying to insure security for mobile devices 
to interact with multiple network elements 
such as routers, switches, printers, projectors, 
desktops and anything else facing the inter-
net, especially when those devices will likely 
have multiple modes of connection, from wired 
Ethernet to Wi-Fi to 3G/4G mobile networks, 
and move among these different connectivity 
modes during a session.

it must also deal with security risks created 
by the convergence of the personal and pro-
fessional. Google reports that 90 percent of 

mobile users juggle screens, starting a task on 
one device and completing it on another.

Jeff Vance, writing in CIO magazine (a sister 
publication of CSO) says that “a lot of impor-
tant work info will be taken home and trans-
ferred to a different device. if a user backs up 
a phone (with contact lists, emails and other 
sensitive data) to a home pc, malware on the 
pc could expose the organization. it could 
even provide a back door into the organization 
if identity credentials are compromised: if a 
hacker on the other end of a keylogger finds out 
you work for a Fortune 500 company and that 
you favor the password ‘Wolfgang2012,’ you’d 
better believe that the next thing he’ll try to do 
is access your corporate network.”

Another risk is personal email. “think about 
all the juicy stuff in your inbox. What could an 
attacker do with it?” ross Mckerchar wrote 
recently on the sophos blog Naked Security.

then there are ad hoc wireless local area 
networks (WLAN), which are convenient 
but notoriously insecure. cisco reports that 

“many tablets have the capability to enable an 
ad hoc WLAN. if an authenticated device has 
other devices tethered to it through an ad hoc 
WLAN, it may be possible for non-authenti-
cated devices and users to gain access to the 

Herding Cats
Network security has gotten tougher in the mobile 
world. read on to learn about the challenges and 
how to handle them. BY TaYlor arMerding

t
hE tAsk oF MAiNtAiNiNG 
network security for enterprises in the 
mobile age is a bit like herding cats—
thousands of cats from random places 
doing random things. the stakes 
are high, and today’s it department 

doesn’t have much choice. the mobile age is no 
longer a trend. it is mainstream. According to 
Deloitte and touche, mobile devices — laptops, 
tablets, e-readers, netbooks and smartphones 
— outsold desktop pcs by 665 million to 150 
million in 2011.

that disparity will continue and expand. 
cisco’s Visual Networking Index reports that 

“the number of mobile-connected devices 
will exceed the world’s population in 2013.” 
Nemertes Research reports that “all indicators 
are up when it comes to mobility: More devices, 
more users, more budget, more applications.”

And, as more than one analyst has observed, 
“work” is still something that people do, but 
now it’s not necessarily a place they go. the 
implications of that are obvious to any it 
department head: Employees are connecting 
to the enterprise network with more devices 
from more places that are in most cases far out-
side the company walls, and therefore beyond 
its protection and control. Th

in
ks

to
ck

http://www.cio.com/article/716368/FreeMobileAppsPutYourBYODStrategiesatRisk?page=1&taxonomyId=3061
http://nakedsecurity.sophos.com/2013/03/18/bring-your-own-more-practical-advice-for-handling-smartphones-in-the-workplace/
http://docs.media.bitpipe.com/io10x/io103190/item491448/byodwp.pdf
http://www.cisco.com/en/US/solutions/collateral/ns341/ns525/ns537/ns705/ns827/white_paper_c11-520862.html
http://docs.media.bitpipe.com/io_10x/io_108916/item_660292/Mobile%20Security%20Challenge%20Emerges.pdf
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allow access to sensitive or confidential data 
without storing the data on the device.

this is especially important for companies in 
certain fields. healthcare providers, for exam-
ple, must comply with the health insurance 
portability and Accountability Act (hipAA), 
which requires measures to protect patient 
data. Financial services companies must pro-
tect confidential customer information under 
the Gramm-Leach-Bliley Act. they and other 
public companies are also required to protect 
the integrity of financial reporting data under 
the sarbanes oxley Act.

Encrypt, encrypt, encrypt. this is a fundamen-
tal element of mobile data protection. Andrew 
Jaquith, cto of perimeter E-security, says if a 
company has a modern pc fleet running the en-

terprise versions of Windows 7 or Windows 8, 
the built-in BitLocker full-disk encryption fea-
ture might be good enough. For Macs, Apple’s 
built-in FileVault 2 full-disk encryption feature, 
which is very good, might be enough if the Mac 
runs Lion or Mountain Lion.

Full device encryption is best, but if that isn’t 
feasible, all business data should be stored in 
encrypted folders on the device.

Use remote wiping capabilities. Employees 
should be required to authorize remote wiping 
of a personal device if it is lost or stolen. some 
MDM systems offer sandboxes for corporate 
data that can be remotely wiped without eras-
ing the device’s personal contents.

Use a managed VPN. this creates a secure tun-
nel over a public network, which keeps devices 
safe when using a Wi-Fi hotspot. companies 
that provide them should require their employ-
ees to use them, at least to access corporate 
resources.

Ban rooted or jailbroken devices. Maiwald recom-
mends that if a device is jailbroken, the con-
tainer with enterprise data and apps should not 
run, “and perhaps even be erased.” But, he adds, 

“jailbreak detection is really hard — don’t let the 
vendors fool you on that.”

 ■ Taylor Armerding is a freelance writer based in 
Ipswich, Mass.

corporate network by connecting through the 
authenticated device. the same is true when 
tethering a laptop over Bluetooth through a 
smartphone.”

robert J. stratton iii, a Black hat review 
Board member, says the “wireless hotspot” fea-
ture on a mobile device can be used to extract 
data from a company by “cross-connecting the 
device to an enterprise network or computer 
and using that to send data outside of the con-
fines of the facility.”

there is also the obvious risk of loss or theft 
of a device. While it is possible for thieves or 
spies to breach a company’s physical walls and 
carry off desktops or servers, it is far more likely 
for handheld devices to be lost or stolen.

in the face of all those risks, at least some 
experts say enterprises remain scandalously 
unprepared, with weak security protocols. Jen-
nifer Leclaire, writing on the Lumension blog, 
quoted Adrian turner, cEo of Mocana, say-
ing that, “we live in a world where connected 
devices outnumber pcs by at least five to one, 
and that gap is rapidly widening. yet virtually 
all of these devices are fielded with less security 
than a home pc.”

it doesn’t have to be this way, however. While 
nobody in the field claims that 100 percent 
security is possible, there are multiple ways to 
make it much better. here are some of the best 
ways for enterprises to improve their mobile 
security:

Set clear BYOD usage policies and enforce them. 
tell employees in writing that they must ac-
cept how the company will treat corporate and 
personal data and communications on their de-
vices. this includes making it clear what rights 
the employees will give up to gain access to the 
corporate network using their own devices.

Educate employees about mobile malware. this 
training doesn’t have to be too technical, but 
it needs to help them avoid being the weakest 
security link. the goal is to remind people that 

mobile devices are subject to the same risks as 
pcs. Educate them about malicious apps and 
sMs fraud, and the ways attackers use tech-
nical and social engineering techniques to get 
past security technology.

Update, update, update operating systems. Don’t 
use mobile subscription providers that don’t 
apply updates. Don’t rely on users to do the 
updates, either. it’s not their job to do so in any 
event. the it department needs to stay on top 
of every new security update.

Use mobile device management (MDM) software. 
this has a number of possible elements, not all 
of which may be necessary or appropriate for 
every it department. some enterprises may 
start by allowing employees to bring in only ap-
proved mobile devices. some may restrict apps 
to an approved list. But all companies should 
set a minimum security standard that every 
device must meet to be used on the corporate 
network, including Wi-Fi security, VpN access 
and perhaps anti-malware software.

in his CIO article, Jeff Vance suggests subsi-
dizing employees’ home antivirus suites rather 
than their mobile devices, because “attacks 
that target employees may well end up target-
ing the employer as well.”

in addition, given the wide range of devices 
[employees choose to use], it is critical for the 
it team be able to identify each one connecting 
to the network and authenticate both the device 
and the person using it. Employees should reg-
ister their devices before they connect to the 
company network, to allow network adminis-
trators to detect unauthorized devices. it is also 
important to authenticate devices using secure 
sockets layer (ssL) certificates before they are 
allowed to access network resources.

it must also protect business data on all 
devices, whether corporate or employee man-
aged. this may include a secure business parti-
tion on the device and may also require a virtual 
desktop infrastructure (VDi) application to 

“We live in a world where connected 
devices outnumber PCs by at least five to 
one, and that gap is rapidly widening.”
–ADRIAn TuRnER, CEO, MOCANA

http://blog.lumension.com/5126/byod-the-greatest-mobile-security-threat-today/
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p

Standards 
for a Mobile 
World
a look at some best practices for mobile security and the 
organizations that create them. BY TaYlor arMerding

w
hiLE MoBiLE DEVicEs 
feature many of the same capa-
bilities as desktop computers, 
and in some cases even better 
ones, they also come with many 
of the same vulnerabilities, and 

likewise in some cases even worse ones.
Fortunately, there are organizations, both 

public and private, that offer best-practice 
security standards for mobile devices. on the 
public side, the federal government’s National 
institute of standards and technology (Nist), 
a nonregulatory agency of the Department of 
commerce, notes in one of its reports that 
mobile devices have become “both ubiquitous 
and indispensable for consumers and business 
people alike.”

on the private side, the open Web Applica-
tion security project (oWAsp), an interna-
tional nonprofit charitable organization, is 
focused on improving the security of software. 

“Everyone is free to participate [in making] soft-
ware security visible, so that individuals and 
organizations worldwide can make informed 
decisions about true software security risks,” 
according to its website.

For mobile devices, the need for security is 
constant and critical. “smartphones and tab-
let devices have specialized built-in hardware, 
such as cameras, accelerometers, Global posi-
tioning system (Gps) receivers, and removable 
media readers,” Nist reports. “Furthermore, 
they employ a range of wireless interfaces, 
including Wireless Fidelity (WiFi), Bluetooth, 
Near Field communications (NFc), and one or 
more types of cellular interfaces that provide 
network connectivity across the globe.”

But all these technologies provide a target-
rich environment for attackers. smartphones 
and other mobile devices are designed to find, 
acquire, install and run third-party applica-
tions, many of which are not vetted and could 

http://csrc.nist.gov/documents/nist-mobile-security-report.pdf


contain malicious code.
Nist’s recommended best practices for 

mobile security are “developed collaboratively 
with partners in industry, government, and 
academia, [and] are reviewed and updated to 
ensure they remain consistent with technologi-
cal innovation and security practices.”

those standards are largely contained in 
two special publications, SP 800-114 and SP 
800-46.

oWAsp provides a short list of what it calls 
the top mobile risks, with information on what 
damage can result, how to tell if your company 
is vulnerable and what to do to avoid that dam-
age. its list, initially released in september 2011, 
is currently being revised, according to Jack 
Mannino, overall leader of the oWAsp Mobile 
security project.

“As mobile technology — both apps and plat-
forms — continues to evolve rapidly, the threats 
and vulnerabilities they introduce are changing 
as well,” Mannino says.

Before changing the configuration of a device 
or implementing other security measures, back 
up all data and verify the validity of the backups. 
if a device is used for business, it is usually best 
to have the it department apply the security 
measures, since “changing its configuration 
could have unforeseen consequences,” accord-
ing to Nist.

Both groups recommend that when devel-
oping their security policies and controls, 
enterprises should assume that external 

environments contain hostile threats. rec-
ommended best practices for blocking and 
defeating threats to mobile devices include the 
following: 

 N Don’t allow employees to store data on a 
mobile device unless absolutely necessary. At 
a minimum, they should never store creden-
tials on a smartphone file system. require the 
user to authenticate using a standard Web 
or Api login scheme (over https) to the 
application upon each opening, and ensure 
session timeouts are set at the bare minimum 
that won’t significantly degrade the user 
experience.

 N if the storage of data is necessary, protect 
it using strong encryption. there are en-
cryption libraries available for both ios and 
Android. Encryption should also be manda-

tory to ensure that sensitive information 
transmitted over a wireless home network 
is adequately protected. External networks, 
which are outside the organization’s control, 
are susceptible to eavesdropping, intercep-
tion and modification.

 N install and use only known and trusted 
software.

 N use a broadband router or firewall ap-
pliance to prevent computers outside the 
company network from communicating with 
mobile devices on that network.

 N use layered security: antivirus and anti-
spyware software, personal firewalls, spam 
and Web content filtering, and popup block-

ing. these will block most attacks, par-
ticularly malware. Also, configure primary 
applications to filter content and stop other 
activity that is likely to be malicious.

 N Limit access to the device, such as setting 
a personal identification number or password 
and automatically locking a device after an 
idle period.

 N Make sure to install all available updates 
for operating systems and primary applica-
tions, such as Web browsers, email clients, in-
stant messaging clients and security software, 
but do not install them using public Wi-Fi, 
which is notoriously insecure.

 N Disable features such as Bluetooth except 
when they are needed.

 N users should be reminded to change 
passwords regularly and check the status of 
security software periodically.

 N Assume the worst: employee mobile de-
vices may sometimes become infected with 
malware. Nothing is bulletproof, but besides 
anti-malware technologies, use network ac-
cess control solutions that verify the client’s 
security posture before granting access, and 
use a separate network at the organization’s 
facilities for client mobile devices brought in 
for internal use.

 N Make sure applications have sufficient 
transport layer protection. Mobile applica-
tions frequently do not protect network traffic 
while it travels on the carrier network and the 
internet. they may use secure sockets layer/
transport layer security (ssL/tLs) during 
authentication, but not elsewhere, exposing 
data and session iDs to interception.

to prevent this, oWAsp recommends 
enforcing the use of ssL/tLs for all transport 
channels in which sensitive information, ses-
sion tokens or other sensitive data is going to 
be communicated to a back-end Api or Web 
service. Also, in addition to strong encryption 
algorithms, use appropriate key lengths; only 

use certificates signed by a trusted certificate 
authority provider; and never allow self-signed 
certificates.

 N Block injection attacks. these attacks can 
target data on the device, local files, the user’s 
browser sessions and the application inter-
faces or functions. oWAsp provides detailed 
instructions for blocking those attacks for 
both ios and Android by applying an effec-
tive input validation in all the areas an appli-
cation can receive data.

 N Make sure remote access servers are 
secured effectively and configured to enforce 
security policies for remote mobile device 
users. A compromised server could be used 
not only to eavesdrop on communications 
and manipulate them, but also to provide a 
launch point to attack other hosts within the 
organization. remote access servers must be 
kept fully patched and should only be man-
aged from trusted hosts by authorized admin-
istrators. in most cases, those servers should 
be placed at an organization’s network perim-
eter so that they act as a single point of entry 
to the network.

 N in addition to practices aimed at the 
device hardware and software, standards 
organizations recommend that enterprises 
impose a mobile device management policy 
that specifies requirements for mobile device 
use and remote access. this may include 
tiered levels of remote access, to permit the 
most-controlled devices to have the most ac-
cess and the least-controlled devices to have 
minimal access.

 ■ Taylor Armerding is a freelance writer based in 
Ipswich, Mass.
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Don’t allow employees to store data on a 
mobile device unless absolutely necessary. 
At a minimum, they should never store 
credentials on a smartphone file system.

http://csrc.nist.gov/publications/nistpubs/800-114/SP800-114.pdf
http://csrc.nist.gov/publications/nistpubs/800-46-rev1/sp800-46r1.pdf
http://csrc.nist.gov/publications/nistpubs/800-46-rev1/sp800-46r1.pdf
https://www.owasp.org/index.php/Projects/OWASP_Mobile_Security_Project_-_Top_Ten_Mobile_Risks
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Resources
Sponsored by HP

HP 2012 Cyber Risk Report
in the hp 2012 cyber risk report, hp Enterprise security provides a broad 
view of the vulnerability landscape, ranging from industry-wide data down to a 
focused look at different technologies, including web and mobile.  this report will 
provide actionable security intelligence critical for organizations to understand 
the vulnerability landscape as well as provide insight on how best to deploy their 
resources to minimize security risk.

2012 Cost of Cyber Crime Study: United States
the focus of this benchmark study is to quantify the economic impact of cyber 
attacks and observe cost trends over time. consistent with the previous two us 
studies, the loss or misuse of information is the most significant consequence 
of a cyber attack, and it comes at significant financial cost. Based on this finding 
alone, organizations need to be more vigilant in protecting their most sensitive 
and confidential information.

Rethinking Your Enterprise Security: 
Critical Priorities to Consider
the world is constantly evolving, and always connected, and your enterprise must 
be too. Forward-thinking enterprises realize they need to focus on a sustainable 
approach to security and risk management—one that is designed to address the 
new wave of vulnerabilities that prevail due to increasing trends in it consumer-
ization, mobility, social media, cloud computing, cyber crime, and nation-state 
attacks.

Know the Big Three
there is no question that mobile computing is growing at an exponential rate. 
this rapid transformation has seen security concerns outpaced by the ease of use, 
flexibility, and productivity of mobile devices. When vulnerabilities are exploited, 
the security of mission-critical data becomes a serious concern. here we take a 
look at three of the top mobile application security threats facing businesses today 
and recommendations on how to mitigate the risk.

Big Security for Big Data
the multitude of devices, users, and generated traffic all combine to create a 
proliferation of data that is being created with incredible volume, velocity, and 
variety. As a result, organizations need a way to protect, utilize, and gain real-time 
insight from “big data.” so, how do you get started?

http://resources.idgenterprise.com/original/AST-0084486_HP_2012_Cyber_Risk_Report.pdf
http://resources.idgenterprise.com/original/AST-0083186_TP_WP_-_Rethinking_Security_with_TPoint.pdf
http://resources.idgenterprise.com/original/AST-0084487_Know_the_big_three.pdf
http://resources.idgenterprise.com/original/AST-0083184_ARST_Big_Security_for_Big_Data.pdf
http://resources.idgenterprise.com/original/AST-0084486_HP_2012_Cyber_Risk_Report.pdf
http://resources.idgenterprise.com/original/AST-0088076_ESP_WP_PonemonCostofCyberCrimeStudy2012_US.pdf
http://resources.idgenterprise.com/original/AST-0083186_TP_WP_-_Rethinking_Security_with_TPoint.pdf
http://resources.idgenterprise.com/original/AST-0083186_TP_WP_-_Rethinking_Security_with_TPoint.pdf
http://resources.idgenterprise.com/original/AST-0084487_Know_the_big_three.pdf
http://resources.idgenterprise.com/original/AST-0083184_ARST_Big_Security_for_Big_Data.pdf
http://resources.idgenterprise.com/original/AST-0088076_ESP_WP_PonemonCostofCyberCrimeStudy2012_US.pdf
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