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CLOUD-BASED, ENTERPRISE-GRADE ONLINE 

BACKUP is finding increasing traction as growing 

numbers of enterprise and mid-market SMB users 

become enamored of its benefits, including more 

stringent security, enhanced performance, afford-

able pricing, and recoverability. The service provider 

market for these systems—along with the growth of 

data under management—is exploding. This places the 

onus of evaluating and selecting them on users, which 

can be particularly burdensome for SMBs that lack the 

personnel required to make these critical decisions.

Despite these challenges, cloud-based backup 

and file storage has clearly become a top priority in a 

market where IDC says worldwide spending on pub-

lic IT cloud is expected to approach $100 billion by 

2016. The move to cloud storage is further bolstered by 

results of the 2012 IDG Enterprise Cloud Computing 

Survey. This study found that 83 percent of respon-

dents reported that backup and file storage in the cloud 

was very/somewhat important to them, while 84 per-

cent said deciding which applications are a fit for cloud 

computing models was very/somewhat important.

While the benefits of cloud storage are clear, the 

path to realizing them is not. This paper will help 

guide midsize SMBs and enterprises with remote lo-

cations to successful cloud storage vendor selections 

by examining and explaining the major issues they 

need to understand.

Differing SMB and enterprise needs
According to Jeff Byrne, senior analyst and consultant 

at Hopkinton, MA-based Taneja Group, mid-market 

SMBs typically have 250-500 employees, and very 

small IT staffs that consist of generalists who are not 

Navigating the online backup market
Online backup is accessible to companies like never before, but the choices are endless.   
Experts explain how to assess your needs, and weigh in on the big issues:  Speed, security, 
scalability, recoverability, compliance and price

What level of performance/speed do you provide?

How much Internet bandwidth do you have at your 
disposal?

Here are my recovery objectives. Can you meet them?

Can you provide references from your customers with 
storage requirements that are similar to mine?

How long have you been in business, and how finan-
cially viable is your company?

Questions to ask cloud-based, online storage backup providers
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What happens to your data and your system if you 
have a disaster?

What kind of encryption/security measures do you 
have to protect your data?

Does your solution require an appliance?

Are your costs all-inclusive, or do you charge extra 
for bandwidth, recovery, appliances or support?

What kind of service level agreements do you offer?
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intimately familiar with storage technologies. Their fo-

cus is on simplicity and uptime, which means they want 

basic data protection, recoverability, and affordability. 

Byrne believes that in some cases enterprises with 

branches and other remote locations have an advantage 

over SMBs because they are bigger and have access 

to more internal IT resources. However, he adds that 

SMBs with multiple locations such as car dealerships, 

brokerages and retail outlets also have proprietary 

advantages. “Many of them have been honing their data 

protection strategies for many years, and have devel-

oped strategies such as storing data on tape drives or 

cheap disk drives and then trans-

porting them offsite weekly 

or monthly, depending 

on their needs,” he 

says. “More re-

cently, they have 

begun centraliz-

ing data at their 

larger remote 

sites with more 

advanced IT 

skill sets.” 

Russ Fellows, 

senior partner, at 

Boulder, CO-based 

Evaluator Group, says 

that enterprise branches 

lack the flexibility of SMBs. 

“In a lot of cases, the branch offices 

don’t have a lot of IT autonomy,” he states. In other 

words, the corporation says ‘Here is what you’re going 

to do; you’re going to follow what we decide.’”

Jim Damoulakis is CTO at Southborough, MA-based 

GlassHouse Technologies. Like Fellows, he cites the 

value of SMB flexibility, noting they are better off 

than distributed enterprise locations when it comes 

to selecting cloud backup environments because they 

don’t have to worry about dealing with the rigidity and 

complexities of corporate data centers. “This is not at all 

a concern for SMBs,” Damoulakis says. “All they have 

to do is get this backup function working and make sure 

that it’s reliable.”  

A mad market – know your options
Depending on whom you believe, there are up to 10,000 

cloud-based, online backup service providers. In the 

words of Damoulakis, “The number is truly insane.”

According to Byrne, the cloud-based storage backup 

market is churning with change every day as low-end 

providers who previously concentrated on backing up 

PCs are now moving up-market to compete against big-

ger companies who have more experience serving larger 

customers, and are adding more capabilities to their 

systems in order to serve those larger customers better.  

Add dedicated new start-ups to the mix, and the result 

is a bedeviling array of choices.

Given that sobering assessment, aspiring users 

should begin their search by developing a basic under-

standing of the two primary approaches to cloud-based, 

enterprise-grade online backup. They are appliance-

based hybrid cloud backup, and cloud-based hybrid 

backup. Cloud-based hybrid backup—which does not 

rely on appliances—is well positioned, because it is 

competitive with appliance-based solutions in terms of 

performance, speed and functionality. Cloud-based hy-

brid backup customers say that by not using appliances, 

their systems enable them to slash costs, reduce com-

plexity, and deploy their systems more quickly. This is 

especially important for SMBs, distributed enterprises 

and managed services providers (MSP).

Appliance-based hybrid cloud systems back up data 

to a local hardware appliance and then replicate it to 

the cloud. This is also known as disk-to-disk-to-cloud. 

Cloud-based hybrid backup employs a software-as-

Mid-market SMBs typically  
have 250-500 employees, and 
very small IT staffs that consist of 
generalists who are not intimately 
familiar with storage technologies. 
Their focus is on simplicity and up-
time, which means they want basic 
data protection, recoverability,  
and affordability.

Jeff Byrne, senior analyst and 
consultant, Taneja Group 

WHAT SMBs WANT
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a-service (SaaS) model, in which vendors provide 

software to users and host their backup and storage 

infrastructures. This solution includes a web-based 

management portal that enables IT managers to 

manage backup and recovery for all their locations 

from a central portal using only a web browser. The 

hosted environment eliminates the need for custom-

ers to buy, deploy and manage complex and expen-

sive hardware.

Most SaaS solutions also enable the creation of 

a local backup copy in addition to backing up data 

to the cloud. For example, they enable a split-path 

backup that creates a local copy to any media se-

lected by IT, as well as a cloud backup copy. The big 

advantage of this approach is that older servers can 

be repurposed for a local copy, which eliminates 

the need to spend excessive IT dollars and time on 

purchasing additional appliances. In addition, SaaS-

based, cloud-based hybrid backup is less susceptible 

to downtime than the appliance model for two rea-

sons: First, unlike appliance systems, it is architected 

for cloud environments in order to eliminate perfor-

mance bottlenecks. If the Internet connection goes 

down for an extended period of time, data can be 

recovered from a local copy. Second, with appliance-

based hybrid backups, if the appliance fails, backups 

cannot be restored until another appliance is imple-

mented. In a SaaS cloud-based hybrid backup envi-

ronment, the data can be restored at any time from a 

local copy or the cloud. 

According to Eric Slack, an analyst with the re-

search firm Storage Switzerland, there was a time 

when implementing new applications such as cen-

tralized backup through appliances was a good way 

to avoid loading servers with additional processing 

requirements, but that changed as CPU power be-

came more abundant, obviating the need for appli-

ances. Writing in a brief entitled “Does Cloud Backup 

Need an Appliance,” he stated, “Most client desktops, 

laptops and servers have plenty of processing power 

to handle data transfers to the cloud while continuing 

with their normal workloads.”

 
Looking inward
Once potential remote enterprise and SMB users 

have familiarized themselves with the two most 

prominent cloud-based storage backup methodolo-

gies, Damoulakis says the next thing they should do 

is assess their internal environments to ensure they 

understand their basic requirements for such features 

as security, affordability, scalability and recoverabil-

ity. Having completed their internal examinations, 

they are faced with the daunting task of jumping into 

the wide open marketplace for cloud-based, online 

storage backup. 

When it comes to measuring this market, savvy 

SMBs can solicit help from VARs, business partners, 

and trade groups such as the Storage Networking In-

dustry Association (SNIA).  One helpful hint: Damoula-

kis says it is important to assess recoverability in terms 

of worst-case scenarios to ensure that potential provid-

ers have the capacity to handle your requirements.

Risk-aversity can become a major factor in the 

vendor selection process. According to Rachel Dines, 

senior analyst, infrastructure and operations, at 

Cambridge, MA-based Forrester Research, smaller 

service providers can have very innovative solutions, 

and they are frequently technologically superior to 

the large providers, but the looming fact remains that 

your new service provider could be here today and 

gone tomorrow. 

“I generally advise organizations if they are very 

risk-averse to go with one of the big providers,” Dines 

says.  “That way you can’t go wrong. It’s like people 

saying, ‘You can’t get fired for choosing IBM.’ How-

ever, if you are comfortable working with a smaller 
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organization, you can get a lot of benefit from them 

because they oftentimes have the most cutting-edge 

technologies, and they’re very quick to market. They 

are more nimble because they are smaller.”

Performance improvements
Performance is a top-of-mind topic with cloud stor-

age backup users, who are increasingly attracted to 

functionality such as enhanced backup performance 

over the Internet, decreased costs and complexity, 

rapid deployment, and expanded scalability. Other 

alluring features include the ability to restore equally 

fast from local storage, built-in data deduplication 

and WAN optimization.

According to one satisfied cloud-based hybrid 

backup user, “Our system protects our data, captur-

ing day-to-day changes like file writes or deletion. I 

love that we can restore data for users within sec-

onds. For example, yesterday I was able to restore a 

file in less than a minute—so fast the user was still on 

the phone with me.”

Two other cloud-based hybrid backup users have 

had similar success.  The first was a software com-

pany that was already backing up 50TB and wanted 

to add an additional 7.7TB to its volume. Its internal 

firewall was throttled at 320Mbps and it was able 

to complete its initial backup of the new data in less 

than 48 hours. The second user was an advertising 

agency with 150Mbps of bandwidth. During a surge 

in its data, its transfer speed averaged between 145 

and 150Mbps, fully utilizing its large pipe by writing 

that data to SSD and RAM.

Security—improving, but still  
a challenge
Security has long been a major barrier to cloud comput-

ing in general, and cloud-based storage backup in par-

ticular. Although the number of companies willing to en-

trust their storage to the cloud has grown significantly, 

the number of them willing to put their business-critical, 

tier one data out there is growing very slowly. Ask an 

expert whether users are increasingly willing to entrust 

their data to the cloud because the strength of security 

has significantly improved—or 

because users have simply 

tired of waiting for it to 

improve—and the 

common answer 

is, “That’s a good 

question.” 

Fellows puts 

it in perspec-

tive by say-

ing although 

security 

technology has 

been available 

for “quite a long 

time,” it hasn’t been 

properly used. “People 

always say, ‘Oh yeah, we 

have security,’ but if you look into 

it, what they really mean is, ‘We’ve got security across 

the WAN, so we’re using https or SSL or whatever to 

encrypt the data in flight.’ OK, great, that stops people 

from trying to hack my connections, but what about 

data-at-rest security as it relates to encryption? To a 

large degree, very few people have looked at or ad-

dressed that. I think a lot of the providers are papering 

it over, and a lot of users are just getting increasingly 

comfortable with being somewhat at risk.”

SSL (Secure Sockets Layer) is an encrypted tunnel 

protocol that uses digital certificates to create links 

between two machines. These certificates, which are 

signed by a certificate authority or other trusted third 

party, uniquely identify users and servers. As defined by 

When Dime IT CEO Ryan Taylor 
is asked what suggestions he 

has for potential cloud storage 
users, he replies, “I’d say back up 
everything. Everything needs to 

be encrypted, but with storage 
getting cheaper, there’s no  

reason everything shouldn’t  
be backed up offsite in  

the cloud.”

ADVICE  
FROM THE TRENCHES
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Symantec, “Each SSL certificate consists of a key pair 

as well as verified identification information. When a 

web browser (or client) points to a secured Web site, the 

server shares the public key with the client to establish 

an encryption method and a unique key.”

Fellows claims companies have become so lax about 

security that they don’t care if their data at rest is pro-

tected, or if they own the encryption keys for that data. 

In his view, even when there is encryption for data at 

rest, service providers typically own the keys, which 

puts users in danger of violating regulatory compliance 

if cloud service providers breach that data.

Byrne says the combination of standard AES 128- or 

256-bit SSL encryption, along with role-based access 

and more sophisticated authentication capabilities, has 

raised the bar on cloud security and 

brought comfort to skeptical 

companies who previ-

ously didn’t trust the 

technology. Regard-

ing tier one data, 

he says that even 

with security 

advances, only 

a very small 

percentage of 

companies are 

putting their 

most valuable 

data in the cloud.

The message here 

is security has gotten 

better, but it’s up to users 

to insist that all parties associated 

with their online cloud backup systems take extraor-

dinary measures to employ it. That means encrypting 

data at rest, always backing up everything, and always 

maintaining control of encryption keys.

Compliance
This is a thorny topic both domestically—where 

enforcement is becoming more draconian—and 

internationally, where European businesses may be 

prevented from sending personally identifiable infor-

mation outside country boundaries. For example, if 

your corporation has physical data centers in France, 

Germany and the U.K., any information passing be-

tween them must be encrypted, and the keys must be 

held by your corporation. 

While American SMBs are not likely to encounter such 

demanding foreign compliance regulations, American 

multinational corporations with global branches or loca-

tions are. Back in the U.S., Fellows says newly expanded 

HIPAA health care privacy regulations now state that if 

users store their data offsite with a cloud service provid-

er, that provider is considered to be a business partner 

who is subject to legal prosecution if they breach health 

care data. He adds that these expanded regulations have 

yet to be tested in court.

Other industries that require cloud-based compliance 

include:

• The Payment Card Industry Data Security Standard 

(PCI DSS)

• Family Educational Rights and Privacy Act (FERPA)

• International Traffic & Arms Regulations (ITAR)

Pricing
Byrne says that Amazon introduced the monthly 

cloud-based storage model that has been standard-

ized across the industry.  Generally, in that model, 

uploading data is free unless massive amounts of 

data are being sent. There may also be a charge for 

offline data shuttle services when large data stores 

are moved around from one location to another.  Fees 

tend to be graduated, so users pay the most for initial 

storage, and slightly less after that.  

“If you are comfortable working  
with a smaller organization, you can 
get a lot of benefit from them be-
cause they oftentimes have the most 
cutting-edge technologies, and they’re 
very quick to market. They are more 
nimble because they are smaller.”

Rachel Dines, senior analyst,  
Forrester Research

BIG VS. SMALL 
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Other models include pay-per-use pricing, which is 

used with the SaaS model, and flat-fee pricing. With flat-

fee pricing, users buy their required amount of storage 

for one fee, and never pay bandwidth rates, upload or 

download fees. Users should always be very clear about 

how much they’re paying, and what they’re getting.

The flat fee rate charged by his provider is what 

attracted Ryan Taylor, CEO of Dime IT, an IT con-

sulting firm that stands up and manages technol-

ogy configurations for clients. Taylor says he is very 

satisfied with the vendor of his disk-to-disk-to-cloud 

backup and recovery package, which costs him only 

fifty cents a gigabyte.

“They don’t charge bandwidth rates, uploads or 

downloads, so if you buy a terabyte worth of space for 

a server, then you can transfer a terabyte per night, 

if it was possible, over the course of a year. They do 

de-duping and consolidate backups on their end. 

That kind of solid pricing is great for us, and for all 

my clients because it allows us to project exactly how 

much our backups are going to cost.”

Dime IT employs a hybrid storage infrastructure 

with storage maintained both locally and in the cloud. 

This approach is widely favored by users because 

it gives them the security of knowing that one copy 

will always be available. In fact, the company’s entire 

infrastructure—including tier one data—is backed 

up to the cloud. That includes file-based backups, 

entire system images, Active Directory and customer 

information. The company stores data locally on a 

SAN where it is secured by 256-bit encryption, and 

from there, it is staged and transferred to the cloud 

incrementally at night under the protection of SSL. 

Because he is a business partner with his cloud ser-

vice vendor and shares the same technology, Taylor 

can keep track of everything from one console via an 

active monitoring process that is compatible with his 

existing IT infrastructure.

Dime IT’s system, which supports both physical 

and virtual environments, includes numerous value-

added features, such as disaster recovery, archiving 

with replication and recovery software, open replica-

tion, dynamic bandwidth control for local and cloud 

backups, and incremental forever backups. “The big-

gest plus for us is recovering an entire system versus 

files and folders,” Taylor comments. “It takes our 

recovery time down significantly.” 

In addition to the disk-to-disk-to-cloud model that 

Dime IT uses, the system is also available in a SaaS-

based offering that enables users to recover quickly 

through an online portal, or via a large scale recovery 

option that calls for the service provider to load data 

on a disk and send it to the user overnight.

With so many other choices in the marketplace, 

why did Taylor choose his current system?  “It boils 

down to cost mainly, and second, data security.”  

Conclusion
Cloud-based, enterprise-grade online storage backup 

is growing in popularity with remote enterprise 

branches and mid-size SMBs that have 250-to-500 

employees, but lack the interest or internal resources 

to architect their own cloud systems. Attracted by an 

array of capabilities ranging from de-duplication to 

replication and recovery, these groups go through a 

selection process that includes educating themselves 

on the leading cloud-based storage methodologies—

cloud-based hybrid backup and appliance-based 

hybrid cloud backup—assessing their internal needs 

and then stepping into a chaotic marketplace where 

thousands of service providers are eager to get their 

attention and money.

In addition, potential users must develop an under-

standing of the major factors shaping the cloud storage 
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market. These include security, performance, pricing, 

and compliance.

The movement to cloud-based storage has been de-

liberate, but it is also inexorable. Momentum is build-

ing as the economic benefits of the technology become 

increasingly irresistible, and smaller organizations 

insist on simplicity. 

When Dime IT CEO Ryan Taylor is asked what sug-

gestions he has for potential cloud storage users, he 

replies, “Really, I’d say back up everything. Everything 

needs to be encrypted, but with storage getting cheap-

er, there’s no reason everything shouldn’t be backed up 

offsite in the cloud.”

About the author:
Hoard is a freelance business and technology journalist  

based in the greater Boston area. E-mail him at 

bbhoard@gmail.com.




