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The Bring Your Own Device (BYOD) movement is sweeping through corporations across the globe, increasing productivity, 
communication and collaboration among employees. Yet figuring out how to secure these devices and the access they 
have to corporate IT systems remains a top concern among IT departments. Attackers are crafting security threats to 
hone in on mobile devices as the next big opportunity for exploitation, while the potential for loss or stolen devices raises 
valid concerns about unauthorized access to sensitive corporate information and data breaches. Yet users – and often 
executives – are demanding to use their preferred devices to get their work done, so IT must develop mobility strategies 
that blend flexibility and choice with security.

In this eGuide CIO, CSO and Network World offer insight and advice on the BYOD trend and how it impacts security.  
Read on to learn more about the threats and how IT can respond.
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Mobile Attacks Top the List of 
2013 Security  Threats
By Thor Olavsrud • CIO 

Last year, the tech world saw a large number of high-profile 

attacks and data breaches, and security experts say threats 

will evolve and escalate in the coming year. BYOD, cloud 

and advanced persistent threats (APTs) remain top of mind 

for many, and experts agree that those threats will continue 

to play a significant role in the threat landscape in 2013. 

But will this finally be the year that mobile malware leaves 

its mark? What other new threats lay on the horizon? 

Mobile Threats
For years, security experts have predicted the rise of mo-

bile malware, and this year is no exception. Many experts 

expect mobile threats to escalate in 2013.

“We will see the first major malware on a mobile platform,” 

says Seth Goldhammer, director of product management at 

LogRhythm, provider of a security information and event 

management (SIEM) IT platform. “There has already been 

malware that has made it into the Android Play Store and 

even Apple’s App Store. Given that the large majority of mo-

bile devices run without any type of malware detection, it is 

inevitable that we are prone for a major, disruptive malware 

possibly posing as an update for a popular application.”

“The BYOD phenomenon--tablets and smart phones 

that outpace laptops in sales--means it is very likely these 

devices are participating on corporate networks even 

though IT may have put up safety guards to prevent their 

use,” Goldhammer adds.

“For enterprises, this means that IT needs greater visibil-

ity into how these devices are interacting with the environ-

ment and the specific behavior of these devices to recognize 

when communications alter,” Goldhammer says. “A signifi-

cant deviation in communication patterns may reflect mal-

ware spread. If these devices are participating inside the 

corporate network, this could prove to be very disruptive, 

not only due to the increase in network activity but malware 

moving from mobile to standard operating systems.”

The popular Android mobile operating system, with its 

open ecosystem, may prove an especially attractive target 

Industry predictions

Predictions are calling for mobility malware to become a 
major threat this year and in the years to come, thanks to the 
BYOD phenomenon and some highly motivated attackers

http://www.cio.com
http://www.csoonline.com/
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to cybercriminals. Trend Micro predicts that the number of 

malicious and high-risk Android apps will increase three-fold 

from about 350,000 in 2012 to more than 1 million in 2013, 

broadly in line with the predicted growth of the OS itself.

“In terms of market share, Android may be on its way to 

dominating the mobile space the same way that Windows 

dominated the desktop/laptop arena,” Trend Micro notes 

in its Security Threats to Business, the Digital Lifestyle and 

the Cloud: Trend Micro Predictions for 2013 and Beyond 

report. “Malicious and high-risk Android apps are becom-

ing more sophisticated. An “arms race” between Android 

attackers and security providers is likely to occur in the 

coming year, much as one occurred a decade or more ago 

over Microsoft Windows.”

One particular area of concern is malware that buys apps 

from an app store without user permission. McAfee points to 

the Android/Marketpay.A Trojan, which already exists, and 

predicts we’ll see criminals add it as a payload to a mobile 

worm in 2013.

“Buying apps developed by malware authors puts money 

in their pockets,” McAfee Labs suggests in its 2013 Threats 

Predictions report. “A mobile worm that uses exploits to 

propagate over numerous vulnerable phones is the perfect 

platform for malware that buys such apps; attackers will no 

longer need victims to install a piece of malware. If user inter-

action isn’t needed, there will be nothing to prevent a mobile 

worm from going on a shopping spree.”

McAfee also has concerns about the near-field communi-

cations (NFC) capabilities that are appearing on an increas-

ing number of mobile devices.

“As users are able to make “tap and pay” purchases in more 

locations, they’ll carry their digital wallets everywhere,” McAfee 

Labs says. “That flexibility will, unfortunately, also be a boon to 

thieves. Attackers will create mobile worms with NFC capabili-

ties to propagate (via the “bump and infect” method) and to 

steal money. Malware writers will thrive in areas with dense 

populations (airports, malls, theme parks, etc.). An NFC-en-

abled worm could run rampant through a large crowd, infecting 

victims and potentially stealing from their wallet accounts.”

McAfee also reports malware that blocks mobile devices 

from receiving security updates is likely to appear in 2013.

 

Mobile Ransomware
Ransomware--in which criminals hijack a user’s capability to 

access data, communicate or use the system at all and then 

forces the user to pay a ransom to regain access--spiked in 

2012 and is likely to keep growing in 2013, says McAfee. 

“Ransomware on Windows PCs has more than tripled during 

the past year,” McAfee Labs reports. “Attackers have proven 

that this ‘business model’ works and are scaling up their at-

tacks to increase profits.”

“As users are able to make “tap and pay” purchases in more locations, they’ll 
carry their digital wallets everywhere,” McAfee Labs says. “That flexibility 
will, unfortunately, also be a boon to thieves.”

— McAfee Labs

More like  
‘tap and pray’

http://www.cio.com
http://www.csoonline.com/
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McAfee Labs says it expects to see both Android and  

Apple’s OS X as targets of ransomware in 2013 as ransom-

ware kits, similar to the malware kits currently available in the 

underground market, proliferate.

“One limitation for many malware authors seeking profit from 

mobile devices is that more users transact business on desk-

top PCs than on tablets or phones,” McAfee Labs says. “But 

this trend may not last; the convenience of portable brows-

ers will likely lead more people to do their business on the 

go. Attackers have already developed ransomware for mobile 

devices. What if the ransom demand included threats to dis-

tribute recorded calls and pictures taken with the phone? We 

anticipate considerably more activity in this area during 2013.”

AlienVault, provider of a unified security management solu-

tion, agrees. “We will see new ransomware tactics in 2013 as 

a result of the poor economy and the success of this type of 

attack (reportedly, cybercriminals raked in $5 million using 

ransomware tactics in 2012).”

Windows Still a Target
On the Windows front, Trend Micro reports that Windows 8 

will offer consumers key security improvements-especially the 

Secure Boot and Early Launch Anti-Malware (ELAM) features. 

However, enterprises are unlikely to see these benefits in the 

coming year. Analysts from research firm Gartner believe 

most enterprises won’t begin to roll out Windows 8 in large 

numbers until 2014 at the earliest.

McAfee suggests that attackers targeting Windows of all 

varieties will expand their use of sophisticated and devastat-

ing below-the-kernel attacks. “The evolution of computer secu-

rity software and other defenses on client endpoints is driving 

threats into different areas of the operating system stack, es-

pecially for covert and persistent attackers,” McAfee Labs says.

“The frequency of threats attacking Microsoft Windows be-

low the kernel are increasing. Some of the critical assets tar-

geted include the BIOS, master boot record (MBR), volume 

boot record (VBR), GUID Partition Table (GPT) and NTLoader,” 

McAfee Labs says. “Although the volume of these threats is 

unlikely to approach that of simpler attacks on Windows and 

applications, the impact of these complex attacks can be far 

more devastating. We expect to see more threats in this area 

during 2013.”

HTML5 Creates a Greater Attack Surface
This year will see continuing adoption of HTML5. McAfee 

notes that it provides language improvements, capabili-

ties to remove the need for plug-ins, new layout rendering 

options and powerful APIs that support local data stor-

age, device access, 2D/3D rendering, web-socket com-

munication and more. While HTML5 offers a number of 

security improvements--McAfee believes there will be a 

reduction in exploits focused on plug-ins as browsers pro-

vide that functionality through their new media capabili-

ties and APIs--it also suggests the additional functionality 

will create a larger attack surface.

“One of the primary separations between a native ap-

plication and an HTML application has been the ability 

of the former to perform arbitrary network connections 

on the client,” McAfee Labs says. “HTML5 increases the 

attack surface for every user, as its features do not re-

quire extensive policy or access controls. Thus they al-

low a page served from the Internet to exploit WebSocket 

functionality and poke around the user’s local network.”

“In the past,” McAfee reports, “this opportunity for 

attackers was limited because any malicious use was 

thwarted by the same-origin policy, which has been a 

cornerstone of security in HTML-based products. With 

HTML5, however, Cross Origin Resource Sharing will let 

scripts from one domain make network requests, post 

http://www.cio.com
http://www.csoonline.com/
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data, and access data from the target domain, thereby 

allowing HTML pages to perform reconnaissance and lim-

ited operations on the user’s network.”

Destructive Attacks
Experts also expect a rise in destructive attacks in 2013 

by hacktivists and state actors.

“In 2013, we will see further destructive attacks (cybers-

abotage and cyberweaponry) on utilities and critical infra-

structure systems,” says Harry Sverdlove, CTO of security 

firm Bit9. “We saw Shamoon wipe out the systems of a 

major oil company in the Middle East, and that company’s 

cybersecurity was no more lax than comparable compa-

nies in the United States or Europe. We know the bad 

guys have the ability to disrupt these systems, all they 

need is motive.” LogRythm’s Goldhammer agrees: “We 

should also expect to see an increase in nation state at-

tacks and hacktivism. It might be hard for some people to 

believe that we’ll see an increase in 2013 after so many 

well-documented and publicized attacks, but I expect we’ll 

see hacktivists take much more aggressive measures.”

While earlier attacks may have just embarrassed a 

country or company via website defacement or exposing 

their databases publicly, Goldhammer says he expects 

that to change. “I can see splinter cells of hackers take 

more aggressive means to cripple networks or corrupt 

data, or use ransom tactics, in order to financially punish 

or tactically weaken. In 2012, more and more evidence 

shows nation states using malware or using exploits to 

gain information or to attack infrastructure. In 2013, I ex-

pect to see headlines talking about a growing number of 

nation states building exploits against each other for data 

retrieval, data corruption and damage to infrastructure.”

McAfee and Trend Micro both concur. “Destructive 

payloads in malware have become rare because attack-

ers prefer to take control of their victims’ computers for 

financial gain or to steal intellectual property,” McAfee 

Labs says. “Recently, however, we have seen several 

attacks--some apparently targeted, others implemented 

as worms--in which the only goal was to cause as much 

damage as possible. We expect this malicious behavior 

to grow in 2013.”

“Whether this is hacktivism taken to a new level, as 

some claim, or just malicious intent is impossible to say, 

but the worrying fact is that companies appear to be 

rather vulnerable to such attacks,” McAfee adds. “As with 

distributed denial of service (DDoS) attacks, the techni-

cal bar for the hackers to hurdle is rather low. If attackers 

can install destructive malware on a large number of ma-

chines, then the result can be devastating.” •

“In 2013, we will see further destructive attacks (cybersabotage and 
cyberweaponry) on utilities and critical infrastructure systems.”

— Harry Sverdlove, CTO, Bit9
The future bodes...

http://www.cio.com
http://www.csoonline.com/
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Unless mobile device security is vastly improved, smart-

phones and tablets are expected to become a significant 

launching pad for distributed denial of service (DDoS) 

attacks against corporate websites, a research firm says. 

The lack of security on the majority of mobile devices, 

coupled with the rising bandwidth and processing power, 

makes them a platform ripe for hackers to compromise, 

Javelin Strategy & Research says.

In addition, launching DDoS attacks from mobile devic-

es would require less technical skills than those used last 

year to disrupt the websites of several major U.S. financial 

institutions. “There’s not very many reasons why [mobile 

DDoS] can’t happen,” Javelin analyst Al Pascual said.

Indeed, other researchers reported last year finding An-

droid malware that could be used to launch DDoS attacks. 

Dr. Web, a Russian antivirus and security firm, was the first 

to report finding a Trojan designed for that purpose, says 

Rivalhost, which provides managed Web hosting.

The malware, dubbed Android.DDoS.1.origin, was dis-

guised as a Google Play app and would take the victim 

to the Google store in order to divert suspicion. In reality 

the app communicated with a hacker-controlled server 

and stayed idle until it received instructions via SMS that 

identified the server and port the app was to bombard 

with information packets, Rivalhost said.

Separately, McAfee reported finding that a common 

DDoS tool called Low Orbit Ion Cannon (LOIC) had been 

redesigned for the Android platform. An Anonymous 

group in Latin America promoted the porting technique, 

which required no programming skills.

While no DDoS attacks have been linked to mobile 

devices, Pascual is convinced it’s only a matter of time. 

A recent Javelin survey found that less than a third of 

mobile devices in the U.S. had security software, which 

meant more than 102 million devices were unprotected. 

Android is particularly vulnerable because of the many 

online stores distributing apps for the platform. Stores 

outside the U.S. have become significant sources for 

Mobile Devices Set to Become 
Next DDoS Attack Tool

While no DDoS attacks have been linked to mobile devices, 
one analyst is convinced it’s only a matter of time

By Antone Gonsalves • CSO

Research report

http://www.cio.com
http://www.csoonline.com/


7 of 16

Security and Mobile Device Management eGuide

Mobile Attacks Top List 
of 2013 Security Threats

BYOD Expanding, IT 
Must Deal With It

Different Views on 
BYOD Security

Mobile Devices 
Next DDoS Tool

Data Breaches Just  
Waiting to Happen

Get Ahead of the 
BYOD Wave

Resources

malware.  In addition, device manufacturers and wireless 

carriers are slow to release new versions of the operating 

system, leaving users more vulnerable to attack.

While it would take thousands of smartphones to 

equal the attack volume of compromised servers used 

in the latest bank attacks, such large-scale DDoS are 

not in the majority. In a report released last February, 

Radware found that three-quarters of attacks were less 

than 1Gbps in bandwidth. The lower bandwidth attacks 

tend to target the application layer of Web servers, rather 

than focus on taking down networks.

Attacks originating from mobile devices would be 

more difficult to stop without disrupting service to site 

visitors, Pascual says. For example, banks often locate 

where an attack is coming from, typically outside the 

U.S., and then diverts the bogus traffic.

With mobile devices, the attack could theoretically 

come from thousands of compromised devices in the 

same region or country as a bank’s customers, making 

it difficult for the bank to divert traffic without disrupting 

service. “It’s going to make it much more difficult when 

these devices are coming from the same exact place as 

your actual customers live,” Pascual says.

To make it more difficult for hackers to compromise mo-

bile devices, banks and retailers should educate custom-

ers about security on smartphones and tablets, Pascual 

says. In addition, organizations need to pressure carriers 

and manufacturers to release software updates quickly.

Such efforts will likely increase as carriers roll out 

apps to turn smartphones into electronic wallets. For 

example, mobile wallet apps are available for Android 

smartphones today from Verizon Wireless, T-Mobile and 

AT&T. The apps are only available to customers in Austin, 

Texas, and Salt Lake City. As the apps get rolled out 

nationwide, security will have to be addressed at a much 

larger scale, Pascual said.•

To make it more difficult for hackers to compromise mobile devices, banks and retailers 
should educate customers about security on smartphones and tablets. In addition, organiza-
tions need to pressure carriers and manufacturers to release software updates quickly.

Impending 
impediments

http://www.cio.com
http://www.csoonline.com/
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BYOD Keeps Expanding, and IT Just 
Has to Deal With It

The debates about whether the BYOD (bring your own de-

vice) trend makes economic and security sense for enter-

prises raged on during 2012, and will continue through 

2013 and beyond. 

But the reality is that BYOD is expanding, not only be-

cause of the number of employees doing it, but also be-

cause the kinds of devices are expanding as well. Instead 

of just laptops and smartphones, there are now tablets 

and mini-tablets.

So, for most enterprises the question is not whether to 

encourage BYOD or block it, but how best to cope with it.

Ian Tibble argues at Infosec Island that the security of 

the devices themselves is almost irrelevant. “The place 

where security is at these days isn’t a place where we can 

effectively manage user device security ... we lost that 

battle,” he wrote. “The stance has to be based on an as-

sumption that one or more devices in corporate subnets 

has been compromised.” And Luke Philips at TechSling 

noted that Google’s new security feature called “applica-

tion verification service” with the release of Android 4.2 

is not as secure as advertised. Citing a study by Xuxian 

Jiang, a computer science professor at North Carolina 

State University, he wrote, “the Google AVS is only effec-

tive in stopping 15% of known malware threats. This is a 

scarily low number for IT departments ... IT departments, 

if they haven’t already, need to make enterprise mobility 

policy their top priority for the new year,” he wrote.

One idea came during a panel discussion of mobile 

security by CISOs at an event hosted by CSO magazine: 

Since the device is untrusted anyway, let users do as 

they like, but isolate corporate apps, data and network 

access from whatever else is on the device -- “container-

ize” it. Gartner recommended after a major survey last 

year: “Enterprises should focus on mobile data protection 

(MDP), network access control (NAC), and mobile device 

management (MDM) tools to support their BYOD and new 

enterprise mobile platform efforts.”

Andrew Jaquith, CTO of Perimeter E-Security, agrees in 

part. “MDM can help ensure that the most essential mo-

bile security policies are enforced, for example requiring a 

PIN and an auto-destruct policy,” he said.

“MDM can ensure that content, or full-device encryp-

tion, is enabled on platforms that support it, such as iOS 

By Taylor Armerding • CSO 

Industry trend

With a growing number and type of devices, enterprises 
need to assume that they are vulnerable, analysts say

http://www.cio.com
http://www.csoonline.com/
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and BlackBerry,” he added. “However, Android devices of-

fer no guarantees about whether encryption will be pres-

ent or not, so we generally recommend retrofitting Android 

devices with a lightweight encrypted container app.”

But Jaquith is not so enthused about NAC, which he 

calls “a fussy technology that doesn’t work well in dynam-

ic environments.”

“The idea is noble: block any devices not known to IT from 

accessing the network,” he said. “But in practice, NAC is very 

brittle because it presupposes that IT can somehow know all 

of the devices that should be allowed to be on the network. 

With BYOD, they can’t -- indeed, that is the point of BYOD.”

Jeff Wilson, principal analyst of security at Infonetics 

Research, said another problem with NAC is cost. “It’s 

not a reasonable investment for all sizes of company -- 

it’s mainly aimed at larger companies,” he said. But he 

added: “Companies of all sizes do need to establish what 

devices are connecting to their network, and what they’re 

doing when they’re connecting.”

John Prisco, CEO of Triumfant, calls all three Gartner 

recommendations “superficial security checks.”

“We should be approaching BYOD security on a deeper 

level. What we really need is something that looks at the 

integrity of the endpoint,” he said. “NAC alone, for exam-

ple, just gives the device access to the network -- what 

good does this do on its own, especially when it has been 

easily spoofed by hackers in the past for entry?”

Wilson agrees with the notion that employee devices 

need to be assumed to be unsafe. He said many com-

panies can add an SSL VPN client to employee mobile 

devices to allow for corporate connectivity. “I think that for 

smaller customers, or customers looking for some lighter-

weight MDM and MDP solutions, the SSL VPN client will 

be the way,” he said.

Prisco called for anomaly-based detection on mobile 

endpoints, like those on computer endpoints. “To do this, 

security professionals need to put an agent on the end-

point that will be able to collect all of the data entering 

the network no matter what kind of mobile device, tablet 

or laptop the employee brings to the enterprise,” he said.

Jaquith said explicit BYOD “Acceptable Use Policies” 

should be added in addition to technological fixes. Among 

the security policies he suggests: Require encryption for 

sensitive company information.

“Protect each device with a five- or six-digit numeric pass-

code,” Jasquith said. “When combined with a 10-wrong-tries 

auto-destruct policy, this is stronger than a typical desktop 

password policy, and easier to use as well.”•

“We should be approaching BYOD security on a deeper level. What we 
really need is something that looks at the integrity of the endpoint.”

— John Prisco, CEO, Triumfant

That’s a fine,  
upstanding endpoint

http://www.cio.com
http://www.csoonline.com/


10 of 16

Security and Mobile Device Management eGuide

Mobile Attacks Top List 
of 2013 Security Threats

BYOD Expanding, IT 
Must Deal With It

Different Views on 
BYOD Security

Mobile Devices 
Next DDoS Tool

Data Breaches Just  
Waiting to Happen

Get Ahead of the 
BYOD Wave

Resources

IT and Employees See BYOD  
Security (Much) Differently

Bring-your-own-device (BYOD) is top of mind for most 

CIOs and IT leaders these days, but only a fraction of the 

IT organizations that have opened the BYOD door have 

gone beyond allowing access to company email and 

instant messaging, according to a recent study by Blue 

Coat, a Web security and WAN optimization company. 

Blue Coat also found that IT staff and other company 

employees have dramatically different perspectives on 

security when it comes to mobile devices. 

In its November 2012 Blue Coat Mobility Study, the 

company surveyed 350 respondents and found that 

most organizations allow employees access to company 

email (83 percent) and instant messaging (56 percent) 

on personal devices, but only a fraction open up ERP 

(31 percent), sales force automation (24 percent) and 

supply chain management (19 percent) applications to 

mobile devices that aren’t corporate-owned. 

“Organizations are trying to figure out how to safely deploy 

apps beyond email, but right now it’s mostly just email,” says 

Timothy Chiu, director of product marketing at Blue Coat.   

IT Doesn’t Recognize How  
Pervasive BYOD Is
Organizations are clearly uncertain about mobile malware 

and employee acceptance of the IT organization placing se-

curity controls on employees’ personally owned devices, Chiu 

says, but that also means those organizations are not fully re-

alizing the business productivity potential of mobility. Those IT 

organizations also don’t fully recognize how pervasive BYOD 

has become among company employees, he says. 

Blue Coat found that, on average, IT staffers believe that 

37 percent of employees access corporate resources from 

their own devices. But 71 percent of employees report they 

do so. Employees are also much more cavalier about the 

security risks associated with their devices. Blue Coat found 

that 88 percent of employees believe their device is very or 

somewhat secure. Meanwhile, a whopping 77 percent of IT 

Industry trend

By Thor Olavsrud • CIO

IT continues to struggle when it comes to enabling BYOD 
for applications beyond email.  A study finds employees 
have little tolerance for controls IT wants to impose

http://www.cio.com
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managers see the risk of malware spreading to the corpo-

rate network from mobile devices as moderate to very high.  

Mobile Malware a Minor Threat,  
But Phishing Isn’t
Chiu concedes that while malware is a growing threat in 

the mobile sphere (particularly with Android devices), 

mobile malware is still a relatively minor threat. However, 

mobile devices often make their users more vulnerable 

to phishing attacks. 

“Phishing on a mobile device is almost impossible to 

pick up,” he says. “Mobile phones are much worse than 

desktops at protecting you from phishing.” 

For instance, in a normal browser an observant user 

can spot a fraudulent link when hovering the mouse over a 

URL. But with a mobile device you typically have to actually 

touch a link before the mobile browser displays the URL. In 

addition, mobile browsers tend to autohide the address bar 

when you go to a site so as to maximize screen real estate. 

If you’ve been lured to a fake banking page, it’s unlikely 

you’ll spot the phony URL if you’re on a mobile device.

 

Employees Have Little Tolerance for 
Mobile Security Controls
Regardless of the risks and the fact that employees 

want access to corporate resources from their mobile 

devices, the survey found that employees have relatively 

little tolerance for IT placing security controls on their 

personal devices. Blue Coat found that only 24 percent 

of employees would be willing to let IT log their corporate 

data access from personal mobile devices, only 19 per-

cent would be willing to let IT log any web content they 

access with their personal mobile devices on a corporate 

network and only 12 percent would allow restrictions on 

the types of sites or content that can be accessed with 

their personal mobile devices on a corporate network. 

However, Chiu notes that many IT organizations are al-

ready doing these things without employees recognizing 

it. “People who are accessing these corporate networks 

are being logged and they don’t realize it,” he says. “And 

the regulations have come down pretty clear on this: The 

corporate network is a corporate-owned resource and 

companies are allowed to log what they want.” 

“Employees just don’t realize how much controls are 

put on them already,” Chiu adds. “They don’t realize until 

they get a block or aren’t able to get to a specific site.” 

Blue Coat says 41 percent of IT organizations log corpo-

rate data access from mobile devices, 37 percent restrict 

the types of sites or content that can be accessed from mo-

bile devices on their network and 34 percent log any web 

content accessed from mobile devices on their network.•

“Phishing on a mobile device is almost impossible to pick up. Mobile phones 
are much worse than desktops at protecting you from phishing.”

— Timothy Chiu, Director of Product Marketing, Blue Coat

Something 
phishy
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With BYOD, Data Breaches Just  
Waiting to Happen

The healthcare industry’s track record on protection of 

patient data remains disturbingly poor, even after more 

rigorous federal regulations took effect in 2009, say two 

recent reports. And it may get worse before it gets better 

if the industry does not find a better way to protect the 

patient information carried with smartphones. 

A report issued by the Health Information Trust Alliance 

(HITRUST) found that data breaches at hospitals and 

health systems declined between 2009 and 2012, but in-

creased in smaller physician practices, which accounted 

for more than 60% of the 459 breaches analyzed.

Those breaches involved more than 500 people, but 

HITRUST also found that as of May 2012 there had been 

57,000 incidents involving fewer than 500 people.

A second study, by the Ponemon Institute, found that 

94% of healthcare organizations reported at least one 

data breach during the past two years. Forty five percent 

reported more than five breaches.

Both studies found that the most common causes of 

the breaches were not from hacking or malware but the 

loss or theft of devices and employee errors. The HITRUST 

report found that only 8% of the breaches were caused by 

hacking and/or malware.

And, as is true in just about every other sector of the 

economy, the smartphone is becoming ubiquitous, which 

means employees using their own personal smartphones 

for work, known as BYOD (Bring Your Own Device), is a 

fact of life. Ponemon reported that 81% of its survey re-

spondents said they allowed BYOD to access organiza-

tional data, and 54% said they were not sure if those 

devices were secure.

HealthcareITNews reported that a survey from Spy-

glass Consulting Group found that, “more than two-thirds 

of hospitals surveyed for a new study reported that their 

nurses use their personal smartphones while on the job 

for personal and clinical communications ... [but] IT sup-

port for those devices is lacking.”

Sarah Kliff reported recently in the Washington Post’s 

Wonkblog that doctors emailing with their patients is be-

coming increasingly common.

That means that the industry needs to pay particular 

attention to smartphones, wrote Art Gross at the HIPAA 

Secure Now blog. In a post titled, “Your Smartphone Will 

By Taylor Armerding • CSO

Market research

Smartphone insecurity means healthcare patient  
information, for one, remains at high risk, studies find
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Cause Your Next Data Breach,” Gross aims his argument 

at healthcare workers who don’t think they have any pa-

tient information on their smartphones.

“Smartphones can be used to access EMRs [electronic 

medical records], PACS [picture archiving and commu-

nication system], to provide remote access to [spread-

sheets and documents] and run thousands of applica-

tions that may contain patient information,” he wrote.

The risk is there even if a worker only uses a smart-

phone for email. “In many healthcare organizations, email 

is used as a communication vehicle, and more and more 

email may contain information about patients,” he wrote. 

“Healthcare organizations use email to communicate pa-

tient test results, follow-up conversations with patients, 

recommended prescriptions, etc.”

And even if email is used only for internal communica-

tions, and not with patients, “all those emails with patient 

information end up in your inbox. Your inbox is then repli-

cated to your smartphone,” Gross wrote.

If the phone is then lost or stolen, the patient data is 

breached. The Ponemon study said the combined cost of 

data breaches to the healthcare industry is nearly $7 bil-

lion annually. Gross said that at a minimum organizations 

should limit the amount of patient information in emails, 

mandate a start-up password plus an inactivity timeout, 

and require data encryption.

Troy Gill, senior security analyst at AppRiver, said tech-

nology is available today for most devices to tackle key 

security issues. “Enforcement of password locking and 

remote data wipe are critical -- both of which can be 

achieved through [Microsoft] ActiveSync or BES [Black-

Berry Enterprise Server], as well as third-party [Mobile 

Device Management] solutions,” he said.

Gill said another key step would help: “Corporations 

should require a VPN [Virtual Private Network] connection 

when accessing their networks from any device.

“And, since most of the mobile malware that is being dis-

covered lately has been coming in the form of malicious app 

installations, companies may consider limiting the types of 

apps that can be used on a company device,” he said.

Chris Gray, Accuvant LABS practice manager, agreed 

that remote wiping capability is critical. “[It] can not only 

prevent data loss but also provide organizations with the 

ability to assure their management that the loss event 

does not require further legal or compliance mitigations.” 

Chris Petersen, CTO of LogRhythm, is not surprised that 

smaller organizations are much more vulnerable to data 

breaches. “Many smaller practices barely have a full-time 

IT staff much less someone focused on security,” he said. 

“They should look to service providers and [resellers] that 

can recommend technology and approaches that reduce 

risk with a cost they can afford. Fortunately there are a 

lot of good solutions, many of them affordable.” But until 

they can bridge that security gap, using personal devices 

at work can be too dangerous. “They might be well served 

to ban BYOD,” he said.

All of the experts agree that smartphones will continue to 

be lost and stolen. “There is no fix for this,” Petersen said. 

“If organizations don’t have the proper technical controls in 

place, they will be helpless when it comes to ensuring a lost 

device doesn’t mean lost personal information.”

Gray said the loss of mobile devices is a given, and that 

organizations should develop a multi-tier approach to dealing 

with this issue that includes encryption, remote wiping and 

educating employees to report a loss or theft immediately.

Gill agreed, noting what’s at stake. “It’s much more 

cost-effective to make sure you have an effective way to 

protect the data that’s on them, which in most cases is far 

more valuable than the devices themselves.” •
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Get Ahead of the BYOD Wave

Why fight employees’ constant barrage of bringing in their 

own devices. We are far past that point, it is time to ac-

cept it and find a way to make it BYOD work within the 

confines of your network. 

Remember the days when only your executive suite had 

mobile devices? Or when your company had a “BlackBer-

ry-only” policy? Now BYOD has swept across your com-

pany, with little regard to whether or not IT is on board. 

And while you’re coming to grips with management and 

security issues, you may have realized that mobility is eat-

ing up your IT budget. New devices, data plans, apps, 

software — what is the true cost of BYOD?

Once IT departments got over the denial of letting per-

sonal devices on the network, the next thought was that 

this could save companies money by not having to buy 

devices. That doesn’t seem to be the case in terms of see-

ing cost savings. In fact the issue is how will the IT depart-

ment be able to support all the different devices. That is 

where BYOD policies come in to place, which provide both 

employee and employer with a set of conditions on what 

is and is not covered by the company. 

With conflicting information - and few well-managed 

implementations of BYOD from which to learn - confusion 

abounds as to whether BYOD saves money or costs more. 

In a survey by Xigo, a provider of cloud-based expense man-

agement, respondents named cost savings as a top goal 

for BYOD programs. However, most (67%) said their mobile 

expenditures had not changed after allowing some form of 

BYOD, while nearly one-quarter saw them rise. Meanwhile, 

in a survey by Lieberman Software, most respondents 

(67%) said BYOD would increase IT and security costs. 

“People might think, ‘I don’t have to buy laptops or tab-

lets anymore, so this is going to save me money,’” says Paul 

DeBeasi, research vice president at Gartner. But because 

hardware expenditures are far lower than other hidden costs 

of BYOD, he says, the question is not whether costs will go 

down but whether they will rise or stay the same. “BYOD 

probably will not save you money,” DeBeasi says. 

While others believe cost savings can be had, they are 

only achievable when costs are recognized and strategi-

cally managed through well-designed policies, says Hy-

oun Park, principal analyst at Nucleus Research. However, 

“most companies do not do BYOD in a cost-effective man-

ner,” he says. 

According to Juniper Research, the number of employ-

ee-owned smartphones and tablets used in businesses 

will more than double by 2014, reaching 350 million com-

pared with almost 150 million this year. 

But if your company is like most, you may not have 

instituted a formal policy that safeguards against BYOD 

risks. A recent study by security awareness training com-

By Network World Staff • Network World

News analysis

If you aren’t ready, you will get swallowed up
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pany KnowBe4 and research firm ITIC found that 71% of 

businesses that allow BYOD have no specific policies or 

procedures in place to ensure security. 

“There needs to be some policy-based level of control, 

some sort of documentation or contract or rules,” says Hy-

oun Park, principal analyst at Nucleus Research. A BYOD 

policy should be like any of the many documents that em-

ployees must sign to receive benefits, outlining their rights, 

responsibilities and rules they must comply with, he says. 

A signed policy also gives companies the right to pro-

tect themselves in the event of device theft, loss or mis-

use. “Companies can’t simply wipe information off lost 

devices -- that wouldn’t be legal,” Park says. “There has 

to be some sort of agreement in place between the indi-

vidual and the company.”•

Confusion abounds as to whether BYOD saves money or costs more. 
Bring Your  

Own Calculator
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Security and Mobile Device Management Resources
Tips and tools

This report outlines Forrester’s future look for mobile secu-

rity and operations. Mobility holds the promise of fostering 

new innovations, reach-

ing new audiences, and 

creating never-before-

seen user experiences 

and opportunities. 

IT must embrace a 

“stateless” architecture 

where security controls 

are decoupled from the 

devices and the infra-

structure. In this report, 

we will outline four steps to build a stateless architecture 

and prepare for a future that supports anywhere, anytime, 

any-device engagement. 

Download the report, compliments of Marble  

Security, Inc. >>

Employees are galloping toward a future in which they call the 

shots about which hardware, software and services to use, while 

management remains concerned about security requirements.

According to Forrester 

Research, bring-your-own-

technology (BYOT) will re-

main a thorny issue for CIOs 

in every industry, geographic 

region, and company size 

over the next five years.  

Forrester has recently 

published its 2012 report 

examining how and why 

bring-your-own-technology 

(BYOT) will vary across 20 industries.

Get objective, pragmatic guidance that helps you make 

tough decisions and reduce your security risks within your 

enterprise.

Download this Forrester report, compliments of Marble 

Security, Inc. >>

Mobile computing creates significant security threats 

to your business. But BYOD is inevitable, and IT must 

learn how to protect from outside threats. In this 

webinar, hear how Marble Security helps companies 

create flexible BYOD programs, manage devices, and 

protect data. 

Register for this podcast >>

Criminals, hacktivists and hostile governments understand that the quickest 

way to corporate data is through mobile workersí unsecured endpoints. 

Cyber criminals targeted mobile 

devices at unprecedented rates in 

2012, exploiting the weakest link 

in the corporate network to steal 

enterprise information. For the first 

time, malware attacks on mobile 

devices exceeded attacks on PCs 

in the U.S. and Australia. Attacks to 

smart phones, tablets and laptops 

will only increase in the years ahead, 

industry experts say.

Converging on IT and security professionals are several broader trends 

within the enterprise that expose networks, applications and devices to 

attacks. Consider that: 

• 66 percent of information workers in Europe and the United States 

work remotely beyond the firewall 

•An increasing amount of corporate data now resides in external and 

internal clouds 

• Corporate data is accessed from non-secure and non-corporate 

controlled networks, such as Wi-Fi hotspots

Download this whitepaper and learn how you can offer secure access to 

your employees from their preferred devices. >>

Prepare For Anywhere, 
Anytime, Any-Device  
Engagement With A State-
less Mobile Architecture

By Chenxi Wang, Forrester

Forrester Industry Contexts 
And Constraints Diversify 
Approaches To Bring Your 
Own Technology

December 2012 

By Connie Moore & Jamie Warner, 

Forrester

Join Dave Jevans, Marble Security 

founder and CTO

A Whitepaper from Marble Security, Inc.

Nine Critical Threats 
Against Mobile Workers 

Nine Critical Threats 
Against Mobile Workers
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