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Leading the Revolution  
of Device Independence 

THE REBEL ALLIANCE IS ALIVE AND WELL and 

bringing its own devices to work. A Computer-

world QuickPoll survey conducted by IDG Re-

search Services in May 2012 found that approxi-

mately four in 10 smartphones and tablet devices 

in the enterprise are owned by individual users. 

And they’re not just playing Words with Friends: 

A substantial portion of applications stored on 

both company- and employee-owned devices is 

considered business-critical.

Employers have attempted to counter the 

bring-your-own-device (BYOD) crowd by deploy-

ing their own authorized smartphones and tablet 

computers, hoping to add a much-needed layer 

of data security to rein in newly empowered 

employees. For technology decision-makers, en-

terprise security is the most important element of 

an advanced communications strategy. However, 

to accommodate the  BYOD movement, they’ll 

need to address the flashpoint between do-it-

yourselfers and enterprise security. 

“Trying to satisfy two audiences is never 

easy,” said Bill Versen, director of mobility solu-

tions at Verizon Wireless. “End users want the 

same flexibility in the workplace that they have 

with their personal communications. Enterprise 

IT has to protect a business’s proprietary infor-

mation. Both sides want the same thing—easier 

access to applications and information—but IT’s 

job is to mitigate the risk.” 

Mobilizing a Safe and  
Secure Enterprise 
The BYOD movement is changing the way com-

panies do business. Empowering users with the 

ability to access key business processes, data, 

and applications on their devices of choice can 

improve process efficiency and workforce pro-

ductivity—two key drivers of business growth. 

Of course, IT is largely playing catch-up in 

defining BYOD strategies, having been led by 

end users into the consumerization of IT. The rise 

in mobile devices, app stores, and cloud-based 

services changed the collective mind-set of em-

ployees, who now want the same flexibility with 

their workplace devices and tools that they enjoy 

with their personal devices at home and on the 

road. After experiencing the ease with which they 

can quickly download applications and access 

data and documents stored in the cloud, they 

took matters into their own hands—rather than 

navigating corporate firewalls and restrictive IT 

policies—and have never looked back.

The Computerworld QuickPoll shows just 

how seriously the BYOD crowd takes its indepen-

dence: Two-thirds of smartphone users and 78% 

of tablet users said they’ve installed their own 

communications apps on work-related mobile 

devices. And nearly seven in 10 mobile users 

said they have not requested that IT install any 

advanced communications apps, such as email 

or conferencing, on their devices.

As users bring their own equipment to work, IT must  
rethink policies to enable flexibility while managing risk.



This independence is the reason the consum-

erization of IT/BYOD represents the latest front in 

the business applications security debate. From 

the individual’s standpoint at least, these self-

installed apps aren’t causing any problems. Only 

7 percent of smartphone users and 3 percent of 

tablet users said they are dissatisfied with the 

communications apps installed on their work-

related devices.

“IT wants to allow end users to bring in their 

own devices because there are benefits to both 

sides,” said Versen. IT, he explained, under-

stands that BYOD can improve productivity in 

simple yet important ways—such as the ability 

to respond to an urgent email at night or on the 

weekend, or to access an important document 

from a remote location. 

But IT is asking for an important trade-off 

from end users in exchange for their indepen-

dence: Users must agree to certain policies 

regarding support, liability, and even the division 

of costs for devices that do double duty as a per-

sonal and workplace tool. These are the under-

pinnings of a well-defined BYOD strategy. 

Best of Both Worlds:  
Mobility and Security
There’s a way to develop a BYOD strategy that 

provides the proper blend of end-user freedom, 

enterprise security, and corporate governance. 

Here are four practices to consider: 

Segment your users. Just as IT managers 

have historically set different levels of permis-

sions across enterprise applications for differ-

ent groups of employees, so too should they 

segment their mobile workforce to mitigate risk. 

Knowledge workers, for example, will require 

mobile access to the basics: email, calendar, and 

contacts. The sales force, on the other hand, will 

not only need access to those tools, but to func-

tional apps as well, such as timesheet manage-

ment and CRM (customer relationship manage-

ment). Salespeople may also need access to 

internal drives and folders—possibly secured in a 

private cloud—that house marketing collateral or 

customer-specific documents. 

Segment your users’ devices. Workers want 

to use their personal devices in the workplace, 

but they also want to keep the personal data 

stored on those devices separate from their 

work activities. IT can’t effectively lay down a 

highly restrictive policy that prohibits them from 

Facebook, Twitter or any potentially unsecure 

platform in their off-hours. But IT can leverage 

technology to create a “dual persona” for each 

user’s device that separates business apps from 

personal activities. With its own policies, access 

rights, and application permissions, the business 

container provides the proper level of security 

without infringing on personal-use apps. 

Stay flexible—within reason. No BYOD policy 

should allow an unlimited choice of devices, 
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What percent of the following devices at your  
company are individually owned?

Source: IDG Research Services, May 2012

Tablet PCs/Media Tablets

Individually owned

Company owned

55%
45%

Smartphones

Individually owned
Company owned

59%
41%



apps, or services. Consider creating a services 

catalog that gives users a predefined set of ap-

proved devices and tools—with a clear under-

standing that anything outside of the catalog will 

not be supported. The services catalog need 

not be cast in stone, but it should enable IT to 

increase or decrease options as business needs 

and the workforce evolve.  

Articulate clear BYOD policies. All end users 

need to understand—and sign off on—written 

policies regarding technical support, personal li-

ability, and financial responsibilities around using 

their own smartphones, tablets, or other devices 

in the workplace. To get buy-in on these policies, 

create a working group that includes key end-

user constituents, such as members of the sales 

team, as well as other stakeholders, such as HR 

and finance. 

“It’s not like in the past, where IT just rolled 

out a policy and expected everyone to adhere 

to it,” said Versen. “If you’re allowing people to 

bring in their own devices, you need to talk with 

key groups about the things they need to do their 

jobs and help them mobilize those things. Those 

people will become your evangelists.”

The Force Is With You
IT organizations that can find ways to enable 

BYOD securely—without sacrificing end-user 

flexibility—will deliver significant value to the 

business. Allowing employees to use their own 

devices in the workplace will keep them happy 

and productive. Providing policies and guidelines 

for how these devices are used will give IT a level 

of comfort in managing risk and compliance. The 

best way for IT to lead is to find a middle ground 

to bring the rebel alliance and the “dark side” to-

gether, so that all can work toward a shared goal. 
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What percent of the advanced communications applications  
and/or capabilities currently installed on your work-related  

mobile devices were installed by your IT department?

Source: IDG Research Services, May 2012

Installed by you

Installed by IT

22%

78%

Communications applications or capabilities 
currently installed on your smartphone(s)

Communications applications or capabilities  
currently installed on your tablet  

PC(s)/Media tablet(s)

Installed by you

Installed by IT

34%

66%
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