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Managing an increasingly mobile workforce has become one of 
the most challenging – and important – responsibilities for IT 
departments. Users want freedom of choice when it comes to 
the smartphones and tablets they use, yet added freedom can 
bring on added risks in security while also creating previously 
unexplored issues in such critical areas as compliance, data 
liability and support. With the right Mobile Device Management 
(MDM) solution from a reputable vendor, IT administrators can 
address these challenges while increasing worker productivity 
through enhanced, secure mobility. So what should you be 
looking for when choosing an MDM solution out of the plethora  
of options available to you?

This paper examines criteria for MDM solutions, including support for multiple 
platforms – a requirement the new BlackBerry® Mobile Fusion solution 
addresses while providing the high degree of security and management 
BlackBerry® smartphone and tablet customers demand. We also look at other 
attributes, features and functions IT administrators should be concerned about 
in an MDM solution, while examining vendor experience, support capabilities 
and other key intangibles that will help you make the most successful choice.
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Choosing the right platform for Mobile Device Management has 
become one of the most pressing issues facing IT departments 
today. An MDM solution has to meet the needs of the enterprise 
in critical areas such as security, reduced complexity, technical 
capabilities and business agility – all while supporting a user 
community that is demanding more ubiquity and independence 
than ever before. Today’s users want to be able to use their 
personal devices – no matter the brand or platform – for critical 
business applications that enable them to access corporate 
e-mail, account information, documents and whatever else they 
need, wherever they are, whenever they need it. Companies 
want to support this freedom – indeed they need to support it 
to remain competitive – and businesses everywhere are also 
evaluating cost savings associated with allowing employees to 
bring in their own personal devices.

However, in supporting this freedom of choice, organizations must also 
protect corporate data and corporate networks. Further complicating the 
issue is the availability and proliferation of sophisticated mobile operating 
systems, which are providing powerful capabilities that are enabling both 
individual users and corporations to be far more mobile and productive.  
The days when IT had only a handful of mobility options and could reasonably 
impose draconian prohibitions and strict policy limitations on personal-liable 
devices are fast becoming a relic of the past.

Expanded user freedom brings significant challenges for the IT department, 
particularly in the critical areas of security, support, compliance and expense 
control. In terms of security, for example, a 2011 report by IBM projected that 
the number of attacks on mobile devices would double between 2010 and 
2011, fueled by the adoption of smartphones and tablets in the enterprise, 
particularly the “bring your own device” approaches that allow for the use  
of personal devices on corporate networks.

In a recent survey by the Yankee Group, 43 percent of IT decision makers  
said they are already allowing some level of user choice in smartphone use. 
That number jumped significantly from last year and is continuing to grow 
quickly. As the research indicates, “once IT opens the floodgates to employee 
choice, they will have to initiate some level of support for these technologies, 
whether they are prepared to do so today or not. Security, compliance and 
other corporate policies – as well as the need to keep users productive –  
will compel enterprises to implement solutions that allow them to manage  
and support employee-owned devices.”

By successfully deploying an MDM solution, IT can enable the company’s 
mobile workers and make the business more productive, efficient, agile and 
responsive to the needs of customers and employees. The opportunities for 
enhanced IT control and managed user freedom of choice are particularly 
compelling within organizations that are already using or considering the 
BlackBerry operating system, smartphones and tablets as a standardized
platform. This is a significant portion of the corporate world: A majority of 
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the respondents to the Yankee Group survey said that in two years the 
BlackBerry “will still dominate corporate sanctioned devices.” Among 
organizations that have standardized on mobile platforms with IT-driven 
device selection, BlackBerry is far and away the market leader, with nearly 
70 percent of organizations standardizing on the platform, according to the 
InformationWeek 2011 Mobile Device Management and Security Survey.

The dominance of the BlackBerry platform in delivering mobility solutions 
for enterprises makes it the logical and trusted choice for a complete MDM 
solution, especially now that it will offer support on multiple platforms in the 
near future. With its technical support capabilities, fully integrated product 
line and knowledge of enterprise needs, RIM should be on the MDM vendor 
consideration list for organizations that use BlackBerry as a standardized 
platform or for any organization that wants to partner with the most 
experienced MDM vendor.
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The proliferation of multiple operating system platforms for 
smartphones and tablets has brought a comparable proliferation 
of vendors into the MDM market, many of which are relative 
newcomers looking to exploit one of the industry’s hottest and 
most important trends. IDC predicts that spending on mobile 
devices – smartphones and media tablets – will surpass PCs 
in 2012. In fact, the research firm describes this as part of a 
shift to the industry’s next dominant platform, built on mobile 
computing, cloud services, social networking and “big data” 
analytics. Spending on these technologies will account for at 
least 80 percent  of IT spending growth between now and 2020.

MDM is a target market opportunity for many vendors for several reasons:

BYOD

Many organizations are now supporting a “bring your own device” approach. 
A recent survey by Check Point indicated that 89 percent of companies 
have mobile devices connected to corporate networks and 65 percent were 
supporting the connection of employees’ personal devices. Nearly 80 percent 
of respondents said there are more than twice as many personal devices 
connecting to the corporate network now than there were two years ago. IDC 
also predicts a huge increase in BYOD deployments, citing five key drivers: 
improvements in cost control, morale, productivity, freedom and flexibility. 
MDM providers see big opportunities in providing solutions that support the 
key OS platforms for smartphones and tablets, including the BlackBerry OS, 
iOS and Android.

CONSUMER VS. ENTERPRISE

One of the biggest challenges with BYOD is that several of the key platforms, 
such as iOS and Android, were designed as consumer products first and 
therefore don’t necessarily offer the type of enterprise-level security features 
organizations may be accustomed to, particularly those that are already 
using BlackBerry smartphones managed with BlackBerry® Enterprise 
Server. In the InformationWeek MDM survey, the BlackBerry OS was far and 
away the acknowledged leading “enterprise-ready” platform, defined as 
providing effective authentication, encryption and management controls that 
adequately protect business data. Part of the demand for MDM solutions is to 
make up for inherent enterprise-class weaknesses in some of the newer OS 
platforms. Another important challenge is the blurring of lines between what 
is business and what is personal. Users are expecting to use a single device 
for everything, putting corporate data at greater risk for loss, theft or other 
potential threats caused by malice or negligence. Users are demanding one 
phone, but IT must still be able to control corporate security and data.
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NO ESTABLISHED BEST PRACTICES

IDC notes that many organizations are struggling to figure out how to get 
started with BYOD programs. “For many organizations, implementing 
proactive BYOD programs in their companies is challenging because many 
businesses are still grappling with mobility governance overall, including 
best practice frameworks for mobility risk management, mobile policy,  
and strategy as a whole. Vendors and service providers have focused on  
the consumerization of IT from a technology perspective and have not  
done enough to educate customers on critical business issues such as  
risk management, policy, practitioning, and road mapping.”

The explosive growth of the market – along with a lack of clear market 
direction – has created a glut of vendors selling MDM solutions, many of 
which are new to the game and relatively unknown to potential customers. 
In the InformationWeek MDM survey, more than 20 vendors were listed with 
some degree of market share – and if you do a simple Google search, you 
can come up with a dozen or more names. In a market such as this, where 
product features are changing quickly and best practices are still being 
determined, it is certainly a risk for customers to choose inexperienced 
vendors that may not be around to support them in the future.

RIM has more than a decade of experience in mobile device management  
– across all platforms – working with enterprises to develop and deploy best 
practices in critical areas such as governance, risk management, security, 
policy management and policy enforcement. This knowledge and trust is a 
big advantage for organizations to leverage, particularly in comparison to 
many of the start-up and young companies that have little or no experience 
working with enterprise customers on how to establish best practices for 
mobile devices and workers.

In addition to its industry-leading experience in providing MDM solutions, 
RIM is the only OS platform leader to provide a crossplatform MDM solution 
for business customers. This means it will support a fully integrated solution 
on all platforms, including its own, through a single unified interface.
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The opportunity – and the challenge – is to make workers and 
organizations more productive through enhanced mobility and 
the expanded use of personal-liable devices. There is no doubt 
that this is a trend that is here to stay: IT administrators need 
MDM solutions to deliver the security, management capabilities, 
scalability and stability required in this new paradigm. Security 
is far and away the primary reason organizations are considering 
MDM solutions, according to InformationWeek. Three quarters 
of respondents to its MDM survey said security was the prime 
reason their organization was either deploying or considering  
an MDM solution. The next most important reasons were greater 
efficiencyof mobile speed at just 10 percent, inventory audit at  
9 percent and cost savings at 6 percent.

Because security is such a dominant concern, it should certainly be at the 
top of any priority list in evaluating potential MDM solutions. According to 
the survey by Check Point, nearly 50 percent of users said corporate data 
is stored on mobile devices, including significant levels of very sensitive 
data such as customer information, network login credentials and business 
applications.

Here are some of the other key factors you should consider in choosing  
an MDM solution:
•   Functionality – for example, how well does the solution manage 
key mobile platforms, including iOS, Android and BlackBerry

•   Security features
•   Reputation and reliability of vendor
•   Vendor support, including technical, sales and account support
•   Management capabilities
•   Availability of a complete solution
•   Flexibility of the solution to manage IT and user needs

In choosing an MDM vendor, it’s sensible to focus on the strength and 
reputation of the vendor. The use of smartphones and tablets for the 
workforce is only going to grow in importance in the future. The investment 
you make now in managing your mobility platform will be a strategic one, and 
your MDM solution should provide the long-term foundation for much of your 
organization’s current and future mobility strategy.

What to Look for in an 
MDM Solution
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In this report, we are examining the attributes of BlackBerry 
MDM solutions in key areas such as security, manageability, 
stability and technical/customer support.

VENDOR OVERVIEW

RIM is the dominant leader in enterprise-class solutions for mobility, having 
pioneered the smartphone industry with the introduction of the BlackBerry 
smartphone in 1999. The company was founded in 1984 and is far bigger 
and better established than its leading competitors. In fact, the size of RIM’s 
customer support organization alone may be larger than the entire workforce 
of any of its closest competitors. RIM is also the only vendor in this space 
with a truly global reach and the only one that provides an operating system 
platform in addition to an MDM solution.

MDM SOLUTION

BlackBerry Mobile Fusion is RIM’s multi-platform MDM solution, providing 
unified management of BlackBerry smartphones and BlackBerry® PlayBook™ 
tablets. And coming soon, management of devices that use either the iOS™ 
or Android™ operating systems. In addition to its multi-platform solution, RIM 
also offers a compelling state-of-the-art solution for BlackBerry environments. 
Called BlackBerry® Balance™ technology, the solution enables IT to establish 
and enforce policies that separate personal and business data and allows 
IT administrators to remote-wipe corporate data from devices if necessary. 
BlackBerry Balance technology also allows business information to be 
removed from smartphones while leaving personal information intact. If a 
worker leaves the company, his personal information can be maintained.  
If a user’s phone is lost, an administrator can wipe all the data from the device. 
This division of personal and work data is seamless to end users. The only 
time they are aware of BlackBerry Balance technology is if they try to break 
a BlackBerry Balance policy – for example, copying information from their 
corporate e-mail and pasting it into their personal Gmail.

SECURITY FEATURES

A benefit of going with RIM for your MDM solution is to take advantage of the 
security features of the BlackBerry platform and the BlackBerry Enterprise 
Server. According to IT professionals surveyed by Check Point, BlackBerry is 
far and away regarded as the most secure mobile platform. InformationWeek 
says BlackBerry is the “undisputed poster child for enterprise class because 
RIM baked in security a long time ago.” Check Point also notes that BlackBerry 
Mobile Fusion could give RIM “an ace up its sleeve” because BlackBerry 
Mobile Fusion could make competing platforms – iOS and Android – more 
secure and easier to manage. In other words, the strong security features  
of BlackBerry Mobile Fusion can be used to make up for some of the 
inherent weaknesses in competing platforms. Existing corporate customers 
of BlackBerry can achieve additional benefits in using RIM’s MDM solution 
for mobile security. For BlackBerry smartphones and BlackBerry PlayBook 
tablets, RIM’s security model covers the solution end to end, including  
the device OS. In addition, BlackBerry Enterprise Server is the only solution 
that provides advanced IT policies that are available in both preconfigured 
and custom formats.
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MANAGEMENT CAPABILITIES

Complexity is one of the biggest challenges facing IT administrators, and 
simplifying management is a crucial goal of IT departments everywhere. 
One of the big advantages of BlackBerry Mobile Fusion is that it will allow 
the management of multiple mobile device platforms, including inventory 
and asset management, through a single unified interface for corporate 
and personal-liable devices. From the central interface, administrators can 
create and manage groups, manage user profiles and provision mobile 
devices. From a management standpoint, one of the most important 
advantages of the BlackBerry Mobile Fusion platform is its vast potential 
as a cost-effective, robust, efficient and scalable solution for organizations 
that are already using the BlackBerry as a sanctioned device, or for those 
organizations considering sanctioning the BlackBerry. As noted earlier, 
this is a significant portion of businesses worldwide. The BlackBerry multi-
device platform integrates into the existing BlackBerry infrastructure: 
BlackBerry becomes the single partner for all enterprise MDM solutions 
and eliminates the need for third-party software, licensing fees and 
additional support contracts.

OTHER CONSIDERATIONS

The fact that RIM provides the BlackBerry OS platform as well as the 
BlackBerry Mobile Fusion MDM solution is a truly significant advantage  
for customers to leverage: All of the other vendors in the MDM space  
have their offerings as complementary to BlackBerry Enterprise Server.  
In addition to the management of mobile devices, organizations should  
look at the full needs of their mobile workers for important functions  
such as enterprise collaboration and instant messaging; document 
management and editing; single-number reachability; and access to 
the core systems and applications that run the business. All of these 
capabilities exist on the BlackBerry platform and can be managed through 
BlackBerry Mobile Fusion. In addition, BlackBerry Mobile Fusion is the 
only solution for managing the BlackBerry PlayBook tablet. Through the 
combination of BlackBerry Enterprise Server and BlackBerry Mobile 
Fusion, RIM offers the most inclusive and comprehensive MDM platform 
on the market. In addition, based on its size, knowledge and experience 
serving the enterprise market, RIM offers a significant advantage versus  
its competitors in technical, sales and customer support.
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The next paradigm shift in technology is taking place, and that 
is the shift to a much more global workforce. IDC is describing 
2012 as the “Year of Mobile Ascendancy.” The other important 
piece of this new transition is that the lines between what is 
personal and what is business are getting more and more blurry. 
Users have their mobile devices, and they want the same device 
for personal and business applications. Companies have to 
support this “bring your own device” approach because (1) 
users will use their devices anyway, making it even more risky 
for corporations, and (2) the increase of worker mobility can 
bring profound benefits to the organization in terms of increased 
business agility, productivity and competitive advantage.

So the mobile future is before us and we are starting to see it take shape.  
For IT departments and administrators, the challenges of increased user 
freedom and mobility must be addressed, starting with security and extending 
into many areas just being explored, including compliance, support and cost 
management. Having a robust, multiple-platform MDM solution is becoming a 
necessity for IT organizations and will become even more crucial in the future. 
In evaluating solutions from vendors, it is clear that there is a lot of consistency 
among the various features being offered.

But the one area where there is obvious differentiation is in company 
experience and excellence in delivering enterprise-class solutions for  
mobility. RIM has been leading the way in this area since the inception  
of the smartphone more than a decade ago. In the area of MDM, RIM is 
continuing to drive the market as the only major vendor to offer a multi-
platform MDM solution for MDM along with more than a decade of experience 
in working with enterprise customers to establish best practices in mobile 
device security, management, reliability and stability. Furthermore, RIM is  
the clear leader among MDM vendors in delivering enterprise-level support  
for IT departments, IT administrators and both business and personal users. 
For its existing customers all over the world and for potential new customers, 
RIM is offering MDM solutions that are continuing to advance the market  
as we move into the future. And that future is now.
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RIM offers a number of different resources to learn more about 
wireless solutions in general and BlackBerry in particular.  
The web site blackberry.com is a good first place to start.  
The Technical Knowledge Center blackberry.com/support on the 
site can help you get answers to particular questions. To find other 
resources and whitepapers, visit the BlackBerry Resource Centre 
blackberryresourcecenter.virtualevents365.com/index.php
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