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cloud services to satisfy 
various business needs, further 
complicating the already complex 
cloud security question
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M
uch has been said 
about the poten-
tial benefits of 
implementing 
cloud computing 
and, indeed, many 
organizations 

are already realizing cost savings, 
increasing business agility and im-
proving customer service.  But cloud 
computing raises complex informa-
tion security questions, made all 
the more complicated when a mix of 
cloud options are employed, an ap-
proach that will be become increas-
ingly common.  

What constitutes an effective secu-
rity strategy when a company builds 
a private cloud to augment existing 
compute resources, embraces pub-
lic shared cloud services for other 
needs, and signs up for software as 
a service (SaaS) and still other cloud 
offerings?  Oh, and now fold in the 
idea that virtual machines, with all 
their attendant security, network 
and storage settings, might be mi-
grating among some of these envi-
ronments.  

The complexities are significant, 

affecting everything from perfor-
mance to compliance and even job 
roles. Chances are that security in 
this mixed environment will look 
little or nothing like it did in more 
traditional IT environments.

Sound far-fetched? A growing 
number of companies are exploring 
the use of such mixed computing 
environments, and the key question 
they face: Should they use multiple, 
separate security environments to 
safeguard it all, or work toward an 
integrated, holistic solution?

“There are definitely integration 
points between different environ-
ments” that allow for a comprehen-

sive data protection plat-
form, says Dave Asprey, 
vice president of cloud 
security at security tech-
nology provider Trend 
Micro.  Companies can, 
for example, run virtual 
machine protection soft-
ware in a mix of dedicat-
ed servers, private clouds 
and public shared clouds, 
Asprey says. Likewise, 
they could use policy-
based encryption to protect volumes 
of data running on a public cloud and 
data running on a private cloud.

“The integration point between 
SaaS and public and private 
IaaS [infrastructure as a ser-
vice] is around user identity 
and policy,” Asprey says. “If you 
know who a user is, you can set 
policy for internal clouds, and 
you can protect the user access 
to the SaaS offering.”

A major challenge for orga-
nizations is that in a SaaS en-
vironment, there really aren’t 
any physical or virtual assets, 
Asprey says. “There is only 

data, and that data is in a 
shared data store,” he says. 
“That means your biggest 
[security need] is keeping 
the end points used to ac-
cess the SaaS as secure as 
possible.”

When companies are 
mixing virtual and physi-
cal assets across traditional 
servers and cloud-based 
IaaS, the challenge is often 
knowing which cloud-

based assets the company is actually 
using. “It’s far too common to find that 
engineers, or other operating staff, 
have provisioned cloud services with-
out talking to IT first,” Asprey says. 
“That can be a disaster from a security 
and compliance perspective.”

Another big challenge is when 
data flows back and forth between 
private clouds and public services. 
“That puts data protection at the top 
of the list,” Asprey says. “Making 
sure that multiple copies of the data 
are each individually encrypted and 
that you maintain control of the en-
cryption keys no matter where the 
data itself is, is a big challenge. Only 

vvv

You should 
“view cloud 
computing as 
outsourcing and 
approach these 
decisions as a 
project manager.”
–  Ariel silverstone, a security 

consultant and former vice 
president and CISO of Expedia

http://www.networkworld.com/supp/2011/enterprise1/ecs-archive.html
http://www.networkworld.com/supp/2012/enterprise3/060412-ecs-saas-259333.html
http://www.networkworld.com/supp/2012/enterprise3/060412-ecs-saas-259333.html
http://www.networkworld.com/news/2012/052512-insider-iaas-259628.html
http://www.networkworld.com/news/2012/052512-insider-iaas-259628.html
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policy-based key management will 
work to solve it.”

When companies add public 
cloud services and hybrid private/
public models, a logical approach 
— especially appropriate for larger 
organizations — is based on risk/
role analysis, says Ariel Silverstone, 
a security consultant and former 
vice president and CISO of Expedia.

You should “view cloud comput-
ing as outsourcing and approach 
these decisions as a project man-
ager,” Silverstone says. “The other 
approach I frequently see is the ‘ev-
erything is sacred’ approach. When 
this is done, the organization as-
sumes that all data going anywhere 
is going to an external cloud, and 
thus budgets and defines risk ac-
cordingly.”

Data security in mixed computing 
environments today tends to be fair-
ly fragmented, says Michael Farber, 
a senior vice president at consulting 
firm Booz Allen Hamilton.

“The vulnerability is in the 
seams; even if you’ve got the best 
[security] solutions, you have the 
cloud, social media and mobile 

devices storing a bunch of things,” 
Farber says. “Companies are look-
ing for something that’s far more 
integrated across all these platforms 
and can provide the protection of 
data that’s at rest, idling and in mo-
tion” throughout the environment.

One possible way to address the 
demand is with the creation of an 
“abstraction layer” that sets rules 
and enforces policies and gover-
nance based on the business con-
text, conditions and controls sur-
rounding given information assets, 
Farber says.

Most organizations will not want 
to create, manage and maintain 
this type of overlaying architecture 
themselves because of the complexi-
ties involved and the challenge of 

http://www.networkworld.com/news/2012/022212-hybrid-cloud-computing-256456.html
http://www.networkworld.com/news/2012/022212-hybrid-cloud-computing-256456.html
www.trendmicro.com/JoinTheJourney
www.networkworld.com
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having their own abstraction layer 
work in an integrated way with other 
organizations’ environments, Farber 
says.

As a result, they will most likely rely 
on solutions that adhere to govern-
ment and industry standard protocols 
as well as regulatory requirements. 
The abstraction or rules layer could 
be offered as a suite of managed ser-
vices designed to serve a broad range 
of players who interact within and 
across a given ecosystem, Farber says.

“Someone would provide this layer 
that could run over the whole eco-
system — whether it’s one or more 
of the major cloud, mobile and social 
network computing and communi-
cations providers, or another set of 
players who will specialize in provid-
ing rules and governance services 
for specific industries,” Farber says. 
“Financial services, health and ener-
gy would be logical focus areas. The 
demand is there; we’re just missing 
this piece.”

Farber says Booz Allen Hamilton 
and other organizations have been 
working on the development of such 
an abstraction layer, and he thinks 

offerings that begin to appear on the 
market might be based on work in 
this area that’s already being done 
by government and some standards-
focused entities.

“This is an instance where private 
industry is looking to the govern-
ment for things we could leverage,” 
Farber says. He says some of the 
research being done with abstrac-
tion layers is focusing on how best to 
support security and privacy across 
the cloud, social media and mobile 
ecosystem. [Also see: “US military 
learning cybersecurity lessons 
from businesses”]

The availability of “rules as a ser-
vice,” if it becomes reality, would help 
address the challenges of securing a 
variety of virtual and physical assets 
in a mix of environments, including 
traditional server-based and rapidly 
advancing cloud-hosted environ-
ments, Farber says.

“The rules layer has to sit above and 
be connected across the entire envi-
ronment,” including legacy systems, 
Farber says. “Whether you’re dealing 
with a federal agency or a large bank, 
you still have some existing [legacy] 

infrastructure that is not going to be 
retired any time soon. They might 
virtualize it, but they may not be 
ready to get rid of it completely.”

Moving VMs
One of the challenges many orga-
nizations increasingly face in this 
emerging environment is the need 
to ensure that they’re maintaining 
security when virtual machines start 
moving around.

“Both policy and technical controls 
are necessary: policy management 
efforts to address user permissions 
and roles [and] technology controls to 
address the authentication and secu-
rity controls around VMs in motion,” 
says Ken Owens, vice president of 
security and virtualization technolo-

gies at Savvis, a managed hosting 
and collocation provider in Town & 
Country, Mo., and a unit of Century-
Link.

“These controls need to be inte-
grated into the hypervisor to protect 
not only the VMs in motion, but also 
the hypervisor against hypervisor-
specific vulnerabilities,” Owens says.

When a customer of Savvis moves 
virtual machines into the cloud, “we 
first authorize the move via user poli-
cy management and actions,” Owens 
says, “then the [firewalls] have to be 
configured via the API to allow the 
VM to move into the network tier 
and ports opened to allow this VM 
to communicate. In addition, we rec-
ommend that customers encrypt all 
their server images.”

“ the vulnerability is in the seams; even if you’ve got the 
best [security] solutions, you have the cloud, social media 
and mobile devices storing a bunch of things. Companies 
are looking for something that’s far more integrated across 
all these platforms and can provide the protection of data 
that’s at rest, idling and in motion.”
–  Michael Farber, a senior vice president at consulting firm Booz Allen Hamilton in McLean, Va.

http://www.networkworld.com/news/2011/071511-dod-cyberdefense.html
http://www.networkworld.com/news/2011/071511-dod-cyberdefense.html
http://www.networkworld.com/news/2011/071511-dod-cyberdefense.html
www.networkworld.com
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One way in which companies can 
handle security with mobile virtual 
machines is to treat VMs similarly to 
physical machines, Silverstone says.

“If you assign proper data owners, 
system owners, etc., you should have 
no problem keeping track of respon-
sibility,” Silverstone says. “Risk as-
sessment is still a necessary step 
when you move machines. I find that 
if I assign frameworks and guide-
lines, rather than edicts, that people 
feel more empowered.”

For example, Silverstone says, com-
panies can create a “human resources 
environment” and then segment it 
properly. “Then, any change to HR-
related data is preapproved as long as 
it is in that environment,” he says.

The assumption should always 
be that virtual machines will move, 
Silverstone says. “If you take this 
supposition and add to it the ‘zone’ 
frameworks [such as his HR exam-
ple], you will be free to move it in its 
defined zone,” he says. “To move it out 
of the zone, a new risk assessment is 
needed, even if it is a simple one.”

The abstraction layer that Farber 
describes would also address the is-

sue of virtual machines 
moving around.

The rules created 
and active in that layer 
“would govern the eco-
system,” including VMs 
as they migrate within 
the environment, Far-
ber says. “You could have a rule that 
says certain data in a given country 
cannot move — physically, logically, 
virtually or otherwise — beyond spe-
cific boundaries. Introducing a layer 
that can provide the capabilities and 
services to help monitor and control 
things like that should make it a lot 
easier to know where your stuff is at 
any point in time, and that is still a big 
issue companies have with adopting 
third-party cloud providers.”

Some think that relying on the 
use of private clouds is the answer to 
providing a secure environment for 
mobile VMs, and indeed many larg-
er companies are building private 
clouds before they embrace public 
shared clouds.

“The easiest thing to do is to build a 
private cloud,” Asprey says. “When 
you can automatically migrate and 

provision virtual 
machines, you can 
also apply policy 
to how you do it. 
That means you 
can define job roles 
and maintain com-

pliance rules. If you are manually 
migrating virtual machines, you 
run a much higher risk of violating 
compliance mandates or introducing 
virtual server sprawl, which is itself 
a security risk.”

An issue that’s likely to come up is 
how to secure a virtual machine on 
a physical server then maintain that 
security when it is moved to a server 
in the cloud in an overflow scenario.

“The set of server protection tech-
nologies doesn’t really change when 
you move from a physical server to 
a virtual server,” Asprey says. “You 
still need inbound and outbound 
firewall, [intrusion detection and 
prevention systems], log file monitor-
ing, antivirus, etc. What does change 
is the form factor.”

When companies are running a 
physical server, they protect the in-
stance on the server, Asprey says. 
“When you are running a virtual 
server, if you’re also in control of the 
hypervisor you can configure a sin-
gle virtual machine to provide pro-
tection for all other virtual machines 
on the same physical server,” he says.

Clearly, the challenge of securing a 
mixed computing environment, in-
cluding mobile VMs, will be an ongo-
ing one for many organizations. Those 
that develop a robust and comprehen-
sive security strategy that includes 
technology solutions as well as policy 
provisions will have the best chance of 
effectively protecting their data.  n

Bob Violino is a freelance writer who   
has covered technology and business for 
more than 25 years. He writes extensively 
about information security, cloud com-
puting, social networking, mobility,  
enterprise applications and other  
topics. He can be reached at bviolino@
optonline.net.

http://www.networkworld.com/news/2010/112410-conducting-a-risk.html
http://www.networkworld.com/news/2010/112410-conducting-a-risk.html
http://www.networkworld.com/news/2012/052912-building-private-clouds-259689.html
http://www.networkworld.com/news/2012/052912-building-private-clouds-259689.html
http://www.networkworld.com/news/2008/043008-interop-virtual-server-sprawl.html
mailto: bviolino@optonline.net
https://www.symantec.com/theme.jsp?themeid=verisign-ssl-certificates#tabs
www.networkworld.com
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Given the complexities of security in 
a mixed cloud environment, users 
say it is important to get your house 
in order before embracing cloud 
computing, while others will stick 
with private clouds as a stop-gap

B y  B o B  V i o l i n o

Keeping 
it prıvate 
to stay  
on top of 
security

C
ompanies in a variety of indus-
tries are grappling with how to 
secure data in an IT infrastruc-
ture that’s evolving, with many 
confining their activities to pri-
vate clouds to stay out in front of 
security issues while waiting for 

tools to address mixed cloud environments.
Beth Israel Deaconess Physician Organiza-

tion (BIDPO) is sticking to a private cloud for 
the time being.  The independent physician 
network and contracting organization offers 
healthcare services through clinics and prac-
tices and is affiliated with the Beth Israel Dea-
coness Medical Center (BIDMC) in Boston.

BIDMC and BIDPO in 2006 initiated a joint 
technology project to deliver a secure electronic 
health records (EHR) infrastructure for more 
than 300 independent physician practices 
located throughout eastern Massachusetts. Us-
ing the system would enable BIDPO members 
to meet all the “meaningful use” criteria speci-
fied for reimbursement by the American Re-
covery and Reinvestment Act (ARRA) of 2009.

When planning the system, the organiza-
tions determined that it made the most sense 
to create a private cloud, and to build an in-

http://www.networkworld.com/supp/2011/enterprise2/040411-ecs-cloud.html
www.networkworld.com
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frastructure that was modular and 
could be scaled up gradually as more 
physician practices came online, 
according to Bill Gillis, eHealth tech-
nical director at BIDMC. To get that 
kind of scalability they opted to em-
ploy virtual servers in a data center it 
leases from IT services provider Aca-
dia Technology Group.

“One of the key features of us-
ing the private cloud in this con-
struct was the ability to ‘template’ 
all of our provisioning and migra-
tions,” Gillis says. This way they 
would have a standard set of defini-
tions and policies that all of the phy-
sicians’ EHR deployments in the 
private cloud environment were built 
upon. “It’s truly helped us manage 
security as well as policy and compli-
ance,” he says. 

BIDMC/BIDPO implemented VM-
ware’s Infrastructure 3 Enterprise 
servers as the foundation for the new 
environment, which also includes 
VMware ESX Server 3, VMotion, 
Distributed Resource Scheduler, 
High Availability, and Virtual Center.

The healthcare organizations also 
deployed Trend Micro’s Deep Secu-

rity to mitigate risks for the virtual 
servers. Deep Security leverages the 
threat intelligence of the Trend Micro 
Smart Protection Network infra-
structure, which combines cloud-
based technology and the expertise 
of TrendLabs (Trend Micro’s global 
network of research, service and 
support centers) to provide real-time 
protection from emerging threats.

The organizations created a multi-
layer security protocol, including 
various perimeter devices such as 
firewalls and network-based intru-
sion detection systems, Gillis says. 
But the most important security 
layer is the Deep Security software, 
he says, which blocks vulnerabilities 
until patches can be developed and 
deployed.

With the software, each virtual 
machine — whether it’s within a data 
center, intranet or public cloud — is 
protected and has a consistent set of 
security policies applied to it. A vir-
tual patching feature enables the or-
ganizations to stop zero-day threats, 
Gillis says.

“Because the data and applications 
we host are patient medical records, 

we currently only employ 
a private cloud environ-
ment,” Gillis says. “Our 
future plans, should the 
technology, and more im-
portantly the security 
mature, [are] to move to a 
hybrid cloud approach.”

In that type of 
mixed environment, 
“when you might tra-
verse cloud borders [pri-
vate, hybrid and public], 
I think a rich security 
toolset that understands 
all those environments 
would be a key design fac-
tor,” Gillis says. “Right now, we have 
to purchase, manage and maintain all 
aspects of our private cloud. Ideally 
we foresee a future where we can fo-
cus on the performance and manage-
ment of the EHR application and shift 
all the hardware and infrastructure 
support and maintenance to a service 
provider.”

A key reason why the organiza-
tions are not yet ready to move to 
a hybrid cloud environment is the 
more complex security picture that 

would result.
“Handing our patient 

data over to be managed 
by a third party is a big 
risk,” Gillis says. “We are 
mandated at the state and 
federal level to protect all 
of our patients confidential 
medical information. These 
mandates carry hefty fines 
and require deep and de-
tailed discovery. Should a 
third-party vendor hosting 
our patient data in a hybrid 
cloud experience a breach, 
who will be left holding 
that bag when the attorney 

general comes knocking?” [Also see: 
“Hospitals seeing more patient data 
breaches”]

BIDMC looks at security “as a total 
multi-layer defense strategy, mean-
ing we are not only concerned with 
the firewall, IDS/IPS, antivirus soft-
ware in the cloud,” Gillis says. “We 
are also concerned with the security 
of the end points, [including] physi-
cian and end-user devices.”

Because the network uses an SSL 
connection via the Internet to the pri-

“ Be sure [your] 
vendor is deeply 
vested in the 
cloud space. 
look past the 
buzz and hype 
and make sure 
the vendor you 
choose can guide 
you along this 
virtual journey.”
–  Bill Gillis, eHealth technical 

director at Beth Israel 
Deaconess Physician 
Organization (BIDPO)

www.networkworld.com/news/2012/041312-hospital-data-breaches-258270.html
www.networkworld.com/news/2012/041312-hospital-data-breaches-258270.html
www.networkworld.com
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vate cloud, end-point security is an 
important part of the security equa-
tion, Gillis says. The organizations 
use end-point security products from 
Trend Micro on all devices.

“From our perspective, we don’t 
really see things as virtual vs. physi-
cal; we just concentrate on the shared 
data on the SAN,” Gillis says. “Our 
feeling is if we can’t secure the end-
point and get a picture of what’s going 
on with the end-point assets, we are 
missing a big piece of the puzzle. Hav-
ing a toolset that can aggregate all of 
your cloud and end-point logs to give 
you that insight is critical.”

Get your house in order
Bremer Bank, a unit of Bremer Finan-
cial Corp. in St. Paul, Minn., that offers 
banking services in Minnesota, Wis-
consin and North Dakota, also deals 
with the challenge of securing an 
increasingly complex IT environment.

The bank is building a service-
based IT organization that leverages 
virtualization and cloud comput-
ing. Securing a mixed environment 
requires policy and technology 
components, says Cory Miller, vice 

president of engineering services at 
Bremer Bank.

On the policy side, it’s necessary to 
create security profiles and require-
ments based on applications and 
data, Miller says. “Apply those to 
your current infrastructure to make 
sure you are following them and you 
can get a handle on the costs associat-
ed with those levels,” he says. “Then 
as you look at tools and infrastruc-
tures or cloud providers you have a 
template to go by for comparison.”

“Levels” are the infrastructure 
model or environment a company 
creates to support a certain level of 
security and compliance, Miller says. 
For example, if a company has an 
external Web server that hosts static 
product documentation or announce-
ments and holds no customer or cor-
porate private information, which 
could be hosted with a lower security 
and compliance level.

“You could go to any commodity 
cloud provider or a standard virtual 
guest in your own infrastructure 
and set that up knowing the risk is 
minimal and costs would be low,” 
Miller says.

Or a company might have an-
other website that has proprietary 
or customer information that needs 
to be secured. “This requires design 
reviews, security approvals and pe-
riodic scanning to confirm it is meet-
ing your compliance requirements,” 
Miller says. “The site would require 
SSL encryption and a ‘hardened’ 
server for a provider or your own en-
vironment to provide. These require-
ments can raise the environment 
costs associated with meeting that 
level of compliance. You could cre-
ate two security profiles that would 
match each of these examples.”

With technology, it’s important to 
look for vendors that can enable the 
organization to manage and isolate 
its virtualized environments, Miller 
says.

“When you have the process and 
methodologies in place to handle that 
you can then look at extending or 
expanding that resource into other 
environments using the same tools,” 
Miller says. “Change management 
is key to the security and compliance. 
If you cannot guarantee or have vis-
ibility to make sure each physical 

host is configured the same you can-
not guarantee guests moving across 
those hosts will behave the same in 
terms of access or compliance.”

Isolation is the next key to using 
virtual machines effectively, espe-
cially when it comes to mobile VMs, 
Miller says. “You need an environ-
ment that can isolate each guest from 
each other within a host and as they 
travel across hosts,” he says. “By do-
ing this you can ensure compliance 
and also leverage your existing phys-
ical resources more effectively.”

If the bank can isolate PCI, HIPPA 
or critical data from each guest, it 
can then combine protected and non-
protected servers on the same physi-
cal hosts, maximizing resource uti-
lization. Bremer Bank uses products 
from Reflex Systems to achieve this.

“We use Reflex to manage the con-
figuration on the hosts as well as man-
age the isolation between those hosts,” 
Miller says. “Our long-term direction 
is to require cloud providers to host 
Reflex, which means we have one se-
curity profile and don’t really need to 
do anything else as we expand or con-
tract resources into the provider.” n

http://www.networkworld.com/news/2012/052912-mcafee-risk-management-259630.html
www.networkworld.com
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Make security the foundational 
component upon which all 
other pieces of the environment 
are built, and make sure 
security vendors understand 
the cloud.
“Convince stakeholders that the dollars 
for this critical background component 
[IT security] are the most important 

dollars they will spend,” says Bill Gillis, 
eHealth technical director at Beth Israel 
Deaconess Medical Center (BIDMC) in 
Boston.

“Whenever you add/change/alter [the 
computing environment], ask yourself in 
advance how that will change or impact 
the security picture,” Gillis says. He sug-
gests looking to security vendors that can 
provide integrated security suites and 

Your needs are unique, but organizations 
across the board are encountering many of 
the same problems as they move to secure 
computing environments that include a 
mix of legacy and different flavors of cloud 
services. Here are tips from people with 
experience on how to get it right.

B y  B o B  V i o l i n o

T i p s  a n d  B e s T  p r ac T i c e s

Effective 
Security  
in a Mixed 
Environment
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that truly understand the cloud.
“Be sure that vendor is deeply 

vested in the cloud space,” Gillis says. 
“Look past the buzz and hype and 
make sure the vendor you choose can 
guide you along this virtual journey.”

Part of the security spending 
should include third-party penetra-
tion tests against the environment 
to ensure the security solutions are 
working as expected. “We do this 
annually and learn something new 
every time,” Gillis says.

Focus on the data. 
“It’s really important to think about 
being somewhat data centric, maybe 
even being a little data retentive” 
when it comes to security, says Mi-
chael Farber, a senior vice president at 
consulting firm Booz Allen Hamilton.

This speaks directly to a key con-
cern among many organizations that 
are contemplating the cloud, or that 
already have moved some of their 
business processes, workloads and 
information to the cloud, Farber says.

“Whether by law, regulation or 
potential risk, they need to know 
and have some control over 
where their data is at any 

time, how it is being used, and by 
whom,” Farber says. “A mixed com-
puting and communications environ-
ment makes that quite difficult and 
appears to be driving an increasing 
demand for ‘rules as a service.’”

Companies also have to watch for 
what he calls the additive challenge, 
“which occurs when data is com-
bined with other data [and] it creates 
new data.” You’ve got to pay attention 
to what’s happening to it, where it’s 
going, who is using it, for what pur-
poses and such, Farber says.

When a company combines data 
from various sources to perform 
analytics designed to create some 
form of intelligence, for instance, new 
privacy concerns might emerge along 
with the potential to trigger a range of 
regulatory controls and restrictions, 
Farber says. “You have to think about 
that and pay attention constantly to 
the data and what’s happening to it,” 
he says.

It’s critical to classify the types of 
data and services that 

can be deployed in 
the cloud, adds 

Ken Owens, vice 
president of 

security and virtualization technolo-
gies at Savvis, a managed hosting 
and collocation provider in Town & 
Country, Mo. and a unit of Century-
Link.

This includes classification of users 
and services that can leverage exter-
nal cloud services, Owens says. Com-
panies should have technical policy 
control definitions based on data 
classification and user authorization, 
he says.

When planning a security 
strategy for the mixed 
environment, look at the 
broader ecosystem. 
“You need to consider the complete 
mix and interrelationships among 
your social, mobile and cloud envi-
ronments,” Farber says.

Many organizations built their 
IT environments over time and in a 
highly fragmented manner, Farber 
says. “There’s no need to approach 
security the same way. Consider the 
broader ecosystem and take a more 
holistic view.”

It’s a lot like a three-tiered chess-
board, Farber says, with play taking 
place across and between all three 

tiers, where the cloud is one level, so-
cial is another and mobile is the third. 
“Your security controls need to reflect 
and work within and across all three 
environments,” he says. “And let’s not 
forget — as much as you might like to 
— your legacy IT.”

set a road map for what 
security requirements need 
to be in place based on each 
tier of application or data you 
are working with. 
“Use this road map and requirements 
as the questionnaire when you put 
a new system in place or look at pro-
viders and tools for applications and 
infrastructure,” says Cory Miller, 

http://www.networkworld.com/columnists/2011/112911-cdw-cybersecurity.html
http://www.networkworld.com/columnists/2011/112911-cdw-cybersecurity.html
http://www.networkworld.com/columnists/2011/112911-cdw-cybersecurity.html
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digital 
spotlıght  securing the Mixed cloud environment

vice president of engineering 
services at Bremer Bank in St. 
Paul, Minn.

“Design your infrastruc-
ture and environment based 
on [this] road map, not to ap-
plications that may fall into 
a specific tier,” Miller says. 
“This forces you to consider 
the tiered environments as a 
whole system that is managed 
and not try to justify it through 
one particular project. By look-
ing at it from the entire system 
perspective it makes it easier to 
compare to hosted alternatives 
and make better-informed 
business decisions.”

Make sure you run 
an integrated server 
security suite on your 
virtual machines. 
“Trying to run several differ-
ent [non-integrated] security 
products can actually increase 
downtime and decrease se-
curity because of manage-
ment complexity,” says Dave 
Asprey, vice president of cloud 
security at Trend Micro.

It’s also a good 
idea to measure 
the performance 
of security tech-
nology early and often dur-
ing the rollout, Asprey says. 
“Companies often miss the 
performance implications of 
server security tools when 
they are deployed on virtual 
machines,” he says. “Virtual-
ization-aware [products] are 
the best option here.”

In addition, make sure vir-
tual machines connect to an 
encrypted volume, and that 
they use a key stored outside of 
the company’s cloud provider, 
preferably with a hosted key 
management service, Asprey 
says.

learn from others who 
have been there before. 
Begin your effort to deploy a 
mixed computing environment 
by defining a set of core and 
common business scenarios 
and use cases that will allow 
you to quickly identify your 
[stakeholders] and define your 
requirements, Farber says.

“These re-
quirements 

should be ex-
pressed in terms 

of the capabilities you’re look-
ing to enhance, replace, add 
or protect to support your 
business operations,” Farber 
says. “Then, think about the 
objectives you want to achieve, 
such as cost control, risk re-
duction, increased agility and 
resilience, and of course better 
security.”

Next, shop those scenarios, 
use cases, and objectives 
across technology providers, 
asking them to provide refer-
ence architectures and refer-
ence implementations that you 
can see, Farber says.

“Many of the top technology 
service, platform and infra-
structure providers are like 
teaching hospitals; they’ve 
encountered and treated hun-
dreds or thousands of cases 
like yours,” Farber says. “If 
they don’t have the exact cure 
for what ails you, they should 
be able to come close. Chal-
lenge them to do so.” n
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