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We have all seen the question of whether or not  
our organization needs business continuity software 
come up many times over the last several years,  
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9. Backup Disasters: How You  
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Even those of you religious about backing up your PC 
data may face a few of the same demons that CIO.
com’s Bill Snyder recently battled. Read on for advice 
on how to make sure your backups don’t behave badly.

11. Will Cloud Backup Services Finally 
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The need for more inclusive backups and shorter recov-
ery windows is driving companies to modernize their 
backup infrastructure
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Determining the best way to back up corporate data can be a challenge for any organization, 
but it’s important to find the right approach. Many mid-sized companies have suffered downtime 
leading to lost business that was caused by a disruption—be it an act of nature, failed systems, or 
human error. To avoid experiencing the impact that such disruptions can have, companies need 
to make disaster recovery and business continuity planning a priority, and consider not only the 
backup technology required but also the policies and processes that should be put in place to mini-
mize the effects of a disaster and ensure that corporate data remains protected and available.

In this eGuide, Computerworld and sister publications CSO, CIO, and Network World, examine 
many of the issues that mid-sized companies grapple with today regarding disaster recovery,  
business continuity, and backup. Read on for expert advice and analysis to help companies protect 
themselves in the face of disaster.
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Disaster Recovery 101: What You Need to Know 

WITH VARIOUS PARTS OF THE 
COUNTRY still reeling in the wake 
of tornadoes, earthquakes, snow-
storms, hurricanes and wildfires, 
recent times have taught us that no 
geographical area is safe. There’s 
never been a more compelling time 
to develop or fine-tune a disaster 
recovery and business continuity 
plan for your business.

Disaster recovery is, quite sim-
ply, being able to continue your 
mission-critical business opera-
tions after an interruption of some 
kind. Companies must be able to 
resurrect their applications and 
processes -- their entire business 

operations -- at the point where 
they were before the outage oc-
curred, says Robert Amatruda, re-
search director for data protection 
and recovery at IDC. And this is 
true whether the outage resulted 
from a natural disaster, a server 
or storage system malfunctioning 
or “someone pulling a plug they 
shouldn’t have,” he says.

While business continuity is 
about being able to keep func-
tions going, disaster recovery 
means being able to get every-
thing back to whole again, ex-
plains Carl Pritchard, senior risk 
management consultant at advi-

sory firm Cutter Consortium. “The 
difference is business continuity 
is keeping the patient alive. Di-
saster recovery is getting them 
back to being healed and walk-
ing again,” says Pritchard, who is 
also the author of Risk Manage-
ment: Concepts and Guidance, 
4th Edition.

And if you think it won’t hap-
pen to you, think again, Pritchard 
says. “At some point, no matter 
what aspect of life you look at, 
the walls come crashing down 
around you. People with a busi-
ness continuity plan and disaster 
recovery plan have the ability to 

get back to a semblance of nor-
malcy in a much shorter span of 
time than those without.” 

Preparedness varies
But many small and midsize busi-
nesses are not prepared for a di-
saster. According to a 2011 SMB 
disaster preparedness survey 
commissioned by Symantec, 57% 
of respondents in small business-
es do not have a plan in place to 
deal with an outage or disruption 
to their computer or technology 
resources, compared with 47% of 
midsize businesses. 

There is more encouraging 

news among larger enterprises; 
in 2010, 66% reported having a 
recovery site for their data cen-
ter and IT operations in the event 
of a disaster or other primary site 
failure, while 30% said they have 
more than one recovery site, ac-
cording to a recent report by For-
rester Research. Yet, the same 
report also noted that disaster 
recovery budgets have “declined 
sharply” since the global econo-
my began a downturn in 2008. 

One byproduct of the decreased 
investment in disaster recovery is 
that actual recovery times from 
disasters or other major business 
disruptions are increasing, a sepa-
rate Forrester report noted. (See 
chart on following page.)

How To
Some good starting points for those new to the discipline By Esther Shein, Computerworld
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Other findings included the 

number of companies with disas-
ter recovery plans in place, which 
stayed flat at 79% between 2007 
and 2010, and that companies re-
ported updating their plans less 
frequently, according to Forrester. 
Testing has also declined. Almost 
a quarter of companies reported 
testing their plans twice a year, and 

around half test once a year, while 
Forrester recommends compa-
nies conduct at least two full tests 
a year followed by several compo-
nent tests throughout the year.

The arrival of Y2K
The latest scenario contrasts mark-
edly with all of the preparations for 
the Year 2000 changeover, which 

some say spurred many compa-
nies’ disaster recovery efforts. 

The so-called Y2K issue cen-
tered on the inability of software 
to deal with a four-digit year -- 
most systems had been designed 
to support only two digits. In the 
years and months leading up to 
2000, companies spent billions 
of dollars replacing or patching 
their applications. 

Many companies address di-
saster recovery and business con-
tinuity only after a national or 
global event or an internal crisis, 
and Y2K filled that bill. “Then all 
of a sudden people get religion,” 
says Pritchard. “It’s not one single 
event. Y2K was a freight train that 
was bearing down on every busi-
ness in the world ... It was a bril-
liant risk mitigation day. 

“Y2K was a driver, and it 

helped popularize the notion [of 
disaster recovery] because orga-
nizations felt if they got caught 
doing nothing it would be the end 
of their organization.” The beauty 
of it was, he says, that not only 
did organizations create plans, 
but they also carried out mitiga-
tion ahead of time. 

But some companies have 
short memories. By the time 9/11 
occurred, some businesses nev-
er fully recovered because they 
weren’t ready for a catastrophe 
and lost everything they had be-
cause there was no plan in place, 
Pritchard says.

Even some of the businesses 
that had the foresight to back up 
their data still lost it. “One of the 
tragedies of 9/11 is some busi-
nesses had their backup data in 
the building itself,” Prichard says, 

while others had stored it across 
the river in New Jersey. Those com-
panies suffered outages because 
of communications problems, but 
they eventually got their data back, 
he says. Now, many of those com-
panies store their data in the Mid-
west, “because it’s unlikely both 
the Midwest and New York City will 
fail at the same time.”

Where to start
Instead of focusing on technology, 
put a solid framework of disaster re-
covery processes in place, and then 
prepare for the most likely causes 
of downtime, Forrester advises. 
IDC’s Amatruda concurs. A discus-
sion about disaster recovery and 
business continuity needs to be-
gin with having processes in place, 
says Amatruda. “Technology doesn’t 
solve your problems,” he says. 

Disaster recovery trends
As investment in disaster recovery 
drops because of the economy:  

2007

fully recover with zero downtime

Source: Forrester Research survey, 2010

recover with no downtime 

2010

30% 13%

http://www.symantec.com
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 Most important is being able 
to establish what the acceptable 
levels are for outages that your 
company can tolerate, he says. 
For companies such as financial 
institutions, the acceptable down-
time is obviously zero, while oth-

ers may have different tolerances. 
“When you do things like back 

your servers and systems and 
workstations up, you clearly want 
to make sure the processes you’re 
using really set the foundation for 
disaster recovery,” he notes. Typi-

cally, companies back up their 
data daily and weekly and move it 
off-site monthly if they use digital 
tape, he says.

Disaster recovery turnaround 
time is a key driver, concurs Geoff 
Woollacott, senior analyst and en-

gagement manager at technology 
consulting firm Technology Busi-
ness Research, Inc. “Data recovery 
is about backing up; I don’t care 
how you do it, [but] when it goes 
down, you want it up immediately.” 

Like Amatruda, Woollacott also 
emphasizes that companies must 
first do a business-process analysis 
that looks at the core data streams 
of the business, and only then es-
tablish how to prioritize or catego-
rize the different data. “You struc-
ture where the data will be stored 
and how it will be accessed,” he 
says. “Based on that, you look at 
cost, capacity and tolerance for 
downtime, and layer it in.” 

What can’t you live without? 
When thinking about data protec-
tion, businesses must also define 
what is critical: What are the most 

important aspects of their infra-
structure and their data? “The 
problem is a lot of organizations 
and individuals say everything is 
mission-critical and they have to 
back up every JPEG ... bag that,’’ 
says Pritchard. “No one has time 
for that. It’s like triage in a hos-
pital. Figure out the pieces that 
have to be dealt with first.” 

Rule number one is to deter-
mine where to store your data 
away from your physical business 
site in the event of a natural di-
saster and what to use. “Will it 
be a bunch of tapes stored in a 
vault? Or will it be a data center 
that’s [running] at 60% of what 
you do now?” says Woollacott. 

The data has to be moved to 
a remote site, agrees Amatruda, 
and companies need to make 
sure it is RAID (Redundant Array 

How To

CONDUCT A DRILL. Once you have a plan that says, 
“Here is where my data is going to be kept, here’s how 
my processes will be implemented and here’s what 
we’ll do the day of a disaster,” then conduct a dry run. 
Do a drill at least once a year.
DON’T WAIT UNTIL AFTER THE FACT. Waiting until af-
ter a disaster strikes is costly and, for SMBs in particular, 
could mean the end of the business. Identify key systems 
and data that are essential to running the business.
ENSURE INFORMATION IS COMPLETELY PROTECTED. 

Be sure to implement appropriate security and backup 
systems for all important files, such as customer re-
cords, employee files and financial information. Make 
sure they are saved to both an external hard drive and 
an off-site location.
TEST FREQUENTLY. Plan to do disaster recovery testing 
regularly, as well as anytime there are changes in the 
work environment.
REVIEW THE PLAN. Make sure to review the disaster pre-
paredness plan at least once a year, if not more frequently.

A Checklist
Here’s how to prepare to keep your business going:

Sources: Symantec and Computerworld reporting

http://www.symantec.com
http://www.computerworld.com
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How To
of Independent Disks)-protected, 
meaning that if you have one disk 
drive experiencing a malfunction, 
it won’t bring the whole system 
down. “More and more compa-
nies and officers are demanding 
their data is moved off-site over 
the wire through replication tech-
nology or mirroring, depending on 
what vendors you’re using,’’ Ama-
truda says.

Determining the type of tech-
nologies and vendors you will 
want to work with depends on 
whether you are running legacy 
systems or newer systems, Wool-
lacott says. Besides replication 
technologies, companies need to 
have products that can do con-
tinuous data protection. That’s 
where the storage software moves 
the data or backs up that data 

in very short periods of time, he 
says. “So if there’s an outage, the 
customer is able to resurrect the 
data from any point in time.” That 
way, the data can be close to cur-
rent whenever it is restored.

Other technologies to look at 
include solid state drives (SSDs) 
to store data, as well as virtual 
drives, which trick the system into 
thinking they are physical drives. 
Another option for storing your 
data includes cloud back-up ser-
vices, which are off-site scalable 
servers used to store and retrieve 
data. It’s critical to replicate or 
mirror the data to a data center 
outside of the metropolitan area 
you’re located in on a frequent 
basis, so if your primary site goes 
down, you can have continuous, 
uninterrupted operations, Ama-

truda emphasizes. One way to do 
this economically is to use a data-
center colocation vendor. 

Wherever your data is stored off 
premises, make sure to ask about 
the provider’s security measures. 
“A key term is encryption; soft-
ware protection of your data when 
you’re allowing it outside the walls 
of your company,’’ Amatruda says, 
especially if you are backing up 
your data to a public cloud. Using 
antivirus and authentication soft-
ware is also important, he says. 

A pragmatic approach
Don’t ignore your own physical 
property, either. Is your building 
close to a river that can flood, 
or is your data center near any 
plumbing that could get flooded? 
Are there sprinklers in your data 

center that could ruin your tech 
gear if they go off? 

“It could be really mundane 
things that play themselves out to 
the point where the business may 
have very unforeseen and detrimen-
tal consequences,’’ Amatruda adds. 
Companies should also use surge 
protection in the event of power out-
ages or unplanned voltage spikes.

In the midst of trying to protect 
their data, companies can miss 
the boat on identifying other as-
pects of the business that they 
need for their operations, says 
Pritchard. “They back up till next 
Tuesday but they will fail to set up 
a communications network that 
will enable them to talk to their 
customers. They forget what they 
do in the course of a work day.” 

He suggests looking around 

your office and asking yourself 
the question, “Who couldn’t I live 
without?” By identifying the peo-
ple who are instrumental in your 
business you can often identify 
the data and the processes they 
touch, Pritchard says. 

In the final analysis, the down-
fall of a lot of organizations is that 
they have “one thin veneer of di-
saster recovery” because they’ve 
only looked at one aspect of their 
operations, says Pritchard. It may 
be their computers, their data or 
their physical facility. “The prob-
lem is very few organizations look 
at ... the communications, the 
networks, the personnel, the pro-
cesses. Without looking at that 
whole big-picture view, they will 
lose something when disaster be-
falls them.” •

http://www.symantec.com
http://www.computerworld.com
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WE HAVE ALL SEEN THE QUES-
TION of whether or not our organiza-
tion needs business continuity soft-
ware come up many times over the 
last several years, and it is a ques-

tion worth seriously considering. 
However, it might first be help-

ful to ask, what exactly is business 
continuity software? It can be many 
things actually. Some packages are 

very integrated and provide solu-
tions for a multitude of business 
continuity objectives, while others 
are very subject-matter or industry 
specific. Likewise, some programs 

are easier to use than others, while 
several collect information that 
might be excessive for an emergen-
cy, but advantageous during audits.

Over the years, I have found that 
I continuously develop strategies to 
address the following needs.

1 Business Continuity—
to prioritize and document 
“work-around” plans to rely on 
until the business is returned 
to normal.

2 Disaster (IT) Recovery—
to prioritize and document IT 
recovery plans.

3 Crisis Management—to 
document crisis response 
requirements.

4 Leadership Succession—
to ensure proper leadership is 
always available.

5 Incident Command—to 

track issues during both  
exercises and actual incidents.

6 Business Impact  
Analysis—to support risk 
and business impact analysis 
activities.

7 Communication/ 
Notification/Escalation— 
to document contact require-
ments for all internal and ex-
ternal stakeholders, with the 
ability to automatically notify 
and escalate as needed.

When it comes to the use of 
business continuity software, there 
are really two distinct thoughts. On 
the one hand, you have your dis-
tractors, claiming there is no need 
or advantage to using pre-packaged 
software when your skilled employ-
ees can easily build what you need 
with software you already own. On 

Does My Company 
Need Business  
Continuity Software?

Expert Advice

We have all seen the question of whether or not our 
organization needs business continuity software come 
up many times over the last several years, and it is a 
question worth seriously considering.  
By Stieven Weidner, CSO

http://www.symantec.com
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the other hand, you have individu-
als that strongly believe that a well-
developed software package makes 
creating and maintaining plans 
much more efficient, leaving your 
employees time to solve other more 
important business problems.

Well, in my opinion, they are 
both right. I have worked for a few 
national and global companies 
where the best way to support their 
Business Continuity Program (BCP) 
was to use a software package. 
However, my experienced advice is 
to be prudent in what you chose, 
because the effort it takes to input 
data into some of these packages 
may far outweigh their benefits.

Case in point: I was hired as a 
Business Continuity Manager for 
a national healthcare organization 
and was provided with a software 
package that I was to implement 

nationally. The time investment this 
particular software required was 
tremendous. In fact, the investment 
was so great that we scrapped it 
two years into its development. A 
significant waste of time, money, 
and energy for all involved, with 
my reputation on the line (though I 
was not even part of its selection).

What did our company do? Well, 
we really had few alternatives. Every-
one using the software tool--myself 
included--despised it, and we had 
no additional money in the budget 
to purchase another tool. We were 
thus forced to make the best of our 
office suite (i.e., word processor, 
spreadsheets, flowcharts, etc.) to 
develop our business continuity (BC) 
and disaster recovery (DR) plans.

At first, this seemed like a great 
idea. Many of the departments al-
ready had some or all of their plans 

developed using word processor or 
spreadsheet programs, and those 
that did not aligned quickly with the 
program. Then, at about six months 
into the development process, we 
initiated a plan maintenance review. 
While initially it was easy to build 
plans in a word processor or spread-
sheet, it became apparent very 
quickly that plan maintenance would 
be challenging. We were now close 
to seven months into the process 
and in reality no farther along than 
we were using the software tool.

The crossroads
Since healthcare is a regulated in-
dustry, it was imperative for us to 
have BC plans and DR plans, also 
known as IT recovery plans, in place. 
Should I continue developing our 
plans using our office suite, know-
ing its limitations, or look at another 

BCP software package? My business 
leaders and I had a brief discussion 
about my dilemma; their response 
went something along the lines of:

“As long as we have something 
that works, it really shouldn’t matter 
what we use. In fact, we’ve already 
purchased the best software package 
available--why would we spend more 
money just for a similar outcome?”

I have to admit, if I were in their 
position, I would have given the ex-
act same answer.

However, as a Business Continu-
ity Manager, it was my job to make 
our BC/DR program work. I already 
knew I couldn’t go back to what we 
had; the users and I simply could 
not work with the software, and rely-
ing on our office suite, though easy 
to use and without cost, just was 

not meeting the needs of our multi-
state, multi-facility environment.

As mentioned, there are really 
two avenues to consider when cre-
ating BC/DR plans. You can use a 
pre-packaged software product or 
rely upon your company’s standard 
office suite. Each has its advantag-
es and disadvantages.

Office suite: The main advantage 
of using your company’s office suite is 
that everyone is already familiar with 
the software, so training is generally 
not an issue--and it is budget-friendly, 
with no additional cost associated.

The main disadvantages are that 
this solution is unable to generate 
reports (e.g., Plan A is XX% com-
plete), your plans may not look uni-
form, and maintenance can be a se-
rious challenge. In my opinion, plan 
maintenance is the office suite’s 

Expert Advice

http://www.symantec.com
http://www.computerworld.com
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Achilles’ heel. In the case of the 
healthcare organization I was work-
ing for, a single name change had 
the potential to affect thirty-plus 
plans - a very inefficient process 
when updating manually.

Packaged software: The main 
advantages to a well-designed soft-
ware package are that it guides your 
planners through the process; cre-
ates plans with a similar look and 
feel; and streamlines plan mainte-
nance. Many software packages also 
include the ability to generate re-
ports, and may support other tasks 
with Incident Command and Notifi-
cation functions, to name a few.

The main disadvantages are the 
cost and the potential for the software 
to be somewhat limiting or inflexible 
for a company’s particular needs.

As a national healthcare organi-

zation with a very complex environ-
ment, we clearly needed a software 
product. We spent approximately 
six months investigating new BC/
DR software packages and quick-
ly learned that some of the less 
established companies provided 
some of the best software avail-
able. We leveraged an independent 
research firm’s product briefs, the 
vendor’s own product information, 
and recommendations from my 
peers to quickly narrow our list. We 
then gathered a small task group 
comprising of myself and a few oth-
er users who tested the products 
and graded each one in the follow-
ing four categories:

• Implementation
• Functionality
• Performance
• Support
The benefit of using this process 

was that the winner quickly bub-
bled to the top and the users al-
ready had product “buy-in.” It was 
early in the budget cycle, so I devel-
oped and presented an ROI com-
parison matrix comparing the BC/
DR program with and without the 
selected software tool.

The tool was the clear winner 
and my leaders added it into the 
following year’s budget.

Moving ahead a few years: I now 
work for a small consulting firm where 
many of our clients, both established 
and new, are facing these same de-
cisions as they embark on their own 
BC/DR programs. As I start guiding 
my clients through their program de-
velopment, I have come to realize 
that each solution has a place in our 
industry. If you are a large organiza-
tion with a very complex environment, 
a well-organized software package will 

most likely provide great benefit over 
trying to do everything with your office 
suite. Many large companies have to 
deal with multi-state and/or global fa-
cilities. A good software package can 
help organize this environment and 
even provide a snapshot of the entire 
company’s current recovery state.

On the other hand, if your compa-
ny is small or medium in size or has a 
less complex environment (i.e., only a 
few departments or facilities), the use 
of pre-packaged software may not be 
as beneficial. In fact, the time, effort, 
and even the outputs--impressive as 
they may be--probably are not really 
necessary. Still, if your company is 
part of a regulated industry, the abil-
ity to print reports and provide clean, 
well-organized plans might make a 
package worth the investment.

Bottom line: If you were look-
ing for a clear-cut way to determine 

if BC/DR software is best for your 
company, I am afraid it is just not 
that easy. As a business leader, your 
role is to guide your Business Conti-
nuity Manager to accurately vet your 
company’s requirements. Only then 
can you determine the best possible 
solution. If you do not have a Busi-
ness Continuity Manager on staff, it 
may be wise to enlist the counsel of 
a third-party, vendor-neutral organi-
zation or individual to help identify 
the best solution for your company.

As business leaders, you are 
tasked to ensure the viability of 
your company even through unex-
pected events. The success or fail-
ure of your BC/DR program is criti-
cal to that viability.

Stieven Weidner is a Senior Manager 
at navigate, a business-management 
consulting firm.

Expert Advice
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Backup Disasters: How You Can Avoid Them
Even those of you religious about backing up your PC data 
may face a few of the same demons that CIO.com’s Bill Snyder 
recently battled. Read on for advice on how to make sure your 
backups don’t behave badly. By Bill Snyder, CIO  

AS POET ROBERT BURNS fa-
mously put it, the best laid 
schemes o’ mice an’ men gang aft 
a-gley, that is, they often go awry. 
I’m thinking of those lines as I 
struggle to clean up a backup and 
subsequent hard drive replace-
ment that went seriously wrong. 

I’m not exactly a bozo when it 
comes to hands-on work with a 
PC; I’m very diligent about back-
ing up my work; I hold on to in-
stallation disks of programs I’ve 

purchased and keep an eye on 
the health of my system. So I was 
surprised, and yes, a bit embar-
rassed, when it looked like I’d lost 
some 4,000 emails (including ar-
chives), most of the playlists in 
my iTunes library and the use of 
the fairly expensive Adobe ADBE 
Photoshop Elements. 

Ultimately, I managed to solve 
nearly all of the problems I creat-
ed for myself. Here are five essen-
tial tips to keep your well-planned 

backup from going astray. Re-
member, the best backup in the 
world is useless if you don’t have 
a logical way to restore that data.

• Be sure you really understand 
the backup procedures that 
are part of many programs, 
particularly e-mail, password 
managers and iTunes. 

• Test your backup/recovery 
every now and then to be 
sure it actually works the way 

you want it to. That includes 
backups to the cloud. 

• Don’t make the mistake of 
installing recovery software 
on a drive that may become 
inaccessible. 

• If you’ve purchased software, 
you’ve got to keep more than 
the original install disks; 
make note of the security key 
that many publishers annoy-
ingly put on the package, not 
the disks. If you’ve download-
ed the software, be sure you 
keep a copy of the key on an 
external drive. And although 
it’s annoying, fill out those 
registrations forms you get 
on install and send them in. 

• If you’re replacing a hard drive 
that still works (maybe it’s 
simply too small), keep it in 
a USB enclosure so you can 
pull data off it in a pinch. 

Read the help files first
I really do live in my e-mail. I con-
tact so many people from so many 
companies and organizations that 
putting all of those contacts into a 
database or text files is simply too 
laborious. And the mails contain 
much more than just contact in-
formation. I simply would be ham-
strung without them. 

Rather than use Web mail, I 
keep my e-mail on a local drive 
using Thunderbird Mozilla as my 

Expert Advice
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mail client. Not only does that 
keep everything handy whether 
I’m online or not, but I can do a 
really good job indexing it with 
Thunderbird’s built-in capabilities 
plus a handy desktop search ap-
plication called Copernic. 

What’s not to like? Thunderbird’s 
backup scheme (you knew I was 
going there, didn’t you?) is kind of 
wonky and not built in. You’ve got 
to root around your hard drive and 
find a profile folder and copy that 
to another drive. It should be trans-
parent, say the friendly geeks on 
the Thunderbird boards. But it ap-
pears, and I admit that I still don’t 
quite understand why everything 
doesn’t moves smoothly when the 
profile is copied.

So when I reinstalled the pro-
gram, I had none of my e-mails. I 
didn’t panic—not at first anyway. I 
went on the Web, rechecked the 
instructions and again copied the 
folder from my backup on an ex-
ternal drive to my new “C” drive. 
Nope. Still didn’t work, though 
when I looked harder at the back-
up I found most of the folders, but 
none of the several thousand e-
mails that were simply in the inbox.

To begin with, here are two 
things to help you avoid this prob-
lem. If you’re not using Web-
based email, (and maybe a les-
son here is that it does have 
advantages) be really, really sure 
you understand the backup and 
recovery procedures. 

The way I solved the problem—
at about two in the morning—was 
this: Because I was so concerned 
about losing stuff, I kept my old 
hard drive and spent $35 for a 
USB enclosure that allowed me to 
use it as an external drive. I then 
searched it using keywords I knew 
were in the e-mails and found the 
inbox, hidden deeply in a nest of 
obscure directories. Yikes, what a 
pain. But that leads me to sugges-
tion number two: if you’re old hard 
drive isn’t dead, keep it because 
you may need to pull stuff off it. 

What not to throw away
Another lesson: I have a very 
large Seagate external drive I use 
for backup and a place to store 

big photo and music directories I 
don’t need on my laptop. It came 
with a nice little program that au-
tomates backups and restores. 
But I carelessly installed the soft-
ware on my local drive, and when 
I replaced it, I couldn’t do the au-
tomated restore, but rather had to 
drag and drop everything. Pretty 
dumb. So that’s lesson number 
three: Store backup software on 
an external drive. 

As I mentioned, I had a prob-
lem when I tried to reinstall Ado-
be’s Photoshop Elements. After I 
loaded the software it asked me 
for the registration key. It wasn’t 
on the CD; frustratingly, it re-
sides on that long ago recycled 
box. Fortunately, I had registered 

it, so when I went to the Adobe 
Web site I was able to retrieve 
the order number and give that to 
someone in sales who then gave 
me the key. All of that took some 
time that I wouldn’t have wasted 
if I had simply jotted down the 
key when I bought the software.

Finally, iTunes. There’s an  
Apple support page I should have 
looked at, but didn’t, and wasted 
lots of time finding my playlists 
and ringtones. 

I’m up and running with almost 
nothing lost—except a bunch of 
time I’ll never get back and a few 
hours of sleep. Hopefully, you’ll 
avoid the pitfalls that I didn’t, 
and keep your backup from going 
astray.•
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TAPE BACKUP IS DEAD. Long live 
tape backup.  

The bane of many an IT pro’s 
existence, tape backups have 
been around for decades, frustrat-
ing the folks who have to rotate 
the tapes, troubleshoot backup 
failures, ship the tapes to offsite 
locations, track down lost tapes, 
and deal with the aftermath of 
unreadable tapes. 

While technologies exist to 

vastly improve backup and recov-
ery processes, many companies 
have delayed modernizing their 
backup infrastructure. Now a con-
fluence of factors - greater stor-
age demands, the need for faster 
data recovery, and the availability 
of cloud-based backup services - 
is spurring action. 

“Backup is really the insurance 
policy that you hope you never 
have to cash. As such, it’s easy to 

skimp a little bit on that insurance 
policy,” says Dave Russell, re-
search vice president at Gartner. 

Companies have been skimp-
ing for many years, and backup 
systems haven’t kept pace with 
the rest of the IT environment. But 
the disparity is becoming impos-
sible to ignore, particularly as the 
gap between business users’ ex-
pectations of data recovery and 
the reality of recoverability wid-

ens. “The business believes that 
it’s far more recoverable than it 
really is,” Russell says. 

One challenge is how to protect 
virtualized environments, which 
pose technical and performance 
difficulties for traditional backup 
systems. Another issue is how 
to protect and recover data cre-
ated at the edge. More business-
critical information is contained 
on laptops and tablets - which 

may not be backed up. If they are 
backed up, it might take 24 hours 
or more to get back the data, 
which may be more than a few 
days old depending on the fre-
quency of device backups. 

The business isn’t fully aware, 
and IT isn’t entirely forthcoming, 
about all of the challenges. But 
that’s changing.

“Increasingly, there’s an under-
standing and an appreciation that 
we have to protect more of our as-
sets - such as branch offices, re-
motes, desktops, laptops, even 
test and development data -- and 

Will Cloud Backup Services Finally 
Put Tape Backups In Trash Can?
The need for more inclusive backups and shorter recovery windows is driving companies 
to modernize their backup infrastructure  By Ann Bednarz, Network World  

News Analysis
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that we have to be able to bring 
it back in a shorter amount of 
time,” Russell says. 

A virtual world
IT initiatives such as server virtual-
ization and data center consolida-
tion are highlighting the need to 
modernize backup and recovery 
systems. Virtualization, in particu-
lar, has disrupted traditional back-
up processes and forced compa-
nies to reconsider their approach. 

One issue has to do with re-
source consumption and efficien-
cy. “Taking a full backup copy of 
your data is incredibly resource 
intensive. It takes a fair amount 
of CPU, a fair amount of memo-
ry, and most importantly, a huge 
amount of I/O,” Russell notes. “If 
you were to kick-off full backup si-
multaneously for six to eight virtu-

al machines on a physical server, 
it would saturate all the available 
resources of that physical server.” 

Another issue is recoverabil-
ity in a virtualized environment. 
In some cases a company might 
want to bring back a full virtual 
machine. But in a lot of cases, 
the “disaster” is localized, such 
as the loss of a file or a corrupt 
application, and a company may 
only want to restore that one file, 
for instance. That kind of granu-
larity has been lacking. “Tradi-
tional backup has had a hard 
time peeking into the virtual ma-
chines just to get the data that’s 
required,” Russell says. 

Backup vendors have been ad-
dressing those issues and outfit-
ting their software with new ca-
pabilities geared for virtualized 
environments. Increasingly, those 

new capabilities are being baked 
into disk-based data capture and 
data recovery products. As enter-
prises look to update their backup 
software, many are simultaneous-
ly moving away from tape-based 
solutions to disk-based backup. 

The current generation of enter-
prise disk-based backup and re-
covery tools tout features such as 
data deduplication, snapshots, 
heterogeneous replication, and 
real-time backups. There’s a wide 
range of vendors in the market, 
including storage stalwarts EMC, 
IBM, Symantec and NetApp as 
well as smaller specialists such 
as CommVault, FalconStor Soft-
ware, Asigra, i365, and BakBone 
Software (which Quest Software 
is acquiring). 

Real-time backup, or continu-
ous data protection (CDP), cap-

tures every change made in a file, 
keeping a record of the changes 
and enabling companies to ini-
tiate a recovery from whichever 
point they wish. 

Engineering firm Strand Asso-
ciates is using CDP technology 
from FalconStor to protect data 
across its 11 U.S. offices and sig-
nificantly speed data recovery 
operations. The ability to recover 
data from disk in just minutes has 
changed the way the firm oper-
ates - not only the IT team, which 
no longer spends hours struggling 
with tape and backup adminis-
tration, but also the end users, 
who work on enormous engineer-
ing files and can revert to old ver-
sions easily rather than duplicat-
ing work. 

Because it’s so easy to recov-
er data from disk, the IT team at 

Strand does hundreds of restore 
jobs each year, says Justin Bell, 
network engineer at the Madison, 
Wis., firm. “We view it as a ser-
vice that we can provide to our 
users,” says Bell, who estimates 
the recovery time for most files is 
about 3 to 5 minutes. “If some-
thing happens to a file, or you’re 
designing a roadway and you 
put some wrong numbers in and 
you’re an hour into it, don’t spend 
a lot of time redoing it. Just call 
us, and we’ll get your file back.” 

Another disk-based backup tech-
nology that’s getting enterprise at-
tention is the use of storage array 
snapshots as part of an enterprise 
backup and recovery scheme. 
CommVault, for instance, can inte-
grate with storage platforms from 
vendors such as NetApp, EMC and 
Dell to schedule and manage ar-
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ray-based snapshots. 
“We can automatically connect 

to those storage arrays, and we 
can start to manage multiple ven-
dors’ snapshots for backup and 
recovery,” says Dave West, vice 
president of marketing at Com-
mVault. In addition to manag-
ing multiple vendors’ snapshots 
under a single framework, Com-
mVault can copy the snapshots to 
tape, for instance, for long-term 
retention purposes. 

Tape hangs around
While disk-based backup is on 
the rise, tape isn’t going away 
anytime soon.

Six years ago, enterprises 
backed up directly to tape 63% of 
the time, Gartner’s Russell says. 
Today, enterprises back up direct-

ly to tape -- without any disk - just 
13% of the time. But that’s not the 
whole story. Another 65% of enter-
prises have adopted a disk-to-disk-
to-tape approach, whereby they 
back up to disk first and then write 
to tape. “That means 78% of the 
enterprise market has at least a 
little bit of tape somewhere in their 
backup process,” Russell says. 

Even vendors on the cutting 
edge of disk-based backup ac-
knowledge there’s a place for tape.

“Tape has a role in the manage-
ment and retention of data. Tape 
is a very economical, long term 
medium,” CommVault’s West says. 
“When you have requirements to 
store data indefinitely, you can 
stick it on tapes and store them in 
a mine somewhere. It’s a very effi-
cient way of storing the data.” 

It all comes down to tiers. To-
day’s enterprises can provide 
more levels of recovery than in 
the past via a multi-tiered back-
up and recovery approach. For 
the most critical systems, a large 
enterprise might opt to replicate 
data through high speed fiber-op-
tic lines to a backup data center, 
for instance. For less critical re-
sources, a company might opt to 
backup to disk and replicate that 
disk over the WAN, recognizing 
that recovery might take a little 
more time, or the backup systems 
might run on slightly slower hard-
ware. For long-term archiving - of-
ten for regulatory requirements - 
companies may keep using tapes, 
shipped offsite for storage. 

Increasingly, one of those tiers 
might be the cloud.

“In addition to sending physical 
tapes off to some locked-up facili-
ty, you might also want to be able 
to electronically vault your data to 
some other location for disaster 
recovery purposes or just to have 
another copy for long-term reten-
tion of your data,” Russell says of 
cloud-based backup options. 

Interest in cloud-based backup 
is growing. For some companies, 
cloud-based backup offers an op-
portunity to outsource something 
they don’t want to keep doing in-
house. For others, the cloud rep-
resents just one more backup tier 
to be exploited. For midsize enter-
prises that don’t have the resourc-
es to build out their own recovery 
infrastructures, cloud services can 
offer a means of more immedi-
ate recoverability that tape could 

provide. By 2014, 30% of midsize 
enterprises will adopt cloud ser-
vices to support IT operations re-
covery, Gartner predicts. 

While not every organization is 
prepared to relinquish backup to 
an external provider, the trend to-
ward a multi-tiered backup infra-
structure is going strong. More 
than 50% of midsize organiza-
tions and more than 75% of large 
enterprises will implement tiered 
recovery architectures by 2013, 
Gartner predicts. 

The expanding range of back-
up choices gives enterprises of 
all sizes a lot more options for im-
proving broken backup systems, 
Russell says. “You can think of it 
as a rich palette of colors where-
as before we were in a mono-
chrome world.”•
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Shedding Light on Backup  
and Availability Challenges in 
Virtual Environments

White Paper

This IDG white paper explores specific backup and avail-
ability challenges organizations must surmount as they 
move to virtualize their business-critical applications. It 
then shows how attaining proper service levels for these 
applications requires a high degree of visibility into the 
VMware virtual environment.

Reduce OpEx While  
Accelerating Server  
Virtualization Projects

White Paper

Contemporary server virtualization technology burst onto the  
enterprise IT scene roughly a decade ago -- an eternity in IT 
terms. But for the majority of IT organizations today, no slow-
down is in sight. Virtualization remains a huge investment 
priority. In fact, 63% of respondents to ESG’s most recent IT 
spending survey have confirmed that they intend to increase 
outlays this year for virtualization and related private cloud 
infrastructure software.

Download

Trends in Data Protection 
Modernization in 2012 

White Paper

ESG recently completed two research projects that combine to give 
some interesting insights into modernizing an enterprise’s data-
protection strategy. ESG research shows that the top-two areas of 
investment in 2012 are related to:

• Improving backup and recovery
• Increasing use of server virtualization

The tie-combination of these two is not a surprise considering 
the commoditization of virtualization. Server virtualization is no 
longer an “if” but a “when” for most IT environments. With the 
proliferation of virtual machines, along with the momentum  
toward private cloud architectures that dynamically create virtual 
machines and data sources, IT environments are rediscovering 
backup as a core IT challenge.

Download
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