Digital Spotlight | Storage

Computerworld
®

Peer Perspective. IT Leadership. Business Results.

| C o m p u t e r w o rl d . c o m | M ay 2 0 1 2

Cloud Storage
a Steep

Climb

Companies in various vertical industries are taking
tentative steps toward the savings, and risks, of the cloud.

Also inside: Bottlenecks in the Cloud | Extreme Storage | The Elusive Storage Utopia

This issue | May 201 2

COMPUTERWORLD
P.O. Box 9171
492 Old Connecticut Path
Framingham, MA 01701-9171
(508) 879-0700
Computerworld.com

Digital Spotlight | Storage

»

Editorial

Editor in Chief
Scot Finnie
Executive Editor
Julia King (events)
Managing Editors
Johanna Ambrosio (technologies),
Ellen Fanning (features),
Sharon Machlis (online),
Ken Mingis (news),
Bob Rawson (production)

14
Extreme
Storage

Director of Blogs
Joyce Carpenter
Art Director
April Montgomery
Features Editors
Barbara Krasnoff (reviews),
Tracy Mayor

National Correspondents
Julia King, Robert L. Mitchell
Reporters
Sharon Gaudin, Matt Hamblen,
Gregg Keizer, Lucas Mearian,
Patrick Thibodeau,
Jaikumar Vijayan
Copy Editor
Christina Collins

Cloud Storage a Steep Climb
6 Organizations in industries such as healthcare, finance, manufacturing and media are as
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Tech Trenches
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Like the other issues in this series,
Computerworld’s latest Digital
Spotlight is a bonus, themed edition
of the magazine. In this issue, you’ll
learn how savvy storage administrators are dealing with growing
volumes of stored data while improving performance.
Enterprises are as concerned as
ever about data security and privacy. But in our cover story, “Cloud
Storage a Steep Climb” (page 6), IT
leaders in industries such as healthcare, finance and manufacturing
say that, with proper precautions,
there’s no reason to shy away from
storing data in the cloud.
Sending apps and storage off-site
can solve some problems but create
others. In “Bandwidth Bottlenecks”
(page 12), experts suggest ways to
avoid network slowdowns through
training and testing. And in “Exwires, according to IBM. To keep prices
treme Storage” (page 14), you’ll
down, researchers have been looking for
read about innovative approaches
ways to incorporate optical signal technolto handling massive data stores at
ogy into chips manufactured using standard
some of the most recognizable orlow-cost, high-volume techniques.
ganizations in the country.
IBM scientists developed the Holey
And finally, “The Elusive Storage
by boring 48 holes through a standard
Utopia” (page 16) investigates when
90-nanometer silicon CMOS chip. The holes
it might be possible to put data onallow optical access to 24 receiver channels
line and retrieve it
and 24 transmitter channels, the
decades later from
company explained.
Get Breaking news at
Computerworld.com
the same device.
The new chip is built with
We hope you
components that are commercially
like this Digital Spotlight. Look for
available, throwing open the possibility that
new installments soon.
it could be manufactured in large volumes,

Optical technology

New IBM Chip Transfers Data at 1Tbps

I

BM announced that it has developed a
prototype optical chip that can transfer
data at 1 terabit per second — that’s
equal to the volume of traffic that
would be generated by downloading 500
high-definition movies.
The chip, called Holey Optochip, is a
parallel optical transceiver consisting of both
a transmitter and a receiver. It transmits
data via light pulses and was designed to help
corporate and consumer networks handle the
large amounts of data being created as a result
of the use of new applications and services.
It’s expected to power future supercomputer
and data center applications — two areas
where IBM already uses optical technology.
Optical networking can significantly
improve data transfer rates by using light
pulses instead of sending electrons over
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IBM said. The transceiver also consumes less
than 5 watts, making it a candidate for use
in green computing initiatives.
– John Ribeiro, IDG News Service

Scot Finnie is Computerworld’s
editor in chief. Contact him at
sfinnie@computerworld.com and
follow him on Twitter (@scotfinnie).
C o m p u t e r w o rl d M ay 2 0 1 2
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Cloud Storage
a Steep

Climb

Companies in various
vertical industries
are taking tentative
steps toward the
savings — and risks —
of the cloud.
By Beth Schultz

I

t’s been six years since Amazon introduced

its groundbreaking Simple Storage Service — or
S3, as it’s more commonly known. But despite
that offering’s track record, many enterprise
IT executives still struggle with the notion of
using cloud-based storage services to hold their
corporate data.
Whether they’re in manufacturing, finance,
healthcare or education, IT professionals are
as concerned as ever about data security and
privacy, with regulatory compliance weighing
heavily on their minds, so they fret about sending data
off-site. Likewise, they wonder whether performance will
be adversely affected if there’s a long distance between an
application and its storage site.
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cover story
For reasons such as those, “we’re really not seeing
much willingness to put enterprise data in the cloud
yet,” says Adam Couture, a Gartner storage analyst.
That isn’t to say that enterprises are shying away
from cloud storage entirely. Many companies in vertical markets of every ilk have found the cloud to be a
perfect fit for their backup, archival and file data. In
other words, the cloud makes sense when speed of
retrieval isn’t an issue.
And Couture says the perception of the cloud’s suitability as a storage medium for mission-critical data and
applications will change over the years, as enterprises
grow to accept public cloud computing in general.
“If you’re running Amazon EC2 [the company’s
cloud computing service] and S3, and the storage is
in the same physical location as the server, latency
becomes a nonissue, and you won’t be charged every
time you move the data, because it’s local,” he says.

Storage That’s Simple

In fact, you can already find notable organizations
using cloud storage in a variety of industries. Turning
to the cloud is a logical move when you’re involved in
distributing a lot of data to a website, perhaps with
the help of a content delivery network. Indeed, prime
examples of cloud storage users are companies in
media, retail and other verticals that are accustomed
to finagling content delivery over the Web.
“When we think about who’s using the public cloud
for storage, it’s really those like media companies that
have need for fluctuating storage, and a lot of it. They go
to the cloud, plop stuff in extra storage that they need
for a certain period of time — it’s a fluid resource for
them,” says Ruthbea Yesner Clarke, an analyst at IDC.
Streaming media is the perfect use case for public
cloud storage, Clarke adds.
“That’s extremely storage-heavy. It’s constantly
being pinged, but it also involves lots of peaks and
valleys and back-and-forth flow to a main pile of
storage,” she says.
For example, PBS Interactive stores 90% of its

Savings a Plus

Security a Worry

What are the key benefits
of cloud storage?

What are the key drawbacks
of cloud storage?

1

Saves money

1

Puts our data at risk

2

 rovides storage skills
P
we don’t have in-house

2

 an’t meet our regulatory
C
compliance mandates

3

Handles our peak demand
times and volume spikes

3

Costs more

4

Data isn’t as readily available

4

Eases staff resources crunch
S O UR CE : E xclusive Co m puterwo r ld survey of 63 IT professio nals , February 201 1
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streaming video content in the Amazon S3 cloud. “S3 is
brain-dead simple — you put stuff in it and take stuff out
of it,” says Drew Engelson, chief architect and senior director of platform development at PBS in Arlington, Va.
In PBS’s case, S3 is the origin server for media
assets that get delivered via Amazon’s CloudFront
content delivery network. “We put the high-bit-rate
original files on S3 for permanent storage and for
ingestion into transcoding workloads,” Engelson says.
“So we’ll drop a high-bit-rate file into a particular
S3 bucket that is being monitored by a transcoding
service. The transcoding service will pick up that
high-bit-rate file, transcode it into our final output
format and drop those into a different S3 bucket. From
there, we can deliver those files through CloudFront.”
It would have been possible, but difficult, to stream
video content using a traditional infrastructure,
according to Engelson. “We’re a media organization,
with a goal of delivering as much PBS content to end
users as possible. We’ve simply found that this is one
way that makes it easier to do that,” he explains.
Success stories like that have helped generate interest in public cloud storage, says Couture. After all, the
model does come with considerable positives — scalability up and down, pay-by-use pricing, vendor-provided management and software agnosticism. Those
qualities, of course, are particularly appealing to lean
startups and small and midsize companies, he says.
Gartner is projecting 100% year-over-year growth
in public cloud storage services for the next five years
— though Couture points out that that’s starting
from a minuscule base.
For example, financial services companies, which
are conservative by nature, generally aren’t going to put
customer-specific data in the cloud, says Andrew Reichman, an analyst at Forrester Research. But then again,
he adds, they tend to be big companies with the wherewithal to build their own data centers cost-effectively
and therefore have less need to use the public cloud.
When you consider public cloud storage in terms of
vertical industries, you have to think about security
and risk, says Reichman. “Public cloud
storage is certainly getting a lot of attention,” he says. “But the questions are about
where it can fit down the road. It’s not a
ready-to-go thing.”
Whether public cloud storage providers
thrive or wither away may depend on how
well they understand two things, Reichman
says: how companies in different industries
use data, and how important it is for those
companies to keep their data secure.
A new crop of cloud providers, including Cirtas Systems, Nasuni, Panzura and
StorSimple, have developed gateway storage
products designed to be flexible enough to
accommodate enterprises’ varying storage
needs. In essence, these vendors enable users
to build hybrid clouds, using local caches for
C o m p u t e r w o rl d M ay 2 0 1 2

Lock It Up

E

ncryption should help
relieve any concerns about
security and compliance that
IT professionals might have
when they’re contemplating
public cloud storage use,
experts say.
“If the data is all encrypted and the keys are
managed by the enterprise, then the company
is pretty much protected from privacy regulations like PCI and HIPAA,” says Ted Ritter, an
analyst at Nemertes Research. “Physical location of the data might come into play for some
companies, but really the key is to encrypt.”
Gartner analyst Adam Couture agrees. “I’ve

seen companies say, ‘Oh, we’re HIPAA-compliant and so our cloud storage provider needs to
be HIPAA-compliant, too. But HIPAA says nothing about the architecture of the storage itself,”
he says. “It’s really loosey-goosey.”
What that means, according to Couture, is
that regulatory concerns might affect a cloud
storage decision, but the No. 1 trepidation is
really security. “And for that, all I can say is if
you’re going to put stuff out there, you’d better
encrypt it. And then at the end of a retention
period, throw away the encryption keys,” he
says. “Your data might still be sitting out there
on Amazon, but it’s unusable” if it’s encrypted.
Amer Khan, senior vice president of product
management and development at eGistics,
a Dallas-based provider of hosted document
management software, agrees that it’s important to encrypt data. A user of AT&T Synaptic

data that is used frequently, must be accessed quickly,
requires tight security or is otherwise not suited for the
cloud, while sending the rest out to public storage.
“If a service provider can say, ‘We know your workflow; we know how you deal with your customers;
we know that this data is sensitive and that data is
not, and we propose to do a better and cheaper job of
holding the nonsensitive data for you,’ then it’s much
more viable for that company to say, ‘This offering
will meet your needs,’ ” Reichman adds.
Data management service provider Iron Mountain,
for example, has added an on-site storage option to
supplement its Digital Record Center for Medical
Images, a cloud storage service for medical data. The
combination gives healthcare organizations greater
flexibility in crafting their access and backup proc
esses, says Iron Mountain.
But while many providers claim that their offerings
enable compliance with specific regulatory mandates, there are few cloud storage services that are
truly oriented to specific vertical industries, according to Reichman. “It would be hard for me to say that
there is any major vertical where core applications
are moving to the cloud yet,” he says.

Cloud Pays Off for Accounting Firm

“Like everybody else, our storage needs are very diverse,
and there are many different reasons for putting data
in the cloud or not,” says Peter Henley, CIO at Clark
Nuber, a Bellevue, Wash.-based accounting firm.
For example, the company has solved version-control problems since it started using the cloud to store
data that Clark Nuber accountants and clients closely
collaborate on, he says. The firm keeps its data in
Amazon’s S3 cloud and has a file-sharing application
from ShareFile on the front end. That setup has been
a huge hit with users, according to Henley.
C o mp u t e r w o r l d . c o m	

Storage as a Service, eGistics encrypts its data
locally and as it moves into the storage cloud.
The company also checked out AT&T’s data
centers prior to committing to using its cloud
storage service. “AT&T is SAS 70 Type II- as well
as PCI- and HIPAA-compliant. Those are important to us,” Khan says. “Historically, all the data
was under our control and management. As we
give that up, we have to make sure all the same
types of controls are in place and that we’re
not dropping the level of security on that data.
That’s paramount to our customers.”
At eGistics, the decision to use cloud storage
was part of a move to cloud computing in general; it also uses AT&T Synaptic Hosting. That’s
not uncommon, says Ritter: “First you make the
decision to do cloud computing; then you figure
out how to handle the storage.”
— B eth S chult z

“We tried a highly collaborative portal, where we’d
have contact lists, calendars, tasks and all that, but
nobody used it — and we still needed to collaborate
on file storage, or file manipulation,” he explains.
“We needed a place where everybody could go, and
this is so simple. People see a file, they download the
file, they put it back and we pick it up.”
When Clark Nuber was deciding on a file-sharing
provider, security was a prime consideration. “We
needed a provider that was large enough — certainly
larger than us — with volume on its side so it could
afford a much more secure data center than we could,”
says Henley. “Security was an easy call, actually. Security is going to be much better at a place like Amazon
than it is at Clark Nuber — we don’t have armed
guards outside our server room, if you get my point.”
Clark Nuber clients who want data security assurances can get a SAS 70 audit report from Amazon, as
well as statements from ShareFile and Clark Nuber
itself on their roles in the security chain. “They’re all
different. ShareFile and Clark Nuber don’t provide
physical security for the data; Amazon does that. Clark
Nuber doesn’t provide any management of how the
data gets to browsers; ShareFile does that. Neither
Amazon nor ShareFile assigns users or has access to
passwords; Clark Nuber does that,” Henley explains.
Because Clark Nuber doesn’t audit public companies, it doesn’t have to take into account U.S.
Securities and Exchange Commission mandates. But
it does anyway, Henley says. For example, it ensures
that data is encrypted while in transport and locked
down while at rest, and it can assess audit logs should
a breach occur.
Use of cloud-based file-sharing was once a competitive differentiator among accounting firms, but
that’s not necessarily the case anymore. “Everybody’s
getting into this now,” says Henley.
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cover story
For WhippleHill Communications, which provides
a hosted Web communications platform for private
schools, the need for a better backup strategy led
to the cloud, says Doug Smart, IT manager at the
Bedford, N.H.-based company.
Today, WhippleHill backs up critical data using a
public cloud backup service from Zetta. The company
had been backing up those files to disk and storing
them in a different building on the corporate campus,
Smart says. “We decided that really wasn’t off-site
enough for data like our source code, documentation and Wikis. We needed to get
those out of here, and Zetta made it easy,”
he adds. He points out that Zetta helped
WhippleHill write automated backup
Do you expect to move your
scripts and that it offers Windows sync caorganization’s storage to the cloud?
pabilities and support for a wide variety of
file system protocols — including Secure
2011
2010
Shell FileSystem, which WhippleHill uses
Yes
32%
19%
for Linux server backups.
Still, Smart says he’s not ready to
No
48%
61%
entrust highly sensitive data, such as
human resources information or credit
Don’t know
20%
20%
card numbers, to cloud storage. And he
wouldn’t change his mind on that before
S O UR CE : E xclusive Co m puterwo r ld surveys .
Base : 16 6 IT professio nals , 2010 ;
63 IT professio nals , February 201 1 .
thoroughly investigating Zetta’s policies and procedures for ensuring that its
customers can meet mandates such as
those of the PCI Security Standards Council. “Frankly,
I haven’t talked to Zetta about encryption on its end,
because it hasn’t been important for what we’ve got
out there now,” says Smart, noting that the data is
encrypted across the wire and protected by passwords.

Warming Up

Local Government Alleviates Risk

Brian Moynihan, IT director for Clinton, Mich.,
a small town 20 miles northeast of Detroit, faced
similar data storage decisions.
“Of course, we do the industry-standard backups,
with multiple copies on RAID drives and online
storage in vaults. But ultimately we realized the
township in and of itself is a centralized location. No
matter how many copies of data I have in buildings
around the township, in the face of a natural disaster,
we still have a single point of failure in terms of our
stored data,” he says.
Clinton’s steering committee had exhaustive
discussions about how best to address that problem.
It eventually decided to turn to public cloud storage,
but at that time, the most readily available options
were consumer-oriented offerings from Carbonite
and Mozy, Moynihan says.
“We began investigating what it would take for us
to do honest-to-goodness cloud-based off-site storage
but didn’t initially find anything that provided a real
good fit for what we wanted to do, which was to have
an archived, easily accessible off-site copy of our
data,” he says.
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Then officials discovered AT&T Synaptic Storage
as a Service, a pay-as-you-go storage option that
was particularly attractive to the revenue-strapped
municipality, Moynihan says. Although the township
hasn’t yet begun using the Synaptic service (Moynihan
says key municipal decision-makers move at a glacial
pace), it intends to rely on it for daily system backups
and operational backups of financial management applications and other systems used on a day-to-day basis.
Later, it will use Synaptic for long-term archiving of
documents such as death records and property deeds
that must be accessible, essentially, forever.
With the daily system and operational backups,
Moynihan says, compliance isn’t an issue. But the
steering committee has concerns about the archiving.
While the Freedom of Information Act requires
that much of the township’s historical data must be
readily accessible, “that doesn’t mean we want to
publish everything openly on the Web,” he says.
When choosing a public cloud storage provider,
Moynihan says, officials had to consider where in the
world the data might be kept. “For emotional and political reasons, people here don’t want our data across
borders,” he explains.
For example, he had to rule out Google’s cloud
storage offering, because the company couldn’t guarantee that the township’s data would be stored on
domestic servers. AT&T, on the other hand, identified
the specific data center that would hold Clinton’s data
— and it said the information would be encrypted.

WHITE PAPER:
CHOOSING A CLOUD HOSTING
PROVIDER WITH CONFIDENCE

Education Group Goes Off-Campus

White Paper

Choosing a Cloud Hosting
Provider with Confidence
Symantec SSL Certificates Provide a Secure Bridge
to Trusted Cloud Hosting Providers

Pharmaceutical Firm Trusts the Cloud

At AMAG Pharmaceuticals, storage is part and parcel
of a cloud computing strategy aimed at reducing
IT costs and optimizing business capabilities. The
Lexington, Mass.-based biopharmaceutical company
uses Amazon’s EC2 infrastructure and S3 storage services, as well as software-as-a-service options when
possible, says Nate McBride, executive director of IT.
“We’re moving all of our storage to that environment,
in two buckets — for files and email,” he says, noting
that the company uses Egnyte’s Cloud File Server
on the front end for files, and Google and Postini
systems for storage and archiving of email.
McBride dismisses common concerns about cloud
storage, saying he trusts the vendors to provide better
data security than his small organization, and he notes
that AMAG is in compliance with all relevant federal
and state mandates, including the Sarbanes-Oxley Act.
Simplistically speaking, he says, it’s done by not linking
AMAG and its personnel with the respective data types.
For public cloud storage users like McBride and PBS’s
Engelson, the question seems to be, “What’s the fuss?”
“Talking about S3 seems so mundane; it really
has become something that I don’t worry about,”
Engelson says. “It’s really just an extension of what
we do — we have to store our data somewhere, and
S3 is our standard for that.” u
Schultz is a longtime IT writer and editor in Chicago.
C o m p u t e r w o rl d M ay 2 0 1 2

Click here to download this free white paper.
For more information on Symantec SSL certificates visit www.symantec.com
Or call 1-866-893-6565, option 3.

Net workin g
Despite these potentially catastrophic outcomes, many businesses do not include bandwidth considerations in their cloud
strategies, says Theresa Lanowitz, founder of Voke, an IT consultancy in Portland, Ore.

Bandwidth
Bottlenecks

Testing Cloud Apps Is Key

“Most companies are testing their infrastructure in a silo, not in
an integrated environment,” says Lanowitz. Therefore, they have
no way of making sure applications, backups and storage will
meet a defined quality of service.
Internet pipes are filled with diverse traffic, including streaming video and audio, which could negatively impact, say, a
database’s performance. Also, many applications haven’t been
cloud-hardened — meaning the code hasn’t been tightened up to
reduce the back-and-forth, among other steps — and they may
start to break down if they’re not running on a LAN.
Lanowitz recommends using emulation tools — such as those
from Spirent Communications and Ixia — to discover potential
bandwidth bottlenecks before permanently putting applications and
data into the cloud. A hospitality company like
IHG could use such tools to emulate peak usage
scenarios such as the morning checkout rush.
“It’s no longer about delivering an application
that is great; it’s about whether that application
can survive in the wild. You have to examine
the maximum use the cloud-based application
and network will sustain,” Lanowitz says.
Jim Frey, managing research director at consultancy Enterprise Management Associates,
agrees with Lanowitz. Complicating matters,
his research has shown, is that IT groups don’t
always have the right people responsible for predicting and resolving bandwidth bottlenecks.

Sending apps and storage off-site might
cause problems IT hasn’t considered.
By Sandra Gittlen

InterContinental Hotels
Group CIO Tom Conophy has

no reservations when it comes to
the cloud.
The hospitality giant, which
manages, franchises or leases
4,500 hotels in 100 countries, has
been able to improve the customer experience and reduce costs
by moving storage and in-house
applications for mobile phones to
multiple data centers in the cloud.
» Without sufficient
The effort has been so successful
bandwidth, the cloud is
that the team is now rebuilding its
just a “pipe dream,” says
IHG’s Tom Conophy.
room-reservations system, which
processes more than 345 million
transactions daily, in preparation for a move to the cloud.
But Conophy says all will be for naught if the IHG team
doesn’t focus squarely on one often-overlooked area: bandwidth.
“If your employees and your users can’t access data fast
enough, then the cloud will be nothing more than a pipe dream,”
Conophy says. In IHG’s case, ensuring an adequate level of data
access meant re-architecting the network to distribute databases
so data is quickly reachable and data centers remain in sync.
With all the talk about the need to safeguard data in the
cloud, it can be easy to forget that there are risks that go beyond
security. Users who are accustomed to LAN-like network performance could rebel if they experience latency or other problems.
Many of today’s applications are interdependent, and slowdowns
or outages are possible if they have to communicate across long
distances. Also, if storage and backups suffer too many hops,
they could stall and fail.
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Optimizing the Network

C o mp u t e r w o r l d . c o m	

Syncing Across Data Centers

While optimization appliances can go a long way toward combatting bandwidth bottlenecks, IHG’s Conophy took a different
tack. Like Lax, Conophy has had to architect his cloud network
to support users in the far corners of the globe. The company has
three primary data centers in Georgia, Virginia and California.
Secondary data centers are located in Dubai, Shanghai, Singapore and Sydney. Conophy says they are strategically situated to
ensure optimal user experience.
Keeping data fully synchronized across all data centers would
be impossible without a major investment, but Conophy says he
wanted to get as close to complete synchronization as possible.
Within the next decade, IHG expects its
guests to be conducting 50 billion transactions with the company each year using a
variety of technologies, including smartphones, tablets and websites. “Our guests
connect to us via multiple channels and
devices, and our challenge is to maintain
data synchronization of their reservations
and guest profiles while growing to meet the
transaction challenge,” Conophy explains.
Using the Terracotta Enterprise Suite,
IHG quickly and efficiently syncs up Java
Virtual Machines. Caches are distributed
across data centers. “It’s basically a repository
that lets us do data shifting from a primary
database across multiple nodes,” he says. The
result is a 50-to-100-fold increase in access
Theresa Lanowitz, Founder, Voke
speeds, with good indexing and integrity
from one data center to the next.

It’s no longer
about delivering
an application
that is great; it’s
about whether that
application can
survive in the wild.

John Lax, vice president of information systems
for Washington-based International Justice
Mission (IJM), says tools known as WAN
optimization controllers enabled the bandwidthchallenged global nonprofit to move to the cloud.
The IJM, a human rights agency that rescues children from sex
trafficking and slavery, has 500 employees and 14 field offices in 10
countries. Lax says many employees endure the triple challenge of
very low bandwidth (e.g., 512Kbps), connections that often fail and
expensive fees (a 256Kbps link in Uganda costs $1,200 per month).
Introducing the cloud to remote areas had to be a carefully
planned project that would take those issues into account. The
IJM needed to maximize the length of time links stayed active
without interruption, he explains.
Lax decided the best use of the cloud for the farthest-flung
workers would be for backups. “We no longer wanted manual
intervention of changing and tracking tapes,” he says. The field
offices each have installed a Whitewater cloud storage appliance
from Riverbed; those appliances connect to another Whitewater
appliance in the IJM data center in Richmond, Va.
IJM data, such as sensitive documentation about children, is
encrypted, deduplicated and compressed to speed transfers. The
data center’s Whitewater appliance is also used with a Whitewater
virtual appliance to back up and archive data on Amazon’s S3 cloud
C o m p u t e r w o rl d M ay 2 0 1 2

storage service. Lax says use of the appliances has yielded a sixfold
reduction in traffic, reducing bandwidth costs and creating shorter,
more accurate backup windows. Also, if users accidentally delete a
directory, they can retrieve it from a built-in buffer in 12 seconds;
previously, it took 36 hours to recover directories from tape. In total,
the IJM has been able to back up 5.5TB of data to the cloud.

Looking Within

Sometimes, Conophy says, “you create your own data storm.”
This can happen when an application that requires frequent
access to an internal database is moved to the cloud. The traffic
back and forth can quickly overburden pipes and cause performance problems.
As with internal networks, more bandwidth is sometimes
the only solution to congestion in the cloud. If you’re suddenly
pushing your users to cloud-based services, then you’re going to
need fatter pipes. This reality has to be considered when you’re
thinking about moving to the cloud.
Although bandwidth has taken a backseat to other cloudrelated concerns, Lanowitz says it’s time to bring it to the fore.
Network slowdowns and failures can have serious consequences,
because a company’s brand and reputation can be spoiled if
systems crash. Therefore, she says, companies can’t simply hand
the task of provisioning bandwidth to third-party service providers — that’s a responsibility that has to remain in-house. u
Gittlen is a freelance technology writer in the Boston area.
You can contact her at sgittlen@verizon.net.
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and Mazda, the task requires innovative approaches to handling
billions of objects and peta-scale storage mediums, tagging data
for quick retrieval and rooting out errors.
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extreme

How do you manage a vast data store? The Library of Congress
and two other big storage users share some tips. By John Brandon

I

storage

f you think the storage systems in your data center are

out of control, imagine having 450 billion objects in your
database or having to add 40 terabytes of data each week.
The challenges of managing massive amounts of data
involve storing huge files, creating long-term archives
and, of course, making the data accessible. While data
management has always been a key function in IT, “the
current frenzy has taken market activity to a whole new
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level,” says Richard Winter, an analyst at WinterCorp Consulting
Services, which analyzes big data trends.
New products appear regularly from established companies
and startups alike. Whether it’s Hadoop, MapReduce, NoSQL or
one of several dozen data warehousing appliances, file systems
and architectures, the segment is booming, Winter says.
Some IT shops know all too well about the challenges inherent
in managing big data. At the Library of Congress, Amazon.com
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Library of Congress

The Library of Congress processes 2.5 petabytes
of data each year, which amounts to around 40TB
each week. And Thomas Youkel, group chief of
enterprise systems engineering at the library, estimates that the data load will quadruple in the next
few years, thanks to the library’s dual mandates to serve up
data for historians and to preserve information in all its forms.
The library stores information on 15,000 to 18,000 spinning
disks attached to 600 servers in two data centers. More than
90% of the data, or over 3PB, is stored on a fiber-attached SAN,
and the rest is stored on network-attached storage drives.
The Library of Congress has an “interesting model” in that one
part of the information stored is metadata — or data about the
data that’s stored — while the other part is the actual content,
says Greg Schulz, an analyst at consulting firm StorageIO. Plenty
of organizations use metadata, but what makes the library
unique is the sheer size of its data store and the fact that it tags
absolutely everything in its collection, including vintage audio
recordings, videos, photos and other media, Schulz explains.
The actual content — which is seldom accessed — is ideally
kept offline and on tape, with perhaps a thumbnail or lowresolution copy on disk, Schulz says.
Today, the library holds around 500 million objects per data
base, but Youkel expects that number to grow to as many as
5 billion. To prepare, Youkel’s team has started rethinking the
library’s namespace system. “We’re looking at new file systems
that can handle that many objects,” he says.
Gene Ruth, a storage analyst at Gartner, says that scaling up
and out correctly is critical. When a data store grows beyond
10PB, the time and expense of backing up and otherwise
handling that much data go quickly skyward. One approach,
he says, is to have infrastructure in a primary location that
handles most of the data and in another facility for secondary,
long-term archival storage.

2

Amazon.com

E-commerce giant Amazon.com is quickly
becoming one of the largest data holders in the
world, with around 450 billion objects stored in
its cloud for its customers’ storage needs as well
as its own. Alyssa Henry, vice president of storage
services at Amazon Web Services, says that translates into about
1,500 objects for every person in the U.S. and one object for every
star in the Milky Way galaxy.
Some of the objects in the database are fairly massive — up
to 5TB each — and could be databases in their own right.
Henry expects single-object size to get as high as 500TB by
2016. The secret to dealing with massive data, she says, is to
split the objects into chunks, a process called parallelization.
In its S3 storage service, Amazon uses its own custom code to
split files into 1,000MB pieces. This is a common practice, but
what makes Amazon’s approach unique is how the file-splitting
process occurs in real time. “This always-available storage architecture is a contrast with some storage systems, which move
C o mp u t e r w o r l d . c o m	

data between what are known as ‘archived’ and ‘live’ states,
creating a potential delay for data retrieval,” Henry explains.
Another problem that stems from handling massive data is
corrupt files. Most companies don’t worry about the occasional
corrupt file. Yet, when dealing with almost 450 billion objects,
even low failure rates become challenging to manage.
Amazon’s custom software analyzes every piece of data for
bad memory allocations, calculates the checksums, and analyzes how fast an error can be repaired to deliver the throughput needed for cloud storage.

3

Mazda

Mazda Motor Corp., with 900 dealers and 800
employees in the U.S., manages around 90TB of
data. Barry Blakeley, infrastructure architect at
Mazda’s North American operations, says business
units and dealers are generating ever-increasing
amounts of data analytics files, marketing materials, business
intelligence databases, Microsoft SharePoint data and more. “We
have virtualized everything, including storage,” says Blakeley.
The company uses tools from Compellent, now part of Dell, for
storage virtualization and Dell PowerVault NX3100 as its SAN,
along with VMware systems to host the virtual servers.
The key, says Blakeley, is to migrate “stale” data quickly onto
tape. He says 80% of Mazda’s stored data becomes stale within
months, which means the blocks of data are not accessed at all.
To accommodate these usage patterns, the virtual storage is
set up in a tiered structure. Fast solid-state disks connected by
Fibre Channel switches make up the first tier, which handles
20% of the company’s data needs. The rest of the data is archived to slower disks running at 15,000 rpm on Fibre Channel
in a second tier and to 7,200-rpm disks connected by serialattached SCSI in a third tier.
Blakeley says Mazda is putting less and less data on tape —
about 17TB today — as it continues to virtualize storage.
Overall, the company is moving to a “business continuance
model” as opposed to a pure disaster recovery model, he explains. Instead of having backup and off-site storage that would
be available to retrieve and restore data in a disaster recovery
scenario, he says, “we will instead replicate both live and
backed-up data to a colocation facility.” In this scenario, Tier 1
applications will be brought online almost immediately in the
event of a primary site failure. Other tiers will be restored from
backup data that has been replicated to the colocation facility.

Adapting the Techniques

These organizations are a proving ground for handling a tremendous amount of data. StorageIO’s Schulz says other companies
can mimic some of their processes, including running checksums against files, monitoring disk failures by using an alert
system for IT staff, incorporating metadata and using replication
to make sure data is always available. However, the critical decision about massive data is to choose the technology that matches
the needs of the organization, not the system that is cheapest or
just happens to be popular at the moment, he says.
In the end, the biggest lesson may be that while big data poses
many challenges, it also presents many avenues to success. u
Brandon is a former IT manager at a Fortune 100 company who now
writes about technology. Follow him on Twitter (@jmbrandonbb).
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Tired of Per Gigabyte Fees
for Cloud Storage & Backup?
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“M

igrate every five years.”

That might sound like a guideline for dysfunctional birds, but
it’s actually a software setting
that the National Film Board
of Canada uses in its digital
archiving system.
“The data has to be kept for infinity, so there has
to be a migration process,” says Julie Dutrisac, head
of research and development for the film board in
Montreal, which preserves 13,000 Canadian films.
“When you get into the digital domain, you are
stuck migrating.”
Migration, of course, means moving the material
to new storage hardware, because the old hardware
can’t be expected to last much more than five years,
or because of expected obsolescence.
“Most storage products have a five-year warranty,
and most users are in the practice of replacing their
systems every five years, with infrastructures becoming completely transformed, like a snake shedding its
skin, in a maximum of 10 years,” says John Monroe,
an analyst at research firm Gartner. “But it has to be
done without changing any data bit. People are terrified about it. It keeps IT managers up at night.”
But better sleep may be on the way because
researchers are working to develop storage technology that should be reliable for decades rather than
years, slashing the need for migration.

Join the Cloud Storage Revolution
and Get up to 200GB FREE or Unlimited
cloud storage for a low monthly ﬂat fee

Get Free Cloud Storage Now
IBM’s Stuart
Parkin is working
on systems that
could hold data
for decades.

Racetrack Memory

Scientists at IBM, for example, are cooking up a
technology called “racetrack memory,” which consists of microscopic segments of U-shaped nanowires
of ferromagnetic material suspended vertically in
CMOS chips. Each nanowire carries about 100 bits,
encoded as nonvolatile spots of magnetism.
“I think it will be the storage Utopia,” says Stuart
Parkin, an IBM fellow at the Almaden Research
Center in San Jose. “There are no trade-offs.”
He foresees response times of 1 nanosecond,
rather than the tens of nanoseconds of today’s
system DRAM. The cost should be on par with that
of disk drives, but with a millionfold performance
advantage. Meanwhile, racetrack units should be
much more compact than hard drives, since they
don’t need a motor or spindle, Parkin notes.
“We move the data without moving any atoms,”
he adds. “There is no mechanical motion. Instead,
we are rotating magnetic moments, i.e., the direction of the magnetic field.”
The actual longevity of the data would depend on
the final design of specific systems and could extend
for decades. “Most magnetic devices are designed
for 10 years, and ours should last at least that long,”
Parkin says. But he predicts that few people would
want to keep any system longer than a decade, due
to the pace of technological progress.

The

Elusive
Storage

Utopıa
Today, long-term data storage requires
constant oversight. But researchers
hope cool new technologies will change
that soon. By Lamont Wood

Continued on page 18
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other magnetic or optical media.”
HP defines the memristor (discovered in 1971) as a fourth class of passive
circuit component, joining the resistor,
the capacitor and the inductor. A memristor is a device whose physical properxperts agree that data preservation doesn’t happen by itself —
ties display a “memory” of the nature of
and this will remain the case, even with any future long-term, nonthe last current to flow through it and
volatile, migrationless storage technology.
therefore can be used to encode and
“It takes a lot of care and maintenance to keep digital information
store data in a nonvolatile fashion.
around,” notes Alistair Veitch, director of HP’s Storage and Information
HP has a joint development agreeManagement Platforms Lab. “To do it right, you need multiple copies,
ment with Hynix Semiconductor, a
probably in multiple formats, and you need to audit them periodically.”
South Korean memory supplier, to bring
Multiple formats are used for logical preservation, as a hedge against format or software
memristor products to market in the form
obsolescence. Many organizations archive data in multiple formats, including the original
of resistive random-access memory, or
format and an image format, in hopes that one will remain interpretable, says Veitch.
ReRAM. HP has said the ReRAM devices
“Images are the lowest common denominator, and I think a straight GIF or JPG will be incan be made with existing semiconductor
terpretable decades from now,” Veitch says, adding that some organizations also use PDF.
manufacturing processes and should be
Beyond that, the archive itself — especially the file system and the metadata database —
competitive with flash memory in terms
needs to be a fully documented, open system, so someone could write a program to read the
of price, but with higher density and
information in a future environment, adds Molly Rector, chairman of the board of the Active
faster speeds. Veitch adds that the memArchive Alliance and vice president at archive system vendor Spectra Logic.
ristors also have the potential to be used
“That is the big shift — the solutions were all proprietary until a couple of years ago,”
as RAM replacements. “Of course, there
Rector says, adding that newer open archiving systems often aren’t as feature-rich but
are caveats around proving their manumay be significantly less expensive. As for auditing, even if the storage hardware lasts
facturability, endurance, etc., that are part
for decades, there must be ongoing data-integrity validation. “You can’t just let it sit
of our ongoing work to show feasibility,
there for 50 years and trust your archives,” says Rector.
but we’re cautiously optimistic,” he says.
Overall, “there is no one piece of hardware that will save us,” Veitch adds, “but I think we
Veitch says ReRAM products should
will get solid-state storage that will last for decades, and I hope to see it in five years.”
start showing up on the market next year.
— L amont Wood
But the ability to retrieve data after
decades would be pointless if reading
it required software that had become
unavailable. Storing the data intact is
Continued from page 16
called “bit preservation,” but retaining the ability to do
Parkin expects to see the technology on the market
anything with it is called “logical preservation.”
in five to seven years.
“Logical preservation is much harder than bit presIBM has other, unspecified research projects with
ervation,” says Balog. An automated ability to translate
a goal of developing technology that could store data
data to other formats is a major component of any
for 50 years, adds Doug Balog, IBM’s vice president of
archiving system, but proprietary formats will defeat
storage platforms. However, “it’s not something you’ll
such software. Consequently, “there is not going to be
be able to buy tomorrow,” he cautions.
one solution,” Balog cautions.
In the meantime, “long term, nothing is cheaper than
Off-the-shelf archiving systems are available to
storing things on tape, and we continue to invest in its deautomate part of the preservation task, especially data
velopment,” says Bruce Hillsberg, head of IBM Research’s
migration in response to set policies. The National Film
storage systems group at Almaden. Recent research
Board of Canada uses a system called Digital Archive,
indicates that tape cartridge capacity can be
from Atempo.
increased by a factor of 10, to 35TB, he adds.
“Previously, we used a lot of backup
solutions,” Dutrisac recalls. “But we did
Memory Resistors
not have a way to catalog the files, put in
Scientists at Hewlett-Packard are working on
metadata, and use search tools.”
technology called a “memristor,” or memory
“Never having to migrate sounds great
resistor. “We think that memristor data will
— everyone is dreaming of this,” says
have a significantly longer shelf life — 20
Luisa Frate, chief operating officer of the
to 30 years at least,” says Alistair Veitch,
National Film Board.
director of HP’s Storage and Information
For now, her dream remains a dream.
Management Platforms Lab. “The lab tests
Scientists are working to make it a reality,
HP’s Alistair Veitch
look extremely promising, but it’s not until
but for the next few years, migration
thinks data could last at
we have a couple of decades of experience
remains the answer. u
least 20 to 30 years on
Wood is a freelance writer in San Antonio.
that we can say that it is more durable than
memristor systems.

Thomas J. Trappler
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It May Be Their Cloud,
But It’s Your Data
If customers
clearly state
their needs,
then smart
cloud providers
will listen and
respond.
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hen your data resides in a cloud provider’s infrastructure,

your ownership rights could be compromised. For example,
what’s to prevent the provider from accessing your data and using it for its own purposes? That’s why any contract for cloud

services should include language clearly affirming
your ownership of your data.
The good news is that well-established cloud
vendors are beginning to include language
along these lines in their standard contracts. For
example, Section 10.2 of the Amazon Web Services contract states:
Your Applications, Data and Content. Other than
the rights and interests expressly set forth in this Agreement, and excluding Amazon Properties and works
derived from Amazon Properties, you reserve all right,
title and interest (including all intellectual property
and proprietary rights) in and to . . . “Your Content.”
It hasn’t always been this way with cloud computing, but as customers have voiced their ownership requirements, providers have made improvements in this area. If customers clearly state their
needs as the cloud continues to evolve, then smart
cloud providers will listen and respond.
Depending on the nature of your data and how
it’s processed in the cloud, it may also be necessary for the contract to include language affirming
your organization’s ownership of the results of any
processing of its data that occurs while it’s on the
cloud provider’s system.
With ownership clarified, the next step is to
identify the limitations on how the cloud provider
may use your data. In most cases, you’ll want to
limit the provider’s use solely to that which is
necessary for it to fulfill its obligations under the
contract. It is also prudent to specifically exclude
the provider from any mining of your data.
Once your data and processes have moved to
the cloud, you will become more dependent upon

the provider. You could be locked into its services,
a situation that increases the cloud provider’s
leverage over you in negotiating contract terms.
I know this sounds like I’m advising people to
find a divorce lawyer before getting married, but
to mitigate the risk of vendor lock-in, you need to
plan in advance for the eventuality that you may
decide to switch to a different provider or bring
your data and processes back in-house. With this
in mind, the contract should state your rights to
access your data on an ongoing basis.
Specifically, the contract should describe the
process by which your data will be returned,
whether done midterm or upon contract termination. It should also state the amount of time the
provider will have to turn over your data, and it
should specify that the data must be provided
in a commonly used format that is pertinent to
your expected needs, and not in a proprietary or
otherwise inaccessible format. Moreover, it should
define how long after termination of the contract
your data will remain accessible and quantify the
cost to you (ideally none) to export your data.
Some vendors have begun to embrace these
ideas. Examples include Google’s Data Liberation
Front efforts and Microsoft’s Office 365 commitments regarding data portability.
Finally, the contract should obligate the
provider to destroy your data after termination
of the contract, and it should specify the manner
in which this should be done, as well as the time
frame for doing so, the need for the cloud provider
to produce certification of destruction, and your
right to audit. u
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