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Be careful what you wish for!
the 1980s and 1990s were full of inspiring predictions about what 
computer technology and then the Internet would do for businesses 
as employees began to get such wonderful tools and capabilities. Now 
that users actually have them, the emotions are more bittersweet. Why? 
Because increasingly that access to technology has changed the power 
dynamics between IT and the user.

It’s called the consumerization of IT, and it’s a good thing — though 
not without problems and challenges. The basic shift, of course, is that 
technology is increasingly user-driven, as users have become smart 
enough to choose their own tools and work methods. Modern technol-
ogies — social networking, cloud computing, and mobile technology 
— not only encourage such individualistic technology use but are shift-
ing the very notion of the endpoint away from a box or terminal to the 
user himself or herself.

Today’s consumerization groundswell driven by deep social drivers 
rooted outside of technology — the rise of the knowledge worker, the 
embrace of human diversity, and the end of the lifetime employee — so 
IT ultimately has no lasting power to stop the consumerization trend. 
IT needs to let go of some areas, and users need to be accountable for 
the areas they take on. After all, with freedom comes responsibility.

But to consider the consumerization of IT as merely a power struggle 
between IT and users is missing the point. That struggle is real, but ul-
timately what’s going on is a redefinition of the roles for — and relation-
ships between — IT and business users. That’s both more interesting 
and profound. And it’s where the value lies. 

As a companion to our ongoing consumerization coverage, this Info-
World digital spotlight will help you formulate a strategy for embracing 
consumerization, addressing real risk concerns while empowering your 
users to do better business. That’s what we all want, right?

—Galen Gruman, executive editor, InfoWorld.com
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Forward-thinking firms like Kraft 
didn’t wait for employees to bring 
in consumer tech, but led the effort 
themselves B y  B i l l  S n y d E r

raft Foods, a forward-think-
ing giant when it comes to 
consumer taste, was anything 
but when it came to IT. Sim-
ply put, the company was 
mired in the old-school cul-

ture of rigid centralized information tech-
nology. Not anymore. 

Kraft was one of the first major enter-
prises to recognize the value that consumer 
devices could produce for business — and 
it recognized that value early. Kraft began 

Consumerization’s 
business 
advantage

K

http://www.infoworld.com/d/consumerization-of-it
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Are Your Users Using 
Unmanaged File Sharing 
Solutions Like Dropbox?

-------
Are You Concerned 

About a Data Breach or 
Compliance Violation?

Answer YES to either question? 
Read this free Aberdeen Group Analyst Insight Report

Accellion Secure Mobile File Sharing Solutions
Without an officially supported alternative for secure file sharing, users will often overlook 
security and compliance in favor of getting the job done.

Ensure secure anytime, anywhere file access for your workforce with Accellion’s 
enterprise-class secure mobile file sharing solutions.

To learn more, or to sign up for a free trial, visit: www.accellion.com

DOWNLOAD NOW

Determine if your enterprise has a 
“Dropbox Problem” and learn how 
organizations successfully address 
this problem.

deploying the iPhone back in 
2008, well before smartphones had 
become must-carry devices. 

By early 2009, almost half of the 
company’s mobile users had an 
iPhone 3G, and the company was 
then ordering hundreds more ev-
ery month. “We want to instill in-
novation in our culture,” says Dave 
Diedrich, Kraft’s vice president of 
information systems. “Seeing the 
innovation in iPhone opens our 
employees’ minds to what’s pos-
sible in their jobs.”

It did just that. Forrester analyst 
Ted Schadler, who has written 
extensively about the consum-
erization of IT, says the success 
of the iPhone’s internal deploy-
ment helped Kraft understand 
that it could be a powerful tool to 
reach consumers in new ways. As 
a result, Kraft developed its own 
iPhone app, which gives consum-
ers access to thousands of recipes, 
a library of instructional cooking 
videos, full-meal shopping lists, 
and a store locator.

Kraft’s story illustrates two of the 
four major benefits that the con-

sumerization of IT can produce: 
1. Internal use to speed com-

munications and to make mobile 
employees more efficient. 

2. The use of consumer tools, 
particularly social networking, to 
be in touch with consumers and 
shape their attitudes toward your 
company. 

3. Its use as a human resources 
tool: Young employees are using 
their smartphones and other devic-
es all the time, and any company 
that refuses to let those devices 
inside the door, not to mention the 
firewall, will have difficulty attract-
ing and retaining them. 

4. Increased IT productivity: 
Although consumerization can 
seem like a burden to IT, it turns 
out that because so many consum-
er technologies are self-supported, 
if handled properly it can actually 
allow IT to do more with fewer 
traditional resources, says Phil 
Garland, a partner in PwC’s CIO 
Advisory Services group. 

Consumerization “is deeper and 
much farther-reaching than sim-
ply allowing employees to bring 

http://www.infoworld.com/d/consumerization-of-it
http://www.info.accellion.com/whitepaper-aberdeen-group-beyond-dropbox2.html?ad-infoworld-digital-issue-q112&sdet=aberdeen-group-beyond-dropbox
http://www.accellion.com/index.php?refer=InfoWorldAd2012
http://www.accellion.com/index.php?refer=InfoWorldAd2012
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The Reach of Consumer Tech in Business
the variety of personal tech in business use shows  
where the opportunities lie

CrEd it:  ForrEStEr  rESEarCH
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their own personally purchased PCs 
and devices to work (also known as 
bring your own devices, or BYOD),” 
says IDC analyst Frank Gens. “It 
touches upon enterprise use of ap-
plications such as Facebook, Twit-

ter, and other social media with 
consumer roots, and is dramatically 
extending a wide range of employee-
facing (internal) and customer- and 
partner-facing (external) business 
processes,” he says. 

Consumerization is  
spreading rapidly
“Consumerization is one of the first 
things we talk about when I meet 
with CIOs. It’s top of mind,” says 
Forrester’s Schadler. That certainly 
wouldn’t have been true even a few 
years ago. 

But the issue has been forced 
as consumer devices have moved 
into the enterprise with surprising 
speed. 

Schadler spotted the trend early 
on, and recalls that when he first 
wrote about the coming use of the 
iPhone in business, he was pilloried. 
“I was slammed by the BlackBerry 
fan boys,” he says. 

How things have changed! Last 
year, Forrester surveyed more than 
5,000 information workers in the 
U.S., Canada, the U.K., France, and 
Germany. Among the findings:

■■ 25 percent of those workers 
are using a smartphone for work, 
and roughly 10 percent of them are 
choosing and paying for it them-
selves.

■■ Millions of workers use laptops 
at work, but only 5 percent of them 

provision it themselves. However, 21 
percent said they would prefer to a 
single laptop for both work and per-
sonal use.

■■ 5 percent of those surveyed are 
using a tablet such as the iPad at 
work. 

The data for the Forrester report 
was gathered a year ago, which 
means it’s likely that the use of con-
sumer devices, particularly tablets, 
has increased in the workplace. 
Indeed, a survey of information 
workers by IDC found that the use 
of employee-owned devices is soar-
ing. In 2010, roughly 30 percent of 
those surveyed used their own PC 
or smartphone at work; by 2011, that 
number had increased to about 40 
percent. 

While laptops are far and away the 
device employees rely on the most 
— 49 percent — tablets are gaining 
ground. In just two years, they’ve 
become the most critical tool for 9 
percent of those surveyed, compared 
to the 6 percent who said their smart-
phone is most important, according 
to the IDC survey, which was spon-
sored by Unisys. 

http://www.infoworld.com/d/consumerization-of-it
http://unisys.com/unisys/common/download.jsp?d_id=1120000970016710178&backurl=/unisys/ri/report/detail.jsp&id=1120000970016710178
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employees are good at  
do-it-yourself tech
The good news is that employees are 
finding innovative ways to use those 
tools to make themselves and their 
employers more competitive. And 
they’re doing it with or without the 
blessing of IT. That’s only possible 
because the new breed of consumer 
technology is so simple that employ-
ees don’t need much, or even any, 
help. Forrester found that 37 percent 
of the employees they surveyed are 
using do-it-yourself technologies 
without IT’s permission. (Again, 
those numbers may well be higher 
now.)

As Schadler wrote in the Harvard 
Business Review: “LinkedIn, Google 
Docs, Smartsheet.com, Facebook, 
iPads, YouTube, Dropbox, Flipboard 
— the list is long and growing. Many 
of these scenarios are do-it-yourself 
projects. For example, want to ask 
me business questions on Facebook? 
Piece of cake; I’ll just friend you. 
Personal iPhones for email, apps, 
and Internet access outside my cli-
ents’ door? Check. Google Sites and 
Docs to exchange documents with 

partners? Sure, I can spin up a free 
site or IT can spend the $50 per user 
per year and make it secure. YouTube 
to post fix-it-yourself videos for tough 
service problems? My kid’s good with 
a Flip camera. She can film me do-
ing the fix myself.” (Those are all real 
examples, he adds.)

Letting employees do it them-
selves not only benefits the various 
lines of business, it also benefits IT, 
says PwC’s Garland. “In effect, ex-
tending IT decision making to users 
expands IT’s reach and capabilities 
without requiring more IT staff — a 
real benefit given how much IT has 
needed to cut during the recent re-
cession.”

A PwC white paper published 
late last year on consumerization 
said, “CIOs of companies that have 
allowed Macintosh computers, for 
example, into their workplaces tell 
PwC that they typically find those 
users support themselves and each 
other. The same is true of iOS and 
Android mobile users, users of soft-
ware as a service [SaaS] and other 
cloud services, and social network-
ing users.”

Where business IT has gained 
the advantage
Schadler, whose research for Forrest-
er is the basis of a book (co-authored 
with Josh Bernoff) called Empow-
ered: Unleash Your Employees, En-
ergize Your Customers, and Trans-
form Your Business, interviewed 
numerous IT executives asking what 
benefit they obtained by embracing 
consumerization. Here is some of 
what they learned: 

The CIO of a 20,000-person Eu-
ropean engineering company (For-
rester has withheld the company’s 
name) was concerned about em-
ployees wasting time and potentially 
creating liability by accessing porn or 

other inappropriate sites, so he in-
stalled Websense to block traffic on 
the corporate network. That worked, 
but when the filter made Skype inac-
cessible, his phone rang off the hook. 
Skype, it turned out, was an impor-
tant tool for engineers in Vietnam 
and Pakistan to talk to customers, 
partners, and their global project 
teams, where landline and even cell 
phone service was limited or unavail-
able. He turned it back on. 

At Lloyd’s of London, clients 
wanted to reach their salespeople via 
Facebook. But the company’s con-
servative IT department had blocked 
the social networking service. The 
salespeople simply pulled out their 

Extending IT decision making 
to users expands IT’s reach and 
capabilities without requiring 
more IT staff.
 –  phIl garland, pwC Cio advisory Services partner

http://www.infoworld.com/d/consumerization-of-it
http://blogs.hbr.org/cs/2010/09/it_in_the_age_of_empowered_employees.html
http://www.pwc.com/us/en/technology-innovation-center/consumerization-information-technology-transforming-cio-role.jhtml
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iPhones (also not permitted) and 
accessed Facebook anyway. CIO 
Peter Hambling saw the disconnect 
between employee-favored technol-
ogy and the IT department, and 
convinced top management to per-
mit the use of Facebook, the iPhone, 
and more. Just as Kraft found when 
it opened the doors to consumeriza-
tion, Lloyd’s gained benefits it had 
never considered, such as an under-
writing application developed for the 
iPad. 

Earlier, Schadler interviewed IT 
execs at a major California pharma-
ceutical company (whose identity 
Forrester promised to keep secret) 
who found that deploying iPhones 
instead of BlackBerrys saved the firm 
$360 per device each year. And at 
software giant Oracle, early iPhone 
deployment was a benefit because 
“the development platform and 
intuitive user interface means 
that Oracle IT can build collabo-
ration and business applications 
that employees can take with 
them anywhere,” Schadler says.

The use of Twitter by many 
companies to stay in touch with 

customers and provide personalized 
service seems like old news, but it’s 
only been three years since Best Buy 
launched Twelpforce, one of the larg-
est and most successful uses of social 
media as a customer service tool. 
And it’s worth noting that large-scale 
Twitter deployments by Comcast 
and JetBlue originated with custom-
er service agents using Twitter on 
their own to help their customers. 

Taking the consumerization 
bull by the horns
“Quite simply, the consumerization 
of IT is a disruptive trend, and the 
best way to meet a disruptive trend is 

head-on, 
anticipat-

ing the 

changes it will bring and exploiting 
those changes for competitive advan-
tage” says Colin Lacey, who writes a 
blog on disruptive technologies for 
Unisys. 

To harness the full power of this 
new wave of productivity, says Lacey, 
organizations need to modernize 
their IT environments to:

■■ Manage and support these pop-
ular consumer technologies.

■■ Secure critical data and assets 
against hackers, viruses, identity 
thieves, and other widespread con-
sumer IT threats.

■■ Offer the interactive app experi-
ences that consumers are looking for 
when transacting with their suppli-
ers.

■■ Handle the expected four-fold 
increase in transaction load that 
these new interactive experiences 
will impose on the IT infrastructure.

■■ Attract and retain the new 
generation of workers entering 
the workforce.

John Almasy, who also blogs 
for Unisys, says that he ex-
pects enterprises to build and 

maintain their own app 

stores, which will be used to securely 
provision, deploy, and audit corpo-
rate approved mobile applications.

Consumerization is hardly a mag-
ic bullet, and it can create its own 
problems. Security is probably the 
most obvious of these, and has been 
written about and discussed endless-
ly. But there are many other issues to 
consider. Managing workflow and 
making connections between so-
cial media apps and corporate data, 
such as a customer’s history, is chal-
lenging, even beyond the potential 
security pitfalls. Legal issues related 
to the use of personal technology at 
work — privacy is one example — 
are still being defined. 

But those issues are all merely 
details of execution. Ultimately, as 
PwC’s Garland puts it, the challenge 
for both IT management and em-
ployees who demand to use consum-
er technologies on the job “is to forge 
an adult relationship.” ■

Bill snyder is an InfoWorld columnist 
and freelance writer. He can be reached 
at bill.snyder@sbcglobal.net or www.
billsnyder.biz.

http://www.infoworld.com/d/consumerization-of-it
http://www.infoworld.com/t/byod/lost-in-byods-uncharted-legal-waters-180793
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Harnessing the power of consumerization
So you’ve said yes to the use 
of personal tech. How do you 
make it work for and in your 
business? B y  ly N N  H a B e R

he self-provision-
ing of technology 
in the workplace 
by employees, 
more commonly 
known as con-
sumerization, is 
the most dramat-

ic opportunity disguised as a chal-
lenge that businesses should em-
brace. Along with the infiltration 
of unsanctioned personal devices, 
applications, and Web services 
inside the organization, compa-
nies are gaining workers who are 
increasingly self-motivated to be 
more empowered, engaged, and 
resourceful.

What enterprise would say no to a 
self-starter? 

None should, according to indus-
try watchers. Consumerization is 
here, and it’s not going away. Savvy 
companies will recognize the con-
sumerization trend for what it is: 
the opportunity to put in place the 
security and support mechanisms 
to nurture this new breed of worker 
to leverage benefits such as innova-
tion, increased productivity, and — 
ultimately — growth and increased 
revenue.

In 2011, 40 percent of devices 
used to access business applica-
tions were personally owned by the 
employee, according to IDC’s 2011 
Consumerization of IT study. 
That’s up 10 percent from 2010. At 
the same time, the percentage of 
company-owned devices used by 
the employee fell by 10 percent, 
from 69 percent in 2010 to 59 per-
cent in 2011.

Additionally, twice the number of 

http://www.infoworld.com/d/consumerization-of-it
http://unisys.com/unisys/common/download.jsp?d_id=1120000970016710178&backurl=/unisys/ri/report/detail.jsp&id=1120000970016710178
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Put the right policies in place with this 
free guide from Good Technology.

Good Technology  430 N. Mary Avenue, Suite 200, Sunnyvale, CA 94085

Visit www.good.com/privacy for more information on our Privacy Policy. 

© 2011 Good Technology, Inc. All rights reserved. Good, Good Technology, Good for Enterprise, the Good logo, and Good Mobile Messaging are trademarks 
of Good Technology, Inc. All third-party trademarks, trade names, or service marks may be claimed as the property of their respective owners. 

Get it now

They’ll bring the devices. 
You bring the security.

Get it now

Bring Your Own 
Device Policy 
Consideration
Document: 
A free resource from 
Good Technology

As more and more of your employees begin using their own iOS 
and Android devices for work purposes, you have a tremendous 
opportunity. Launching a “bring your own device” (BYOD) 
program can help you reduce mobile expenses, drive employee 
satisfaction, and increase the productivity of your workforce.

But �rst, you’ll need to identify which employees are eligible to 
bring their own devices, and know the mobile applications they 
require to be productive.

You’ll also need to put security technology in place that prevents 
the loss of sensitive company data on BYOD devices, while 
providing a positive user experience and respecting user privacy. 
Good for Enterprise secures your enterprise email, contacts, 
calendar, and intranet access on employee iOS and Android 
mobile devices. And Good Dynamics, a secure mobile 
application development platform, allows your employees 
to use your company's mission-critical business applications 
from their BYOD devices.

Download a free resource from Good 
Technology that will help you:

• Build a reliable security strategy for
   employee mobile devices.
• Define financial reimbursement policies.
• Develop mobile support policies.

employees used social media apps, 
such as Facebook and Twitter, in 
the workplace in 2011 compared 
to 2010, according to the research 
firm.

Undeniably, the line between 
personal IT and work IT has 
blurred. More important, whether 
sanctioned or not, employees are 
rapidly increasing the use of their 
personally preferred mobile devic-
es — such as smartphones, tablets, 
and laptops — as companion de-
vices to their PCs. For example, 
at Needham Bank it’s common 
to see employees opt to use bank-
sanctioned Apple iPads at their 

desk rather than their desktop PC. 
“They get in, get out, and get what 
they need to do done,” says James 
Gordon, vice president of IT at the 
Massachusetts bank. 

At a minimum, today’s workers 
expect the same technology and 
capabilities inside the office as they 
use outside the office. Certainly, 
they don’t expect less. “The fact 
that we sanction the use of iPads 
and smartphones spurs a level of 
excitement, even on the warehouse 
floor,” says Neil Goodrich, director 
of business analytics and technol-
ogy at Holly Hunt, a designer and 
producer of luxury home furnish-

The fact that we sanction the 
use of iPads and smartphones 
spurs a level of excitement, 
even on the warehouse floor.
 –  neil goodriCh, Holly Hunt business analytics and  

technology director

http://www.infoworld.com/d/consumerization-of-it
http://got.good.com/012012BYODW1ConsiderationDoc_byodw1.html?lsrc=Internal%20Email&ltyp=Online%20Content&cid=701000000005w0h
http://got.good.com/012012BYODW1ConsiderationDoc_byodw1.html?lsrc=Internal%20Email&ltyp=Online%20Content&cid=701000000005w0h
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nishings. He notes that such support 
also instills a level of pride among 
workers.

The defensive business reflex to 
the consumerization trend — based 
on a perceived loss of control and 
legitimate concerns about risk and 
security — is to protest too much, 
to push back too hard, or to impose 
old and rigid standards. Successful 
organizations will instead adopt an 
offensive strategy to make consumer-
ization a win-win for all.

Where the benefits  
can be reaped
Companies that embrace consumer-
ization can expect to see both inter-
nal and external benefits.

Internally, the business gains 
from embracing consumerization 
are broad, including potential cost 
savings, more-satisfied employees, 
productivity gains, a stronger recruit-
ment position, increased innovation, 
and investment in technologies that 
they might not otherwise bought 
into, or at least not as quickly.

The overarching external benefit 
is improved customer engagement. 

How People Use iPads
it turns out that business users use ipads 
more than consumer users
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Used as part of a multichannel strat-
egy to reach out to customers, busi-
ness partners, and suppliers, con-
sumerization tools and technology 
can make it easier for existing cus-
tomers to do business with you and 
to create exposure, such as through 
social media, for new customers to 
find out about your business’s servic-
es and products.

Embracing consumerization and 
reaping its benefits begins with a 
road map that plans for success and 
then sharing it with employees. “We 
recommend establishing a center of 
excellence where IT partners with 
the lines of business to identify the 

greatest benefits of consumeriza-
tion to the company and how to get 
there,” says Phil Garland, a partner 
in PwC’s CIO Advisory Services 
group.

turning users into it deputies
Although IT organizations admit to 
feeling besieged by consumerization 
— 80 percent of IT executives say 
consumerization increases IT work-
load, according to IDC – the trend 
is inevitable with no signs of letting 
up. “The form factors of today aren’t 
the end of it,” says Danielle Levitas, 
a senior analyst at IDC. 

The good news for IT is that the 

democratization of the workplace 
offers benefits for the IT group. The 
technology-savvy employee bent 
on selecting his or her own mobile 
device and apps can be an asset, one 
that PwC describes as helping turn 
“shadow IT” into “deputized IT.”

In other words, IT gains an army 
of user assistants who turn to each 
other to solve problems with their 
devices and apps rather than lean 
on IT. This self-support not only 
reduces the burden on IT but also 
offers the IT organization partners 
in innovation and testing and inside-
the-business technology analysts.

That’s the approach being taken 
at furnishings firm Holly Hunt. It’s 
kicked off a series of marketing and 
training groups with IT for people 
to trade ideas and to identify gaps 
in the tools available to employees 
designed to improve productivity. 
“These users are the new litmus test 
for new application development,” 
says business analyst director Good-
rich. 

Goodrich contends that consum-
erization makes users less tolerant of 
poorly made software, so IT needs to 

tackle that issue head-on. By focus-
ing less on devices and more on apps 
that target improved business pro-
cesses, the partnering of IT and users 
can drive productivity through better 
tools — the bull’s-eye of consumer-
ization.

the always-on employee
By tapping into an existing base of 
technology aficionados willing to use 
their always-on, easy-to-use, 24/7- 
accessible devices for work — even 
if just a quick activity here and there 
— businesses will inevitably see a 
productivity advantage.

Already, employees admit that no 
place is sacred when it comes to us-
ing consumer technologies to con-
duct work. IDC survey respondents 
admit to squeezing in work time 
while on vacation, in bed, during 
commute time, at family gatherings, 
while watching TV, and even at a 
place of worship. “While not quanti-
fied, businesses can reap huge bene-
fits from [consumerization] because 
it’s hard to turn the device off when 
it’s also being used for personal use,” 
says IDC’s Levitas. Ask any enthusi-

Businesses can reap huge  
benefits from consumeriza-
tion because it’s hard to turn the 
device off when it’s also being 
used for personal use.
 –  danielle levitas, idC senior analyst

Businesses can reap huge ben-
efits from consumerization 
because it’s hard to turn the 
device off when it’s also being 
used for personal use.
 –  danielle levitas, idC senior analyst
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ast just how easy is it to check email, 
update Facebook, and collaborate 
with business peers.

The socially savvy business
Many employees have already mas-
tered social media, and as business 
hones its skills, social media is an 
avenue to enhance operations and 
exploit new market opportunities. A 
2011 McKinsey report, “How Social 
Technologies Are Extending the 
Organization,” confirms increased 
adoption rates of social tools and 
technology, with 72 percent of re-
spondents using at least one social 
technology tool and 40 percent re-
porting the use of social networking 
and blogs.

Measurable benefits of using social 
tools internally include increased 
access to knowledge, a reduction 
in communication costs, and faster 
access to internal experts, especially 
when integrated in the employee’s 
day-to-day work. Similar results are 
reported among companies that 
reach outside of the organization to 
partners, suppliers, and experts.

Organizations using social net-

working to reach out to customers 
report more effective marketing, 
increased customer satisfaction, and 
reduced marketing costs. Develop-
ing communities of interest via the 
use of social networking is a huge 
potential shot in the arm to innova-
tion for any organization that plugs 
in employees as well as business part-
ners, customers, and suppliers.

But a key caveat to realizing the 
benefits from social media is that it 
doesn’t happen organically. “Beyond 
the technology there’s the functional 
capability of how to use it effectively 
to drive results,” says Ryan McCune, 
senior director of innovation and 
incubation at Avanade, an IT consul-
tancy. Perhaps the easiest and quick-
est social medium to start with is 
corporate microblogging, he notes. 

Consider Needham Bank. To-
day, it encourages employees to use 
LinkedIn, low-hanging fruit to gain 
competitive advantage and reap 
immediate business value. It also 
uses Microsoft SharePoint’s My Site 
feature for internal collaboration. 
Facebook is the next social network-
ing frontier for the company. “We 

have to do it 100 percent right and 
manage the risk appropriately before 
we jump in,” says business analytics 
director Gordon.

The greatest benefits  
come from apps
Consumerization’s productivity ad-
vantage is ultimately about the apps: 
delivering the right applications 
and data to the right set of users and 
managing it accordingly — which 
goes back to creation of a center of 
excellence to identify the applica-
tions that deliver the greatest benefit.

Many in IT are concerned about 
needing to gain expertise in multiple 
mobile and cloud platforms, but the 
good news about mobile apps and 

social cloud is that new apps can be 
developed quickly and at a lower cost 
than traditional enterprise apps. “It’s 
easier to experiment because the 
focus for development is on the front 
end, tapping into existing enterprise 
apps such as CRM, ERP, and HR, 
for example,” says PwC’s Garland. 
At the same time, developers can fail 
fast while taking a smaller bite out of 
the R&D budget.

The bottom line is that a progres-
sive attitude toward consumerization 
is good for business. So get progres-
sive. ■

lynn haber is a business technology 
writer based in Massachusetts. She can 
be reached at lthaber@comcast.net.

With mobile and social apps,  
it’s easier to experiment because  
the focus for development  
is on the front end.
 – phIl garland, pwC Cio advisory Services partner
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With a new balance 
between employee choice 
and business assurance, 
a different approach to 
management is critical
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rather than IT’s device of choice, 
the traditional notion of imposing 
operations based on standards and 
stability flies out the window. 

The great influx of a diversity of 
mobile devices driven by the user 
is driving IT toward a more condi-
tional approach to support — with 
IT retaining the right to control 
cost and security while develop-
ing a new set of policies that allows 
some freedom.

Consumerization is akin to 
the fashion business; in both, 

change is constant. Therefore, it 
makes sense that companies need 
to respond by being agile and 
adaptable, even to unprecedented 
events. “Businesses have to estab-
lish best practices that transition 
as the market transitions,” says 
Ken Dulaney, vice president for 
mobile computing research at 
Gartner.

Empowering this new breed of 
mobile worker and approach to 
work revolves around being proac-
tive in the three key areas: policy, 

oday’s bring-your-own-device (BYOD) employee isn’t 
yesterday’s road warrior, so it’s time for businesses to 
put in place the structured support systems — policy, 
management, and application access — that align the 
expectations of the new corporate work style with its 
business priorities.

With more than half of employees paying for their 
mobile devices (and all or some of their data plans), 
and the lion’s share opting for their device of choice T

http://www.infoworld.com/d/consumerization-of-it
http://www.maas360.com
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management, and application  
support.

policies in the era of BYoD
Accept the fact that consumeriza-
tion is driving businesses to rethink 
everything, particularly the balance 
of the relationship between IT and 
employees. Then it becomes clear 
why a “my way or the highway” cor-
porate policy will not work.

Industry experts point to two as-

pects of policy to consider: provision-
ing and usage.

When it comes to the provisioning 
of devices, the good news is that with 
or without a BYOD stipend, em-
ployees are eager to retain the right 
to purchase their device of choice. 
A report from Good Technology 
found that half of the organizations 
surveyed with BYOD in place said 
employees covered costs for the de-
vice and data plan, while 25 percent 

of companies offered a stipend to 
encourage BYOD buy-in. A little en-
couragement apparently goes a long 
way, as a BYOD stipend bolstered 
adoption.

Industry experts agree that there’s 
no one-size-fits-all solution when it 
comes to the provisioning of mobile 
devices. The two popular options are 
to have employees pick up all costs or 
to have the employee and company 
each pay a part (usually through a 

company stipend). Whichever op-
tion a business adopts, businesses 
should seize upon the willingness of 
employees to pay for some of all of 
their devices, service plans, and even 
apps, advises Ted Schadler, a princi-
pal analyst at Forrester Research.

The ideal route to consumeriza-
tion at Nationwide Insurance, a 
company with 40,000 employees, 
is to keep BYOD cost-neutral. One 
quarter of its employees are reim-

Who Pays for BYOD?
Organizations pick up varying amounts of the tab 
for smartphones and tablets

retail / Wholesale

life sciences

government (local)

entertainment / media

software

government (Federal)

Communications

legal

Transportation / logistics

professional services

manufacturing

healthcare

Finance / Insurance

0% 5% 10% 15% 20% 25% 30% 35% 40%

CRed It:  GOOd technology

Device costs only, company 
pays for all service plan costs

Device and service plan costs, 
minus eligible expenses

Device and service plan costs, 
minus stipend amount

Device costs and all service 
plan costs (i.e., no expense 
back, no stipend)

5%

20%

25%

50%

■  Device costs only, company 
pays for all service plan costs

■  Device and service plan costs, 
minus eligible expenses

■  Device and service plan costs, 
minus stipend amount

■  Device costs and all service 
plan costs (i.e., no expense 
back, no stipend)
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bursed for their device, and these 
users will receive reimbursement for 
a new smartphone of their choice 
when their current contract runs 
out. (These employees mostly have 
BlackBerrys, as that had been the 
corporate standard.) All other em-
ployees are free to purchase a device 
and data plan of their choice at their 
own expense and request access to 
the corporate network.

Today, about 4,000 employees at 
Nationwide — 3,500 smartphone 
users and 500 iPad users — use non-
BlackBerry devices and are managed 
through the insurer’s new mobile de-
vice management (MDM) platform, 
from Good Technology. Of those 
4,000 users, more than 1,000 are self-
provisioned BYOD users.

Policy around usage, or protect-
ing the data, is every organization’s 
No. 1 concern. At Nationwide, users 
agree to usage terms when they sign 
up for BYOD. In the spirit of shared 
ownership, BYOD users must under-
stand that the company has a busi-
ness to run and retains the right to 
discontinue usage or wipe a device 
when necessary. Users must also use 

passwords and encryption. For some 
individuals or groups, business usage 
of BYOD devices may be prohibited; 
Nationwide disallows BYOD use 
by employees paid hourly and by 
employees subject to certain regula-
tions. 

management  
in the era of BYoD
BYOD and MDM go hand in hand. 
It’s a key tool for the enterprise to 
track, monitor, and manage the 
mobile experience while securing 
business data and intellectual prop-
erty. Gartner estimates that about 
60 vendors offer MDM tools, about 
two dozen of which are viable for the 
enterprise.

Critical MDM capabilities that 
companies should look for in a prod-
uct include support for device di-
versity, policy enforcement, security 
and compliance, containerization 
of applications and content, inven-
tory management, software distribu-
tion, administration and reporting, 
and IT service management. It was 
these capabilities that Active Interest 
Media (AIM) sought out as the num-

ber of BYOD devices climbed and 
concerns about corporate exposure 
grew. (AIM’s 400 employees in 12 of-
fices produce magazines, consumer 
events, websites, and books.)

IT executives must remember that 
although tools are important, it’s 
critical that the policies they execute 
make sense for both the company 
and the user. In other words, if you 
lock down too much or impose too 
many limitations, you’re guaran-
teed to get user pushback and work-
arounds. 

Done right, consumerization fos-
ters a new relationship between the 
employee and IT and the employee 
and the business — one that is more 

equitable and adult. Empowered em-
ployees are a business’s best friend. A 
recent Forrester report, “How Con-
sumerization Drives Innovation,” 
concludes that empowerment does 
in fact drive innovation. These self-
taught experts not only know how to 
use smartphones, tablets, and Web 
apps like Google Docs and Drop-
box, they know what they’re good for 
and how they can help the business. 
And they’re willing to do just that. 
Furthermore, the research shows 
empowered employees improve work 
processes and productivity.

No one says it’s going to be easy 
to transform the status quo, but it 
is possible — and attitude is every-

Empowered users not only know 
how to use smartphones, tablets, 
and Web apps like Google Docs 
and Dropbox, they know what 
they’re good for and how they 
can help the business.

http://www.infoworld.com/d/consumerization-of-it
http://www.infoworld.com/byod
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thing. “Initially when the concept 
[of consumerization] came up, it 
was very uncomfortable. What we’ve 
learned is that the process of change 
is iterative and doesn’t have to be 100 
percent anymore. It has to be accept-
able,” says Bob Burkhart, director of 
new technology innovation at  
Nationwide.

applications  
in the era of BYoD
In this new reality, a smartphone 
is just a little PC, simply another 
endpoint. Like a PC, much of its 
value comes from its ability to run 
apps. “Empowerment is about ac-

cess to applications and content from 
a device of choice,” says Forrester’s 
Schadler. 

That means a business will now 
have a mix of IT-led “back end” apps 
and employee-driven “front end” 
apps — not the traditional IT-man-
aged portfolio. That said, companies 
have to make choices about mobile 
applications and explore the use case 
for each. Also up for review are the 
core applications users want to access 
on their mobile devices — email and 
collaboration, Web apps, an employ-
ee portal, content or files, and enter-
prise business apps such as CRM 
and data dashboards, for example.

After the “what” question is the 
“how” question: Should companies 
build their own enterprise mobile ap-
plications or use off-the-shelf applica-
tions from third-party marketplaces? 
It’s likely a mix of both — and an 
understanding that in some cases, in-
dividual users can make those deci-
sions themselves.

For example, International SOS, a 
company that provides medical as-
sistance and security services to orga-
nizations, is developing a mobile app 
for a credentialing process used by 
60 staff members who visit hospitals 
and doctors around the world. The 
application already existed for lap-
tops but now is being ported to the 
iPad and Android OS.

The company is also amenable 
to using off-the-shelf clinical sup-
port applications, for which there’s a 
healthy and growing market. “We’ll 
add a proprietary piece and re-create 
the front end,” says Tim Daniels, 
executive vice president at the com-
pany. 

Application delivery to BYOD 
employees is another frontier to com-
panies need to explore. Borrowing 

from the consumerization trend, 
BYOD employees are not only famil-
iar with but also fond of the app store 
model for accessing apps. That’s why 
large companies, like IBM and GE, 
build their own app stores to deliver 
custom apps and recommended 
commercial apps to their employees.

But for most companies, it’s still 
early in the game to be thinking 
about private app stores — the first 
step, after all, is to develop the en-
terprise mobile apps you need and 
figure out how to deal with the apps 
that users buy, such as to manage 
information access and flow. The 
tools for addressing these issues are 
still nascent.

In the new consumerization con-
text, the key to empowering mobility 
is creating a flexible organization 
and learning to roll with the punches 
that come with enterprise mobility. 
Policies and management — both 
human and technical — are the 
means to getting there. n

lynn haber is a business technology writer 

based in Massachusetts. She can be reached at 

lthaber@comcast.net.

What we’ve learned is that  
the process of change is  
iterative and doesn’t have  
to be 100 percent anymore. 
 –  BoB Burkhart, Nationwide insurance director of  

new technology innovation
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S
martphones, tablets, 
social networks, and 
cloud services are 
all popular, incred-
ibly useful — and a 
security risk. These 
days, the security 

focus is on mobile devices, as they 
tend to be used a lot to work with 
corporate information, but the vari-
ety of platforms, the fact many are 
employee-owned, and uneven secu-
rity capabilities mean it’s a real chal-
lenge — sometimes an impossible 
challenge — to manage them in the 
same way as the corporate PC.

The issue is not so much hacking; 
outside of malware easily available in 

the Android Market, 
mobile devices are saf-
er than PCs from hack-
ers. Instead, the issue is 
inappropriate informa-
tion usage, where em-
ployees inadvertently 
spill the beans about 
contacts, embarrass people, violate 
any number of privacy regulations, 
and neglect compliance obligations. 
Most people do it inadvertently, 
some people do it deliberately — but 
what matters is that they do it. 

That puts organizations in an un-
comfortable position. Survey after 
survey shows that technologically 
empowered users are happier and 

more productive, so businesses want 
to tap into that benefit. But they also 
have to safeguard their secrets and 
comply with regulations. The good 
news is that although the methods 
and tools are still new, there are 
known, proven approaches to re-
duce those risks without disabling 
the benefit of consumerization. 

For mobile devices, these tools 

fall into several categories: data loss 
prevention, mobile data manage-
ment, and mobile application man-
agement.

Data loss prevention
Many organizations have already 
invested millions of dollars in data 
loss prevention (DLP) tools, which 
classify data access rights through 
text analysis and metatagging, then 
monitor information flow (such as 
contents in email) to look for prob-
lematic data types (such as Social 
Security numbers or files tagged as 
corporate secrets). DLP tools are 
usually set to alert IT or users as to 
possible issues, but can also be pro-
grammed to block information first 
and ask questions later. 

DLP tools require effort in creat-
ing the information policy rules 
(usually associated to user roles) and 
then tagging information across the 
enterprise, and DLP requires shunt-
ing all information flow through 
DLP servers to ensure it is analyzed.

DLP tools are not new, but their 

b y  g a l e N  g R u m a N

Mobile 
management 
Understanding your options 
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use in mobile information flow is. 
There are several approaches to 
mobile DLP:

■■ Routing all mobile traffic 
through a corporate DLP server, as 
Symantec offers.

■■ Providing a mobile app for ac-
cess to corporate information re-
positories such as SharePoint; that 
app honors the permissions set for 
files in those repositories. Zenprise 
offers such a tool for SharePoint, 
and of course many cloud storage 
providers (such as Accellion,  
Box.net, Dropbox, and YouSendIt) 
offer IT-manageable cloud storage 
services.

■■ Baking content management 
into apps themselves by adopt-
ing APIs from companies such as 
Good Technology, MobileIron , 
and SAP Sybase. A related technol-
ogy area called mobile application 
management typically also reaches 
into content management.

mobile device management
If 2010 was the year that the bring-
your-own-device (BYOD) phe-
nomenon became legitimate, 2011 

was the year that mobile device 
management (MDM) tools be-
came accepted as the tool to allow 
safe BYOD. So it’s no surprise that 
dozens of vendors now offer MDM 
tools. 

Today, MDM tools are deployed 
in financial services, defense, gov-
ernment, and medical environ-
ments — the very environments 
most concerned about information 
security.  But MDM is not new; 
enterprises have been using it for 
years in the form of the BlackBerry 
Enterprise Server (BES), to man-
age the access rights and device 
permissions of BlackBerry messag-
ing devices. Microsoft Exchange, 
the most-used email server, also 
supports a modest set of policies 
through its Exchange ActiveSync 
(EAS) protocol. 

EAS policies can require a de-
vice be encrypted, have a complex 
password, or disable its camera. 
IT manages those policies in Ex-
change or the corporate version 
of Google Apps (and soon will be 
able to in Microsoft’s System Cen-
ter 2012). That email server ties 

http://www.infoworld.com/d/consumerization-of-it
http://www.infoworld.com/d/mobilize/mobile-management-infoworlds-expert-guide-371-0
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into a corporate identity server (usu-
ally Microsoft’s Active Directory) to 
determine which policies apply to 
which user. If a device doesn’t com-
ply with the rules associated to its 
user, that device is denied some or 
all access. 

These servers also let IT remotely 
lock or wipe the contents of a lost or 
stolen device.

Apple’s iOS, the defunct Windows 
Mobile, some versions of Google’s 
Android, and some versions of 
Nokia’s defunct Symbian mobile 
platforms support a substantial 
number of EAS policies, as does 
Microsoft’s Outlook email client 
for Windows PCs and Macs and 
Apple’s Mail client for Mac OS X. By 
contrast, Microsoft’s new Windows 

Phone 7, some versions of Google’s 
Android, and Hewlett-Packard’s 
defunct WebOS mobile platforms 
support a very limited set of EAS 
policies. (Research in Motion’s 
BlackBerry devices work with its 
own BES product and, via connec-
tors, to a lesser extent with Microsoft 
Exchange and Google Apps.)

Most MDM vendors’ products go 
beyond what Exchange and oth-
er email servers provide, adding 
access to non-EAS policies that 
a mobile operating system might 
support. For example, Apple’s 
iOS 5 has a policy that lets IT 
disable its iCloud file-syncing 
service. 

Some MDM vendors go fur-
ther than exploiting the extra 
policies in various mobile plat-
forms, such as to detect a modi-
fied (“jailbroken”) version of the 
operating system. To do so, users 
run their mobile app and the 
applications within it. Anything 
in that app “container” can have 
all that MDM vendor’s special 
policies applied, giving IT a safe 
zone on a user’s device. (These 

apps can be set to not share informa-
tion outside the safe zone, essentially 
separating the corporate information 
from the rest of the device.) Some 
MDM vendors also provide capabili-
ties to enable help desk support for 
mobile users and to control telecom 
spend, such as to alert employees 
when they are roaming internation-
ally.

The challenge for MDM vendors 
and IT alike is that because differ-
ent mobile platforms have different 
capabilities, it’s impossible to have a 
uniform management approach to 
all devices. The MDM vendors han-
dle the hard work of keeping up with 
all the platforms’ capabilities as they 
change, but IT still has to face the re-
ality that it may need to be somewhat 
flexible in its policy requirements 
to support at least the most popular 
business-class devices. And there’s 
the wrinkle that comes with support-
ing iOS devices: Apple requires busi-
nesses to get their own Apple Push 
Notification Service (APNS) cre-
dential from Apple to enable MDM 
management; this certificate gives 
the MDM tool permission to access 

Mobile Data Loss 
Prevention
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F5 Networks 
interguard Software
Symantec

Managed Online 
Storage
accellion
box.net
dropbox
youSendit
Zenprise

Major vendors for key mobile management needs
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app47
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mobileiron
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iOS devices through Apple’s 
notification servers on your 
behalf. 

mobile application  
management
The least established area for 
managing mobile information 
access is mobile application 
management (MAM), which 
currently comprises several 
types of services: 

■■ app distribution, such as 
through corporate app stores. 
These typically focus on 
homegrown Web and native 
apps, but can also link to pub-
lic app stores.

■■ secure app development, 
to add security and permis-
sions control for homegrown 
apps’ content and access to 
corporate network resources. 
There’s typically a manage-
ment console for IT to use to 
act on those embedded con-
trols.

■■ app content manage-
ment, such as to restrict apps’ 
abilities to share authorized 

content with other apps. 
These too are focused on 
homegrown apps, though can 
in some cases also be used by 
commercial app developers 
in conjunction with a man-
agement tool. One vendor in 
this category, Nukona, takes 
an unusual approach of wrap-
ping permissions around apps, 
rather than requiring the apps’ 
internal code to implement 
policies — it’s sort of a DLP-
wrapper approach. The other 
providers rely on policies be-
ing specified within the apps’ 
code.

■■ secure app containers, 
which create a separate parti-
tion, app container, or virtual 
machine to segregate at least 
some corporate apps and data 
from personal apps and data. 
This approach allows freer 
use of content across apps in 
a container than techniques 
that secure data within just 
specific apps. This approach 
differs from the use of virtual 
desktop infrastructure (VDI) 

to present a remote application 
in a window; such applications 
(Citrix Receiver and VMware 
View are examples) have little 
to no access to information 
or capabilities on the mobile 
device itself, beyond keyboard 
and emulated mouse access.

The difficulty in current 
MAM approaches is that they 
are usually application-spe-
cific. That favors their use for 
apps developed in-house. But a 
variety of vendors are working 
with commercial developers 
to embed their technology. 
Over time we may see more 
and more of the apps that us-
ers install on their own to work 
with business data supporting 
such app and content manage-
ment capabilities, for access 
via an MDM or other tool the 
business already has in place or 
can connect to such an exist-
ing management tool. ■

galen gruman is InfoWorld’s 
executive editor for features and 
its Mobile Edge columnist.
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