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For Infrastructure & Operations Professionals

ExEcutIVE SummAry
Server virtualization started a chain reaction that is transforming infrastructure and operations (I&O). Your 
network infrastructure isn’t immune, but the reaction has been delayed. Current networking infrastructures 
are too rigid and old to support the orchestration of services needed to optimize a user’s experience. 
Moving forward, Forrester believes a new architecture will emerge: virtual network infrastructure (VNI). 
A VNI accomplishes five goals: 1) leverages and balances workloads between virtualized and physical 
infrastructure; 2) acts as a vertically integrated Layer 2 to Layer 7 module within the infrastructure; 
3) creates a fabric of horizontally interconnected components; 4) automates and orchestrates the 
infrastructure to deliver the right services for each user; and 5) allows management by business units. This 
document will help I&O executives wade through the next decade of tumultuous changes in technology by 
highlighting the characteristics of VNI and providing some examples of the evolution toward VNI.
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BuSINeSS STRATegy WIll TRANSFORm NeTWORKINg

Companies are moving forward and continuing to prioritize lean process thinking as business 
decision-makers position their companies for expansion. As a result, businesses will approach this by 
embedding themselves in their customers’ lives.1 This has two distinct benefits: loyal customers and a 
recurring revenue stream that Wall Street favors. CEOs are turning to CIOs and challenging them to 
create an infrastructure that can support a new business model: customized services and products.2

The customized services and products model requires a company to be as dynamic, flexible, mobile, 
and connected as its customers so that it can respond to customers’ needs. The “have-it-my-way” 
and “always-connected” generation demands this level of immediacy. Infrastructure and operations 
personnel can’t afford to keep a “build-it-and-they-will-come” attitude. The infrastructure will be 
deployed to monitor the user’s expectations and deploy the right services to a mobile, empowered, 
and dispersed workforce. The goal is to let these poly-app users (those who use multi-applications 
with the intention of solving one business issue) create their own distinct mashup to get their jobs 
done. To achieve this, I&O teams must extend the processes, procedures, and technology that are 
currently being deployed in the data center, where this level of flexibility already exists, to the rest of 
the infrastructure. This allows I&O to ignite a set of orchestrated services and provide the optimum 
set of experiences for the users automatically as needed.

I&O Teams Are On A Trajectory To Deploy Networks That Support A Superior use experience

Although cloud has heightened expectations, it’s long been the goal of infrastructure architects to 
create an automated infrastructure that coordinates a set of abstracted resources and delivers them 
in a self-service method. But it will take more innovation to balance infrastructure and the needs of 
users. The network pendulum has swung between technology infrastructure and users over the past 
20 years (see Figure 1). We’ve seen I&O teams:

· Focus on infrastructure to solve global connectivity issues. The 1990s created the rise of L2/
L3 as Ethernet beat out ATM, SONET ring, and IPX. Besides connecting to share common 
resources like printers, the world connected to share information, and the focus was on 
getting packets from one spot to another. Networking teams spent their time creating paths by 
preventing links from going down, setting up redundant paths, and binding links to increase 
bandwidth to compensate for traffic congestion.

· Shift focus to users to solve global performance issues. Infrastructures evolved from packet 
delivery at the start of the millennium to focusing on the user. Networking administrators 
climbed the Open Systems Interconnection (OSI) ladder since creating paths and increasing 
bandwidth didn’t solve all problems. I&O personnel embraced Layer 4 to Layer 7 by deploying 
corresponding solutions and technology that affected the upper parts of the OSI stack; load-
balancing, offloading, caching, compression, and other technologies solved global performance 
issues by eliminating redundancy, controlling waste, or reducing inefficiencies.
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· Refocus on infrastructure to solve scalability issues. 2010 started the transition from rigid 
connections to Ethernet fabrics as efficiency and business acumen were introduced into the 
technology infrastructures. However, networking is being forced to morph into a flexible, 
automated, and efficient set of Layer 2 to Layer 7 services needed for next-generation data center 
architectures. The goal is to create a network that can scale with virtual server technology and 
enable private cloud implementations. Like threads in a cloth that are interwoven, networking 
hardware and software need to be woven with other data center components and act as a single 
unit providing capabilities more powerful than the individual components.

Figure 1 because Of consolidation Efforts, the Pendulum Swung back From users to Infrastructure 

Source: Forrester Research, Inc.59733
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The Next Wave Of Network Investment: Supporting uXn Through Service Orchestration

Emerging business models focused on customized services and products — built on flexible, dynamic, 
efficient, and automated infrastructures — will increase the pressure on I&O teams by several 
magnitudes. I&O teams must cope by swinging the network investment pendulum from infrastructure 
back to users with a focus on providing the best experience as the litmus test. I&O teams must:

· Transform from technology silos to services. Traditional I&O departments are organized 
around technology domains such as server, storage, network, database, and desktop. However, 
most I&O orgs are measured on services, thus organizations will need to orient along key 
IT services and processes, with ITSM as the structural template. Here, they create groups 
for capacity management, performance management, service-level management, release 
management, and other ITSM services and processes.

· Change the metrics to focus on more subjective, user-oriented values. Monitoring needs to 
extend beyond technical parameters such as errors, latency, and bandwidth to subjective factors. 
For example in voice over IP (VoIP), the mean opinion score (MOS) test has been used for 
decades in telephony networks to obtain the human user’s view of the quality of the network; 
this can be calculated by using absolute information from codec, jitter, latency, and packet loss 
with the “bursty-ness” of the jitter and packet loss thrown into the mix. It’s time for I&O to 
redefine network metrics and extrapolate this concept to other applications and mediums.

If I&O teams execute on these two objectives, they will enable what Forrester refers to as a user 
experience network, or uXn. Forrester defines a uXn as:

A network architecture that focuses on monitoring, controlling, and optimizing the quality of user 
experience.

A user experience network satisfies three conditions. It: 1) has granular visibility to customize services 
for each user; 2) optimizes the transport mechanisms by combining and accelerating the required 
service; and 3) can control the flow based on business policies.3 These services — like security, 
optimization, balancing, switching, and routing, to name a few — will be ignited, turned off, throttled, 
or enhanced. Forrester refers to this uXn capability as “service orchestration,” which we define as:

The automation and provisioning of network services for the best user experience.

Since no one solution can do everything and no one company can provide all services, the 
orchestrator and orchestration will be dependent on application programming interfaces (APIs): 
the set of rules (or “code”) and specifications that serves as an interface between different software 
programs and facilitates their interaction, unlocking value in data and services that would otherwise 
be hidden behind monolithic legacy systems. In the next stage of network evolution, infrastructures 
will link the components together so that the right services are orchestrated to match users’ needs 
(see Figure 2). For example, I&O teams can move virtual machines in a coordinated manner. This 
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means using management software that orchestrates switching, security, and optimization and 
consumes relevant information through these APIs to ensure that the system is ready and the 
supporting services are aligned accordingly after the VM moves. Monitoring solutions, leveraging 
uXn criteria, will verify that all aspects are met and that the monitored criteria remains within 
the bounds of acceptable uXn performance. If it’s outside the SLAs, the analysis in the controller 
(automation component) will manipulate the infrastructure to bring it back into acceptable 
boundary conditions (see Figure 3 and see Figure 4).

Figure 2 the Next Stage Of Networking Will Give rise to APIs to meet users’ Needs

Source: Forrester Research, Inc.59733
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Figure 3 Service Orchestration Will require linking together uxn, Automation, And Infrastructure

Source: Forrester Research, Inc.59733
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Figure 4 taxonomy Of Service Orchestration

Source: Forrester Research, Inc.59733
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The OlD NeTWORK APPROACh CAN’T SuPPORT TOmORROW’S BuSINeSS

Infrastructure teams will be building out a service orchestration platform that is automated, 
aligned with the business process, and in tune with customers’ needs and that improves customer 
experience. Unfortunately, today’s networks can’t support this dynamic initiative because networks 
are built on outdated architectural principles (see Figure 5):

· Improve network availability. The introduction of voice and dependency of cloud applications 
to support the business — such as Amazon’s Web Services — pushed networking to ensure five 
9s reliability. Organizations focused on redundancy and deploying bigger pipes.

· Extend network reach and mobility. After the focus on connecting branch offices, campuses, 
and the data center, networking teams have been spending the past few years trying to figure 
out how to provide the right set of resources to mobile and remote employees.

· Decrease network opex and capex. The economic downturn pushed organizations to look at their 
spending. Based on Forrester network inquiries, most organizations took the approach of cutting 
back purchases or focusing on the decreasing capex by buying cheaper infrastructure. Others 
teams tackled costs by reducing the number of services being offered, which reduced opex.



© 2011, Forrester research, Inc. reproduction Prohibited December 12, 2011 

Virtual Network Infrastructure 
For Infrastructure & Operations Professionals

7

· Increase service levels. Service-level agreements (SLAs) began as a contract between the 
business and IT side of the house to ensure that the business’ basic needs were being met. But 
SLAs have since evolved as a management objective for IT operations and a way to ensure 
continuously improving operational processes.

Tomorrow’s business demands will force I&O managers to develop a service orchestration 
infrastructure built on a new set of principles. The new enterprise network strategy must:

· Streamline business processes. The main charter I&O must consider when implementing new 
technology and services is to align itself to the business’ lean process thinking. I&O managers will 
be tasked with showing how the solution improves efficiency for the organization or business.

· Automate on-demand services. The core tenet of cloud computing is to deliver a set of 
functionality via a billable service method. The key ingredient is self-service, which means 
offering users what they need at the moment they need it; instant gratification can only be 
accomplished through automation of orchestrated services.

· Improve customer experience. Both infrastructure and I&O personnel will be much more 
integrated into the business units. Systems will be set up to monitor the user, report on the user, 
and align services to the user instead of having the user’s needs routed through the support desk — 
a cumbersome, error- and latency-prone process that often doesn’t meet their needs.

· Focus on customers, not apps. Organizations that deploy and manage technology won’t be 
comprised of just technologists. I&O will transition from a technology-oriented to service-
oriented organization that figures out how to connect users and provide them with the 
information and tools to support their business goals.

Figure 5 the Evolving business requirements On Networks

Source: Forrester Research, Inc.59733
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The New Network Approach Focuses On Five S’s To Support Service Orchestration

Creating the ability to orchestrate the right services requires an infrastructure that has a set of 
interwoven components that each add a unique value but work together as a unit. As a technologist, 
it’s far too easier to get stuck on particular technology or solution. In the same vein, it’s also too easy 
to fall into a specific ideology and view that there is only one way to solve a problem. For example, 
security and optimization are two separate organizations leveraging the same basic concepts of 
visibility and control. Sophisticated teams are questioning this approach, and the industry has 
started to meld them together in appliances such as ADCs.

I&O teams should think about creating a service orchestration layer that is supported by the next-
generation network called the virtual network infrastructure (VNI). VNI is (see Figure 6):

· Scalable. Businesses cycle, and so do the resources supporting it. This should include the 
infrastructure. A scalable infrastructure has the ability to be elastic, not plastic (undergoing 
nonreversible change). The infrastructure has the capability to flex and mold itself in new ways if it 
encounters resistance in other areas. I&O should think of the infrastructure as not only expanding 
but as having an equal ability to contract while maintaining its efficiency. When thinking about 
the economics and capability around a scalable solution, I&O managers should ensure that the 
infrastructure and operations costs remain constant relative to a metric like a port. If a team needs 
to add more capacity, costs shouldn’t go from $100 a port to $110 a port for each additional unit.

· Secure. With systems orchestrating services for each user, device, location, and need, no service 
would potentially be in the same spot twice. It would be impossible to cover all the locations and 
scenarios, especially with mobility, empowerment, and cloud bringing down the physical walls of 
where information goes and resides. Integrate network and application controls and overlaying 
identity and data visibility to eliminate potential holes associated with bolt-on security.

· Shared. To build a better car, total quality manufacturing (TQM) dictates that everyone share 
responsibility for quality. The same is true for I&O teams. Hardware, software, and personnel 
need to be leveraged in multiple ways; therefore, I&O teams need to design and support for 
multitenancy with differentiated user services. The infrastructure and support personnel can 
easily and efficiently shift resources whenever and wherever they are needed. For example, 
management time could be saved if the administrator could group multiple physical switches 
together and manage them as one logical entity.

· Simplified. Physics shows that simplicity can decrease resistance (or waste) and therefore 
improve performance. By flattening the network, converging services, and implanting 
automation, organizations can increase service orchestration. This should even extend to the 
convergence of storage, which will help to eliminate the extra hardware, software, and personnel 
associated with having a separate storage network. Simplicity can also be attained by hiding 
the complexity. For example, plug-and-play capability hid the need for humans to manage a 
machine’s resources because it was hidden by an orchestration system.
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· Standardized. The system should offer consistency so that repetitious activity can be automated. 
Proprietary elements can exist within a solution, but the ability to connect, have visibility, and 
leverage the resources must be done in a standard way. It’s fundamental in developing an 
ecosystem to serve the users. No one vendor can do it all, and next-generation infrastructure 
will be a connection of multiple components transferring information and helping to manage 
the services. The key is to standardize not on just technical features but also on APIs that govern 
how the systems are orchestrated.

Figure 6 Virtual Network Is the Foundation For Service Orchestration to meet uxn Goals

Source: Forrester Research, Inc.59733
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The need to shift from this old, delivery-oriented set of network principles to the new orchestration-
oriented principles will require a shift in how infrastructure is deployed. The actual components of 
VNI will be architected as (see Figure 7):

· Horizontal convergence of networking components. Traditionally, networking is broken up 
into WAN, LAN, WLAN, and Layer 4 to Layer 7 appliances such as WAN optimization and 
application delivery controllers. They are fusing together. Across Layers 4 through 7, WOCs, 
ADCs, and cloud gateways share similar capabilities and work together to enhance the user’s 
experience. F5 has been leading this development with its Big-IP appliances. For example, if 
the WAN optimizer was running out of caching space, it could let the ADC know and the ADC 
could use some of its resources, since both have caching functions. In the Layer 2 and Layer 
3 world, Juniper’s QFabric can connect 128 switches and make it look like one entity sharing 
information and optimizing traffic movement.
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· Vertical convergence of networking. The term “converged infrastructures” is something of a 
misnomer in that it doesn’t mean compute, storage, and network fused together. Converged 
solutions are developed vertically, not horizontally. This means server and storage convergence 
will be one converged module with another networking module — comprised of Layer 2 
through 7 — snapping in place like a puzzle. For example, the optimization fabric (ADCs, 
WOCs, and cloud gateways) will work with the network fabric (Layer 2 and Layer 3 switches 
and routers) to ensure the most optimum orchestration of services. Up and down the OSI stack, 
information will be exchanged. The control planes will be interconnected like the trusses and 
beams in a building sharing the loads. The network will work as one unit of Layer 2 through 
Layer 7 devices (virtual and physical) to connect users to compute and storage resources.

· Intertwining of hardware and software. Virtual instances of appliances and routers already 
exist. Software versions of hardware versus their dedicated hardware counterparts have their 
own unique benefits that can’t be replicated by the other. The key is to have both, with each 
adding unique value and working with the other to optimize operations and functionality.

· Automated and orchestrated. Management and monitoring components will combine the 
analytics, boundary conditions, key decision triggers, and governance to produce a corrective 
output to the management system.4 This automation and orchestration engines will be supported 
by monitoring and management tools. Forrester recommends using rules and principles that 
improve user experience, as defined in our concept of a user experience network (uXn).5

· Managed by business units. I&O teams are moving from traditional technology silos to a 
services-oriented organization supported by management, orchestration, and automation tools. 
Individual contributors will manage and control all of the technology effectively as services are 
spun up or down. One example of I&O individual contributors evolving from technology silo to 
service one is the virtualization managers. They can set up security and network policies within 
vDirector. These tasks were once owned by the networking and security team members.
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Figure 7 VNI Houses the “Intelligence” In the Network

Source: Forrester Research, Inc.59733
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expect The Role Of I&O To Change As VNI matures In The Next Five years

The transformation toward the next-generation network is in various phases and in seemingly 
random sections of the infrastructure. The pressures and forcing functions are different for each 
area, but they are converging to the same point. Here are some examples of what to expect:

· Today. HP networking has a solution that identifies the user, sets up his or her profile, and 
monitors his or her activity. Based on policies, traffic can be redirected, get a deeper examination, 
get quarantined or throttled, and be secured. Even though the solution is elementary, identity 
and management software link together Layer 2 and 3 components with Layer 4 to Layer 7 
components to manipulate the traffic based on user profiles and business policies.

· In one to three years. I&O teams are already feeling the pressures of a mobile, empowered, 
and fragmented workforce. Solutions will be developed to enhance the user experience by 
optimizing the applications from internal locations, private clouds, hybrid clouds, or public 
clouds. The information gained at L4-L7 and from the user will help L2-L3 devices decide where 
to send the traffic as companies augment interoffice WAN connections with direct Internet 
connections. High bandwidth times (internal apps bursting, video, or SaaS) might be directed 
straight out to the Internet instead of routing the traffic back through the DC. These decisions 
will be based on the user profiles and company policies.

· After five years. Applications and infrastructure will become tightly coupled. As new 
applications are deployed, a conversation will take place between the needs of the application 
and the underlining resources. An agreement will be reached between the needs of the new 
applications, existing ones, and the available resources. OpenFlow is one idea and protocol 
to enable connection between the separate worlds, while the wireless arena has a simplified 
working model. Aerohive has developed this capability by tying control planes together so the 
solution works like the Borg in “Star Trek.”

Beyond the integration of applications and infrastructure, technology from the data center 
networks (link utilization, storage over IP, automation, network virtualization) and user experience 
methodology will be the catalyst for the new VNI. Users and infrastructures will be merged. A life 
in the day of the I&O manager and the user might look like this:

· At the start of the day. Employees come in to their branch office, check their email, listen to 
their voicemails, and get the latest news on their social network sites. They will carry their own 
Wi-Fi devices to connect to a wireless port and will start the virtual desktop to leverage their 
internally supplied video/voice/collaboration tools and to read their emails hosted on a cloud.

· What it means for I&O. For example, I&O will be checking the dashboards to make sure 
the service orchestration system is optimizing the network for the influx of traffic to the 
email servers and requests for XenDesktop while meeting the user’s expectation based on 
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the experience metrics. Behind the dashboards, branch routers and WAN optimizing and 
application delivery hardware will sync with software versions to route and accelerate traffic 
across direct links to applications hosted in public clouds while simultaneously backhauling 
VoIP and regulated data to a centralized data center across a company MPLS network.

· As midday approaches. Video and business applications become the dominate types of traffic 
as users focus on getting their tasks done and reaching out to other resources, inside and 
outside the business. In parallel, traffic on the website will spike as customers get the news about 
new products the company is offering and come to the website to get the specifics.

· What it means for I&O. I&O teams could be deploying a new application to support the new 
products from the business and having the system push down the policies to the components 
(firewalls, load balancers, WOCs, routers, etc.) while the infrastructure automatically evolves to 
the changing user loads and customer inquiries. Across the LAN network, and based on data 
center concepts with storage convergence, the switching infrastructure will balance loads across 
multiple links. Within the data center, customer website inquiries will be balanced between 
internal web servers and ones being hosted for times of bursting. Software and hardware 
versions of ADCs are sharing the duties. At the same time, extra loads of SSL traffic are being 
split and shared among available hardware.

W H A t  I t  m E A N S

VNI WIll FORCe ChANgeS IN TODAy’S I&O BuSINeSS PRACTICeS

At one time, companies had mail rooms and pools of secretaries typing letters from their bosses. 
Pcs, in most instances, eliminated both areas, changed the types of vendors, and increased capex 
but decreased opex. the same could be said for functions within It and the priority of increasing 
the efficiency of the organization. For most I&O teams, VNI will take years to come to fruition, 
which is good. the long development cycle will give organizations a chance to prepare for:

· Networking personnel evolving from specialist to generalist. Few organizations 
feel that they have moved away from a technology siloed organization to one focused 
on services. It will take time to train or replace administrators and managers who focus 
on specific layers within the OSI. Otherwise they won’t be able to help implement the 
infrastructure changes to put the business on the right track of embracing VNI. take 
the example of the evolution from Pc component to Pc system purchases. companies 
found the economics of putting their own Pcs together too high. I&O organizations that 
continue to support the mentality that they need personnel to deploy and manage certain 
components of the OSI layer will become uncompetitive, and business will more than likely 
outsource as others produce a better business model.
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· hybrid software and hardware vendors will knock on your door. the companies that can 
embrace software from a management standpoint, create virtual instances of their hardware, 
and develop multitenancy capabilities will be your next vendor. this transformation has 
happened in the car and aircraft industries, where mechanical controls have transitioned to 
fly-by-wire systems. I&O teams will also see pure software vendors partner with hardware 
companies that can’t make the transition in order to compete against networking vendors 
that offer a hybrid model. F5, cisco, citrix, and riverbed, for example, have recognized where 
the future is and are spending a lot of resources creating a balanced portfolio.

· Procurement patterns will evolve. We’ll start to see enterprises get into larger system 
purchases with longer refresh cycles. this doesn’t mean upgrades won’t happen within the 
VNI stack, but purchasing decisions won’t be broken into just application delivery controllers 
or routers. Enterprises will look at vendors that can support ADcs, WOcs, and cloud 
gateways. this doesn’t mean I&O will buy from one vendor. they might choose an integrator 
that can connect components together from different vendors. this is a common practice 
outside of the technology sector. In manufacturing, Siemens might pick one vendor for the 
manufacturing line but use their own Plcs and robots with a partner’s automation software. 
And boeing delivers a set of planes with the option of updating various components such 
as seats and electronics. brocade and citrix’s pricing models will become the mainstream 
options for I&O.

eNDNOTeS
1 Businesses are demanding that IT departments respond by helping them achieve two goals: 1) embed 

themselves in their customers’ lives. This is causing a business metamorphosis of organizations, ranging 
from those with a few large locations to those with multitenancy in a lot of locations For example, banks 
are closing large branch offices and creating smaller boutique locations in places such as grocery stores, so 
that they can be part of people’s everyday flow and remain in their minds. Traditional big-box stores like 
Target, JC Penny, and Toys R Us are filling mall vacancies and walkways with pop-ups. The goal is to test out 
new product lines or to offer more locations for shoppers to get the hottest products at a fraction of the cost 
of traditional retail models. See the June 21, 2011, “Why I&O Must Design A WLAN To Provide The Best 
User Experience” report.

2 On the flip side, business decision-makers are expanding by scouting for new revenue streams and 
remaining relevant to their customer base. As a result, businesses are demanding that IT departments 
respond by helping them achieve two goals: embed themselves in their customers’ lives and offer 
personalized products and services. See the June 21, 2011, “Why I&O Must Design A WLAN To Provide 
The Best User Experience” report.

3 Today’s application delivery networks must be transformed into uXns. As with the Web, enterprise 
networks will be understood not as a single instance solving a specific issue but as a fluid and intertwined 
set of functions leveraging the most optimized set of capabilities and resources for the users. Forrester 
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defines a uXn as: A network architecture that focuses on monitoring, controlling, and optimizing the 
quality of user experience. For more information, see the February 17, 2011, “Focus Your Network Strategy 
On User Experience, Not Application Delivery” report.

4 A customization strategy requires supporting empowered employees with on-demand services. Forrester 
believes that network infrastructure is a critical component in ensuring a proper user experience. See the 
August 10, 2011, “The Data Center Network Evolution: Three Core Network Management Tools” report.

5 For more information, see the February 17, 2011, “Focus Your Network Strategy On User Experience, Not 
Application Delivery” report.
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