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Clients That Don't Segment Their Network Infrastructure 
Will Have Higher Costs and Increased Vendor Lock-in 

Tim Zimmerman 

Enterprises must optimize the design of their network infrastructure to meet the 
increasing demands of data, voice and video applications. To accomplish this task, 
architects must change the way that they think about the network. No longer is the 
network being designed as a single homogeneous entity, since there are too many 
variables to considered at one time. The network must be segmented into smaller, 
logical pieces where all variables can be considered to achieve the business metrics and 
choose the best vendor. This research looks at how segmenting the network 
infrastructure into foundational building blocks provides clarity on the networking 
requirements and the ability to make better vendor choices at each layer of the network. 
 

Key Findings 

 Enterprises segmenting their network infrastructure will understand the detailed 
business requirements within each functional building block and whether proprietary 
capabilities that will lock them into a specific vendor are defensible. 

 Proprietary functionality is often used in the early stages of a market to solve a business 
problem, while employing innovation to create differentiation. 

 The elimination of vendor-specific functionality from the segment boundaries and 
utilizing standards-based communication allows competitive bidding and typical savings 
of 10% to 15%. 

Recommendations 

 Segment the network infrastructure into hierarchical building blocks to provide clarity into 
functional requirements. 

 Remove proprietary technology from the functional boundary when an industry standard 
is available. 

 Competitively bid on the functionality of each network infrastructure building block. 
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ANALYSIS 

The network is the lifeblood of most enterprises as data, voice and video course through the 
veins of connectivity. IT organizations must optimize the design of the new mission-critical criteria 
of the network infrastructure. To accomplish this task, network architects must change the way 
that they think about the network. No longer should the network be designed as a single 
homogeneous entity, since there are too many variables to consider at one time. Network 
architects must segment the network into smaller pieces, so that the specific requirements can be 
documented. Additionally, each segment of the network needs to be clearly defined to determine 
the contribution it makes to the larger infrastructure — for example, within the access layer for an 
enterprise that is looking to solve a problem with where there is high transaction density (such as 
a library in higher education) or significant video-streaming requirements (such as in an 
enterprise that uses webcams for teleconferences, where the implementation of four to five 
802.11n WLAN access points is designed to provide 450 Mbps within each coverage area, using 
three spatial streams, but would oversubscribe the closet access layer switch that the enterprise 
is connected to if it only has a 1 Gbps uplink). 

Segmentation can be used to identify and eliminate vendor-specific issues or dependencies, such 
as Cisco Discovery Protocol (CPD), which is used to share information about network equipment 
attached to the infrastructure at different layers of the network, and allow architects to understand 
and implement standards-based solutions, such as LLDP-MED, or document the trade-offs for 
why proprietary capabilities are required. This scrutiny of the functional building blocks provides a 
strategy that architects can use to build not only a better infrastructure that is supported by 
detailed requirements, but one that also allows enterprises to implement best-of-breed equipment 
within the segment. By introducing competition at each segment of the network, this strategy can 
also reduce the cost of implementation. 

Define the Foundational Building Blocks 

Although the definition of a network appears obvious, understanding the boundaries within a 
network of what should and should not be included in design projects is an important first step 
and is different from one enterprise to another. Collaboration on industry standards has shown 
that a layered approach allows network architects to break the physical network, while providing 
the level of functionality needed to address the business issues. As network architects break the 
network infrastructure into smaller, more-manageable pieces, there are no hard and fast rules, 
but the most common approach is segmentation around functional building blocks (e.g., LAN 
access, LAN core, data center, WAN routing and application acceleration). Modularity around 
standards-based boundary conditions should eliminate interoperability hurdles and hidden 
implementation costs, but may mean additional upfront design work to ensure that vendors 
support the required standard. The key objective is that networks are well-defined and defensible, 
and there are open interfaces between the various building blocks. 

Organizations can use the building block approach (see Figure 1) for two types of projects. In one 
case, there is little differentiation among a number of players in a market with a relatively simple 
ability to substitute one vendor for another (workgroup switching is one example). In this case, 
enterprises will be looking for operational and cost advantages. In other cases, such as in the 
data center, there will be significant differentiation among the vendors in a market, and the 
approach ensures that enterprises do not lose sight of the business requirements when making 
technology decisions. 
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Figure 1. Possible Network Building Blocks 

 
Source: Gartner (March 2011) 

Figure 1 shows building blocks of LAN, WAN, wireless, security, application acceleration, storage 
networking, voice and communication applications. In some cases, organizations combine LAN 
and WAN into a Layer 2 to Layer 3 connectivity building block; others will split the LAN into edge 
switching and core and aggregation. 

Defining the logical building blocks maps each area into the operational teams that manage the 
network. In large organizations, there will be operational specialists for LAN, WAN, security and 
other areas. These delineations are obvious dividing lines between at least some of the major 
building blocks. The building block definition may shift over time, or a function that is in one 
building block may transition to another. Operational teams will need to continue to communicate 
to ensure that responsibility for functionality is being properly managed. Defining building blocks 
also protects organizations from the "vendor creep" trap. As vendors acquire small providers in 
adjacent markets, enterprises often add these new products to the "standardized" solution, rather 
than going through the required analysis that the building block approach demands. 
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Layered Network Considerations 

Once the appropriate building blocks have been defined, the most important technical 
consideration is to ensure that there are no proprietary or other forced linkages between the 
building blocks. Networking emerged as a set of layered technologies for a reason — there are 
different functions required, and a layered architecture ensures innovation, choice and an ability 
to meet various business requirements. Within building blocks, it is acceptable to use proprietary 
technologies, as long as organizations compare vendors against their requirements and there is 
sufficient ROI against potential lock-in costs. It is important to make the needed functionality a 
requirement, rather than making a specific proprietary technology a requirement. That keeps 
alternatives open and allows more choice. 

Between building blocks, it is important not to use proprietary protocols during the evaluation 
process, since they provide a competitive advantage to one vendor over another, and, in the end, 
the loss of competitiveness could mean the loss of purchasing power. If a decision is made to use 
a proprietary protocol that contradicts this philosophy because the functionality provided meets a 
critical business need, then it's critical that these protocols be reviewed regularly and are not 
propagated into new buying criteria over the long term. Proprietary protocols may be used and 
even needed in the early stages of market development, before standards have caught up to 
innovation. However, once standards are in place, or the technology has started to move down 
the commodity curve, it is imperative that network architects migrate from reliance on proprietary 
technology to standards-based solutions, as long as it does not jeopardize the metrics needed to 
meet the business needs. Examples of vendor-specific functionality include Brocade's Metro Ring 
Protocol (MRP); Extreme Network's Ethernet Automatic Protection Switching (EAPS); and Cisco's 
CDP, Cisco Compatible Extensions (CCX), Hot Standby Router Protocol (HSRP) or Enhanced 
Interior Gateway Routing Protocol (EIGRP). 

Using Competition to Save Money 

When the market was in "flight to safety" mode in the late 1990s and early 2000s, large vendors 
helped mitigate the risk by spending a lot of time and effort convincing network architects that 
nearly every component that they put their names on should be part of the "network," even if it 
was not an area of core competency. As networking technology and the market has matured, this 
isn't an appropriate approach to ensure the network will best meet business needs — technically 
or financially. 

The functionality within each of the building blocks contributes to the overall capabilities of the 
network, which has significant impact on the reliability, security and performance of mission-
critical business applications. As a result, while major vendors may have components that meet 
the criteria within each of the building blocks, it is very difficult for a single vendor to deliver the 
most cost-effective and industry-leading products in all product areas for all business needs to 
deliver a homogeneous, all-encompassing solution. It is important to note that the strategy does 
not preclude that after evaluation of each segment, a single vendor may be chosen based on the 
criteria established for that part of the network. What it does say is that a vendor that has a great 
data center switch solution does not automatically get selected for edge layer switching. 

Gartner has seen enterprises achieve an additional 10% to 15% discount based primarily on the 
introduction of competition, which typically moves pricing toward market pricing for equivalent 
functionality, and is not based on a quote from an incumbent or homogeneous solution provider. 
Segmenting network functionality provides clarity on what is needed within each of the building 
block, which allows for unneeded functionality to be eliminated, proprietary protocols to be 
removed and the requirement for a best-of-breed capability to be competitively bid. 
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