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From smart phones to tablets to laptops, 
mobile technologies have become a standard 
part of work life, offering productivity and 
efficiency gains as well as enhanced services 
for customers. But there’s a catch: The ways 
in which these technologies interweave work 
life and personal life raise a major security 
challenge for companies, government agencies, 
and other organizations. 

Mobility comes with risks that are different 
from the standard enterprise IT environment. 
Mobile technologies require a different response 
from the executives charged with defending 
their enterprise from cyber attacks and enabling 
the enterprise to improve operations and expand 
their markets more effectively. This paper 
discusses the nature of the risks and summarizes 
a set of principles that can guide IT executives 
as they plan cyber security initiatives for a 
mobile work world.
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The competitive and 
productivity benefits of 
mobile technologies are 
rippling through most 
sectors of the economy 
– yet the security 
features of many of these 
technologies remain 
rudimentary or uncertain. 
Connections are becoming more 
ubiquitous through Wi-Fi, mobile 
hotspots, Bluetooth, and other 
networks, so that people can access 
more data and communicate better 
from more places. Smart phones now 
allow customers to purchase tickets 
and products, find the nearest retail 
outlet, handle banking transactions, 
and more. Banks offer applications 
for Apple’s iPhone®, and Google 
Android® smart phones that allow 
customers to deposit checks using 
an image that is captured with the 
device’s camera. Airlines feature 
applications to view flight reservations 
and frequent flier points and even 
allow you to use your phone as a 
boarding pass by downloading a bar 
code that can be scanned at the 
door. eBay estimates that global 
mobile sales generated nearly $2 
billion in transactions in 2010.1  

Employees, meanwhile, are 
accomplishing more types of work 
remotely. They use smart phones 
as navigation systems and health 
sensors that allow heart patients to 
stay at home while they are remotely 
monitored by medical staff. In retail, 
companies are rolling out sales 
applications such as merchandise 
analytics, supply chain applications 
such as route management, manager 
applications such as store reviews, and 
many other tools. 

The speed of adoption has been 
breathtaking. Smart phone sales 
roughly doubled in the third quarter 
of 2010, and accounted for more than 
19 percent of overall mobile phone 
sales, Gartner estimates.2 Four of 
every ten iPhones sold through AT&T 
during that period went to users who 

work in large enterprises.3 Indeed, 
IDC's latest figures show that 100.9 
million smart phones shipped in the 
fourth quarter of 2010, compared 
to 92.1 million PCs. And mobile 
banking users should exceed 150 
million globally by the end of 2011, 
Juniper Research forecasts.4  Yet for 
mobile phone manufacturers, security 
features are a relatively low priority, 
forcing employers to worry about 
how to layer on security solutions.

Now tablets are coming on strong, 
as the latest designs finally seem 
to have hit a sweet spot between 
smaller smart phones and larger 
laptops. Some 80 of the Fortune 
100 companies were deploying 
or evaluating the Apple iPad® for 
enterprise use as of early 2011.5 
Wireless-enabled tablets are being 
used for financial applications, medical 
imaging, and even hotel management. 
At Hyatt Hotels and Resorts, for 
instance, concierges use iPads to 
give directions or recommendations 
using crisp, interactive images. 
Guest services staff can check out a 
roomful of people at a convention, 
avoiding long lines at the front desk. 
Hyatt now plans to deploy iPads in 
other ways, like allowing guests to 
check in and order room service.6  

Over the next few years, other types 
of mobile technologies will bring 
new functionalities to business 
operations, though perhaps with 
less fanfare than smart phones and 
tablets. Emerging machine-to-machine 
technologies include remote medical 
diagnostics, smart meters in electric 
grids, and sensors for mission-critical 
military field operations. Wireless 
communications interfaces that use 
Internet connectivity will become 
more common in home appliances. 
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Mobility itself brings 
new risks
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Adoption of these new 
technologies has been so 
rapid, and new versions 
of a technology get rolled 
out so quickly, like the 
new Windows® Phone 7 
platform, that many IT 
executives are starting 
to realize their current 
policies and standards 
are not up to the task of 
securing a newly mobile 
enterprise. 
Cisco’s recent 2010 Annual Security 
Report cited progress by Microsoft 
and other software vendors to improve 
computer security by providing 
updates, alerting users to potential 
flaws, and making patches available 
to users. This progress in the desktop 
environment is leading cyber criminals 
to look for new opportunities in mobile 
platforms. Breaches involving mobile 
technologies are starting to occur with 
greater regularity. (See the sidebar on 
page 11, “Recent breaches”.)

Mobile devices and networks differ 
from standard enterprise computer 
systems in several ways. This fact 
raises the prospect of intrusions not 
just for the purposes of theft, but also 
for disruption such as unauthorized 
traffic that could clog wireless 
networks, or for spying such as 
unauthorized access to private data. 
(See the sidebar on page 12, “Risks 
raised by mobility”.)

Yet many organizations are lagging 
in their attention to mobile security, 
and security concerns are serving 
as a limiting factor in some markets 
such as banking. A recent survey 
by Intel and Ponemon Institute of 
more than 300 U.S. businesses and 
organizations found that they lost 
86,000 laptops causing $2.1 billion 
in damage. The losses resulted from 
data breach, lost intellectual property, 
reduced productivity, and legal and 
regulatory charges.7 Even worse, 
two-thirds of the respondents said 

they do not take advantage of even 
basic security practices, such as 
encryption, back-up, and anti-theft 
technologies. Surprisingly, laptops 
disappear more frequently from hotel 
rooms and employees’ homes than 
from airports, train stations, or taxis. 

Few devices know more personal 
details about people than the smart 
phones in their pockets: phone 
numbers, current location, passwords, 
social security numbers, and more 
– and vulnerabilities abound. Smart 
phones, like laptops, are prone to 
being lost or stolen, yet very few 
are encrypted. Corporate data is 
at risk as well. A typical example: 
At SunBridge Healthcare Corp., a 
BlackBerry device was stolen from 
the desk of an employee in June 2010. 
The device contained unencrypted 
information about current and former 
residents and patients from eight 
nursing and rehabilitation facilities 
in Georgia. Even though there was 
no evidence the information on 
the devices was misused, after the 
incident the company encrypted and 
password-protected all Blackberry 
personal digital assistants and 
reinforced with all the staff the 
proper protocols required to 
maintain the security of personal 
information.8 And even if a smart 
phone is encrypted, the encryption 
can be broken. Organizations need 
to evaluate the information they 
want to protect, their risk factors 
and find an appropriate encryption 
level that meets their needs.

Smart phones, moreover, can connect 
to networks through multiple channels 
(Bluetooth, SMS, Wi-Fi, NFC), most of 
which are open standards and allow 
interoperability with other devices, 
so an infection on one device can 
be used to exploit another. Unlike 
desktop or laptop computers, smart 
phones have customized hardware 
architectures, and even open source 
operating systems like Android which 
comes in many versions. Patches 
to smart phones are not centrally 
managed and deployed; instead, it’s 
up to users to accept and install the 
patches, resulting in an inconsistent 
mobile device security posture.

Tablets, meanwhile, act like laptops 
in how they access corporate 
resources, yet they often lack the 
same security controls such as strong 
full-disk encryption, personal firewalls, 
network access control, and spyware 
or malware protection. And wireless 
devices ranging from printers to 
electric meters to medical devices 
may have other vulnerabilities that are 
device-specific and difficult to fix. 

There are other characteristics of 
mobility that promise to yield new 
benefits but also come with inherent 
security flaws. One is that the market 
for mobile downloadable apps is 
as sprawling and freewheeling as 
they come, with no robust security 
standard yet in place to protect 
users. Mobile platform owners 
such as Apple and Google do not 
specifically and comprehensively 
police the security of these apps. 

Another characteristic worth noting is 
the geotagging capability embedded 
in smart phones and tablets. Adding 
geographical identification to 
photographs, SMS messages, and other 
communications is the equivalent of 
adding a 10-digit grid coordinate to 
everything you post on the Internet. 
The U.S. Army, for instance, has 
warned personnel against exposing 
their geographic location, as it could 
be harmful to Army operations.9 

For all of these mobile devices, the 
interoperability of communication 
channels, diversity of operating 
systems, commingling of personal 
with business data, and their 
always-on-and-synchronized nature 
combine to provide fertile ground 
for cyber attacks. Complicating 
matters for IT executives, many of 
the devices accessing corporate 
networks often start as personal 
devices, which limits IT departments’ 
control over how employees 
use the devices, its technical 
support, or even its knowledge of 
what devices are being used. 
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Simply strengthening 
encryption and 
infrastructure, or adding 
mobile technologies to 
existing security policies 
and processes may not be 
sufficient.
IT security has traditionally focused 
on protecting the perimeter, a 
paradigm that loses effectiveness in 
an increasingly mobile environment 
with its proliferation of wireless 
connections and uncontrolled apps. 

Accenture’s experience working with a 
wide range of companies and public-
sector organizations shows that it’s 
worth rethinking security strategy as 
it applies to mobility. Mobile security 
is sometimes deemed less worthy of 
company resources than infrastructure 
security because the risks appear to be 
lower. But in many cases, the risks have 
not been accurately identified or the 
potential negative impact has not 

been properly assessed. We suggest the 
following principles to effectively guide 
development of a security strategy or 
initiative for mobile technologies. 

1. Address four main 
layers of security
The network, device, 
application, and back-end 
system.
The network
Wireless networks are relatively open 
and can be used as a door through 
which to mount an attack. CIOs should 
demand that their network service 
providers, whether for IT or cellular 
communications, demonstrate what 
kinds of countermeasures and policies 
are in place and whether they can be 
audited. They should then make sure 
those policies are aligned with the 
company’s own policies. The same 
rigor applies to organizations’ own 
wireless local area networks and 
remote access policies.

Organizations could also consider 
urging network providers to sign up 
for one of the various “clean pipes” 
initiatives now available, whether 
from private providers or public 
consortia. These initiatives analyze 
traffic over the network or perform 
intelligence sweeps to identify botnets 
(a collection of software agents, or 
robots, that run autonomously and 
automatically) and other problems. 
Preventing that traffic from moving 
through the network keeps capacity 
open for legitimate use. 

When thinking about network 
security, it pays to broaden one’s 
view beyond a limited number of 
devices that can access the network, 
or beyond the belief that device 
encryption is sufficient to protect 
the network and mobile endpoints.  
There are other attack vectors that 
can bypass encryption, such as mobile 
apps containing hidden malware 
downloaded on the device and riding 
through encrypted sessions. 

Core security principles 
for a mobile world
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Take stock of all the types of mobile 
devices being used to connect to your 
network, or that have the capability 
to do so. There may be surprises such 
as barcode scanners in warehouses 
with Wi-Fi capability, which few 
organizations previously thought to 
examine. Malware detection may in fact 
require several approaches, including 
forensic analysis or detection systems 
that can capture behavioral anomalies.

The device. 
Because a device can be compromised 
at so many points, an end-to-end 
approach will be most effective, as 
shown in Figure 1. To start, basic anti-
theft, encryption, and remote wiping 
technologies must be put in place 
to protect sensitive data and user 
credentials. A recent case involving 
pharmaceuticals distributor Cardinal 
Health illustrates why. In June 2010, 
Cardinal received a call that a laptop 
purchased on eBay contained company 
information. The company’s policies 
called for data on decommissioned 
computers to be securely deleted by 
the IT department and then securely 
destroyed by a vendor. But an IT 
employee admitted that he had done 
neither and instead had sold the 
laptop, along with about ten others, on 
eBay. One of the laptops contained a 
wealth of personal information about 
current and former employees, and 
was not recovered. Secure, automated 
wiping procedures would have 
prevented the problem.10  

In the near term, organizations 
must also assume that many mobile 
devices used by employees will not 
be secure. Employees who want the 
latest technology will likely acquire 
it on their own. In some instances, 
mobile devices are purchased through 
unsecure channels such as an online 

auction site or shopping mall kiosk, 
and then used for both personal and 
company activities. Most users prize 
convenience, and do not want to carry 
around multiple devices for different 
domains. In some cases, users will 
bypass company controls and forward 
company emails to their personal email 
account, so they can access it on their 
personal smart phone. 

Supply chain security measures, 
moreover, can’t be verified for such 
devices, and even if they have built-in 
encryption, it may not be validated 
and certified by the U.S. National 
Institute of Standards and Technology 
or an equivalent organization in other 
countries. In addition, some users are 
“jail-breaking” their iPhones, unlocking 
Apple contractually-imposed security 
limitations and making them more 
vulnerable to an attack.

Technology alone will not comprise 
a mobile security solution – but 
technology can be used to enforce 
corporate policy. The best approach 
is to put in place corporate policies 
that make clear what devices and 
platforms are supported and what 
security-conscious behavior looks like. 
For instance, companies can enforce 
antivirus protection on devices, or allow 
only approved devices with approved 
configurations and passwords onto the 
network. Business intelligence systems 
can analyze events, monitor traffic, and 
allow IT staff to communicate to users 
when their behavior poses risks.  

Let device capabilities, not brands, 
drive decisions around IT support. And 
treat the supply chain with the same 
diligence as the internal organization. 
It’s also important to insist that business 
partners take equal or greater care with 
their mobile security measures.

The application
Breaches can result from application-
level weaknesses. Most mobile apps are 
not being engineered with security in 
mind, in part because developers assume 
apps sit behind a secure perimeter. 
Developers may skip a security source 
code review to save time, or they may 
even intentionally incorporate malware 
or spyware into the app. 

Organizations should extend security 
to the application layer as well as the 
device level. When building a mobile 
app specifically for company use, it’s 
critical to make sure the design does 
not allow it to expose sensitive data to 
other apps.

Trusted application development 
and delivery is thus a critical 
component of a mobile security 
initiative. Organizations need to be 
able to evaluate an app’s strength 
and ability to process and handle 
sensitive information throughout its 
development lifecycle.  

The ideal approach is to provide layers 
of security so that if someone bypasses 
one security measure there is additional 
security in place to protect the data. 
Although many solutions will not 
require this significant level of security, 
it is called for in instances where data 
security is a high priority. (See sidebar 
on page 13, “A layered approach to 
security”.) In these cases, the system 
should undergo more stringent security 
testing to help confirm that mission-
critical applications can be run with 
reduced risk. 

An internal company “app store” 
posting approved apps can be quite 
useful. But of course the major 
challenge is security around all of the 
apps downloaded by users from public 

Figure 1: Mobile malware can enter a device at many points, so security should take an end-to-end approach
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sites. Again, organizations need to make 
end-users aware of what they’re doing 
and when behavior is risky. Audit checks 
of installed apps can be performed 
remotely to make sure there are no 
security violations. Data loss prevention 
tools can flag sensitive information and 
prevent unauthorized communications 
of this data by users.

The back-end system
Besides the in-house servers and 
databases supporting mobile devices 
and applications, elements of the 
back-end are increasingly migrating to 
the cloud. When a mobile user can be 
roaming anywhere in the world, how 
do systems guarantee that the user 
has authorized credentials and the 
right protocols to connect securely? 
And can cloud services providers give 
confidence in their security measures?

Multi-factor authentication (such 
as biometrics plus a password) may 
be appropriate here. Whatever the 
selected solution approach, it needs to 
get the mobile solution security to at 
least the level of desktop security.

Prior to selecting a cloud provider, it 
is important to establish requirements 
for the application, platform, data, and 
infrastructure on which the selection 
is based. Ask questions such as: What 
level of security must be placed on 
each of these layers?  Can the data 
reside anywhere in the world?  Are 
there specific regulatory requirements 
that govern storage, access, and 
transmission of information?  What kind 
of governance, monitoring, alert, and 
response systems must be put in place?  

2. Build a hard-
nosed “culture of 
security”.
Organizations that exhibit a culture 
of security make responsibilities and 
accountabilities explicit, by putting in 
place strong policies and processes. 
Such organizations tend to view 
themselves as stewards, not owners, 
of personal data and take actions to 
protect data entrusted to them. 

Policies should cover an approved 
Concept of Operations that provides 
guidance for users, permitted devices, 
procurement, and behaviors that 
raise visibility of unacceptable risks. 
A robust policy will withstand near-
term technology changes, while being 
flexible enough to be easily revised 
to meet future challenges. It can also 
extend to employees’ home network 
technologies (including Wi-Fi). 

Processes cover the means by 
which people can access mobile 
technologies and get them configured 
properly. For instance, users might 
be required to install some security 
software themselves and the process 
for obtaining and installing the 
software should be very easy to 
do. Or organizations can prevent 
downloads of certain unapproved 
software through settings on 
company-issued devices. As much 
as possible, organizations should 
implement security measures that will 
be transparent to the end user and will 
not restrict their productivity.

One of the most common reasons 
for internal security lapses is a lack 
of awareness amongst users. So user 
training on proper use of devices 
and security tools, and administrator 
training on how to effectively manage, 
monitor, and audit the tools and devices 
are essential. Some training can be as 
simple as instructing users how to avoid 
having laptops, flash drives, and smart 
phones stolen when traveling, or how to 
choose secure passwords.

3. Use carrots, 
not just sticks, to 
motivate behavior.
Organizations that embrace mobility 
in a thoughtful way are bound to add 
value to their employees and their 
customers. This may require negative 
reinforcement at times, such as 
prohibiting certain behavior, but also 
should include positive reinforcement. 
A careful approach will include 
incentives to promote secure behavior 
and a willingness to distinguish 
accidents from malicious intent.

Incentives can work in many ways. 
Employees could receive a discount 
to purchase approved devices. IT 
organizations or business units could 
be rewarded for reducing the number 
of security violations. Above all, 
employees should be able to report 
loss of a device or a breach into their 
device with the assurance that they 
will not be sanctioned or punished. 

4. Know your 
enemy.
There are all types of technology 
users out there, ranging from the 
everyday to the rogues and the 
clueless. To fully reap the benefits 
of mobile technologies, companies 
and government agencies will need 
to become more aggressive about 
securing mobile devices and enterprise 
environments. Because so many 
problems start with a lack of awareness 
among employees, more and better 
training should be a high priority.  

Focus resources on the areas that are 
most vulnerable and where the impact 
of a successful cyber attack will 
cause the greatest damage. Potential 
damage can be measured in terms 
of the impact on revenues or profits 
– inferred through, for instance, the 
number of customers who might 
defect after an incident. A breach may 
also lead to costly lawsuits by people 
who had their information exploited.

And while it may cut against their 
instincts, organizations must begin to 
think like the “bad guys.” Look at the 
technologies from their standpoint, 
probing for all the possible ways 
someone could steal data or disrupt 
the network.  It’s fine to focus 
on enabling new capabilities for 
employees and customers – as long as 
securing the new capabilities receives 
the right level of attention as well. 

It takes time to develop and implement 
a holistic approach that combines 
training, balanced policies, and a 
blend of technologies. The sooner that 
process begins, the greater the odds of 
preventing disaster.
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Recent breaches 

Zeus, the banking Trojan, has played a 
key role in the theft of more than $70 
million from 400 U.S. organizations 
over the past several years, according 
to the Federal Bureau of Investigation. 
Recently Zeus has been adapted for 
the mobile platform through the 
“man in the middle” attack, as shown 
in Figure 2. In late 2009, SymbOS/
Zitmo.Altr appeared; researchers 
believe it was designed to intercept 
confirmation SMS messages sent 
by banks to their customers. (Zitmo 
stands for “Zeus in the Mobile.”) It 
appears that the mobile malware, 
which users download after falling 
prey to a social engineering ploy, is 
designed to defeat the SMS-based 
two-factor authentication most banks 
use to confirm online funds transfers 
by customers.11 

A mobile application developer warned 
in January 2011 of a data breach that 
could affect up to 10 million users. 
Trapster.com, which developed an 
app to help users evade speed traps, 
warned users about a breach in its 
username and password database.12    

Smart phones are sharing personal 
data widely and regularly, a Wall 
Street Journal investigation in late 
2010 found. Out of 101 popular apps – 
games and other software applications 
for iPhone and Android phones—56 
transmitted the phone's unique device 
identification to other companies 
without users' awareness or consent. 
Some 47 apps transmitted the phone's 
location, and five sent age, gender, and 
other personal details to outsiders. The 
findings reveal the intrusive effort by 
online-tracking companies to gather 
personal data about people in order to 
flesh out detailed dossiers on them.13 

Mobile security firm Lookout reported 
in July 2010 that an Android mobile 
wallpaper app that collects personal 
data and sends it to a mysterious site 
in China, has been downloaded millions 
of times.14 

In November 2010, top financial 
services institutions including Wells 
Fargo, Bank of America, and USAA 
rushed to fix security flaws in wireless 
banking applications that could allow 

a criminal to obtain sensitive data like 
usernames, passwords and financial 
information. The problem is that the 
smart phone apps are storing a user's 
information in the memory of the 
phone, a basic lapse that could allow 
access a person's financial accounts.15 

Wireless carrier networks themselves 
also are vulnerable to hacking and 
distributed denial of service attacks. 
In one case, at least 114,000 e-mail 
addresses and ICC-IDs for Apple iPad 
users were leaked by a security hole in 
AT&T’s servers. AT&T has since closed 
the hole.16  

A Ponemon Institute benchmark 
study released in January 2010 
examined the costs incurred by 45 
large organizations after experiencing 
a data breach. Some 36 percent of 
cases involved lost or stolen laptop 
computers or other mobile data-
bearing devices. The cost per record 
for a data breach involving a lost or 
stolen laptop was $225, ten times 
higher than the total average.17 

1 2

3

4

The attacker steals the online username and password using malware. 

The attacker infects the user's mobile device by forcing him to install a 
malicious application (SMS with a link to the malicious mobile application).

Malware uses social engineering in different levels:
• The infection method sends a SMS with a link to a 'new security 
certificate’. 
• The mobile application, named 'Nokia update', is not suspicious for 
the majority of users.
• The contacts/agenda manipulation makes it possible to add or change 
new contacts in the mobile device, making any calls or SMS more 
trustworthy. 

1. The attacker logs in with the stolen credentials using the user's 
computer as a socks/proxy and performs a specific operation that 
needs SMS authentication. 
2. An SMS is sent to the user's mobile device with the authentication 
code. 
3. The malicious software running in the device forwards the SMS to 
other terminal controlled by the attacker. 
4. The attacker fills in the authentication code and completes the 
operation.

The 
attacker

The 
attacker

The 
attacker

Name 
and 
password

Name 
and 
password

Malware

Malware

Malware

Figure 2: Zeus Mitmo infects the mobile device and sniffs all the SMS messages used for other factors of authentication. 
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Theft, loss, or improper 
decommissioning of devices and data. 
Smart phones, tablets, net books, and 
similar devices are relatively small and 
easy to steal or lose. Compromised 
devices can be mined for sensitive 
data. Attackers have become more 
sophisticated and can use forensic 
techniques to recover data that the 
owner thought was deleted.

Compromise via wireless 
technologies. Wi-Fi, cellular, and 
Bluetooth can now be combined into 
one device. Integrated GPS can track 
a user’s location, and attackers can 
gain unauthorized access to private 
networks. Wi-Fi can be picked up 
from miles away, and hackers have 
demonstrated that they can intercept 
and decrypt cellular data traffic.

User habits. Users often lack the 
proper awareness of and training in 
the risks posed by accessing corporate 
resources while mobile.

Malicious code. Viruses, worms, and 
Trojans are being created specifically 
for mobile devices. Malware download 
and execution typically needs the 
acceptance of the user, but there are 
cases where this interaction is not 
required and a malicious SMS can 
lodge automatically on the user’s 
phone. 

Location disclosure. While most apps 
have privacy settings for controlling 
how and when location data is 
transmitted, many users are unaware, 
or forget, that the data is being 
transmitted.

Phishing. An attacker collects user 
credentials (passwords, credit card 
numbers) using fake apps or SMS 
messages that appear to be genuine. 

Spyware. A smart phone with spyware 
installed allows an attacker to access 
or infer personal data. 

Network spoofing attacks. An 
attacker deploys a rogue network 
access point and users connect to it. 
The attacker subsequently intercepts 
the user communication to carry out 
further attacks such as phishing. 

Diallerware. An attacker steals money 
from the user by means of malware 
that makes hidden use of premium 
SMS services or phone numbers. 

Impact on customers. Subscriber 
data manipulation or other negative 
experiences can increase customer 
care costs, customer churn, open 
liability exposure, and corrode the 
brand image.

Network congestion. Network 
resources may get overloaded because 
of unauthorized smart phone usage, 
leading to network unavailability for 
genuine users

Risks raised by mobility
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Organizations should take a holistic 
rather than a piecemeal approach 
when addressing cyber threats to their 
mobile solutions. The framework shown 
in Figure 3 depicts all the components 
that should be considered when 
creating an integrated mobile solution, 
from the backend infrastructure to the 
devices,  as well as the broad process 
steps to implement the framework. 

What does this look like in practice? 
One organization intended to roll out 
a mobile solution that had significant 
security needs for employees. 
Accenture designed a mobile solution 
with multiple layers of security to 
provide redundancy in case any single 
security layer was compromised. These 
were the implemented layers:

Restricted device access - uses 
two-factor authentication to secure 
the device login. After login the user 
is locked into the application with no 
ability to exit. Third-party and custom 
software ensures the security and 
business applications are running. The 
user is automatically logged out after a 
defined period of inactivity.

Restricted application execution 
- uses security policies, digital 
certificates, and third-party software 
to prevent unauthorized code from 
running. Prevents auto-execution of 
the storage card on insertion, prevents 
the running of programs from the 
storage card, and locks the device if a 
valid storage card is not inserted.

Secure programming practices - 
prevents SQL injection and buffer 
overflow exploits through coding, 
disables undesired operating system or 
built-in device features via custom code.

Secure inbound/outbound traffic - 
physically removed Bluetooth and  
Wi-Fi from the device, programmatically 
 enables and disables cellular as 
needed, implements port blocking 
software (i.e., firewall), blocks SMS 
messages at the network layer, secures 
data transmissions with encryption, 
and uses a cellular provider MPLS 
virtual private network to isolate 
traffic from public cellular traffic.

Protects on-device data, application, 
and configuration - Encrypts local 
databases, local files, registry keys, 
and software updates. Validates 
installation and configuration 
on device startup. Prevents user 
access to the operating system, 
monitors key files and registry 
entries, and administratively locks 
the device if the security software 
or configuration is altered.

Prevents virus introduction - Solution 
uses a closed network without Internet 
access to prevent virus or malware 
introduction. It also executes a virus 
scan any time the device is powered on 
or a storage card is inserted.

Secures lost or stolen devices - 
Enables timeout of local data, remote 
wipe of local database, and remote 
device wipe. Administrative console 
enables removing lost or stolen 
devices from the cellular network 
authentication.

Mobile end point 
• Anti-virus

• Policy enforcement

• Strong encryption

• Personal firewall

• Forensic analysis

• Supply chain risk 
management

• HW/SW security review

Mobile application 
• Security code review

• Malware

• Access control

• Quality assurance

• Security testing and 
evaluation

Internet/provider 
• Social media security

• Cloud security

• Supply chain security

• Compliance reportin

Network/enclave 
• Continuous monitoring

• Access control

• Firewall and IDS

• Enterprise management

• Mobile email security

• File sharing

• Risk assessment

Infrastructure/backend 
• Database security

• Mobile infrastructure
security

• Logging and auditing

• Data tagging

Mobile security framework

Mobile security strategy, policy and guidance

Certification and accreditation

Plan/design security 
strategy and measures

Implement, Report, 
and Continuously Refine

Security training

Assess security risks Develop security 
controls

Test/analyze performance 
of security controls

Process steps

Figure 3: Framework for a holistic approach to mobile security

A layered approach to 
mobile solution security  
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How Accenture can help 
with mobile security
Accenture employs a “defense-in-
depth” strategy that protects the 
information accessed by mobile 
users through a balanced approach 
incorporating people, processes, and 
technology. Accenture can tailor an 
engagement of any size and scope 
using secure, platform-agnostic, 
industry-relevant mobile solutions that 
can integrate seamlessly with legacy 
systems and processes.

Organizations that partner with 
Accenture to navigate the changing 
mobility landscape have achieved 
savings of up to 25% through field 
force transformation, extended and 
developed new services that result in 
incremental revenue, and have saved 
between 40% and 60% in time and 
money compared to designing, building 
and testing mobility capabilities from 
scratch.

We strive to move beyond simple 
security compliance, focusing instead 
on security solutions that add business 
value. This is accomplished by helping 
clients make informed decisions 
while balancing risk and reward. 
Our engagements tend to emphasize 
several areas:

• Enhancing capabilities and instilling 
a culture of security and risk 
management throughout organization

• Positioning the organization for 
potential stress situations and 
developing reactions based on those 
events

• Increasing cost efficiency despite a 
growing number of security threats 
and increasing government regulation

• Technology solutions for profiling 
financial transactions to identify fraud, 
insider threats, security vulnerabilities, 
and cyber threats

Specific offerings include 
the following:
Non-technical tasks

• Develop or revise existing IT policy 
to support or prohibit the use of the 
specific mobile devices

• Provide cost-benefit analysis

• Develop an enterprise security 
strategy for managing, integrating, 
protecting, and supporting capability-
driven mobile devices

• Provide recommendations on 
enterprise management and security 
solutions

• Develop configuration standards and 
user guidance

• Develop security awareness training

 
Technical tasks

• Engineer IT systems and networks 
to support mobile services and 
applications

• Perform risk assessment to 
determine vulnerabilities and impact 
on mobile platforms

• Conduct mobile and wireless 
penetration testing and threat analysis

• Support Certification and 
Accreditation (C&A) of mobile 
infrastructure 

• Perform mobile device and network 
forensics

• Conduct mobile application security 
source code review

• Provide mobile device security 
integration

• Design, develop, and integrate secure 
mobile architecture 

• Integrate security solutions for 
mobile and wireless networks
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