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Executive Summary 
PGP Corporation and Ponemon Institute are pleased to report the results of our fifth annual study concerning the cost 
of data breach incidents for U.S.-based companies. Ponemon Institute research indicates that data breaches 
continue to have serious financial consequences on organizations. This year’s report, entitled 2009 U.S. Cost of a 
Data Breach Study, found that for the first time, U.S. companies are spending more on technologies to prevent and 
remediate breaches.  
 
First conducted over five years ago, our initial study established objective methods for quantifying specific activities 
that result in direct, indirect and opportunity costs from the loss or theft of personal information, thus requiring 
notification to breach victims as required by law.  To maintain consistency from prior years, our methods for 
quantifying data breach costs has remained relatively constant.1 
 
Our current analysis of the actual data breach experiences of 45 U.S. companies from 15 different industry sectors 
takes into account a wide range of business costs, including expense outlays for detection, escalation, notification, 
and after-the-fact (ex-post) response.  We also analyze the economic impact of lost or diminished customer trust and 
confidence as measured by customer turnover, or churn, rates. 
 
Utilizing activity-based costing, our methods capture information about direct expenses such as engaging forensic 
experts, outsourced hotline support, free credit monitoring subscriptions, and discounts for future products and 
services.  We also capture indirect costs such as in-house investigations and communication, as well as the 
extrapolated value of customer loss resulting from turnover or diminished acquisition rates.  
 
The following are some of the top findings from the 2009 U.S. study: 
 

• U.S. organizations continue to experience an increased cost of data breaches, which includes 
activities intended to prevent a loss of customer or consumer trust. This rise in expense occurs despite a 
decline in major media or press coverage of this topic. Overall cost is not declining despite the perception 
that data breaches are becoming a more mundane issue. This viewpoint may be tied to stabilizing costs of 
detection, escalation and notification as well as our first-ever observation of a decrease in lost business.  
The average organizational cost of a data breach increased nearly 2 percent, from to $6.65 million in our 
2008 study to $6.75 million in 2009. The average cost per compromised record per breach rose only $2, 
from $202 to $204. The most expensive data breach event included in this year’s study cost one 
organization nearly $31 million to resolve.  
 

• Although most U.S. companies still prefer manual and policy solutions as post-breach remediation 
measures, for the first time, many companies are starting to use enabling prevention and 
remediation technologies more often and effectively. While the findings suggest that remediation 
measures after breach incidents in all categories increased from 2008, most organizations aim to prevent 
future breaches through training and awareness programs (67 percent) and additional manual procedures 
and controls (58 percent). Automated IT security solutions that saw modest to marked increases in use 
included: expanded use of encryption (58 percent), identity and access management solutions (49 percent), 
data loss prevention solutions (42 percent), and endpoint security solutions (36 percent).  

• Data breaches from malicious attacks and botnets doubled from 2008 to 2009 and cost substantially 
more than those caused by human negligence or IT system glitches. The incidence of malicious 
attacks rose from 12 percent to 24 percent. In addition, the 2009 cost per compromised record of data 
breaches involving a malicious or criminal act averaged $215, 40 percent higher than breaches involving a 
negligent insider ($154) and 30 percent higher than breaches from system glitches ($166). For the first time, 

                                                
1 Our 2006 study involved one very large (catastrophic) data breach that represented an outlier cost event.  Hence, it 
was removed from the total for comparison purposes. 
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companies participating in the study reported that data-stealing malware caused their breaches. These 
findings suggest that organizations must start protecting themselves more proactively from increasingly 
aggressive malicious outsiders.  

 
• The leadership of a CISO or equivalent position substantially reduces the overall cost of data 

breaches. Specifically, companies with a CISO (or equivalent title) who managed data breach incidents 
experienced an average cost per compromised record of $157, versus $236 – a whopping 50 percent 
increase – for companies without such leadership. 
 

• Companies that notify victims too quickly may fact incur higher costs. About 36 percent of 
participating organizations notified victims within one month, but these “quick responders” ended up paying 
more than their slower peers ($219 versus $196, a 12 percent difference). Moving too quickly through the 
data breach process -- especially during the detection, escalation and notification phases -- may cause 
inefficiencies that raise total costs. 

 
2009 Annual Study: Cost of a Data Breach 
This 2009 Ponemon Institute benchmark study, sponsored by PGP Corporation, examines the costs incurred by  
45 organizations after experiencing a data breach. Results were not hypothetical responses; they represent cost 
estimates for activities resulting from actual data loss incidents. This is the fifth annual survey of this issue.  
 
Breaches included in the survey ranged from roughly 5,000 records to more than 101,000 records from 15 different 
industry sectors. 
 
What we learned from the 2009 Results: 

The total cost of a data breach rose slightly to $204 from $202 per compromised record. According to 
participants in the 2009 study, data breaches cost their companies an average of $204 per compromised record – of 
which $144 pertains to indirect cost including abnormal turnover or churn of existing and future customers.2  Last 
year’s average per victim cost was $202 with an average indirect cost at $152 per breach victim.  This year direct 
costs rose to $60 from $50 in 2008.  
 
The cost of lost business decreased slightly but ex-post response increased. In a dramatic reversal, ex-post 
response represented the largest increase in total cost. Last year, this cost category represented the largest 
decrease.  One of the main reasons for an increase in ex-post response costs is due to the increase in legal defense 
cost mentioned above. 
 
Once again, our research finds organizations in highly trusted industries such as financial services and healthcare are 
more likely to experience a data breach with high abnormal churn rates. In contrast, retailers and companies with less 
direct consumer contact seem to experience a lower overall data breach cost. Other cost components of a data 
breach appear to have stabilized.  
 
Data breach continues to be a very costly event for organizations.  The average organizational cost of a data 
breach increased from to $6.65 million in our 2008 study to $6.75 million in 2009.  The most expensive data breach 
event included in this year’s study cost a company nearly $31 million to resolve.  The least expensive total cost of 
data breach for a company included in our study was $750,000. The magnitude of the breach event ranged from 
approximately 5,000 to approximately 101,000 lost or stolen records.  As in prior years, data breach cost appears to 
be linearly related to the size or magnitude of the breach event. 

                                                
2 For purposes of comparability across different breach incidents, we measure data breach cost on a per victim 
compromised record, basis. 
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Abnormal churn or turnover of customers resulting directly from the data breach incident appears to the 
main driver for data breach cost.  In this year’s study, average abnormal churn rates across all 45 incidents is 
slightly higher than last year (from 3.6 percent in 2008 to 3.7 percent in 2009), which was measured by the loss of 
customers who were directly affected by the data breach event (i.e., typically those receiving notification). The 
industries with the highest churn rate are pharmaceuticals, communications and healthcare (all at 6 percent), followed 
by financial services and services (both at 5 percent).  The industries with the lowest abnormal churn rates are 
manufacturing, energy and media (all at or below 1 percent), followed by technology and retail (both at 2 percent). 
 
Forty-two percent of all cases in this year’s study involved third-party mistakes or flubs. Data breaches 
involving outsourced data to third parties, especially when the third party is offshore, were most costly.  This could be 
due to additional investigation and consulting fees.   The cost per compromised record for data breaches involving 
third parties was $217 versus $194, more than a $21 difference.   
 
Twenty-four percent of all cases in this year’s study involved a malicious or criminal attack that resulted in 
the loss or theft of personal information. Our research shows data breaches involving malicious or criminal acts 
are much more expensive than incidents resulting from negligence.  Accordingly, in 2009 the cost per compromised 
record of a data breach involving a malicious or criminal act averaged $215. In contrast, the cost per compromised 
record of a data breach involving a negligent insider or a systems glitch averaged $154 and $166, respectively. 
 
Thirty-six percent of all cases in this year’s study involved lost or stolen laptop computers or other mobile 
data-bearing devices.  Data breaches concerning lost, missing or stolen laptop computers are more expensive than 
other incidents.  Specifically, in this year’s study the per victim cost for a data breach involving a lost or stolen laptop 
was $225. 
 
More than 82 percent of all cases in this year’s study involved organizations that had more than one data 
breach involving the loss or theft of more than 1,000 records containing personal information.  Data breaches 
experienced by “first timers” are more expensive than those experienced by organizations that have had previous 
data breaches. The per victim cost for a first time data breach was $228 versus $198 for companies experiencing two 
or more incidents.  This finding suggests companies that experience data breaches become more efficient at 
managing costs over time. 
 
Training and awareness programs lead companies’ efforts to prevent future breaches, according to 67 
percent of respondents.  Other notable remediation procedures following the breach incident include: additional 
manual procedures and controls (58 percent), expanded use of encryption (58 percent), identity and access 
management solutions (49 percent), data loss prevention solutions (42 percent), and endpoint security solutions (36 
percent).  The presented 2009 findings suggest that remediation measures after the breach incident in all categories 
increased from 2008.  
 
In approximately 40 percent of participating companies, the CISO was in charge of managing the data breach 
incident.  While other senior IT officials within an organization are typically involved in crisis management activities 
surrounding  data breach response, our results suggest CISO leadership substantially reduces the overall cost of 
data breach.  Specifically, companies that had a CISO (or equivalent title) who managed the data breach incident 
experienced an average cost per compromised record of $157, versus $236 for companies without CISO leadership. 
 
About 36 percent of participating companies notified victims within one month of discovering the data 
breach (a.k.a. quick responders).  Surprisingly, our findings suggest that companies that execute notification 
quickly experience a higher average cost per compromised record than companies that move more slowly ($219 
versus $196).  Our results suggest that moving too quickly through the data breach process may cause cost 
inefficiencies for the organization, especially during the detection, escalation and notification phases. 
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More than 42 percent of participating companies achieved a Security Effectiveness Score (SES) that was 
above the median value determined from benchmark results.3  As expected, those organizations with a more 
favorable security posture (SES above the median) experienced a lower average cost per compromised record than 
organizations with an SES below the median.  Accordingly, organizations with a favorable security posture had an 
average cost per compromised record of $202, versus $207 for those with an unfavorable security posture. 
 
About 44 percent of participating companies engaged an outside consultant to assist them over the course 
of the data breach incident.  Our findings suggest that engaging a consultant or other third-party expert to assist in 
the data breach incident results in a lower average cost per compromised record.  Specifically, those organizations 
that engaged a consultant experienced, on average, a per victim cost of $170, as opposed to $231 for companies 
that decided to go it alone. 
 
In conclusion, our 2009 research once again suggests that U.S. organizations by and large take their stewardship of 
sensitive personal data seriously and are taking greater steps to ensure its protection from breaches. Despite its 
limitations, the research reinforces best practices for IT security and privacy and arguments that those practices 
provide a positive return on investment. Our research also supports statements by leading industry and government 
experts who advocate proactive, automated data protection in addition to written policies, procedures and training.  
 
 
Preventive Solutions 
Especially given the rise in data-stealing malicious attacks, organizations should strongly consider a holistic approach 
to protecting data wherever it is – at rest, in motion and in use. While manual and policy approaches may come first 
to mind for many companies, those approaches by themselves are not as effective as a multi-pronged approach that 
includes automated IT security solutions. 

Many kinds of automated, cost-effective enterprise data protection solutions are now available to secure data both 
within an organization and among business partners. Some of the most popular and effective of these technologies 
currently available include:  

• Encryption (including whole disk encryption and for mobile devices/smartphones) 
• Data loss prevention (DLP) solutions  
• Identity and access management solutions 
• Endpoint security solutions and other anti-malware tools  

 
Companies should also look for centralized management of IT security solutions so they can automatically enforce IT 
security best practices throughout their organizations. Such capability also enables enterprises to align information 
protection with corporate security policies and regulatory or business-partner mandates.   

 

 

 

 

                                                
3The SES is a methodology developed by Ponemon Institute and PGP Corporation in 2005 for its annual encryption 
trends study. The SES measures the effectiveness of an organization’s security posture. Since its inception five years 
ago, this proprietary security scoring method has been used in more than 80 studies involving information security 
practitioners in organizations throughout the world. 
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Next Steps 
This fifth annual report enables organizations to forecast in detail the specific actions and costs required to recover 
from a customer data security breach. This report can be used as a guideline to conduct an internal audit and to 
create breach response cost estimates. These estimates may then be compared with the technology and other costs 
of preventing data breaches. 

Companies should also consider following industry best practices, including:  

• Companies should ensure that portable data-bearing devices – such as laptops, smart phones and USB 
memory sticks – are encrypted, especially for people who travel extensively for business. 

 
• Companies should establish an organizational structure that allows the CISO or other security/privacy 

leaders to take charge and ensure the detection and notification process is handled appropriately. 
 

• When in doubt about requirements, companies should seek the counsel of consultants and legal experts to 
ensure the notification process complies with the plethora of state data breach notification laws, as well as 
related federal laws. 

 
• To minimize customer churn (turnover), companies should draft communications that clearly define the issue 

and root cause of the breach incident.  Whenever feasible, the company should take steps that minimize 
potential harm to data breach victims – for instance, the company may consider providing free identity 
protection services when the root cause of a breach is likely to be a theft or criminal attack. 
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Introduction 
Government, industry and the American public in 2009 understood more than ever the damage that data breaches 
can do. High-profile data breaches continued to occur in both the public and private sectors. In December, the 
Transportation Security Administration, part of the U.S. Department of Homeland Security, accidentally published its 
passenger screening criteria online, embarrassing an already hard-hit agency and industry. Heartland Payment 
Systems, which processes 100 million transactions per month for more than 250,000 businesses, announced in 
January that malicious hackers may have compromised 130 million of its transactions, causing the potentially biggest 
data breach ever.  
 
In response to longstanding industry and government concerns that cyberthreats – including data breaches – pose 
some of the greatest economic, homeland and national security challenges of the 21st century, the Obama 
Administration made improving cybersecurity, and particularly protection of the nation’s cyberinfrastructure and 
sensitive data, a presidential priority. The White House ordered a 60-day federal cybersecurity review, which 
recommended urgent action and suggested that “increased liability for the consequences of poor security” might 
improve the situation – a recommendation that resonates with the findings in this report.  
 
The White House also filled the long-vacant position of White House Cybersecurity Coordinator and created the first-
ever federal CIO and CTO positions, long recommended by experts as essential to raising federal IT to an 
appropriate level of importance in the federal government. 
 
Increased public and government attention to cybersecurity drove Congress to make progress on a national data 
breach notification law that would standardize data breach protections nationwide. 
  
In February, the Health Information Technology for Economic and Clinical Health (HITECH) Act, part of the federal 
economic stimulus package, included the first federally mandated data breach notification requirements. It mandated 
periodic audits to ensure that covered entities and – for the first time – their business associates comply with security 
and privacy requirements or face civil and criminal penalties.  

In November, the U.S. Senate Judiciary Committee approved two bills concerning data breach notification. The 
Personal Data Privacy and Security Act would set standards for protecting sensitive personally identifying information 
and impose civil penalties for those caught violating them. The second bill, the Data Breach Notification Act, would 
require entities engaged in interstate commerce to notify victims whose personal information is compromised in a 
breach — unless disclosure would harm national security or in some way hinder a law-enforcement investigation. 

In December, the U.S. House of Representatives for the first time passed a data breach notification bill, the Data 
Accountability and Trust Act (DATA). The bill would require any organization experiencing a breach to notify the 
Federal Trade Commission and notify all affected U.S. individuals. Organizations would also have to designate an 
information security officer and establish data security policies for data collection and retention as well as finding and 
fixing system vulnerabilities. The bill includes a safe harbor provision for organizations that protect data with 
encryption.  
 
Despite progress overall, some controversy remained. A data breach notification rule that the U.S. Department of 
Health and Human Services (HHS) implemented in September drew widespread criticism from both Congress and 
industry experts. The rule required healthcare entities to publicly disclose breaches only if they think the breach would 
do financial, reputational or other harm to victims – a position thought to encourage those entities not to report, and 
therefore suffer the consequences, of data breaches.  
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Lawmakers in at least 21 states introduced security breach legislation in 20094, and since 2004 45 states5 have 
passed laws requiring organizations and government agencies to notify customers, employees, and other affected 
individuals when a breach of protected personal information occurs due to human error, technology problems, or 
malicious acts. 
 
Although the specific conditions for notification vary by state, organizations may not be required to notify individuals 
when: 

• The breached data is protected by at least 128-bit encryption 
• The breached data elements are not considered “protected” 
• The breach was stopped before information was wrongfully acquired 
• Other special circumstances (such as national security or law enforcement investigations) exist 

 
Responding to a data breach incident includes activities intended to prevent losing customers or consumer trust and 
help preserve an organization’s reputation. But when organizations experience data breaches and must notify 
customers or clients, what costs do they encounter as they attempt to recover?  
 
The Ponemon Institute and PGP Corporation are pleased to offer the fifth annual survey that quantifies the actual 
costs incurred by 45 organizations compelled to notify individuals of data privacy breaches. Summarized in this 
document, the study provides detailed information from responses to questions organizations face when responding 
to a data breach: 
 

• What are the potential legal costs? 
• What are industry-average costs resulting from a breach, including the detection, investigation, notification, 

and possible services offered to affected individuals? 
• What are the costs of lost customers and brand damage? 
• What are the key trends? 
• What measures are taken following a breach that could have been implemented to avert it? 

 

 

                                                
4 National Conference of State Legislatures, Security Breach Legislation 2009: 
http://www.ncsl.org/default.aspx?tabid=18325  
5 National Conference of State Legislatures, State Security Breach Notification Laws as of December 9, 2009: 
http://www.ncsl.org/Default.aspx?TabId=13489  
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Study Overview & Methodology 
The Ponemon Institute’s annual benchmark study, begun in 2005, examines the costs organizations incur when 
responding to data breach incidents resulting in the loss or theft of protected personal information. 

• To complete the study, benchmark surveys were sent to 126 organizations known to have experienced a 
breach involving the loss or theft of personal customer, consumer or student data during the past year. 

• Of that group, 45 companies agreed to participate by completing the survey. Results were not hypothetical 
responses to possible situations; they represent cost estimates for activities resulting from an actual data 
loss incident. 

• The reported number of individual records breached ranged from approximately 5,000 to more than 101,000 
records from companies in 15 different industry sectors. 

• The 2009 survey shows that 42% percent of breaches occurred due to external causes, a decrease from 44 
percent in 2008. A third-party breach is defined as a case where a third party (such as professional services, 
outsourcers, vendors, business partners) was in the possession of the data and responsible for its 
protection. In comparison, an in-house breach is defined as a case where the protection of data was the 
responsibility of the organization itself (by an employee or for data on the corporate network, for example).  

 
Table 1 summarizes the 45 study participants by industry and source of data breach: 

Industry Total Internal Breaches Third-Party Breaches 

Communications 1 1 0 

Consumer 3 2 1 

Education 3 2 1 

Energy 1 0 1 

Financial 8 3 5 

Healthcare 5 2 3 

Hotel & Leisure 1 1 0 

Manufacturing 1 1 0 

Media 1 1 0 

Pharmaceutical 1 0 1 

Research 1 1 0 

Retail 8 6 2 

Services 5 2 3 

Technology 4 2 2 

Transportation 2 2 0 

Totals 45 26 19 

Table 1: Study participant sectors and data breach source 

 
 
 



  
 

 11 

Study Methodology 
Our study addresses core process-related activities that drive a range of expenditures associated with a company’s 
data breach detection and response.  The four cost centers are: 
 
 Detection or discovery: Activities that enable a company to reasonably detect the breach of personal data either 

at risk in storage or in motion. 
 
 Escalation: Activities necessary to report the breach of protected information to appropriate personnel within a 

specified time period. 
 
 Notification: Activities that enable the company to notify data subjects with a letter, outbound telephone call,  

e-mail or general notice that personal information was lost or stolen. 
 
 Ex-post response: Activities to help victims of a breach communicate with the company to ask additional 

questions or obtain recommendations in order to minimize potential harm. Redress activities also include ex-post 
response such as credit report monitoring or the reissuing of a new account or credit card. 

 
In addition to the above process-related activities, most companies experience opportunity costs associated with a 
breach incident, which results from diminished trust or confidence by present and future customers.  Accordingly, our 
Institute’s research shows that the negative publicity associated with a data breach incident can often damage 
companies’ reputations and may lead to abnormal turnover, or churn, rates and a diminished rate for new customer 
acquisitions. 
 
To extrapolate these opportunity costs, we used a shadow costing method that relies on the “lifetime value” of an 
average customer as defined for each participating organization. 
 
 Turnover intentions of existing customers:  The estimated number of customers who will most likely terminate 

their relationship as a result of the breach incident.  The incremental loss is abnormal turnover attributable to the 
breach incident.  This number is an annual percentage, which is based on estimates provided by management 
during the benchmark interview process. 

 
 Diminished new customer acquisition: The estimated number of target customers who will not have a relationship 

with the organization as a consequence of the breach.  This number is provided as an annual percentage. 
 
It is important to note, however, that the loss of non-customer data, such as employee records, may not impact an 
organization’s churn or turnover rates directly. 
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Key Report Findings 
The Ponemon Institute’s annual benchmark study, begun in 2005, examines the costs organizations incur when 
responding to data breach incidents resulting in the loss or theft of protected personal information. 

Data breach costs continue to increase: According to participants in the 2009 study, data breaches cost their 
companies an average of $204 per compromised record – of which $144 pertained to indirect cost, including 
abnormal turnover or churn of existing and future customers.6  Last year’s average per victim cost was $202 with an 
average indirect cost at $152 per breach victim.  This year, direct costs rose to $60 from $50 in 2008. Total cost rose 
only 1 percent, while indirect costs dropped 5 percent and direct costs soared by 20 percent due to increased legal 
defense costs.  

 

Figure 1: Average per-record cost of a data breach, 2005–2009 

                                                
6 For purposes of comparability across different breach incidents, we measure data breach cost on a per victim 
compromised record basis. 
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Direct vs. indirect costs of a data breach:  

 

Figure 2: Direct vs. Indirect cost – 2008 
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Total cost average continues to increase: Data breaches continue to be very costly for organizations.  The 
average organizational cost of a data breach increased from to $6.65 million in our 2008 study to $6.75 million in 
2009.  The most expensive data breach event included in this year’s study cost a company nearly $31 million to 
resolve.  The least expensive total cost of data breach for a company included in our study was $750,000. The 
magnitude of the breach event ranged from approximately 5,000 to approximately 101,000 lost or stolen records.   
As in prior years, data breach cost appears to be linearly related to the size or magnitude of the breach event. 

 

Figure 3: Average organizational costs of a data breach, 2005–2009 
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The cost of lost business decreased slightly but ex-post response increased: In a dramatic reversal, ex-post 
response represented the largest increase in total cost. Last year, this cost category represented the largest 
decrease.  One of the main reasons for an increase in ex-post response costs is due to the increase in legal defense 
costs. This can be attributed to increasing fears of successful class actions resulting from customer, consumer or 
employee data loss. 

 

Figure 4: Average cost of data breach on a per-victim basis, 2005–2009 
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Malicious or criminal attacks growing costs: Twenty-four percent of all cases in this year’s study involved a 
malicious or criminal attack that resulted in the loss or theft of personal information. Our research shows data 
breaches involving malicious or criminal acts are much more expensive than incidents resulting from negligence.  
Accordingly, in 2009 the cost per compromised record of a data breach involving a malicious or criminal act averaged 
$215. In contrast, the cost per compromised record of a data breach involving a negligent insider or a systems glitch 
averaged $154 and $166, respectively. 
 

 

Figure 5: Malicious or criminal attacks 

 

 

Figure 6: Malicious or criminal attacks cost of a breach per record, 2009 
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“First timers” cost more, repeat breaches continue: More than 82 percent of all cases in this year’s study 
involved organizations that have had more than one data breach involving the loss or theft of more than 1,000 
records containing personal information.  Data breaches experienced by “first timers” are more expensive than those 
experienced by organizations that have had previous data breaches. The per victim cost for a first-time data breach 
was $228, versus $198 for companies that have experienced two or more incidents.  This finding suggests 
companies that experience data breaches become more efficient at managing costs over time. 

 

Figure 7: Cost of first time and subsequent data breaches, 2009 
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Measures implemented following a breach: As the result of a data breach, organizations often consider a number 
of possible remedies. Encryption is the most popular technology chosen to protect confidential and sensitive data as 
part of an enterprise data protection strategy.  

 
What preventive measures have been implemented? FY 2008 FY 2009 

Training and awareness programs 53% 67% 

Additional manual procedures and controls 49% 58% 

Expanded use of encryption 44% 58% 

Identity and access management solutions 37% 49% 

Data loss prevention (DLP) solutions 26% 42% 

Other system control practices 40% 40% 

Endpoint security solutions 19% 36% 

Security certification or audit 30% 33% 

Security event management systems 21% 22% 

Strengthening of perimeter controls 16% 20% 

Table 2: Measures implemented as a result of a data breach 
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Increased churn rates following a breach: Abnormal churn or turnover of customers resulting directly from a data 
breach incident appears to the main driver of data breach cost.  In this year’s study, average abnormal churn rates 
across all 45 incidents was slightly higher than last year (from 3.6 percent in 2008 to 3.7 percent in 2009), which was 
measured by the loss of customers who were directly affected by the data breach event (i.e., typically those receiving 
notification). The industries with the highest churn rate were pharmaceuticals, communications and healthcare (all at 
6 percent), followed by financial services and services (both at 5 percent).  The industries with the lowest abnormal 
churn rates were manufacturing, energy and media (all at or below 1 percent), followed by technology and retail  
(both at 2 percent). 

 

Figure 8: Abnormal churn rates following a data breach incident by industry classification, 2009 
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Expectations of trust and privacy drive data breach costs higher: Once again, our research finds organizations 
in highly trusted industries such as financial services and healthcare were more likely to experience a data breach 
with high abnormal churn rates. In contrast, retailers and companies with less direct consumer contact seem to 
experience a lower overall data breach cost.  

 

Figure 9: Cost per compromised records of a breach compared by industry classification, 2009 
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Costs of breach by activity, indirect vs. direct: When the survey first started in 2005, the indirect cost of lost 
business due to churn accounted for 55 percent of total breach costs. While cost of lost business has remained 
relatively stable over the last five years, organizations are spending more on legal defense costs - a direct cost.  
Other direct costs that have increased over the last five years include audit and consulting services.  
 

Cost changes over five years 2005 2006 2007 2008 2009 Net change 

Investigations & forensics 8% 8% 8% 9% 8% stable 

Audit and consulting services 8% 10% 10% 11% 12% increase 

Outbound contact costs 13% 9% 7% 6% 6% decrease 

Inbound contact costs 15% 10% 8% 6% 5% decrease 

Public relations/communications 0% 1% 3% 1% 1% decrease 

Legal services - defense 5% 6% 8% 9% 14% increase 

Legal services - compliance 3% 3% 3% 1% 2% stable 

Free or discounted services 4% 2% 1% 2% 1% decrease 

Identity protection services 3% 3% 2% 2% 2% stable 

Lost customer business (due to churn) 35% 39% 41% 43% 40% stable 

Customer acquisition cost 6% 8% 9% 9% 9% stable 

Table 3: Percent of breach costs by activity, 2005-2009 

Note: The cost of lost business includes both lost business due to churn and increased customer acquisition costs. 
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Cause of a data breach: Forty-two percent all cases in this year’s study involved third-party mistakes or flubs.  
Data breaches involving outsourced data to third parties, especially when the third party is offshore, were most  
costly.  This could be due to additional investigation and consulting fees.   The cost per compromised record for  
data breaches involving third parties was $217 versus $194, more than a $21 difference.   

 

Figure 10: Primary cause of a data breach, 2009 
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Thirty-six percent of all cases in this year’s study involved lost or stolen laptop computers or other mobile 
data-bearing devices.  Data breaches concerning lost, missing or stolen laptop computers are more expensive than 
other incidents.  Specifically, in this year’s study the per victim cost for a data breach involving a lost or stolen laptop 
was just under $225, over $30 more than if a laptop or mobile device was not involved. 

 

Figure 11: Cost involving lost or stolen laptop, 2009 
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CISO leadership in breach response: In approximately 40 percent of participating companies, the CISO was in 
charge of managing the data breach incident.  While other senior IT officials within an organization are typically 
involved in crisis management activities surrounding data breach response, our results suggest CISO leadership 
substantially reduces the overall cost of data breaches. This is likely due to the strategic role CISOs play in ensuring 
security and privacy measures are effectively implemented.  Specifically, companies that had a CISO (or equivalent 
title) who managed the data breach incident experienced an average cost per compromised record of $157, versus 
$236 for companies without CISO leadership. 

 

Figure 12: Cost of a data breach when CISO is in charge, 2009 
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About 36 percent of participating companies notified victims within one month of discovering the data 
breach (a.k.a. quick responders).  Surprisingly, our findings suggest that companies that notify victims quickly 
experienced a higher average cost per compromised record of a data breach than companies that moved more 
slowly ($219 versus $196).  Our results suggest that moving too quickly through the data breach process may  
cause cost inefficiencies for the organization, especially during the detection, escalation and notification phases. 

 

Figure 13: Cost of a data breach for quick responders, 2009 
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More than 42 percent of participating companies achieved a Security Effectiveness Score (SES) that was 
above the median value determined from benchmark results.7  As expected, those organizations with a more 
favorable security posture (SES above the median) experienced a lower average cost per compromised record than 
organizations with an SES below the median.  Accordingly, organizations with a favorable security posture had an 
average cost per compromised record of $202, versus $207 for those with an unfavorable security posture. 

 

Figure 14: Cost of a data breach when company has a favorable security posture, 2009 

                                                
7The SES is a methodology developed by Ponemon Institute and PGP Corporation in 2005 for its annual encryption 
trends study. The SES measures the effectiveness of an organization’s security posture. Since its inception five years 
ago, this proprietary security scoring method has been used in more than 80 studies involving information security 
practitioners in organizations throughout the world. 
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About 44 percent of participating companies engaged an outside consultant to assist them over the course 
of the data breach incident.  Our findings suggest that engaging a consultant or other third-party expert to assist in 
data breach response results in a lower average cost per compromised record.  Specifically, those organizations that 
engaged a consultant experienced, on average, a per victim cost of $170, as opposed to $231 for companies that 
decided to go it alone.  Our research indicates that organizations that engage outside consultants may have more 
resources and be more responsive overall to IT security issues than those that do not.  

 

Figure 15: Cost of a data breach when outside consultant is involved with response, 2009 
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Report Conclusions 
The findings of this benchmark study suggest U.S. companies that have a loss or theft of personal information 
requiring notification do incur significant direct and indirect expenses.  The most negative cost impact results  
from the diminishment of confidence and trust in the company, which translates into abnormal or unexpected 
customer turnover.  
 
The top five sectors represented among 2009 study participants were retail and financial (18 percent each), 
consumer and healthcare (12 percent each) and technology (9 percent). Some industries with higher customer churn 
rates, such as healthcare (6 percent) and financial services (5 percent), also happen to be those that handle more 
sensitive personal information and must meet data breach notification mandates. They also often receive the most 
media attention when a large breach occurs.  
 
Data breaches are becoming a fact of life, which may be causing fewer people to end or diminish their relationships 
with breached organizations. More products and services become available to meet the demand, bringing down 
costs, and increasing mandates and regulations may push more organizations to clean up after the fact. Time will tell 
whether the data breach notification legislation and other government action that occurred in 2009 will create the 
desired long-term reductions of the incidence and severity of data breaches for U.S. organizations.  
 
In addition to major findings mentioned above, other key takeaways from the report include: 
 

• Hiring outside IT security consultants is common and can greatly lower data breach costs. More than 
4 out of 10 participating organizations engaged outside consultants or experts to assist in data breach 
response, and those that did had lower average data breach costs per capita ($170 with consultants versus 
$231 without, a 26 percent difference). This figure is more likely an indication of certain organizational 
having more resources and responsiveness to data breach issues in general than a statement on the quality 
of consulting work itself.  

 
• Data breaches involving outsourced data to third parties, especially when the third party is offshore, 

are common and more costly. Forty-two percent of all cases in this year’s study involved third-party 
mistakes or flubs. The cost per compromised record for data breaches involving third parties was $217, 
versus $194 for cases that did not, a 12 percent difference. This could be due to additional investigation and 
consulting fees.  

 
• More than 1 in 3 data breaches concerned lost, missing or stolen laptop computers and those 

incidents are more expensive -- $225 per victim, 10 percent higher than the average total cost and 5 
percent higher than malicious attacks.  

 
• Data breaches experienced by “first timers” are more expensive than those encountered by 

organizations that have had previous data breaches. The per victim cost for a first-time data breach is 
$228, versus $198 – 13 percent less – for companies that have experienced two or more incidents. For 
better or worse, fewer and fewer companies fall into the first-time category: more than 82 percent of 2009 
survey participants have had more than one breach.  

• Negligent insider breaches have decreased in number and cost. One explanation is that training and 
awareness programs may be having a positive effect on employees’ sensitivity and awareness about the 
protection of personal information.   

. 
• Organizations are spending more on legal defense costs, leading to a dramatic reversal in ex-post 

response spending. Ex-post response represented the largest increase in total cost in 2009, while in 2008, 
this cost category represented the largest decrease. This can be attributed to increasing fears of successful 
class actions resulting from customer, consumer or employee data loss.  
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Preventive Solutions 
Especially given the rise in data-stealing malicious attacks, organizations should strongly consider a holistic approach 
to protecting data wherever it is – at rest, in motion and in use. While manual and policy approaches may come first 
to mind for many companies, those approaches by themselves are not as effective as a multi-pronged approach that 
includes automated IT security solutions. 

Many kinds of automated, cost-effective enterprise data protection solutions are now available to secure data both 
within an organization and among business partners. Some of the most popular and effective of these technologies 
currently available include:  

• Encryption (including whole disk encryption and for mobile devices/smartphones) 
• Data loss prevention (DLP) solutions  
• Identity and access management solutions 
• Endpoint security solutions and other anti-malware tools  

 
Companies should also look for centralized management of IT security solutions so they can automatically enforce IT 
security best practices throughout their organizations. Such capability enables enterprises to align information 
protection with corporate security policies and regulatory or business-partner mandates. It also enables organizations 
to implement technology with minimal or no user disruption, encouraging user compliance and acceptance. 

 

Next Steps 
This fifth annual report enables organizations to forecast in detail the specific actions and costs required to recover 
from a customer data security breach. This report can be used as a guideline to conduct an internal audit and to 
create breach response cost estimates. These estimates may then be compared with the technology and other costs 
of preventing data breaches. 

Companies should also consider the following best practices:  

• Companies should ensure that portable data-bearing devices – such as laptops, smart phones and USB 
memory sticks – are encrypted, especially for people who travel extensively for business. 

 
• Companies should vet and evaluate the security posture of third parties before sharing confidential or 

sensitive information.  
 

• Companies should have a crisis management plan that clearly defines roles, responsibilities, procedures 
and timelines. 

 
• Companies should establish an organizational structure that allows the CISO or other security/privacy 

leaders to take charge and ensure the detection and notification process is handled appropriately. 
 

• When in doubt about requirements, companies should seek the counsel of consultants and legal experts to 
ensure the notification process complies with the plethora of state data breach notification laws, as well as 
related federal laws. 

 
• To minimize customer turnover (churn), companies should draft communications that clearly define the issue 

and root cause of the breach incident.  Whenever feasible, the company should take steps that minimize 
potential harm to data breach victims. For instance, the company may consider providing free identity 
protection services when the root cause of a breach is likely to be a theft or criminal attack. 
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• Finally, companies should perform a post-mortem a few months after the incident to objectively evaluate the 
adequacy and effectiveness of the overall response.  At this point, it may make good sense to consider 
buying insurance products to defray future data breach costs. 
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About The Ponemon Institute 
The Ponemon Institute© is dedicated to advancing ethical information and privacy management practices in business 
and government. The Institute conducts independent research, educates leaders from the private and public sectors, 
and verifies the privacy and data protection practices of organizations in a variety of industries. 

Dr. Larry Ponemon is the chairman and founder of the Ponemon Institute. He is also a founding member of the 
Unisys Security Leadership Institute and an Adjunct Professor of Ethics & Privacy at Carnegie Mellon University’s 
CIO Institute. Dr. Ponemon is a critically acclaimed author, lecturer, spokesman, and pioneer in the development of 
privacy auditing, privacy risk management, and the ethical information management process. 

Previously, Dr. Ponemon was the CEO of the Privacy Council and the Global Managing Partner for Compliance Risk 
Management at PricewaterhouseCoopers (where he founded the privacy practice). Prior to joining 
PricewaterhouseCoopers, Dr. Ponemon served as the National Director of Business Ethics Services for KPMG and 
as the Executive Director of the KPMG Business Ethics Institute. Dr. Ponemon holds a Ph.D. from Union College, 
attended the Doctoral Program in System Sciences at Carnegie-Mellon University, and has a Masters degree from 
Harvard University as well as a Bachelors degree from the University of Arizona. Contact The Ponemon Institute at 
www.ponemon.org or +1 800 887 3118. 
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About PGP Corporation 
PGP Corporation is a global leader in email and data encryption software for enterprise data protection. Based on a 
unified key management and policy infrastructure, the PGP® Encryption Platform offers the broadest set of integrated 
applications for enterprise data security. PGP® platform-enabled applications allow organizations to meet current 
needs and expand as security requirements evolve for email, laptops, desktops, instant messaging, PDAs, network 
storage, file transfers, automated processes, and backups. 
 
PGP® solutions are used by more than 100,000 enterprises, businesses, and governments worldwide, including 95 
percent of the Fortune® 100, 75 percent of the Fortune® Global 100, 87 percent of the German DAX index, and 51 
percent of the U.K. FTSE 100 Index. As a result, PGP Corporation has earned a global reputation for innovative, 
standards-based, and trusted solutions. PGP solutions help protect confidential information, secure customer data, 
achieve regulatory and audit compliance, and safeguard companies' brands and reputations. Contact PGP 
Corporation at www.pgp.com or +1 650 319 9000. 
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Appendix A – Survey Methodology 

 
Our study utilizes a confidential and proprietary benchmark method that has been successfully deployed in earlier 
research. However, there are inherent limitations to benchmark research that need to be carefully considered before 
drawing conclusions from findings. 
 
 Non-statistical sample: The purpose of this study is descriptive inquiry rather than normative inference.  This 

research draws upon a representative, but non-statistical sample of U.S. organizations experiencing a breach 
involving the loss or theft of customer or consumer data over the past 12 month period. 

 
For consistency purposes, our study does not include data breaches resulting from missing or stolen employee 
records.  In addition, we deliberately excluded data breaches considered to be catastrophic (as defined by an 
event involving the loss or theft of more than 150,000 records). Statistical inferences, margins of error and 
confidence intervals cannot be applied to these data given the judgmental nature of our company recruitment 
process. 

 
 Non-response:  The current findings are based on a small representative sample of completed benchmark 

surveys.  An initial invitation was sent to a targeted group of 126 organizations, all known to have experienced  
a breach involving the lost or theft of customer or consumer data sometime over the past year. Forty-five US 
companies completed all parts of the benchmark survey. Non-response bias was not tested so it is always 
possible companies that did not participate are substantially different in terms of the methods used to manage 
the data breach process, as well as the underlying costs associated with information loss. 

 
 Sampling-frame bias:  Because our sampling frame is judgmental, the quality of results is influenced by the 

degree to which the frame is representative of the population of companies being studied.  It is our belief that the 
current sampling frame is biased toward companies with more mature privacy or information security programs. 

 
 Company-specific information: The benchmark information is sensitive and confidential. Thus, the current 

instrument does not capture company-identifying information.  It also allows individuals to use categorical 
response variables to disclose demographic information about the company and industry category.  Industry 
classification relies on self-reported results. 

 
 Unmeasured factors:  To keep the survey concise and focused, we decided to omit other important variables 

from our analyses such as leading trends and organizational characteristics.  The extent to which omitted 
variables might explain benchmark results cannot be estimated at this time. 

 
 Estimated cost results.  The quality of survey research is based on the integrity of confidential responses 

received from companies.  While reliability checks were incorporated into the benchmark survey process,  
there is always the possibility that respondents did not provide truthful responses.   In addition, the use of  
a cost estimation technique rather than the company’s detailed actual cost data could create significant  
bias in presented results. 
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Industry Classification Frequency 

Financial 8 

Retail 8 

Healthcare 5 

Services 5 

Technology 4 

Consumer 3 

Education 3 

Transportation 2 

Communications 1 

Pharma 1 

Hotel & leisure 1 

Manufacturing 1 

Media 1 

Energy 1 

Research 1 

 
Figure 16 and Table 4:  Sample composition by industry vertical 
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Benchmark Methods 
The benchmark survey instrument was designed to collect descriptive information about the costs incurred either 
directly or indirectly concerning the breach event.  Typically, the point-person for each survey was privacy, data 
protection or compliance professionals responsible for managing the data breach incident. The survey required these 
practitioners to estimate the opportunity cost associated with different program activities.  Data was collected on a 
structured survey form.  The researcher conducted a follow-up interview to obtain additional facts, including estimated 
abnormal churn rates that resulted from the breach event. 
 
The survey design relied upon a shadow costing method used in applied economic research.  This method doesn’t 
require subjects to provide actual accounting results, but instead relies on broad estimates based on the experience 
of the subject. 
 
Within each category, cost estimation was a two-stage process.  First, the survey required individuals to provide 
direct cost estimates for each privacy cost category by checking a range variable.  A range variable was used rather 
than a point estimate to preserve confidentiality (to ensure a higher response rate).  Second, the survey required 
participants to provide a second estimate for both indirect cost and opportunity cost, separately.  These estimates 
were calculated based on the relative magnitude of these costs in comparison to direct cost within a given category. 
 
The size and scope of survey items was limited to known cost categories that cut across different industry sectors. 
We believed that a survey focusing on process (and not areas of compliance) would yield a higher response rate and 
better quality of results.  We also used a paper instrument, rather than electronic survey, to provide greater 
assurances of confidentiality. 

The diagram below illustrates the activity-based costing schema used in the current benchmark study. The study 
examined the above-mentioned cost centers. The arrows suggest that these cost centers are sequentially aligned, 
starting with incident discovery and proceeding to escalation, notification, ex-post response, and culminating in lost 
business. The cost driver of ex-post response and lost business opportunities is the public disclosure or notice of  
the event. 
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Figure 16: Visual representation of benchmark cost categories 

 
 


