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MAKING MISSION CRITICAL VIRTUAL

Across all sizes of enterprises, four out of five IT organizations are involved at some
level with implementing a virtual infrastructure, such as VMware® vSphere™. The key
reasons that IT decision makers most often cite for their adoption of virtual
infrastructure are efficiency, reliability, and decreased operating expense (OpEx).
Following early success of opportunistic consolidation pilot projects involving workloads
not critical for business processes, IT is now poised to move forward on more aggressive
virtualization projects involving ERP, CRM, and other mission-critical applications. 

Driving the next wave of
virtualization projects are the
growing concerns expressed by Line
of Business (LoB) executives over
business continuity. In a competitive
24x7 economic environment,
computer downtime represents more
than lost revenue to sales and
marketing executives. These
executives equate lengthy computer
outages with potential losses in
customer confidence and market
share. As a result, senior LoB
executives expect IT to meet business
continuity goals that are more in line
with capabilities provided through
replication and continuous data
protection (CDP) rather than backup
and recovery. 

With high availability and data
protection core elements of any IT
business continuity strategy, the
challenge for many IT decision
makers is to assuage the business
continuity fears of corporate

Executive Summary

Executive Summary

“With the introduction of new vPower technology, Veeam Backup &
Replication v5 provides IT with game-changing capabilities that

radically alter previous notions about RTO and RPO value propositions
and business continuity.”

OPENBENCH LABS TEST BRIEFING:
Veeam Backup & Replication v5

1) Restart a failed VM directly from a backup file in under 60 seconds:
Veeam Backup & Replication v5 introduces new vPower technology that
allows a VM to be booted directly from a backup file without first
restoring the VM to its original form to meet tight RTO requirements.

Instant VM Recovery Benchmark: A VM running Exchange 2010 with 500
mailboxes booted from a backup file it took 36 seconds to begin processing
up to 300 transactions per second in Instant VM Recovery mode.

2) Repair or restore application items: Veeam Backup & Replication v5
creates an isolated network environment in which to run a VM from a
backup file in order to restore individual email messages or database
records using Veeam-provided wizards or native application tools.

3) Ensure 100 percent of backups can be restored: After starting a VM
from a backup file in a virtual lab, automated test scripts can verify VM
applications are running correctly to enhance RPO requirements.

4) Reduce backup storage requirements with included compression
and deduplication: With compression and data deduplication included
with Veeam Backup & Replication, we typically measured reductions
between 10- and 20-to-1 in the size of backup files compared to the
original data, which we could further reduce with synthetic full backups. 

Backup Scalability Benchmark: Running a full backup of three VMs—a
domain controller, a database server, and an email server—as a single
process reduced backup file storage by additional 45% without increasing
total backup time, when compared to three individual backups.
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executives within budget constraints that exclude such costly components as fault-
tolerant servers, redundant hardware and software, and standby network bandwidth.
With support for the vStorage APIs for Data Protection (VADP), Veeam Backup &
Replication v4 minimized incremental backup windows and provided near-CDP at a
fraction of the cost of other RPO solutions. With the introduction of new vPower
technology, Veeam Backup & Replication v5 provides IT with game-changing capabilities
that radically alter previous notions about RTO and RPO value propositions and
business continuity. 

What makes a virtual infrastructure so attractive to CIOs as a business continuity
platform are the robust resilience characteristics of virtual machines (VMs), such as
rapid restart, non-disruptive movement, and new instance spawning among multiple
hosts. Whenever a VM’s physical host fails to provide sufficient resources, that VM and
its applications can be automatically migrated to another host that shares access to the
necessary data. Nonetheless, a highly flexible active-active host infrastructure for VMs
does not solve any of the knotty issues surrounding the failure of a VM. 

For the lion’s share of issues concerning VM OS failures, application crashes, and data
corruption, cost-effective solutions continue to be found in classic backup and restore
strategies. While Veeam Backup & Replication v5 fits perfectly into any standard IT
backup and restore regimen, Veeam’s new vPower technology radically boosts the ability
of IT to meet tight RTO requirements by enabling administrators to run VMs directly
from a backup file without provisioning storage or restoring the compressed and
deduplicated backup file. 

ENSURING BUSINESS CONTINUITY

More importantly, vPower is an evolving technology that builds geometrically to
provide far-reaching benefits that go well beyond the recovery of a single VM. By
applying some sophisticated network legerdemain, Veeam Backup & Replication v5
provides IT administrators with the ability to boot multiple VMs directly from a backup
file while the originals continue to run. 

As a result, IT administrators can invoke an enhanced VM Recovery Verification
process, in which automated application test scripts verify that important applications,
such as Exchange, Oracle and SAP, run correctly and that all interdependencies among
VMs have been met for a full workflow recovery. What’s more, this technique also
enables IT administrators to use native application tools to recover item-level data from a
VM backup in a new module dubbed Universal Application-Item Recovery (U-AIR). 

It is important to note that Recovery Verification is a separate feature from backup
within Veeam Backup & Replication v5. That separation allows IT administrators to
dramatically reduce backup window time and provide complete VM recovery assurance,
which is simply not possible using a legacy backup software package. 

With a legacy backup package, the scope of verification is limited to data integrity,
and the process is integral to the backup window. Once the backup is complete, the

Executive Summary
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backup application must compare the backed up data to the original data to ensure that
all of the original data is intact. This can be an expensive process with respect to time
and CPU resources when either software compression or deduplication is used. 

What’s more, verification of just data integrity does not ensure recoverability. If a key
file that is used at boot time has been corrupted, the problem could go undetected until
the next reboot. Backing up a corrupted VM and verifying data consistency simply
preserve the VM in a corrupted state. When the VM fails attempting to reboot, recovery
will be stymied by perfectly preserved backups of a corrupt VM. By verifying actual VM
recovery, Veeam Backup & Replication v5 empowers IT to support Service Level
Agreements (SLAs) that align virtual infrastructure with business continuity. 

SERVICING APPLICATION GROUPS

Moreover, mission-critical Line of Business (LoB) processes often involve multiple
applications running on multiple servers. Typical configurations involve a web server, a
database server, a domain controller with DNS, and an application server. This make a
virtual server environment a good platform for LoB process support; however, it can
complicate support issues for IT as LoB executives expect CIOs to address higher level
process concerns, such as availability and business continuity. 

All too often, IT focuses on only the most serious business continuity problems and
creates a Disaster Recovery (DR) plan that is too complex to test. In Symantec’s October
2010 DR study, which was based on interviews with IT decision makers at 1,700 large
enterprises, the failure rate on recovery tests was 30%. 

This is precisely the type of scenario that SureBackup Recovery Verification is
designed to test quickly and efficiently. A SureBackup Recovery Verification job can
contain any number of VMs, each can be tested with its own set of test scripts, and the
starting order can be set to test any interdependencies. As a result, Veeam Backup &
Replication v5 can play an essential role in setting business continuity objectives for SLAs
associated with key LoB processes. 

Executive Summary
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VIRTUALIZATION & BUSINESS CONTINUITY

In December of 2010,
Symantec released a
datacenter study revealing
that more than 80% of the
1,780 sites surveyed were
involved in some stage of
virtual infrastructure
adoption. Similarly a
Microsoft survey of 154
medium to large sites—
sites were required to have
at least 500 PCs—showed
that roughly 75% of the
sites had at least 10 of their
IT applications running on
virtual servers. In
particular the average site
ran 75 host servers with 6.7
VMs on each host. What’s
more IDC announced in
December 2010 that a
tipping point was likely
reached with 50% of IT
applications running on
virtualized servers. 

Early VM applications
were rarely considered key
for business. Consolidation
of servers drove pilot
projects for virtualization.
As a result, happenstance
dictated the choice of

applications: The server on which the application ran was judged a consolidation target. 

Virtual Infrastructure Scenario

Virtual Infrastructure Scenario

“In all of our tests backing up multiple VMs, the multi-VM backupfile was significantly smaller than the sum of the individual backup
files; however, the total wall clock time remained statistically equivalent
to the sum of the backup times for each individual VM.”
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In the next wave of virtualization adoption, IT will shift focus away from finding
applications running on servers that can be retired to identifying applications that can
benefit from a more dynamic and flexible environment. This change in focus comes just
as corporations take a harder look at business processes. More importantly, it makes
performance of mission-critical applications a key driver for virtualization and brings the
relationship between virtualization and business continuity into the limelight. 

By definition, mission-critical applications are important for business operations and
need to be included in any DR plan or SLA for business continuity. What’s more, any
LoB processes that rely on these applications are likely to be the primary subjects of SLAs
between IT and LoB divisions. 

To test a second-generation virtual infrastructure with VMs running critical business
applications, we used vSphere 4.1 to set up six server VMs and a workstation VM. We
placed theses VMs in two mutually trusted Windows domains. We also set up server
roles for the VMs that are typically used to support sophisticated business functions. 

Using a VM running Windows
Server® 2008 R2, we set up a new Active
Directory® (AD) domain at the Windows
2008 functional level. We set up our
second VM domain controller using
Windows Server 2003 R2. This VM
joined an existing Windows 2003
domain. Each VM AD controller was also
assigned DNS and DHCP server roles. 

In the second domain, we added two
VM servers running database systems.
On the first VM, we ran SQL Server 2008
R2 on Windows Server 2008 R2. On our
second VM, we set up SQL Server 2005
running on Windows Server 2003 R2. 

In our Windows 2008 level domain,
we set up a VM as an email server
running Exchange Server 2010. We
configured two 120GB logical disks for
mailbox databases and used Jetstress to
verify that we could support 500 active

mailboxes. Finally to leverage our domain trust relationships, we added a desktop VM
running Windows® 7 and Outlook® with MS Office 2010 to our Windows 2003 domain
and a server VM running SUSE Linux Enterprise Server 11 (SLES 11).

I/O POWER TO CLOSE BACKUPWINDOWS

To maximize data throughput and simplify vMotion, we used a 4Gbps SAN to share

Virtual Infrastructure Scenario

VIRTUAL INFRASTRUCTURE TEST CLOUD

To test the advanced data protection features in Veeam Backup &
Replication, we set up two vSphere 4.1 servers hosting seven VMs within two
mutually trusted Windows domains: a new Windows 2008 level domain and a
legacy Windows 2003 level domain.
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all vSphere datastores among vSphere hosts and our Veeam Backup server. As a result, all
end-to-end data transfers were executed over our SAN. Furthermore, with large files and
databases a common characteristic of critical business processes, Veeam Backup &
Replication v5 supports multiple data compression options and job-level data
deduplication to reduce the disk space required to store backup files. 

It’s important to note that Veeam Backup & Replication v5 applies data deduplication
explicitly within a backup job. There is no global store of unique blocks that must be
checked. As a result, processing overhead is dramatically reduced, data compression can be
applied with data deduplication in the same job, and backing up multiple VMs in a single
job increases the efficiency of data deduplication in reducing the size of backup files. 

With support for VADP, Veeam Backup & Replication v5 leverages vSphere Changed-
Block Tracking (CBT) to accelerate incremental backups for faster replication and synthetic
backup. What’s more, Veeam Backup & Replication v5 is able to eliminate processing
empty white space when VMFS-based thin provisioning is used to support a VM. 

To set bounds on potential Veeam Backup & Replication v5 performance, we first ran
full backups of our VMs individually. For these processes, the two key metrics were
backup wall clock time and the size of the backup file. All other metrics, including backup
throughput rate, deduplication ratio, and compression ratio are based on comparative
data, which makes the result subject to the frame of reference used to define the metric. 

Veeam uses the personality of a VM as a virtual server as the basis for calculating
performance ratios. For a full backup, the reported deduplication ratio is calculated by
comparing the size of the backup file with deduplication to the amount of storage
provisioned for the VM. This means the deduplication ratio is independent of whether
thick or thin provisioning has been implemented on a VMFS datastore. If there is no
reduction in size, the ratio is 100%. Compression is handled in a similar manner. As a
result, the final size of the backup file compared to the provisioned size of the VM is the
product of the deduplication and compression ratios. For this calculation scheme to
work with an incremental backup, the comparisons are made to the initial backup file
size created using just the vSphere CBT mechanism.

When we backed up a VM running SQL Server 2008 R2 with thick provisioning and
then with thin provisioning, the backup file in both cases was 8.5GB. In both cases,
Veeam Backup & Replication eliminated the same amount of unused white space and
duplicate data. As a result, the deduplication ratios, which were based on the 50GB
provisioned size of each VM, were the same. In turn, the uncompressed and compressed
sizes of the backup files were also the same, which made the compression ratios the
same. By multiplying the deduplication and compression ratios, the total data reduction
ratio with respect to the provisioned size is 16.7% or 6 to 1.

While the provisioned size of both VMs as Windows servers running SQL Server was
the same, the total size of the VMFS files supporting the VM with thick provisioning was
51GB, while the total size of the VMFS files for the VM with thin provisioning was just

Virtual Infrastructure Scenario
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20GB. This difference was reflected in the wall clock times for each backup, which were
7 minutes and 4 seconds versus 5 minutes and 40 seconds respectively. In addition, using
the VMFS datastore size as the frame of reference for data reduction, the total data
reduction ratios also diverged and became 6 to 1 and 2.4 to 1 respectively. 

Nonetheless, the most important factors influencing the overall effectiveness of data
reduction were the characteristics of the application data residing on the VM. In
particular, the large mailbox databases and transaction logs associated with our Exchange
Server 2010 VM were very highly compressible. As a result, the backup file for our
Exchange Server VM was just 11.9GB, which represents a 26.5 to 1 reduction from the
provisioned size and a 19.2 to 1 reduction from the datastore size. 

What’s more, by backing up multiple VMs in a single process, we were able to increase
the effectiveness of data deduplication without increasing the total wall clock time of the
backup process. Deduplication schemes that maintain a separate store of common data
fingerprints, however, uniformly extend processing to garner higher deduplication ratios.
In all of our tests backing up multiple VMs, the multi-VM backup file was significantly
smaller than the sum of the individual backup files, while the total wall clock time
remained statistically equivalent to the sum of the backup times for each individual VM. 

Virtual Infrastructure Scenario
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Veeam Backup & Replication v5 Performance
Full backup

VM Backup Parameters
VMFS

Datastore
Files

Guest OS
Volume

Provisioning

Deduplication
Ratio

Compression
Ratio

Backup
File Size

VMFS Data
Reduction
Ratio

Backup
Wall Clock Time

hh:mm:ss

App: SQL Server 2008 R2
OS:   Windows Server 2008 R2

Thick provisioning
51.0GB 50GB 38% 44% 8.5GB 6 to 1 0:07:04

App: SQL Server 2008 R2
OS:   Windows Server 2008 R2

Thin provisioning
20.3GB 50GB 38% 44% 8.5GB 2.4 to 1 0:05:40

OS:   SUSE Linux Enterprise Server 11 26GB 25GB 31% 24% 1.9GB 13.7 to 1 0:03:29

App: MS Office 2010 & Adobe Design Suite 5
OS:   Windows 7 Enterprise 93.2GB 155GB 52% 48% 39.4GB 2.3 to 1 0:21:05

App: AD, DNS, DHCP
OS:   Windows Server 2008 R2 13.6GB 50GB 22% 39% 4.5GB 3 to 1 0:03:45

App: Exchange Server 2010
OS:   Windows Server 2008 R2 228.6GB 315GB 70% 5% 11.9GB 19.2 to 1 0:19:48

Two VMs:
App: AD & Exchange Server
OS:   (2) Windows Server 2008 R2

248.9GB 365GB 61% 6% 13.6GB 18.3 to 1 0:23:08

Three VMs:
App: AD, Exchange Server, & SQL Server
OS:   (3) Windows Server 2008 R2

262.5GB 415GB 57% 8% 19.1GB 13.7 to 1 0:29:05
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For example, running a full backup of an AD domain controller , an email sever, and a
database server, as a coherent business process group, we generated a single backup file
that was 19.1GB in the same amount of time that it took to run three separate backups
that consumed 24.9GB. More importantly, we were still able to capitalize on all vPower
features for each of these VMs independently from the common backup image. These
results were facilitated by the use of a common OS on all three VMs. 

SYNTHETIC SOPHISTICATION

What further distinguishes Veeam Backup & Replication v5 from legacy backup
applications is the ability to implement all backup options on full and incremental
backups from a single command. More importantly, we were able to apply all restore
options, including recovery of VM guest OS files and data items. Leveraging the ability to
interchange full and incremental backups, Veeam Backup & Replication v5, defaults to
running an initial full backup followed by a series of incremental backups. 

To make the most recent backup the fastest to restore, we used reversed incremental
backups: This process starts with an initial full backup, which is followed by a series of
incremental backups. What differentiates a reversed incremental backup process is the
immediate application of each new incremental backup file to the current restore point to
create a new synthetic full backup. Next an incremental rollback file is created to undo the
changes introduced in the new synthetic backup file. That rollback file then replaces the
previous full backup file. What’s more, Veeam Backup & Replication v5 allows
incremental backups to be scheduled continuously—as a backup completes, a new backup
starts—and thereby maintain an RPO measured in minutes. 

More importantly, all backup and restore options that are available for a full backup
are available for an incremental backup. For an IT administrator, the only differences
between incremental and a full backups are measured in time and storage volume. 

Virtual Infrastructure Scenario
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Veeam Backup & Replication v5 Backup Benchmarks
Windows Server 2008 R2 running Active Directory as a PDC

Backup
File Type

VMFS
Datastore
Files

Guest OS
Volume

Provisioning

CBT-based
Backup

Data Size

Deduplication
Ratio

Compression
Ratio

Backup
File Size

VMFS Data
Reduction
Ratio

Backup
Wall Clock Time

hh:mm:ss

Full Backup
Synthetic

13.5GB 50GB 50GB 24% 39% 4.8GB 2.8 to 1
0:00:51

Created via a reversed
incremental backup

Incremental
Rollback

13.5GB 50GB 442MB 97% 23% 106MB 127 to 1 0:00:54

Incremental
Rollback

13.5GB 50GB 601MB 94% 27% 157MB 86-to-1
0:04:42

Created via an initial
full backup
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REEVALUATING RECOVERY

From the perspective of an LoB executive, the value of backup and restore operations
lies entirely in the recovery process. Their attention is focused on aggressive RPO and
RTO targets that IT often struggles to meet. With the new vPower technology introduced
in Veeam Backup & Replication v5, however, IT’s ability to perform granular recovery
operations, test the recoverability of 100% of backups, and meet strict RPO and RTO
requirements advances dramatically. 

RTO Revolution

RTO Revolution

“By running VMs directly from backup files, Veeam’s new vPowertechnology gives rise to a number of game-changing functions, including
Instant VM Recovery, Recovery Verification, and Universal Application-Item
Recovery (U-AIR) to restore object-level data from any VM.”

12

VEEAM GRANULAR RESTORE OPTIONS

Using the Veeam Backup & Replication v5 restore wizard, we easily recovered either the VMFS or the NTFS files associated with our
VM running SQL Server 2008 R2. We were also able to recover a wide range of SQL Server items, such as tables, views, and stored
procedures. More importantly, we used full and incremental backups interchangeably as restore points in all recovery operations.



With the retrieval of lost or corrupted user files representing the lion’s share of restore
operations, IT must be able to restore both guest OS-based user files and host VMFS
files, such as logical volumes. Veeam Backup & Replication v5 provides a restore wizard
that works directly with any backup file to restore any file associated with a VM’s
personality as a server running a guest OS or a hypervisor application. What’s more, as
VM applications grow in sophistication, so too grows the use of structured data in VM
applications. To meet this change in VM application data, the Veeam restore wizard also
provides the ability to handle fine-grained restoration of application-level objects, such as
database tables and procedures, as well as user email messages and folders. 

Using legacy backup and restore technology, recovering a VM to a working state
corresponding to a previous point in time often requires multiple hours of work. With
Veeam Backup & Replication v5, IT administrators have the ability to run a VM directly
from a backup file, without first provisioning a datastore, rehydrating compressed or
deduplicated data, and then restoring the VMFS files before running the VM. 

RTO Revolution
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VPOWER NFS DATASTORE

The key construct to run a VM, such as our Exchange Server 2010 VM, directly from a backup file is the vPower NFS datastore. In five
seconds, a directory on our Veeam Backup server was populated with pointers to the contents of the VM backup file and exported to the
vSphere server as a NFS datastore with read-only logical volumes. By default, Veeam added cache files to handle new data written to
each of the VM’s logical volumes. When we redirected new data updates to another datastore, Veeam triggered a snapshot and
redirected new data to logical volume snapshot and CBT files. Veeam did not create cache files in this configuration. 



In just 19 seconds we were able to start a VM running SQL Server directly from a
backup file and publish the VM in our vSphere environment. The key to this
functionality lies with the vPower NFS datastore. Whenever an IT administrator invokes
a function that runs a VM directly from a backup file, the process invokes the vPower
NFS datastore. At the start of the process, pointers to the files contained in the backup
file are set up in a specific directory on the Veeam Backup server. That directory is then
exported via NFS to the vSphere server as a NAS datastore containing read-only files
representing the VM’s logical volumes. 

By running VMs directly from backup files, Veeam’s new vPower technology gives
rise to a number of game-changing functions, including Instant VM Recovery, Recovery
Verification, and Universal Application-Item Recovery (U-AIR) to restore object-level
data from any VM. The tradeoff for rapid on-demand recovery comes with lower
sustained IOPS rates as new data must be redirected. 

Veeam utilizes a number of methods for updating the logical volumes of a VM
running from a backup file with new data. These methods are optimized to the nature of
the function: Functions that return a recovered VM to production must balance IOPS
performance with simplified consolidation of new and existing data. As a result, different
Veeam functions use such methods as cache files, VM snapshots, and redo logs. 

One of the new functions that Veeam’s vPower enables is Instant VM Recovery, which
starts a VM from a backup file and then publishes the VM in the production network.
We ran a number of tests with Instant VM Recovery that used backup files of our VM
running Exchange Server 2010. We chose to test the new vPower technology with
Exchange since email is a more demanding workload compared to other applications. In
these tests we used Jetstress to help analyze potential RTO and performance
requirements that IT might have to meet in an SLA. To monitor both VM and host
performance during these tests, we used up.time 5. 

Before running Instant VM Recovery, we configured the VM running Exchange
Server 2010 with three logical disk volumes to support 500 user mailboxes. With 500
active mailboxes, our configuration was typical of a single Exchange server at a small to
medium enterprise (SME) site or a distributed Exchange server used to scale up a large
enterprise site by distributing the load and improving resiliency. To balance email
transactions, we used two 125GB logical volumes to distribute the mailboxes across two
mailbox databases. Each database contained 250 mailboxes, each of which held an
average of 400MB of message data. The third volume was used to store Exchange log files
associated with mailbox database transactions. 

We configured the Jetstress benchmark to place a transaction load on our Exchange
Server to keep all of our mailboxes busy processing one transaction per second. When
we measured actual performance with up.time 5, Jetstress transactions were engaging all
of our mailboxes at rates up to 1.6 transactions per second. 

With our baseline configuration set, we ran a number of tests with Instant VM

RTO Revolution

14



Recovery focused on RTO and performance requirements for SLAs that deal with
business continuity. In particular, we ran Jetstress with all data directed to the vPower
NFS datastore and then with updates redirected to another datastore using a redirected
snapshot. In addition we tested IOPS rates while consolidating data for both cases. 

In our initial test, we did not redirect data updates from the vPower NFS datastore. As
a result, writes were captured in local cache files and we were able to leverage Storage

RTO Revolution

INSTANT VM RECOVERY WITH STORAGE VMOTION

Using Veeam Instant VM Recovery, our VM running Exchange Server was published in vSphere within 22 seconds using a restore
point created with an incremental backup. Within another 67 seconds we were able to log into the VM and launch Jetstress. At the
same time, we started a Storage vMotion migration of the VM from the vPower NFS database to a SAN-based datastore. The Storage
vMotion process took 2 hours and 50 minutes. 

15



vMotion to recover full functionality and performance. 

By redirecting update data for the logical
disks to another datastore, we were able to
double the level of Jetstress transactions that
we could sustain. Nonethless, because Veeam
utilizes a VM snapshot to redirect data, we
needed to hot clone our recovered VM to
consolidate data and bring it into production.
As a result, we needed to complete the
process by shutting down the recovered VM
and starting the cloned VM.

During data consolidation with either
Storage vMotion or hot cloning, the IOPS
performance dropped by roughly 50%. With
data redirection roughly doubling IOPS
performance, the backup VM running with
data redirection sustained an IOPS load
during the data consolidation process that
was very similar to the normal IOPS load that
was sustained by the default Instant VM
Recovery configuration. 

In particular, we sustained approximately
150 email and 50 log transactions per second
while cloning the backup VM with vSphere.
In comparison, without data redirection, we
were able to sustain roughly 60 email
transactions and 25 log transactions per
second while implementing Storage vMotion
to consolidate data for our backup VM. That
IOPS level represents a fairly typical
transaction processing load for many
mission-critical applications. In particular, it

equates to nearly 3,500 email transactions—reads, writes, and deletes—per user mailbox
over an 8-hour work period, 

Consolidation with hot cloning took roughly 12% more wall clock time than using
Storage vMotion: In particular, the Storage vMotion process took 2 hours and 50
minutes, while the hot cloning process took 3 hours and 10 minutes. In addition, we then
needed to shut down the backup VM and start the cloned VM manually. 

In both cases we had the option to start consolidating the recovered VM at any point
in time. We could easily wait to run Storage vMotion or hot cloning during an off-peak
processing period. 

RTO Revolution

INSTANT VM RECOVERY IOPS PERFORMANCE

With the Exchange VM server running from a backup file with data
redirection, we sustained significantly more email transactions running
the Jetstress benchmark. With data updates redirected via a snapshot,
we averaged up to 300 email and 100 log transactions per second.
Without redirection, we averaged 140 email and 38 log transactions
per second. 
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REAL RESTORE GRANULARITY IN A VIRTUAL LAB

While running a VM directly from a backup file is an important breakthrough, there
is an equally important function in Veeam Backup & Replication v5. The new virtual lab
feature provides an isolated protected environment where backups of VMs can run while
the original VMs operate in production. The combination of the vPower NFS datastore
and the virtual lab allows Veeam to provide an array of advanced features, such as
Recovery Verification and U-AIR. 

Using a wizard, IT administrators create a
virtual lab environment that includes a vSphere
vSwitch, a private network, and a gateway
appliance that masquerades recovered VMs with
dynamic IP addresses that are outside of the
production network. This means IT
administrators can run a backed-up VM directly
from a backup file with the original production
IP address and node name without creating any
conflicts. 

IT administrators can also configure the
appliance to masquerade a specific private-
network address with a specific production-
network address. Via this scheme, any physical
or virtual production system can communicate
with the VM running in the virtual lab. In
particular, we leveraged this scheme to enable
up.time 5 to discover and monitor VMs running
in a virtual lab. Other standard configuration
options for a virtual lab include the choice of a
vSphere host, a datastore for the appliance, and a
datastore for redo logs. 

Recovery Verification relies on the isolation
of the virtual lab to start one or more VMs from
backup files in a workflow at any time. IT
administrators place VMs in an ordered boot-
sequence based on role- and application-
dependencies. The Recovery Verification wizard
then runs a series of tests to verify that key roles
are functioning properly. In this way, Recovery
Verification validates that VM backup files boot,
VM applications work, and external
dependencies on other VMs function correctly. 

As a result, Recovery Verification eliminates

RTO Revolution
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VM RECOVERY VERIFICATION

To test Veeam’s Recovery Verification, we used a backup file of a
VM acting as a primary domain controller. The Recovery Verification
wizard started the virtual lab, launched the vPower NFS datastore to
publish the VM backup in the lab’s isolated network. To ensure the
VM was running correctly, the wizard tested the VM backup’s role as
an Active Directory domain controller, a global catalog server, and a
DNS server. The entire process took 9 minutes and 13 seconds. 



the need to run a checksum verification during a backup process. When software data
compression or global data deduplication is utilized in a legacy backup system, rereading
and rehydrating a backup file to calculate a checksum will typically extend a full backup
window by 25 to 35%. This impact is even more dramatic when an incremental backup is
utilized. The incremental backup must be fully reconstituted and then compared to the
original VM. As a result, a checksum calculation can take up to 25 times longer than the
incremental backup.

Worse yet, this verification method does not detect any problem existing in the
production system that prevents it from rebooting. Traditional backup verification
simply ensures that the backup suffers from the same problem. On the other hand,
Recovery Verification provides the means to test complete recoverability of 100% of
backed-up VMs outside of any backup window. 

With the sophistication of VM applications continuing to increase, there is also a
growing need for solutions to handle fine-grained problems associated with individual
objects from VM applications, such as Oracle, Microsoft Exchange, or Microsoft
SharePoint. Restoring object-level data from applications is a much more complicated
task than file-level restoration for a guest OS. While some object-level data restoration
tasks can be orchestrated by exploiting explicit file structures within the guest OS,
comprehensive restoration of object-level data often requires the ability to run one or
more utility programs related to the associated application. 

The need to leverage running applications to restore object-level data aligns precisely
with the capabilities of Veeam’s vPower technology. This provides the ability to run a VM
directly from a backup file, as well as a virtual Lab to provide a secure environment to
run the backup VM in parallel with the original production VM. Together, these
capabilities are the foundation for Veeam’s Universal Application-Item Recovery (U-
AIR). With our VM running SQL Server 2008 R2 running in a virtual lab, we were able
to use the Veeam restore wizard to recover a plethora of database schema objects,
including tables, views, and stored procedures.

More importantly, there are no restrictions on IT when it comes to invoking
application tools to repair and restore item-level objects in a virtual lab. We were able to
masquerade the VM in the virtual lab on the production environment with a static
production address via the virtual lab appliance. As a result, we were able to use the
Remote Desktop Connection to set up a session on the backup VM and run any
application tool to recover item-level data. This option allows U-AIR to provide item-
level recovery without relying on application data constructs or  internals: U-AIR just
runs the application from which IT administrators extract what they need. There is no
need to wait for an upgrade to Veeam Backup & Replication when a new version of a
guest VM OS or application is introduced. 

RTO Revolution
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GOING BEYOND DR WITH VPOWER

To enable sites to optimally
configure a data protection
plan for their IT infrastructure,
Veeam places no restriction on
the number of servers on
which Veeam Backup &
Replication v5 can be installed.
Licensing costs are based on
the configuration of the
vSphere host servers. For sites
deploying multiple servers for
Veeam Backup & Replication
v5, Veeam Backup Enterprise
Manager provides a central
point, from which IT can
monitor all Veeam Backup &
Replication activities. 

For example, administrators
can use Veeam Backup
Enterprise Manager to analyze
performance of data protection
tasks and identify data files
backed up on Windows-based
VMs. Veeam Backup &
Replication v5 wizards also
broaden the use of new vPower
features, by allowing users with
restricted privileges to invoke
advanced features, such as the
recovery of an application item,
by sending an automated

request for approval to an IT administrator using Veeam Backup Enterprise Manager. 

Enterprise Management

ENTERPRISE MANAGER OVERVIEW

From the Veeam Backup Enterprise Manager timeline operations overview, we drilled
down on a backup that included our Exchange Server VM and its AD domain controller. 

Enterprise Management

“Veeam Backup & Replication v5 wizards broaden the use of new
vPower features, by allowing users with restricted privileges to

invoke advanced features, such as the recovery of an application item, by
sending an automated request for approval to an IT administrator using
Veeam Backup Enterprise Manager. ”
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From the traditional IT
management perspective of IT as a
technology provider, Veeam
Backup & Replication v5 and
Veeam Backup Enterprise Manager
provide a complete software
foundation for a DR solution. For
sites moving to an IT Service
Management (ITSM) model,
however, the functionality of
Veeam Backup & Replication v5 is
considered an internal IT detail. 

In an ITSM environment, LoB
executives focus all attention on
business process recovery. The

result is an SLA for business continuity that assumes functional backup images are
present and focuses on RTO and RPO requirements that are driven entirely by the needs
of the business process. Moreover, the independence of an SLA for business continuity
from constraints associated with IT resources can add significant overhead for IT
administrators. 

HOOKING INTO SERVICE MANAGEMENT

To simplify the creation, monitoring, and managing of an SLA that ensures business
continuity using Veeam Backup & Replication v5, we installed up.time 5 Service Level
Monitoring on the server running Veeam Backup Enterprise Manager. The up.time 5
software is able to monitor and report on all virtual and physical servers. as well as any
other resources with an SNMP interface. 

With respect to using up.time 5, Veeam Backup & Replication v5 records a wealth of
event data in a Veeam Backup event log, which is created during the installation process.
This data can be accessed by up.time 5 via its Windows Event Log monitor service,
which we set up to scour the Veeam Backup event log for entries related to scheduled
backups of targeted VMs. 

In practice, we defined a Service Level Objective (SLO) to complete a daily backup for
each VM involved in a business process. By recursively applying the monitor to each
event category for each VM, we had the means to automatically monitor a complex SLA
for any business service that included a business continuity objective. 

More importantly, Veeam Backup & Replication v5 provides a way to create an even
more sophisticated business continuity compliance regime. When a VM backup is
successfully tested for recoverability with the SureBackup Recovery Verification feature,
an SNMP trap or an email notification can be sent. By monitoring confirmations of
recovery tests, CIOs are empowered to support an SLA that guarantees the recoverability
of an entire VM workflow. 

Enterprise Management
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ENTERPRISE MANAGER OVERVIEW

From Veeam Backup Enterprise Manager, IT administrators can approve requests
and configure a virtual lab for less privileged users to run new advanced vPower
technology features, such as application item-level recovery. 



CONTINUOUS RELIABILITY & AVAILABILITY IMPROVEMENT

The introduction of new vPower technology in Veeam Backup & Replication v5
provides IT with revolutionary restore options that include the ability to boot a VM
directly from a backup file. For IT, however, the magic of vPower is that it is both very
sophisticated and very light weight. 

With business processes
relying heavily on information
technology, top business
consultants have come to the
consensus that business
success now hinges on the
transformation of IT from a
resource-oriented technology
provider to a process-oriented
service provider. Within that
context, these consultants
advise LoB executives to
require that IT managers meet
service levels codified in an
SLA and make performance
reports with respect to that
codified SLA.

For business continuity in
particular, all attention is
focused around the recovery
of data and the restoration of
business processes. Anything
associated with backing up
files is considered an internal
IT detail. As a result, business

continuity SLAs deal exclusively with RTOs and RPOs. Nonetheless, the time necessary
to run a full or incremental backup is an essential determinant for how quickly the
process can be repeated to minimize the potential of data loss.

Customer Value

21

Customer Value

“With Veeam Backup & Replication v5, a regimen of frequent 
low-impact backups that are verified for recoverability creates a

highly reliable archive of backup files that supports VM recovery with
minimal data loss and business process restoration in minutes.”

VEEAM BACKUP & REPLICATION V5 FEATURE BENEFITS
1) Agentless Backup for any VM: IT administrators do not install agents on VMs 
or hosts, which allows all backup and restore operations, including file and data-
item recovery, to work with any VM running any guest OS. 

2) Restart VMs from Backup Files for Near-Instantaneous RTO: Instant VM
Recovery allows a VM to be started and run directly from a backup file with data
redirection until the VM is fully restored online using Storage vMotion, hot
cloning, or Veeam’s FastSCP VM copy option.

3) Test and Authenticate Every Backup Job for Recoverability: SureBackup
Recovery Verification starts VMs from backup files and runs application test scripts
on the VMs in an isolated virtual lab environment to validate that applications are
running correctly. 

4) Compress and Deduplicate Data Inline on any Backup Process: Veeam
Backup & Replication v5 includes compression and inline data deduplication that
can be combined with incremental VM backups to provide the equivalent space
savings of enterprise-class data deduplication systems while dramatically
reducing the backup window.

5) Automate incremental Backups for Near-Lossless RPO: With data
deduplication and compression applied to incremental backups, which can be
used with any recovery process as a restore point, low-impact incremental
backups can be automated to run continuously.

6) Restore or Repair Application Items: Run VMs from backup files in a virtual lab
to recover application-related objects using Veeam-provided wizards or native
application tools.



Recovery of backup files, however, is the perennial weak link for backup and restore.
With backup a necessary daily activity, the lion’s share of IT attention has been focused
on the processing of backup operations in a minimal amount of time. In this regard,
Veeam Backup & Replication has a number of features to optimize the efficiency of
backup processes that work in all data protection scenarios, including incremental
backups. 

In particular, Veeam Backup & Replication v5 is able to apply data deduplication and
compression on incremental backup files and utilize incremental backups in all restore
operations. As a result, Veeam Backup & Replication v5 reduces consumed disk space for
backup files on the order of an enterprise data deduplication package with none of the
processing overhead. 

By enabling a VM to be quickly and safely started from a backup file, Veeam makes it
possible to make the recovery of a backup file an event that can be tested as part of the
site’s standard backup procedures. With IT surveys showing that 30% of backup files
cannot be recovered, the ability to invoke a light-weight process that tests every backup
file to ensure all archived backup jobs recover correctly is a game changer. With Veeam
Backup & Replication v5, a regimen of frequent low-impact backups that are verified for
recoverability creates a highly reliable archive of backup files that supports VM recovery
with minimal data loss and business process restoration in minutes.

Customer Value
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ABOUT VEEAM SOFTWARE
Veeam Software, an Elite VMware Technology Alliance Partner, develops innovative software to manage VMware
vSphere. Veeam vPower™ provides advanced Virtualization-Powered Data Protection™ and is the underlying
technology in Veeam Backup & Replication™, the #1 VMware backup solution. Veeam ONE™ provides a single
solution to optimize the performance, configuration and utilization of VMware environments and includes: Veeam
Reporter™ - VMware capacity planning, change management, and reporting and chargeback; Veeam Business
View™ - VMware business service management and categorization; and a choice of VMware monitoring options
including the nworks Management Pack™ - VMware management in Microsoft System Center, the nworks Smart
Plug-in™ - VMware management in HP Operations Manager, and Veeam Monitor™ - framework-independent
VMware monitoring. Learn more about Veeam Software by visiting www.veeam.com.


